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interface Vlan2ll
nameif inside
security-level 100

ip address 10.211.0.162 255.255.255.0

hostname KRA-S-ASA-05

domain-name kra-sec.cisco.com

dns domain-lookup inside
dns server-group DNS-GROUP
name-server 10.211.0.221

domain-name kra-sec.cisco.com

aaa-server KerberosGroup protocol kerberos

Location | ManagedBy | Obiect | Securiy | Diakin | Attibute Editor
General | Operating System | Membes Of Delegation |F"umn:| Replication

Diedegabion iz & secunty-sensifive operation, which aklows services to act on
behalf of anothes uses.

= Do not rust this compuber for delegation
™ Trust this computer for delegation to any service [Kerberos ondy)
% Trust this computer for delegation to specified services only

i Uze Kerberos only

& Use any authentication protocol

Services to which thes accourt can present delegated credentials:

Service Type  User or Computer | Part | Servce Mame | Dc
HTTP st kra-sec. cisco. com

oK I Carvcel Spply Help

aaa-server KerberosGroup (inside) host 10.211.0.221
kerberos-realm KRA-SEC.CISCO.COM

webvpn
enable outside
enable inside

kcd-server KerberosGroup username Administrator password ***#*%*

group-policy Gl internal
group-policy Gl attributes
WebVPN

url-list value KerberosProtected

username cisco password 3USUcOPFUiMCO4Jk encrypted




tunnel-group WEB type remote-access
tunnel-group WEB general-attributes
default-group-policy G1
tunnel-group WEB webvpn-attributes
group-alias WEB enable

dns-group DNS-GROUP

TR

RXAL>AD ASA &N

ked-server X ROEFTH, ASARRASAOSNERITLET,

FAxxAxxAkxx GTART: KERBEROS PACKET DECODE *** %% %% kkxdk*
Kerberos: Message type KRB_AS_REQ

Kerberos: Option forwardable

Kerberos: Client Name KRA-S-ASA-05%

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name krbtgt

Kerberos: Start time 0

Kerberos: End time -878674400

Kerberos: Renew until time -878667552

Kerberos: Nonce 0xa9db408e

Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

Kerberos: Encryption type des3-cbc-shal

FAh*xAxxkx*x END: KERBEROS PACKET DECODE *****#%%x*k*xx

In kerberos_recv_msg

In KCD_self_ tkt_process_response

FAxxAkxxkxx GTART: KERBEROS PACKET DECODE *** %% %%k xdk*
Kerberos: Message type KRB_ERROR

Kerberos: Error type: Additional pre-authentication required, -1765328359
(0x96c73al9)

Kerberos: Encrypt Type: 23 (rcd-hmac-md5)

Salt: "" Salttype: O

Kerberos: Encrypt Type: 3 (des-cbc-md5)

Salt: "KRA-SEC.CISCO.COMhostkra-s-asa-05.kra-sec.cisco.com" Salttype: 0
Kerberos: Encrypt Type: 1 (des-cbc-crc)

Salt: "KRA-SEC.CISCO.COMhostkra-s-asa-05.kra-sec.cisco.com" Salttype: 0
Kerberos: Preauthentication type unknown

Kerberos: Preauthentication type encrypt timestamp
Kerberos: Preauthentication type unknown

Kerberos: Preauthentication type unknown

Kerberos: Server time 1360917305

Kerberos: Realm KRA-SEC.CISCO.COM

Kerberos: Server Name krbtgt

FAh*xAkxxkx*x END: KERBEROS PACKET DECODE **** %%k x%k*xx
Attempting to parse the error response from KCD server.
Kerberos library reports: "Additional pre-authentication required"
In kerberos_send_ request

FAxxAxxAkxx GTART: KERBEROS PACKET DECODE *** %% %% kkxd*
Kerberos: Message type KRB_AS_REQ

Kerberos: Preauthentication type encrypt timestamp
Kerberos: Option forwardable

Kerberos: Client Name KRA-S-ASA-05%

Kerberos: Client Realm KRA-SEC.CISCO.COM



Kerberos: Server Name krbtgt

Kerberos: Start time 0

Kerberos: End time -878667256

Kerberos: Renew until time -878672192

Kerberos: Nonce 0xa9db408e

Kerberos: Encryption type rc4-hmac-md5

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

Kerberos: Encryption type des3-cbc-shal

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% % %kx %k
In kerberos_recv_msg

In KCD_self_ tkt_process_response

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxkxx
Kerberos: Message type KRB_AS_REP

Kerberos: Client Name KRA-S-ASA-05S

Kerberos: Client Realm KRA-SEC.CISCO.COM

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k ok %k
INFO: Successfully stored self-ticket in cache a6588e0
KCD self-ticket retrieval succeeded.

In kerberos_close_connection

remove_req 0xcc09adl8 session Ox1 id 0

free_kip Oxcc09adls8

kerberos: work queue empty

ASAlF, RXAASVICEEICSIMTEE T, RANELKETITHDE, ASARFTIVINILOFT
YREZFELET, ASREPNTY N (ATY7 1 THEAL I Ticket1 ) DEEE,

26 2013-82-12 ©6:16! 19 6B6EEE 18,711,815 10.211.8.216 KRES 225 AS-REQ

20 P13-02-1F b6:16: M SHTHTE L. 2110, 206 10, 200, 0. 162 KRES 206 KR Evror: WRESKDC_ERR_ PREAUTH_REOUTRED

30 2013-82-12 6116120, 719261  19.211.8, 152 18,211.8.216 ons 183 Standard query BxdcTd  SAY _kerberos-master. udp.KRA-SEC.C
31 F813-02-1F B6: 160 . T106AD 13.211.8,. 206 18,210, 8. 162 IHS 178 Standand quiery respense B2dcTd Mo such nass

12 FA1N-02-1F Ob; 16 M. TeES0H 18.211.8, 162 18,211, 8. 216 KRS @3 as-RED

33 7913:82: 17 O6:16: 26 T63A45  18.711.8.316 TPwd 1318 Frageented TP protecol (protesUDP 17, ofted, Ihecdic) [Res

3 A013-02-1F Bh; 16 . Th2a5 A0, 2110, 206 b KRES 112 AS-REP

- Frame 34! 113 bytes on Wire (96 Blts), 112 bytes captured }
b Ethermet 11, Src: Vewars Oc; 3098 (00; 50: 56:09c;34:95), Dst: Cisco el:ali:Bc [Jo:54:2d:el:ali:3c)
+ BAZ.10 Virtusl L&M, PRI: 8, CFI: @, I0: 11
b Internet Proledol Versien 4, Sic: 10, 2008216 (00.211.0, 2060, Dst; 10.211.68, 062 (10,200.0.162]
¢ User Datagram Protocol, Src Port: kerberos (BH), Dst Port: 30867 [(56887)
= Kerberos AS-REF
Pyno; %
H5G Type: AS<REF {11]
Client Realw; KRA-SEC, CISC0.O0H
¢ Client Name (Principall! Adsinistrater
b Ticket
b enc-part rod-heac

B—EADOER

d—%5H WebVPN U2 0% 00 vy IOLET,

| € hitps://10.211.0.162/ +CSCOE +/portal.hitm| _ - ~ [ e v Pagew Safety~ Tools~ @~

SSL VPN Senvice :_E) A | Browse | | Logout

:’_E]) Home = [ webBookmarks =3
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Mo. |Time Source Destination Protecol | Length| Info

13 2013-82-15 11:56:37. 465857 16.211.8. 162 10.211.68,221 77T Te5-RED
14 2013-82-15 11:56:37. 468588 16,211.0,221 19.211.08.162 KRBS 1354 TG5-REP
16 2013-82-15 11:56:37.563325 18.211.0. 162 10.211.8.221 KRBS 1003 TGS -REQ

]

[ —— —————————— e e e i s N e e e ——
* Ethernet II, Src: Cisco el:ad:3c (2c:54:2d:el:aB:3c), Dst: Vmware 9c:5d:98 (00:50:56:9c:5d:90)
P 80O2.10 Virtual LAN, PRI: 8, CFI: 6, ID: 211
b Internet Protocel Yersion 4, Src: 10.211.0.162 (10.211.8.162), Dst: 10.211.0.221 (18.211.8.221)
b User Datagram Protocol, Src Port: netopia-vol (1839), Dst Port: kerberos (88)
= Kerberos TGS-RE(Q
Pvno: 5
MSG Type! TGS-RED (12)
« padata: FA-TGS-REQ PA-FOR-USER
b Type: PA-TGS-REQ (1)
= Type: PA-FOR-USER (1249}
= Value: 3053a0123010a003020101al0930071b05636973636Fa113. ..
b Client Name (Principall: cisco
Realm!: KRA-SEC.CISCO.COM
t Checksum
S4U25elf Auth: Kerberos
» KDC_REQ_BODY

3 : PA-FOR-USER DfEl cisco ©¥ ( WebVPN 1—4 ) . PA-TGS-REQ (Cl&, Kerberos
H—ERAERLCHULTRZBLEFTY RFEFERATVET (ASAKRKARNBF UM
) o

ASA &, 1—% cisco DREFTYN (ATY T 4 THRATS Ticket2) ZECELVEEES
BLET,

Mo, |Time |5r.lurce | Destination | F‘mtﬂml| Lengl:h| Info

13 2013-02-15 11:56:37. 46585 10.211.8, 162 18,211.0.221 KRES T TGS -RE(
14 2013-02-15 11:56:37. 468588 10.211.8.221 16.211.0.162 KRES 1354 TGS -REP

16 2013-02-15 11:56:37.563325 10.211.8, 162 16.211.0.221 KRB 5 1803 TGS -REQ
|
* Frame 14: 1354 bytes on wire (108832 bits). 1354 bytes captured (10832 bits)
Ethernet IT, Src: Vmware Oc:5d:98 (00:58:56:9c:5d:908), Dst: Cisco el:a@:3c (2c:54:2d:el:af:3c)
802.10 Virtual LAM, PRI: @, CFI: @, ID: 211
Internet Protocol Version 4, Src: 18.211.6.221 (10.211.0.221), Dst: 10.211.0.162 (108.211.0.162)
User Datagram Protocol, Src Port: kerberos (88), Dst Port: netopia-vol (1839)
Kerberas TG5-REP
Pvnio: 5
M56G Type: TGS-REF (13)
Client Realm: KRA-SEC, CISCO,COM
« Client Mame (Principal): clsco
Name- type: Principal (1)
Name: cisco
¢ Ticket
¢ oenc-part rod-hmac

q = = = =

HTTP Y —EADFT Y NCHITRERZRICALET (AP IT<IT2LEH—HOTNY T&E
BRENATVERT ),

KRA-S-ASA-05# show WebVPN kcd
Kerberos Realm: TEST-CISCO.COM
Domain Join : Complete



find _spn_in_url(): URL - /

build_host_spn(): host - test.kra-sec.cisco.com
build_host_spn(): SPN - HTTP/test.kra-sec.cisco.com
KCD_unicorn_get_cred(): Attempting to retrieve required KCD tickets.

In KCD_check_cache_validity, Checking cache validity for type KCD service
ticket cache name: and spn HTTP/test.kra-sec.cisco.com.
In kerberos_cache_open: KCD opening cache
Cache doesn't exist!
In KCD_check_cache_validity, Checking cache validity for type KCD self ticket
cache name: a6ad760 and spn N/A.
In kerberos_cache_open: KCD opening cache a6ad760.
Credential is valid.
In KCD_check_cache_validity, Checking cache validity for type KCD impersonate
ticket cache name: and spn N/A.
In kerberos_cache_open: KCD opening cache
Cache doesn't exist!
KCD requesting impersonate ticket retrieval for:
user : cisco
in_cache : a6ad760
out_cache: adab04£f8T
Successfully queued up AAA request to retrieve KCD tickets.
kerberos mkreq: 0x4
kip_lookup_by_sessID: kip with id 4 not found
alloc_kip Oxaceaf560
new request 0x4 --> 1 (Oxaceaf560)
add_req Oxaceaf560 session 0x4 id 1
In KCD_cred_tkt_build_request
In kerberos_cache_open: KCD opening cache a6ad760.
KCD_cred_tkt_build request: using KRA-S-ASA-05 for principal name
In kerberos_open_connection
In kerberos_send_request

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxkxx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request
Kerberos: Preauthentication type unknown

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name KRA-S-ASA-05

Kerberos: Start time 0

Kerberos: End time -1381294376

Kerberos: Renew until time 0

Kerberos: Nonce 0xe9d5fd7f

Kerberos: Encryption type rc4-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

FrxAkkxkkxx END: KERBEROS PACKET DECODE *** % %% % &kx %k
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxk*xx
Kerberos: Message type KRB_TGS_REP
Kerberos: Client Name cisco
Kerberos: Client Realm KRA-SEC.CISCO.COM
FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%
KCD_unicorn_callback(): called with status: 1.
Successfully retrieved impersonate ticket for user: cisco
KCD callback requesting service ticket retrieval for:
user
in_cache : a6ad760
out_cache: adab04£f8S



DC_cache : adab04f8I

SPN : HTTP/test.kra-sec.cisco.com
Successfully queued up AAA request from callback to retrieve KCD tickets.
In kerberos_close_connection
remove_req Oxaceaf560 session 0Ox4 id 1
free_kip Oxaceaf560
kerberos mkreqg: 0x5
kip_lookup_by_ sessID: kip with id 5 not found
alloc_kip Oxaceaf560

new request 0x5 --> 2 (Oxaceaf560)

add_req Oxaceaf560 session 0x5 id 2
In KCD_cred_tkt_build_request
In kerberos_cache_open: KCD opening cache a6ad760.
In kerberos_cache_open: KCD opening cache adab04fS8I.
In kerberos_open_connection
In kerberos_send_request

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxkxx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request
Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

Kerberos: Start time 0

Kerberos: End time -1381285944

Kerberos: Renew until time 0

Kerberos: Nonce 0x750cf5ac

Kerberos: Encryption type rc4-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ****x %k xxkxx
Kerberos: Message type KRB_TGS_REP

Kerberos: Client Name cisco

Kerberos: Client Realm KRA-SEC.CISCO.COM

FrxAkkxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%
KCD_unicorn_callback(): called with status: 1.
Successfully retrieved service ticket

for user cisco, spn HTTP/test.kra-sec.cisco.com

In kerberos_close_connection

remove_req Oxaceaf560 session 0x5 id 2

free_kip Oxaceaf560

kerberos: work queue empty
ucte_krb_authenticate_connection(): ctx - 0xad045dd0, proto - http,
host - test.kra-sec.cisco.com

In kerberos_cache_open: KCD opening cache adab04f8S.
Source: cisco@KRA-SEC.CISCO.COM

Target: HTTP/test.kra-sec.cisco.com@KRA-SEC.CISCO.COM

ASA &, HTTP H—EANDEL WVERFIY N (ATY 7 6 THEL & Ticketd ) £ZELFT
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KRA-S-ASA-05(config)# show aaa kerberos

Default Principal: cisco@KRA-SEC.CISCO.COM

Valid Starting Expires Service Principal

19:38:10 CEST Oct 2 2013 05:37:33 CEST Oct 3 2013 KRA-S-ASA-05@KRA-SEC.CISCO.COM

Default Principal: cisco@KRA-SEC.CISCO.COM

Valid Starting Expires Service Principal
19:38:10 CEST Oct 2 2013 05:37:33 CEST Oct 3 2013
HTTP/test.kra-sec.cisco.com@KRA-SEC.CISCO.COM

HTTP F4 v K~ ( Ticket3 ) # ( SPNEGO ##B L = )HTTP 7V £ RAICEAE hBd 0T, 1—4
FEIOLTFUOOFINZEANTRIREN HY)EEA,

NZ7)L21—hb

FERBETOBRENRETDENHYET, &AEF, ASARET—E AHTTP/test.kra-
sec.cisco.com ( AT Y 75) ZBERITZLHICFTY NeFEALEITHN., BEE
ERR_BADOPTION % f# 5 KRB-ERROR:

13 8130718 830909, TeETI4 10, F1L.0. 163 B, 2118716 KRES 1437 TGS «REQ
14 81383213 B3:00:00. TedEW  10.211.0.216 18, 211.8. 162 KRES LF3E TGS -REP
1% PSLT07: L3 BEBG: B9 BELESS 10, 21L.0. 16X 18, 2118716 IPwd 1518 F rageented 1P protocel (protostfi 17, ofled, IDeSd%h] |Redsseshlec
16 F913-82- 13 300109 BoES8  10.711.0. 182 18, 211.8. 716 KRES T TES -REQ
] 16 KRES

18 781387 17 0300 89 il 10,2100 163 182118716 TP Téqeapos il server = hitp IFIN, F5H. A0K] mmmm km"ﬂ‘?li?
o

Frame 17: 191 bytes on wire (1538 bits), 191 Bytes caplured (1538 Bits)

*Ethernet IL. Src: Veware Sc; 3000 (00050 56:% 0 14:00), Pt Cisco elral:de (2c:54:2d:elzal3c)
FOBOF. 00 Wirtual LAN, PRI: ©, OFI: @, ID: 211
¢ Intermet Protecol Yersien 4, Sec: 10.200.0.216 (R0.2011.0. 2065, Ost: 10, 200606 (00,2110, 162)
¥ User Datagras Protocal, Src Port: kerberos (885, Dst Pert: 40976 (40976)
= Merberos KR8 - ERAOR
Pvra: %
WG Type: KRO-ERIER [30)
Stlme: JORI-02- 15 02:09:0% (UTCH
s ;44006
errar_gode: MFESKDC CRR_BMDOPTION {13)
Realm: KRASOC. CTSC0, O0R
¥ Sarver Mane (Prirg ipall: HITP/Roa-sed -do 2 Kra-sed ¢ iS00, {om
= n-data PAPH-S0T
= Tyjee: PL-PW-S8LT {35
= Walue; bibisi: (HHHMHESRM) AN
T Status: STATUS_NOT_SUPPORTED {Smc00000bd])
Urlroun ;O pissdOa000
Uslrsoun ;0 pBa0000 1

chnlE, EENELLKERETCNTLVEBEVWESICISRETIBETT, ASA & "TKDC can't fulfill
requested options Z3REL F£T,

KRA-S-ASA-05# ucte_krb get_auth_cred(): ctx = 0xccd4b5390,
WebVPN_session = 0xc919a260, protocol = 1
find spn_in url(): URL - /

build_host_spn(): host - test.kra-sec.cisco.com
build_host_spn(): SPN - HTTP/test.kra-sec.cisco.com
KCD_unicorn_get_cred(): Attempting to retrieve required KCD tickets.

In KCD_check_cache_validity, Checking cache validity for type KCD service ticket
cache name: and spn HTTP/test.kra-sec.cisco.com.

In kerberos_cache_open: KCD opening cache

Cache doesn't exist!

In KCD_check_cache_validity, Checking cache validity for type KCD self ticket
cache name: a6588e0 and spn N/A.

In kerberos_cache_open: KCD opening cache a6588e0.

Credential is valid.

In KCD_check_cache_validity, Checking cache validity for type KCD impersonate
ticket cache name: and spn N/A.

In kerberos_cache_open: KCD opening cache

Cache doesn't exist!

KCD requesting impersonate ticket retrieval for:

user : cisco



in_cache : a6588e0

out_cache: ¢919a260I

Successfully queued up AAA request to retrieve KCD tickets.
kerberos mkreq: 0x4

kip_lookup_by_ sessID: kip with id 4 not found
alloc_kip 0xcc09adls8

new request 0x4 --> 1 (0xcc09adls8)

add_req 0xcc09adl8 session 0x4 id 1

In KCD_cred_tkt_build_request

In kerberos_cache_open: KCD opening cache a6588e0.
KCD_cred_tkt_build request: using KRA-S-ASA-05$ for principal name
In kerberos_open_connection

In kerberos_send_request

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxkxx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request

Kerberos: Preauthentication type unknown

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name KRA-S-ASA-05S

Kerberos: Start time 0

Kerberos: End time -856104128

Kerberos: Renew until time 0

Kerberos: Nonce 0xb086edab

Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%%
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ****x %k xxkxx
Kerberos: Message type KRB_TGS_REP

Kerberos: Client Name cisco

Kerberos: Client Realm KRA-SEC.CISCO.COM

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%
KCD_unicorn_callback(): called with status: 1.
Successfully retrieved impersonate ticket for user: cisco
KCD callback requesting service ticket retrieval for:
user

in_cache : a6588e0

out_cache: c¢919a260S

DC_cache : c¢919a260I

SPN : HTTP/test.kra-sec.cisco.com

Successfully queued up AAA request from callback to retrieve KCD tickets.
In kerberos_close_connection

remove_req 0xcc09adl8 session Ox4 id 1

free_kip Oxcc09adls8

kerberos mkreqg: 0x5

kip_lookup_by_ sessID: kip with id 5 not found
alloc_kip 0xcc09adls8

new request 0x5 --> 2 (0xcc09adls8)

add_reqg 0xcc09adl8 session 0x5 id 2

In KCD_cred_tkt_build_request

In kerberos_cache_open: KCD opening cache a6588e0.

In kerberos_cache_open: KCD opening cache ¢919a260I.
In kerberos_open_connection

In kerberos_send_request

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ****x %k xxkxx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request

Kerberos: Option forwardable



Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

Kerberos: Start time 0

Kerberos: End time -856104568

Kerberos: Renew until time 0

Kerberos: Nonce 0xf£84c9385

Kerberos: Encryption type rc4-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

FrxAkkxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxk*xx
Kerberos: Message type KRB_ERROR

Kerberos: Error type: KDC can't fulfill requested option, -1765328371
(0x96c73a0d)

Kerberos: Server time 1360917437

Kerberos: Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%
Kerberos library reports: "KDC can't fulfill requested option"
KCD_unicorn_callback(): called with status: -3.

KCD callback called with AAA error -3.

In kerberos_close_connection

remove_req 0xcc09adl8 session 0x5 id 2

free_kip Oxcc09adls8

kerberos: work queue empty

chid, FY7F vy TRAENATVIBELERNIZFALUTHY . ITZ— Ik BAD_OPTION # &
% TGS_REQ THAELTLVET,

& D SuccessDIBE . ASAFHTTPHest. kra-sec.cisco.comtt—EADFoI Y NEZ(TEYET,
COFTY NESPNEGORIY I—YavCEAEhET. ££L. COTS—HRETNT
LAN Manager ( NTLM ) AR T—h&h, I—HREILFOIYILZANTRIREN HYE
9,



R L e O T S TG T 6 R P 2R T B S GG T 2 T 02 DT 17032 2E TR 6E2DHG T2 T02ETOTEERTIE2IE = Windews Inter | = | = [|=55|

G\ e hipsi02100162/ 15200015 v o3 Cetificate Ermor | [ <1 [ <] (= 65 P~

7 Favorites __,:. £ su ngested Sites 2| Web Sice Galleny

=8~ ﬁkr.g-set;-dn;E.kr.g-sec.n;i;rm_... 5& https 1021101627+ C... X ’:ﬂiw' o * [ @ + Pager ZSafety = Tooli~= ﬂ'
Home @F Loaou E3

Web Server Authentication Required
Enferyour usemame and password

zemame; Adminisirator

Passwird sssssssss|

Confinue |t Cancel

SPNHF12OT7 AV REFIEBRENATVWAR L ZBRARLIKEEZY (FHORBEOAIVT M
) o IZ5— KRB_AP_ERR _MODIFIED #"#4% 9 %3%H4&, —f&IC. ELWTFTHT NZ SPN '
BEhTVERBA, chiF, TT7VT—2320RTICERATZITHINIBRENATVD L
ENBYERT (ISOTFT7VTr—>3> 7=)),

Mo, Timne Source Destination Protocal Length Ihfl:ll . B - =
24 1.30011200 10,211, 0,216 10.211.0.220 TCP 1314 [TCcP segment of a reassemble
25 1.3001320010. 211, 0. 216 16.211.0.220 HTTF 703 KRB Error: KRBSKRE_AP_ERR_MO
26 1. 30014900 10.211.0.220 10.211.0.216 TCPR 54 51211 > http [ACK] Seqg=2029
27 1.3000040010.211.0.220 10.211.0.216 TCP 54 51211 > http [FIN, ACK] Seqg=
2B 1.3020750010.211.0.216 10.211.0.220 TCP 80 http = 51211 [ACK] Seq=F6E9
29 1.3020980010.211. 0,216 10.211.0.220 TCP 60 http > 51211 [FIN, ACK] Seq= =
30 1.30211600 10,211, 0,220 10.211.0.21%6 TCP 54 51211 > http [ack] Seq=9%030 -
1| L] d [
MSG Type: KRE-ERROR (30) -

stime: 2013-02-13 06:07:41 (uTC)
susec: 5S5BOA5G
error_code: EKRBSKRB_AF_ERRF_MODIFIED (41)

REalm: KRA-SEC.CISCO. COM

= Server Mame (Service and Host): host/kra-sec-dc2.kra-sec.cisco. com
Mame-type: Service and Host (3] E|
Mame: host
Mame: kra-sec-dcZ.kra-zec.cisco. com -

4 " | b

T 5 — KRB_ERR_C_PRINCIPAL_UNKNOWN A" %% 9 %354, DC - 1—Y ( WebVPN 1—1%
:cisco ) "BV EFH A



0 3813.83-13 A3:25:7F. 406434 18.711.8. 162 18 210.8.218 KRHS 231 AS=REQ

1B 2803-82-13 82:125: %2, 407310 1B.711.8.216 13, 200.0. 163 KRBS A3 KRB Error: ERESKDC ERR_PREAUTH_REQUIRED

11 2813-82-13 82:125:%2.505770 1B.711.8. 162 18.300.0.21% KRBS 308 RS -REQ

L2 3813.8%-13 82:25:5F. J00B28 lb.%11.8.216 13, 3000, 163 IPwd 1315 Fromented IF protocol |protosii@ 17, oft=d, I0=0511) [Aeassesble
13 2813.83-13 82:25:%F. J86E3D 16.%11.8.216 18, 3000, 163 KRBS &4 K5-REP

14 2813.83=13 82:25:FF. 797450 18.%11.8. 162 18.300.8.216 KRES 1437 TES-REQ

15 2803-83-13 82125: 5. BBG3B5
ar an ~r . nanare

R ST [ ) 1A EE on omar ren TR LT 2 bbdm BFTE NS SR P R T EES Bl B W ST AT R W

+ Frame 1% 148 bytés on wire (1128 bits), 148 bytes captured (1028 Lits)
+ Ethammet IT, Sfc: Wekddre D0234:00 [(BO:5$:56:00:34:09), Det: Cisco el:a@i3c [2c:8b:2dial:iadiidc )
¢ BA2.10 Virtual LAM, PRI: &, {FI: B, T0: FIL
¢ Intermet Protocol Wersion &, Src: DB.211.8.316 (1&. 300.6.216), Dst: 1&.F0L.6.16% (16.311.& 163}
+ Usar Datsyram Protecol, Src Pert: kerberos (BB, Dst Port: 17402 [17413)
™ Karbaros KRH. ERROR

Pana! 5

msG Type! HRS-ERROR {39)

wtima: 201%-83.13 B1:35:3F [UTCH

sumec! 50593

error_code: KRESKDC ERF_C_PRIMCIPAL UHSKMOWR (G )

Faralm! MRA-SEC. CISOD.C0H

= Sarver Hasd (Princlpal)! KRA-5-A54-B5%
Ml - Eypie ! Primcipal 1)

Moms: KRA- 50854853

RXSAVIZEMTREEICCORBENRET D EN HYET. ASAIFE AS-REP Z2ZFELETH
. LSALAXRILTARODIZ—TRBMLETF., STATUS_ACCESS_DENIED:

LI0 2009-02- 15 02 03: 57, 67992 1, 21.8.221 10,211, 8. 162 LSRRPL 152 15a_OpenPolicy? response, STATUS ACCESS DEWIED. Evror: ST

111 2613-8%-15% B2:83:57.368883 18.311.8.103 18.311.8.721 TP T8 14768 = micresoft.ds [ACK] Seqe3AGIBFE345 Acke?111A34E43 §

| | x
F Frame 118: 182 bytes on wire (1456 Bits], 187 bytes captured {1456 hits]
v Cthermet 11, Sroci Wesare Sc:Sd:90 (00: 50560950990, Dst; Cisco_elis@:dc (do:58;2diel:ab;dc)
P .10 Yirfual LAN, FRI: 8, OFI: 8, ID: 311
v Intermet Protocol Yersion 4, Sec: 100210, 0.2F1 (10, 211.0,220), Dst: 1602110, 162 (18, 211.0,162)
= Tramssission Contrel Protocel, Src Pert! micresoft-ds (445}, Dst Port: 14768 {14TGEF, Seq: 20111834731, Ack! 3IBEFEFIA5, Len: 11Z
F HetBI0S Session Service
© SME [Server Message Block Frotocol)
¢ Ristributed Compuling Envirerment / Resole Procedure Call (DCEARPC) Response, Frageent: Single. Fraglenm: 46, Call: 209 Cix: 1, [Req: elig]
= Local Security Autherity, lsa_OpenPolicy?

Operalion: lss OpenPolicy? (44)

IRequest in frase: 1961

¥ Pointer to Handle (policy_handls]
MT Error: STATUS ACCESS DEMIED {@rcHBBGEE:)

COBBZMEIETSICIE, DC THH1—Y ( Administrator ) (25X 3 2 ERIF2REZ B X/ERICT
PRENHYNET,

RETHDAEMEDOH DT OMOBED -2 RICHALET,

CRXAVICEMIDEE BB RETDARMN B ET, DCH—/NICEHDZRY D
— D AVE—=TIAAIDYRO—F (NIC)THTR (BHBDIP 7 RLRA ) FEEENT
WBIBERE., ASANRXAVIZEMTREOICChOTRTRINTIZTIRATESR L
EBWEELET ( RXA2EF, RXLY Z—LH—/V(DNS) BREILEITVTIZATU R
KTV ELIIEBRENET ),

. SPNZEEET N> NDHOST/dc kra-sec.cisco.com& U TREL BV TS EE LV, TDER
EANRET DC \OEHENARDNDTHEMENF BV ES,

CASANRXAICSMLUERT, ELVWIEI—XR T7AHD RN DC ICERERTVWSC
EZRIAITEERT (ASARARNE ), I—HIC, AVEI—ZR THOUNZEMTS )
NDIELVERNIMTEENTVS EZ2HERLET ( Z OHITIE Administrator A7IE L WER %
BOTVWET ),

- ASA ®IEL W Network Time Protocol ( NTP ) REZEA THWVWTLKEEW, DC TRT7 #
LRT, BEOBELLT52FBHANSNET, COXAI—F DC TEETE & T,

- NEZINT Y N UDP/88 M Kerberos Bt EAEhTWVWAH L ZRAILEX T, DCASDHT
7 —KRB5KDC_ERR_RESPONSE_TOO_BIGNO#®, V247> NETCP/88IZYIV) BEXAE T,
Windows 7 Z 4 7> MNCTCP/88%ZBFIMN ICEMAET B D L ETEXRTH . ASAUDPH T7 #



JILNTY,
.DC:RUS—%2ZEFTDEEICIFE. gpupdate fforce ZE X THVW T EE LY,

.ASA :testaaa AN REZFEALTRIAEZTANLET, XL, ChBEEMEFRIATHS
BICEELTLSEETY,

DCHARTRSTIN21—FT 14200 %7521k, Kerberos FNNY T EBMCL THLK L E
FTY (_"Kerberos IR N OF T EZEBMICTBFEL ) o

Cisco Bug ID
B§5#E 9% CiscoBug ID D—EZXICRLET,

. Cisco Bug ID CSCsi32224 : ASA A" Kerberos T5— 01— R 52 OZ{E#IC TCP IcH1VWED

570
. Cisco Bug ID CSCtd92673 : ERIFRaIN BEX B E - Kerberos FREEN kKT B
. Cisco Bug ID CSCuj19601 : ASA Webvpn KCD : BiEEIE 07 AD AQSMARTEND
. Cisco Bug ID CSCuh32106 : 8.4.5 LAFRT ASAKCD AL TW3S

BEE1T

- About Kerberos constrained delegation

. KCD O =

- PIX/ASA : ASDM/CLI Z/t L VPN 95 A TP b 1—HICH TS Kerberos BREESH KT
LDAP BFEH—/N TN —T OB EHI

. CiscoASAU—AXAXVRUTZPLIURA

- KDC ERR BADOPTION when attempting constrained delegation

- How to force Kerberos to use TCP instead of UDP in Windows

TO_AHIL HR—bE RFI XD N -Cisco Systems



http://support.microsoft.com/kb/262177
https://tools.cisco.com/bugsearch/bug/CSCsi32224
https://tools.cisco.com/bugsearch/bug/CSCsi32224
https://tools.cisco.com/bugsearch/bug/CSCtd92673
https://tools.cisco.com/bugsearch/bug/CSCuj19601
https://tools.cisco.com/bugsearch/bug/CSCuh32106
http://technet.microsoft.com/en-us/library/cc995228.aspx
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/vpn_clientless_ssl.html#wp1462893
/c/ja_jp/support/docs/security/pix-500-series-security-appliances/68881-aa-svrgrps-asdm.html
/c/ja_jp/support/docs/security/pix-500-series-security-appliances/68881-aa-svrgrps-asdm.html
//www.cisco.com/en/US/docs/security/asa/asa84/command/reference/jk.html#wp1635056
http://blogs.technet.com/b/tristank/archive/2007/06/18/kdc-err-badoption-when-attempting-constrai
http://support.microsoft.com/kb/244474
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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