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CHORFIXANTIE, UNIX TEMET D TACACS+ ZEHAL TEREET B =8HIZ Cisco/L—3 %
BRETDHELCOVTHBELET, TACACS+ O#EEIEHEE®D Cisco Secure ACS for Windows
X Cisco Secure ACSUNIX FEZL<HVEEA,

CNETIAONSERMEEN TV TACACS+ FREAKTLTHY) ., AOADHR—NOFR
ACBELP>TVWET,

RER, FEOA2—XY MNREI DT "TACACS+ 7U—"I7, 2BEIdE&, 7V
—JIT7 NN—=2320 TACACS+ H'EHREONNET, AT, HED TACACS+ 71—
VIT OREZHERIDZERBIILTVEEA,

Cisco Secure Access Control Server (ACS ) RIBED AJEXHYEES XA RO IRZETF
v XIZBLUTHEBATEET, Cisco Secure ACS for Windows (C I&. Microsoft Windows 77— %
AT—3AAQOBEA D AN—IIICHBERITXNTOAVAR—F MFRBELTVWET, Cisco
Secure ACS Solution Engine (& Cisco Secure ACS DY 7 RNIIT SA VAN T VA ARN—
ILENERETHAEAET, ZAORIFR—LR—D (BERI—HYEHEH ) HASTEXLKLEEV

o

X Cisco Secure ACS for Windows @ 90 BEINZ A 7IILIRZEAFITBICIE, BETIH—EAR
HWEFZEATWVWS Ciscocom PHIY RN HRETT,

CORFIXNTHBNTDIL—RFREWR., CiscolOS® V7 RIIT7 V=AM 33HFBET
P2IN—FLETREENIZEDTT, CiscolOSYTRTIT J—R12.0.5.T AR TIF tacacs+
O V) (C group tacacs+ ZFERA L £9, TN 7=, aaa authentication login default tacacs+

enable % £ D A7 — ~ X N aaa authentication login default group tacacs+ enable & L TR
TNET,

IW—2 XY ROFMICOVTIE, CiscolOSYZ R IIFICEIRRFIXRESRLTL
ZEW,

Bl R SR



http://www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/sw/secursw/ps4911/index.html
http://www.cisco.com/en/US/ordering/or13/or8/order_customer_help_how_to_order_listing.html
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/cgi-bin/tablebuild.pl/acs-win-eval
http://www.cisco.com/univercd/cc/td/doc/product/software/index.htm
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CORFIXVNCHIDEEOEHR S A,

FATAIIAR—Fb

CORFIXNDOERHIE, CiscolOSY T RIIT VI)—A 1133 B &KV CiscolOS YT D
I7 JU)—RA1205TURICEIZET,

CORFIXVNOERE. FEOZRARELHZTNARACETVWTERENEEDTT,
DRFIXKNTHEAIZINTOTFNA ARG, JUTE(T7#ILDN ) RETEEZHRHBL T
WET, RYRMIT—IFBBFOFZEE. ANV RIREITBENSREZ T ICERL THL
BEABHVNET,

RFIXDNREOFME, RO TIANTAYTADOKREE ZZRLTEZ L,

BBAL

ROFIEZRITLET,

1. /N4 LiEHD TACACS+ ( TAC+) Od— KA UNIX ¥ —/NLIC %D & ERELE T,
C Tk, CiscoTAC+ H—/N J—REZFEALTVBR ZEZHRIC, T—NZRELE T,
IL—B2EEE, =N D—RHFRADAOHT—=—NIIEEDEDTH AL ESHICEBRELH
ETBETTT, TAC+ Eroot TERITITZIHENHD LD, DEBBEEsuZETLT
root IV E T,

2.CORFIXNDRREIZHSD test file ZAE—L T TAC+ H—/NEICEEL . test_file &
WS BHIZ ST E F, tac_plus_executable 7—E > % test_file TREBTEZHERELET,
ROAR VRO -PAZTZaviEk, AONAIIL IZ—2FIVIITRIEFTT—EFED
LEBA, testfile DA TUYN VA RODZAIVO—ILTEIDZRBD2LELNEFLEA O
EOBAYVE—IDHNRBIRNETEHYNFEA--, FhiF)e IT—HNFHBDHEEIE. test file
ANONAZFIVIL, ATARZBHEIRELT, BETANLTASRANEALET,

3IIN—ZFLETTAC+ DBREZEFRBLET. 1 ZX—TI E—RAYYHTRZ, OV RERET
% HilC configure terminal EA D LET, XOINVR VAV IOATR, RAOHNASOY Y
TIORRBELTVWEWZ EZHERRL T, tac_plus_executable X HFEEBL TWsWZ &%

ﬁﬁ}%(r: L/-C\/\ia-o ! -—— Turn on TAC+. aaa new-model enable password whatever !--- These
are lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod", and !---
so on are names of lists, and the methods !--- listed on the same lines are the methods !--
- 1in the order to be tried. As used here, 1f !--- authentication fails due to the !---
tac_plus_executable not being started, the !--- enable password is accepted because !--- it
is in each list. ! aaa authentication login linmethod tacacs+ enable aaa
authentication login vtymethod tacacs+ enable aaa authentication login conmethod tacacs+
enable ! !--— Point the router to the server, where #.#.#.# !--- 1s the server IP
address. ! tacacs-server host #.#.#.# line con 0 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
conmethod line 1 8 login authentication linmethod modem InOut transport input all rxspeed
38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
vtymethod

4. RZEDHEZ, Telnet BLT I Y =)L R—KMEHTEIEHREL—FINTIELATESC


http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

EHEFELUET, tac_plus_executable A& @L TWR L /=%, enable password &3 (7 AN
Sh3EFFTT,. FAYV—IR—N v avaT7oT4 7T RETHIZIL, 1%—7
L E—ROFFRICLTBVTILKEETY, ZOEYZIVERALTIRESETREVITEE
he COBRTRIL—ZAOTIVELANFRENTVSD LS, AV ITIONEREESET
ICREZEETEDRSICTHAHENBYVET, ROON RZHTL, L—2ETH—N
& I— 9%@4/977/3/Eﬁwbﬁjo%"Tmummﬁ.WMmmmﬂmﬁm

password whatever !--- These are lists of authentication methods. !--- "linmethod",
"vtymethod", "conmethod", and !--- so on are names of lists, and the methods !--- listed on
the same lines are the methods !--- in the order to be tried. As used here, if !---
authentication fails due to the !--- tac_plus_executable not being started, the !--- enable
password is accepted because !--- it is in each list. ! aaa authentication
login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa
authentication login conmethod tacacs+ enable ! !--- Point the router to the server,
where #.#.#.# !--- is the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem
InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-
timeout 0 0 login authentication vtymethod

. -U-_/\J:a) TAC+ %Z root Tﬂgbi?o !-—- Turn on TAC+. aaa new-model enable password

whatever !--- These are 1lists of authentication methods. !--- "linmethod", "vtymethod",
"conmethod", and !--- so on are names of lists, and the methods !--- listed on the same
lines are the methods !--- in the order to be tried. As used here, 1f !--- authentication
fails due to the !--- tac_plus_executable not being started, the !--- enable password is
accepted because !--- it is in each list. ! aaa authentication login
linmethod tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa
authentication login conmethod tacacs+ enable ! !--- Point the router to the server,
where #.#.#.# !|--- is the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem
InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-
timeout 0 0 login authentication vtymethod

. TAC+ /J\ﬁ_Ej l/ 7:_ [ t Eﬁﬁwul/ i?o I-—-- Turn on TAC+. aaa new-model enable password

whatever !--- These are lists of authentication methods. !--- "linmethod", "vtymethod",
"conmethod", and !--- so on are names of lists, and the methods !--- listed on the same
lines are the methods !--- 1in the order to be tried. As used here, 1f !--- authentication
fails due to the !--- tac_plus_executable not being started, the !--- enable password is
accepted because !--- it is in each list. ! aaa authentication login
linmethod tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa
authentication login conmethod tacacs+ enable ! !-—— Point the router to the server,
where #.#.#.# !--- is the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem
InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4

password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-
timeout 0 0 login authentication vtymethodgfztuil——— Turn on TAC+. aaa new-model enable
password whatever !--- These are lists of authentication methods. !--- "linmethod",
"vtymethod", "conmethod", and !--- so on are names of lists, and the methods !--- listed on
the same lines are the methods !--- in the order to be tried. As used here, if !---
authentication fails due to the !--- tac_plus_executable not being started, the !--- enable
password is accepted because !--- it is in each list. ! aaa authentication
login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa
authentication login conmethod tacacs+ enable ! !--- Point the router to the server,
where #.#.#.# !--- is the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem
InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication vtymethodTAC+ b‘ﬂ@b’;b\%%u\ test_file P\]G):/‘/Q



YORABBNI B ENBFEAETT, FIE1ICR>THAEZEBELET,

T IN—32 B—NBOA225023a>eH—/NATHREITZHIZ, tail f
Ivar/tmpltac_plus.log EA DL ET, EFIES5D d16 A7 a2k, IXNTORNTY
Y0320l AE var/tmpltac_plus.log NIEEE hE T,

8. COEAAS, Telnet (VIY) 1—Hid TAC+ ZBUTRIT#SH B EANREICEYET
o L—REH—NTFENYTEMBELEEE (FIE4ET) ., %Y RNT—20ROHHH S
IL—FAtelnet LET, I—HBRENAT—ROADERHZ 7OV T M RRENES,

ﬁ"kd)dl5 L: Ajj bi@'o I-—— Turn on TAC+. aaa new-model enable password whatever !---
These are lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod", and
l--- so on are names of lists, and the methods !--- listed on the same lines are the
methods !--- in the order to be tried. As used here, 1f !--- authentication fails due to
the !--- tac_plus_executable not being started, the !--- enable password is accepted
because !--- it is in each list. ! aaa authentication login linmethod
tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa authentication
login conmethod tacacs+ enable ! !--- Point the router to the server, where #.#.#.# !|--
- 1s the server IP address. ! tacacs-server host #.#.#.# line con 0 password whatever !---
No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login
authentication conmethod line 1 8 login authentication linmethod modem InOut transport
input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever
!-—— No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login

authentication vtymethodj._"f— authenuser Li'j)l/_7° admin L__E LT \/\ﬁj—o :(D'j)lz
=7, NAT—Radmin 2EALET. Y—NEH IV TAC+ HEXNFEZRTTED I
—ZZERLTTEVA, £CB, BF, ER, FEE Sh3[AH. BEF 25818
ELTASRANERAETT,

9. 1—H% TAC+ TRAL TAZR—T I E—RAYWBRZISNBLSIITHIHEEHB5HE
. AVVY—IR—KNEYIIVNFBIERETITATTHREEZRAELTHS, RD
]7> I\’E)L—’ﬂ’\iﬁbﬂbiﬁ“o ! -—— Turn on TAC+. aaa new-model enable password whatever

!-—- These are lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod",
and !--- so on are names of lists, and the methods !--- listed on the same lines are the
methods !--- in the order to be tried. As used here, if !--- authentication fails due to
the !--- tac_plus_executable not being started, the !--- enable password is accepted
because !--- it is in each list. ! aaa authentication login linmethod
tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa authentication
login conmethod tacacs+ enable ! !--- Point the router to the server, where #.#.#.# !|--
- 1s the server IP address. ! tacacs-server host #.#.#.# line con 0 password whatever /---
No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login
authentication conmethod line 1 8 login authentication linmethod modem InOut transport
input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever
!--- No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login

authentication vtymethod:.a)ﬂ‘.rm\b\ R 1—"1‘(3 TAC+ EELT’(?\_j)L‘:ﬂJU}ﬁié c
ENBEICBYEXT,

10. L=REH—NTTFNY T 2MBELERK (FIE4E 7). RYRNT—T0ROHRDHS

=2 telnet LET, I—HFHRENAT—ROANZRHZTOVTRHFRRENLES

N ;K®Ck5(v:kjj bi@'o I-—-- Turn on TAC+. aaa new-model enable password whatever ![---
These are lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod", and
l--- so on are names of lists, and the methods !--- listed on the same lines are the
methods !--- in the order to be tried. As used here, 1f !--- authentication fails due to
the !--- tac_plus_executable not being started, the !--- enable password is accepted
because !--- it is in each list. ! aaa authentication login linmethod
tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa authentication
login conmethod tacacs+ enable ! !--- Point the router to the server, where #.#.#.# |-
-- 1s the server IP address. ! tacacs-server host #.#.#.# line con 0 password whatever !--
- No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login
authentication conmethod line 1 8 login authentication linmethod modem InOut transport
input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever
!-——- No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login

authentication vtymethod’r ?\_7”/ t— M:’C)J U E"&ié t\ )L_Qb\5/\’7\'7_ |\0)ij



11.

12.

13.

E*&)Bhi?o Zh(:(i}ﬂa)dl'BL:FS%ibi?’o !-—— Turn on TAC+. aaa new-model enable

password whatever !--- These are lists of authentication methods. !--- "linmethod",
"vtymethod", "conmethod", and !--- so on are names of lists, and the methods !--- listed
on the same lines are the methods !--- in the order to be tried. As used here, 1if !---
authentication fails due to the !--- tac_plus_executable not being started, the !---
enable password is accepted because !--- it is in each list. ! aaa
authentication login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+
enable aaa authentication login conmethod tacacs+ enable ! !--- Point the router to
the server, where #.#.#.# !--- is the server IP address. ! tacacs-server host #.#.#.# line
con 0 password whatever !--- No time-out to prevent being locked out !--- during
debugging. exec-timeout 0 0 login authentication conmethod line 1 8 login authentication
linmethod modem InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware
line vty 0 4 password whatever !--- No time-out to prevent being locked out !--- during

debugging. exec-timeout 0 0 login authentication vtymethod-'j-_/\"d-'.a-ﬁckz}‘ TAC+ *EEJXTEE
ZHEITRRITTHRIIL—FZERLTTEVD, £25, BE, ER, EXE T3 [

Ao BENFHZBERRFEELTHSRNELKT,

AVY =) R—RMAEHRLEEER, T—/NLEOTAC+ 7ORARZX I EH, TAC+ HFH

D UESATESEHREI—SHNIN—RT IO EATER L ZHALET. - tum

on TAC+. aaa new-model enable password whatever !--- These are lists of authentication
methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are names of lists,
and the methods !--- listed on the same lines are the methods !--- in the order to be
tried. As used here, if !--- authentication fails due to the !--- tac_plus_executable not
being started, the !--- enable password is accepted because !--- it is in each list.

! aaa authentication login linmethod tacacs+ enable aaa authentication login
vtymethod tacacs+ enable aaa authentication login conmethod tacacs+ enable ! f——-
Point the router to the server, where #.#.#.# !--- is the server IP address. ! tacacs-
server host #.#.#.# line con 0 password whatever !--- No time-out to prevent being locked
out !--- during debugging. exec-timeout 0 0 login authentication conmethod line 1 8 login
authentication linmethod modem InOut transport input all rxspeed 38400 txspeed 38400
flowcontrol hardware line vty 0 4 password whatever !/--- No time-out to prevent being

locked out !--- during debugging. exec-timeout 0 0 login authentication vtymethodaiz:ki!—
-- Turn on TAC+. aaa new-model enable password whatever !--- These are lists of
authentication methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are
names of lists, and the methods !--- listed on the same lines are the methods !--- in the
order to be tried. As used here, i1f !--- authentication fails due to the !---
tac_plus_executable not being started, the !--- enable password is accepted because !---
it is in each list. ! aaa authentication login linmethod tacacs+ enable
aaa authentication login vtymethod tacacs+ enable aaa authentication login conmethod
tacacs+ enable ! !--—- Point the router to the server, where #.#.#.# !-—-- 1is the server
IP address. ! tacacs-server host #.#.#.# line con 0 password whatever !/--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
conmethod line 1 8 login authentication linmethod modem InOut transport input all rxspeed
38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever !--- No time-out
to prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication

vtymethodBI D FETHT2 /= Telnet & enable Z#EV)IRLE T, TAC+ 7OEANBEL T

WL ENINL—ZRIZREBEh, I—TFR@FF7F2IN NAD—RZF>TOTM 2 EAM X
—TIHTEBELSIIHRYET,

V=) R—K I—HHN TAC+ ZBLU TCRIAEE DL ESHBRELET, ChETS

ICi&, TAC+ H—NZBEREEHL (FIES, 6), L—FAND Telnet vy > a > ZMILE
T (telnet DHFEK TAC+ ZBU TRIAEIhET ), IV —I R—NZBELTIL—2A

OJA > TERERERITDETIE, Telnet ZBLTAZ—T I T—RDIJIL—RIZEH
LEFFRICLTHEFT, DV R—REHTI—RICERL EOOERZOTT
L, OVV=I)I R—MBEEZKELET, 1—HIDENATD—RZFEALEOTA

EAZR—=TI T—RAQOYYRZ (FIE10 2S8R ) ICHXEXIDY—)L R— R
. COBEREAS TAC+ ZBLU TERTENET,

Telnet Y2 a> FELRFIAY—I R—MDESSAZBUTERLEEFRICLT, IL—
REG—NETTFNY T ZMELTVDRET (FIE4E 7)), BRI NOETFLERZ



BIAILET,. BRI—HPVEORINS TAC+ ZBELTOVAI L, 41 X—7 ) E—RA
PURADCEFBBIEBYET. I-FEENRT—KOANERDDTOVT M &
Zl__\é *'-7‘:5\ ;Ka)cka(:ljﬂ bﬁ@“o !-—— Turn on TAC+. aaa new-model enable password
whatever !--- These are lists of authentication methods. !--- "linmethod", "vtymethod",
"conmethod", and !--- so on are names of lists, and the methods !--- listed on the same
lines are the methods !--- in the order to be tried. As used here, 1f !--- authentication
fails due to the !--- tac_plus_executable not being started, the !--- enable password is
accepted because !--- it is in each list. ! aaa authentication login
linmethod tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa
authentication login conmethod tacacs+ enable ! !--- Point the router to the server,
where #.#.#.# !--- is the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging.
exec-timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod
modem InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty
0 4 password whatever !--- No time-out to prevent being locked out !--- during debugging.

exec-timeout 0 0 login authentication vtymethod’r ?\_7)11 t— |\/\t)J U ﬁ"éié t\ /\OZU
- F@Aﬂ’égiéhi?o ;ia)cr\5(l:kjjb$j-o !-—— Turn on TAC+. aaa new-model

enable password whatever !--- These are lists of authentication methods. !--- "linmethod",
"vtymethod", "conmethod", and !--- so on are names of lists, and the methods !--- listed
on the same lines are the methods !--- in the order to be tried. As used here, if !---
authentication fails due to the !--- tac_plus_executable not being started, the !---
enable password is accepted because !--- it is in each 1list. ! aaa
authentication login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+
enable aaa authentication login conmethod tacacs+ enable ! !--—- Point the router to
the server, where #.#.#.# !--- is the server IP address. ! tacacs-server host #.#.#.# line
con 0 password whatever !--- No time-out to prevent being locked out !--- during

debugging. exec-timeout 0 0 login authentication conmethod line 1 8 login authentication
linmethod modem InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware
line vty 0 4 password whatever !--- No time-out to prevent being locked out !--- during

debugging. exec-timeout 0 0 login authentication vtymethod"j'_/\‘#éﬁckz}“ TAC+ *EE-)I(‘__TEE
ZHRAITDIL—RZERLTTEVS, &5, BF. ER, EEE cn3AH,. BE
NFHDBGERBELTHLSRANEAET, COBRRINS, I—FIFk TAC+ ZBLU TS R—
TP RABDENVEILCRYET,

5o A 3B HN

RADEMZRAT>3a>TY,

T7FLRTR, L—FRIZEXDID2OONY R LARILABYYET,

. 4L AR)JL 0 : disable. enable, exit, help, logout Z& ¥

- HSHELARI 1 telnet DBELARIL (7O 7 M router> )

CEEELARIL 15 A Z—=T I LRI (7O 7 N router#t )
FEATELZINRIFIOS 74—F ¥ Y N, CiscolOS O/NN—2 3>, L—ROETFILBEEIC
EO2TEBDLH, LRIL1E1BS5OEZONRZEBELEVANEHYERREA, EEAE.
showipxroute l& IPER7 1 —F v &Y NMIEFEEL T, CiscolOSVY 7RI T7 V=X
10.2x DU J—ABRCIE NAT AERAEShTVAEND 22728, showipnattrans & ® ) 1J—AIC
BENTVEREBA, T, ERCEBEOEZXRVIJ#MEEZEEL TVWEWIL—2 EFILICE
show environment " ZELFHA. BEDLARILTHE O IL—XTRATTEE IV RiFa
BEANTBDEERDFBENTEFTD, L—ZF2O7OVTNEEDTOHIELARILT,

O V=) R—NEREEA#EEL U TBME NizD ik, Cisco Bug ID CSCdi82030 ( E&EI1—HHE
BA)UBTY, I—FHFB2TIIN—2As58OYIFIRENTLESAEEZRS T HIC, O
VY=L R—RRIEARFTF7AILRTAHTICEEENTVET, 1OV - ZzEBL TYE



http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdi82030
http://tools.cisco.com/RPF/register/register.do

WICT7OEATEZHEEK. V=) R—FRIAFHFYMRHTEHY EFEA, L, O
Y =)L 7R— NEREEE. Cisco Bug ID CSCdi82030 ( 2HI1—Y%5HA )75‘“55"233 N4 X—=2 R
T, ROONV RZEFEALT, con0ITOTRTHAICTBDENTEET,

!-—— Turn on TAC+. aaa new-model enable password whatever !--- These are lists of authentication
methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are names of lists, and the
methods !--- listed on the same lines are the methods !--- in the order to be tried. As used
here, if !--- authentication fails due to the !--- tac_plus_executable not being started, the !-
-- enable password is accepted because !--- it is in each list. ! aaa
authentication login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+
enable aaa authentication login conmethod tacacs+ enable ! !--- Point the router to the
server, where #.#.#.# !-—-- 1is the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem InOut
transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4 password
whatever !--- No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0
login authentication vtymethod

1LII—2F, IXTEEZFE—BOLARITTAC+ ZBUTIANY REZFATAIRSICKRETE
F2T. ADIIL—FRETR., IXNTOI—HI, Y—NETOONY REUDFAEDREZ
AFALTVERT, TR, IXTOIONY RA TAC+ ZBU TEHAETAEXRITA, H—N
/J‘QTDL'CL‘%)%’%H%EE/J‘;FET@'O I'-—— Turn on TAC+. aaa new-model enable password

whatever !--- These are lists of authentication methods. !--- "linmethod", "vtymethod",
"conmethod", and !--- so on are names of lists, and the methods !--- listed on the same
lines are the methods !--- in the order to be tried. As used here, if !--- authentication
fails due to the !--- tac_plus_executable not being started, the !--- enable password is
accepted because !--- it is in each list. ! aaa authentication login
linmethod tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa
authentication login conmethod tacacs+ enable ! !--- Point the router to the server,
where #.#.#.# !--- 1is the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem
InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-
timeout 0 0 login authentication vtymethod

2. TAC+ H—/\HBEL TVWBIRET, 11— ID authenuser ZFERA L TIL—Z A telnet L&
9, authenuser (C & test_file T default service = permit AIEETNTVB -, cOI1—Y
EITXNTOMEERTTEET, L—RZATLZ—=TI) E—RAYYHRZ, BAOF/N\Y

7E#>L:l/§jo ! -—— Turn on TAC+. aaa new-model enable password whatever !--- These
are lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod", and !---
so on are names of lists, and the methods !--- listed on the same lines are the methods !--
- 1in the order to be tried. As used here, 1f !--- authentication fails due to the !---
tac_plus_executable not being started, the !--- enable password is accepted because !--- it
is in each list. ! aaa authentication login linmethod tacacs+ enable aaa
authentication login vtymethod tacacs+ enable aaa authentication login conmethod tacacs+
enable ! !-—-— Point the router to the server, where #.#.#.# !--- 1s the server IP
address. ! tacacs-server host #.#.#.# line con 0 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
conmethod line 1 8 login authentication linmethod modem InOut transport input all rxspeed
38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
vtymethod

3. 1—% ID authoruser & /YA — R operator Zf#FAL TIL—X N telnet LE¥TF, cOI1—H
(& 2 DM show 1Y > R traceroute & & U logout ZE{TTE FH A (test file 258 ),
—NEIL—BZERL, TAC+ 422503 (EEAR, EExX. B, EXuE )%
HBELET, BENBIBESRIEELTHSKANEALET,

4. 1—H% autocommand iS5 & L TERET 25 A, test file AMI1—H transient ® I X >
RT7IORZHNL, ###HH OB ICENEREIP T RLAZADILET, TAC+ H—/NZ —
Ef’:—:ﬂ:b\ Ei@bij—o )L—'S‘ﬁ'] . !-—— Turn on TAC+. aaa new-model enable password
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whatever !--- These are 1lists of authentication methods. !--- "linmethod", "vtymethod",

"conmethod", and !--- so on are names of 1lists, and the methods !--- listed on the same
lines are the methods !--- in the order to be tried. As used here, if !--- authentication
fails due to the !--- tac_plus_executable not being started, the !--- enable password is
accepted because !--- it is in each list. ! aaa authentication login
linmethod tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa
authentication login conmethod tacacs+ enable ! !--- Point the router to the server,
where #.#.#.# !--- is the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem
InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication vtymethodj._ﬂg‘ ID transient &:/\"7\'7— R transient E{Ej
TIL—Z A telnet UET, telnet###H# NFRITE N, 1— transient FHEDFRAAEEE
nE9,

FHhooT14>50EM

TAOTA>T0EMEATS3>TY,

THIOOTAT T77A4NANDSRBIE test _file lCHYVEITH, THIVFTFAT 774) =
Ivarflogitacloge 7L, FHOT A ITRBIL—ZFAICEELRVRYERITEhELA (I—
A Cisco I0S 1.0 ABEO/N—2 3> ZRTLTVWBRHE ),

1. )L—9W0)773'7>7_‘477&’(?—7)Ltlb$?o I-—— Turn on TAC+. aaa new-model

enable password whatever !/--- These are lists of authentication methods. !--- "linmethod",
"vtymethod", "conmethod", and !--- so on are names of lists, and the methods !--- listed on
the same lines are the methods !--- in the order to be tried. As used here, if !---
authentication fails due to the !--- tac_plus_executable not being started, the !--- enable
password is accepted because !--- it is in each list. ! aaa authentication
login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa
authentication login conmethod tacacs+ enable ! !-—— Point the router to the server,
where #.#.#.# !--- is the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem
InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication vtymethodiIAAA 773'7)7_'4 )7‘1 _ﬂ:Ba)/\ yE /_C
FOAXY REUOTHIDTA VT ERTLERA, MuFEELT, ONY RELOFE
AzEVN, ThZ2OJeLTThHITA2T 774IICERELET ( CiscoBug ID
CSCdi44140 #2ZRL TLKEE V), COBENFERAENTVWE A X—2 1997 £9 A 24
BEETE. CiscolOSYTZRIITF UU—Z 11.2(1.3)F. 11.2(1.2). 11.1(6.3).
11.1(6.3)AA01, 11.1(6.3)CA] EEAL TWBHEE, AXV R FHIVF AT [ Z—
TILCTBIENTERT,

2. H—NETTAC+ I'BEBL TVWARET, 7HIVTAVT 774ILICRBREND I
) ZHBRITBHLEHIC, ROOANX REY—/NTAALET, 1-—- Turn on TaC+. aaa new-

model enable password whatever !--- These are lists of authentication methods. !---
"linmethod", "vtymethod", "conmethod", and !--- so on are names of 1lists, and the methods
I-—— listed on the same lines are the methods !--- in the order to be tried. As used here,
if !--- authentication fails due to the !--- tac_plus_executable not being started, the !--
- enable password is accepted because !--- it is in each list. ! aaa
authentication login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+
enable aaa authentication login conmethod tacacs+ enable ! !--— Point the router to
the server, where #.#.#.# !--- is the server IP address. ! tacacs-server host #.#.#.# line
con 0 password whatever !--- No time-out to prevent being locked out !--- during debugging.
exec-timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod
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modem InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0
4 password whatever !--- No time-out to prevent being locked out !--- during debugging.

exec-timeout 0 0 login authentication vtymethod%o)’fé\ )L—S"\G)Dﬁ'f)\ )L_Qb‘Sa)
AT OK, L—2h5Dtelnet BEZITVET, BDEICHUT, L—FXLETROKXSIC

)\;b LrgET?o !-—- Turn on TAC+. aaa new-model enable password whatever !--- These are lists
of authentication methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are
names of lists, and the methods !--- listed on the same lines are the methods !--- in the
order to be tried. As used here, if !--- authentication fails due to the !---
tac_plus_executable not being started, the !--- enable password is accepted because !--- it
is in each list. ! aaa authentication login linmethod tacacs+ enable aaa
authentication login vtymethod tacacs+ enable aaa authentication login conmethod tacacs+
enable ! !--- Point the router to the server, where #.#.#.# !--- is the server IP
address. ! tacacs-server host #.#.#.# line con 0 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
conmethod line 1 8 login authentication linmethod modem InOut transport input all rxspeed
38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
vtymethod
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!-—— Turn on TAC+. aaa new-model enable password whatever !--- These are 1lists of authentication
methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are names of lists, and the
methods !--- listed on the same lines are the methods !--- in the order to be tried. As used
here, if !--- authentication fails due to the !--- tac_plus_executable not being started, the !-
-- enable password is accepted because !--- it is in each 1list. ! aaa
authentication login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+
enable aaa authentication login conmethod tacacs+ enable ! !--- Point the router to the
server, where #.#.#.# !--- 1s the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem InOut
transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4 password
whatever !--- No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0
login authentication vtymethod

ETACACS H—NIZT VEARATERBRWEE, KOIZ— XV E—INFERENET, sanan-3-
DROPACCTSNDFAIL: accounting record dropped,send to server failed: system-start. TACACS+ "j'_/\

FEELTVD & Z2BREL TS EEL,

HAEHR

S VINAYERYRND—DO FOEA F¥11)T 14 TACACS+
- Terminal Access Controller Access Control System (TACACS+)

- Cisco Secure Access Control Server for Windows
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