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ROERICEI2ESN AR HRENET,

. Cisco ASA CLI %&
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- CiscoASAYT7RNIJITF7 N—>32 84 LI
. CiscoACS Y7 NI F7 N—232 53 LAE
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FAXRNTEATEZINTOTFNARR, A (F7FIN ) REOREASBELTVET
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- ASA &£ ACS Tlt. ¥55€MAM ORI (RADIUS, SDI) #EHLTRSA 7R
TEET,

Y7RIDITOR—=O2HFFERAENTVSIHEEICIE,. RSA & Cisco AnyConnect %17 EE
T4 DFATNIHRETEDCEITEFELTLKEETY, CORFIXPMNTIE, ASA & ACS
DMEICEREHTT \,\i‘d'o AnyConnect ®FF#IC DWW TIE, TCisco AnyConnect Secure
Mobility Client Administrator Guide, Release 3.1 ( Cisco AnyConnect ¥ 17 EEUT 1 954
ToOREBBEHAR, VIJ—Z3.1)g ® "Using SDI Authentication ( SDI FREIQER ) 1+ 25
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B8, PHOTAT (AAA) ZEITLET, EEL c_m;tjté&l;\,\‘ttatam)iﬁ/b E
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77 # )L N Tl&. SDI l& User Datagram Protocol ( UDP ) 5500 ZfEA L &9, SDI &, RADIUS
F—ERUKRSICHMBESF—ZFALT, v a zlBstLET, TOF—SDIUVZA4 7T
VRIERLEBY, /J—RI—=DVLYNTT7ANIREENETT, 77MILRBFRELEEHT
BAETHhET,

X ACS/ASA TRFEHEARGHYR—KFEhTLEEA,

BEEA/—RTE, >—JL YN 774 I)IRBBRAIOFARDRICEBNICH V> O—RENE
T, /—RI—VLYRNGFI—TFONAOD—REZFTDMHOBEHRNSEEL EF—THESLENE
T chFEF1UT A LOBBEICOBADARMENHD . KRAORIAEZO—HILTITL,

EE{tEnE7ORII (Telnet Tlk7%< Secure Shell (SSH) ) Z2FEAL T, WEENZTO T
TANLERITZELTESHKTERVRSICTIHLEN BYET,

A 74Fa1L—>3>

p:

NI IAVTHERAETNZ AT ROFEMIC DOV TIE, Command Lookup Tool ( 81
—HER)ZFRALTLSEETL,

TIORTYNAVE=TVRY=) (BRI—HYER) &, 5ED show I R&EHR
—RLTVET, show AN ROBE IO DM ZERARTSICE. Output Interpreter Tool Z
AULET,

debug X REFRAISENC, TNV Y IRV ROEERER, 2B L LK EEV

o

ACS 0 SDI

<k, [Users and Identity Stores] > [External Identity Store] > [RSA Secure ID Token Servers]
THREENTVET,

RSAICIE., ACSOtEAVA) H—Nx&E, BEOLT7IVAH—NIFHYVEST, IXTOT RL
AETFOH—NICE<SMSEEFHZL, RSAEEENRMT S sdeconfrec 77 AN EGZEBLET
o COTT7AINIIE, 7TAXIURSAHY—/NNOIP 7 RLANFNEENTVET, FHIORLE/—
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cisco Cisco Secure

b =1 My Workspace
¥ ) Metwork Resources

Users and ldentily Stores = External ldentity Stores = RSA SecwlD Token Servers = Create

| | RSARealm | ACS Instance Sefiings | Advanced,

Identity Groups Thig |dentity Store does not diferentiate between ‘authentication failed' and 'user not found' w
= Internal Identity Stares interpreted by ACS for Identity Policy processing and reporting .
Users i — _
Hosts (=) Treat Rejecis as ‘authentication failed’
v External Identity Stores {:I Treat Rejects as wser not found'
LDAP
Active Directory Identity caching is used ta allow processing of requests thal do not perfarm authentication a
RSA SecurlD Token Servers Enabla identity caching
RADIUS |dentity Servers )
Cerliicals Authorities Aging Time: I‘I 20 minutes
Cerificate Authentication Profile 5 = RequiedTeids
|dentity Store Sequences ik
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SUTNVAXNZALZREETDEETARETT, hidk, RSABEEEN R T S sdopts.rec 7

FANLEFERALUTEELET, ACSTIE. [Users and Identity Stores] > [External Identity Store] >
[RSA Secure ID Token Servers] > [ACS Instance Settings]ic 7Y 7O— R&EhE T,
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Ri&, 754X Y RSAH—NASHEIO—REhZMAD/—R2—JLY NEEALET
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A0 sdi 774N )HAVAR=IEh, TRUEORAEY I VHARBEEIAET, TOMHD
RSAH—NDIPT7RLAEAVVO—REIET,

LA —BITY,

aaa-server SDI protocol sdi

aaa-server SDI (backbone) host 1.1.1.1

debug sdi 255

test aaa auth SDI host 1.1.1.1 user test pass 321321321

FRREIC I 9% &, show aaa-server protocol sdi & 7= (& show aaa-server <aaa-server-group> _]
YRERITTBDETXNTORSAY—/Y (EBHZBE ) FRTREN, showrun Y RER
TI2ETFARVIPPRLAEFHIRRENET,

bsns-asa5510-17# show aaa-server RSA

Server Group: RSA

Server Protocol: sdi

Server Address: 10.0.0.101

Server port: 5500

Server status: ACTIVE (admin initiated), Last transaction at
10:13:55 UTC Sat Jul 27 2013

Number of pending requests 0

Average round trip time 706ms

N

Number of authentication requests
Number of authorization requests
Number of accounting requests
Number of retransmissions

Number of accepts

Number of rejects

Number of challenges

Number of malformed responses
Number of bad authenticators
Number of timeouts

O O O O O WREr O o o

Number of unrecognized responses

SDI Server List:

Active Address: 10.0.0.101
Server Address: 10.0.0.101
Server port: 5500
Priority: 0
Proximity: 2

Status: OK
Number of accepts
Number of rejects
Number of bad next token codes
Number of bad new pins sent
Number of retries

O O O O O o

Number of timeouts

Active Address: 10.0.0.102
Server Address: 10.0.0.102
Server port: 5500
Priority: 8
Proximity: 2

Status: OK
Number of accepts
Number of rejects
Number of bad next token codes

o O O

Number of bad new pins sent



Number of retries 0
Number of timeouts 0
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CoTR. REORNS TNV 1—FA VI ERTEBBRERLET,

RSA CBHAI—>I MOKRERE

FLWASAZAVARN—)LTBH ASAIP P RLAZZEEL LBAICKE., RSATERUZEESE
T5CEEBENNABETT, RRANDI—SIVRNIPFPRLARK, RAILTIERATZIRTNY
SATYRIOVWIEHIBLENSET, ThICE2T, LW/ —RI—UL Y "4ER
ENET, ACS, BICEHVEU /—ROBEEAKETT. TATNIP T RLANERY),
RSAAZNSZEBIDXEN HBLHTT,

S—OLY b /—ROBA

ASAFEEWERSANDS—IL YN /=R ITI7AINHFBEIZCENHBYVET, TOHAIE. RSA
NI—IVNOEREZHIKRL., BEEMINETT, £/ ASA/ACS TE, BREZBEHIKRL
TEMTDEVSELURBETOSBEN HYET, 8I12, 77v2210 sdi 774 ILZHIBRL
T, ROBBIATHLWV sdi 77 AN A2V AR=ILENBDRIICLET, chHIETITRDE, /
—R2I—=IJLYRNDODBBEANTDODNET,

FHEET—Rko/—KR

BN SOBENFZEVEDIC, WFhAD/—RF—BELEE-RCEIHFEFHVET,

asa# show aaa-server RSA
<..... output ommited"
SDI Server List:
Active Address: 10.0.0.101
Server Address: 10.0.0.101
Server port: 5500
Priority: 0
Proximity: 2

Status: SUSPENDED
—BFELET—RTE, ASARETO / —RIZNTYRZEELEFEA, ThIZDODVWTRHRAT—X2RA
N OKIEBZE2TWVWABENFHYET, BEENRELEY—NE, YR ZAIN—RICBET Y
TA4T7 E—RICAYET, FMICOWTIE, TCisco ASA Series Command Reference, 9.1
quide ( Cisco ASA ) —AXA XV R JUT77L A 91 HA R ) a1 ®D reactivation-mode N > R
NDto2araEaESRLTLIEEZL,

CDEOIBIFVAT, Y—NZ2BETIT147 ET—RIZTBDIZE. TOTI—THDO AAA Y
—NBEZHRLTEMNTZENRZETT,

FHORNEOY VEATVWERT
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BHEEOVRNZARIZ, RRANFTHIRASAY Y TIORENBDFEENHBYVET, i
RSA DL AR—KNTREBEIZERTEE T, ASA/ACS Tlk, LAR—NIC Tailed authenticationy &
7-— H’»{E/T\'C‘fhf@’o

BAEEIZY M (MTU) OBES KT 7ZIX T3>

SDI Tl&, UDP #* MTU NADKRHETRAELK NIV AR—MELTERAENET, £/ UDP ~
27 4Y UICI& Don't Fragment (DF; 720 X R&L )EY RFFT7 A RNTREEE LTV
FtA. REBNTYRNDEBEEE., 779X T7—2a OBBEN BETHUEMENI HYET,
RSATR, RZT7TAYVIDARZY 74 VT 2GBTS CENTERT (TTZAT 2 AERSE
N2 (VM) OESES5% Windows & Wireshark 26/ ) » ASA/ACS TRIUZ7OtRA%ZETL
TH&BLTLSEE W, £, RSA T RADIUS F =l WebAuthentication ® 7 A K &1T\), SDI &
EE®LU TS EEVY (HEZRY)IATED ),

ACS OINTY RBKRTFINYv YT

SDI ORAO—REFESLENTVD D, BREOH A XZLBITEI LN, FYTFYORNS
TN 1—F AT %T58—NDFETT, COEN 200 N4 MEFOBEE., BEN S A8
HABHY)ET, — B SDIRBETIE, TREIALN 50 N1 MDD 4 2ONTY NFEHAESNET
A, RSRAH—NN—23>TRERBDIBENHBYET,

1 20R9-25-27 19:05:57, 176683 18,68, 18, 216, upe 550 Source port: 26966 Destination port: fop-addr-srvrl

2 H89-05-27 10;05:57, 176537 1, 216. 18.68, upe 550 Source port: fep-addr-srvrl Destinabion port: B6E966

3 Mp9-a5-27 18:05:57, 195835 1,648, lo.216. upe 550 Source purl::l 26966 Destination port: fop-addr-srerl
NI f 18 18 GE. [T [} sort:

Frase 4 550 bytes on wire (4400 bits), 550 bytes ¢aptured (44040 bBits)
v Ethermet II, Src: Hewlebt-_61:5bo6d (0@:14:c2:61:50:6d), Dst: CheckPoi ST:65:c3 (00;:ab:Be:90:65:c3)
¢ Intermet Protocol Versionm 4, Srco 18.206.49.12 (18.216.49.12), Dst: 19.58.218.17 (10.68.218.17)
¢ User Datagram Protocol, Sre Port: fop-addr-srerl (5588), Dst Port: 26966 (26966 )
* Data (508 bytes)
Data: GoOS3IT3e0306000002000:0000000 kdal e 157 296de P6e 5d. . .

[Length: S&8]

BENFrREL LGSR, Z2<0OBE. TAAONEVWNTY M5 DUERBERTVET,

1 X009-05-27 10:13:47, TRZ5T4 10, 68. 10,216, U 550 Source port: 58555 Destination port: fop-addr-srerl

2 Papa-a5-27 10:1%:47 . TOME6R4 10,216, 1a.6@. une 550 Source port: fop-addr-srerl Destination port: 58555

3 Hap9-8%-37 18:13:47,. TUGL1E 18, 6H. 18,216, une 5458 Source port: SH%5% Destination port: fop-addr-srvrd

4 POR9-05-27 18:13:47, 826618 14,216, 18,68, upe 550 Source pert: fop-addre-srerl Destination port: SB555

5 M09-05-27 18:1%3:47. 835542 1. 60, 18,216, une 166 Source port: 50555 Destination port: fep-sddr-srerel
e

G JaB9-05-27 16:13:49, 823280 18,216, 18, &8. 14t Source port: fop-addr-srerl  Destination port: SH55%
|

| —
Frame 6: 166 bytes an wire (1328 hitsh, 166 bybtes captured {1328 Bitsh

v Ethermet T, Src: Bewlett-_61:Shotd (@@:1d:c2:6l:5b:6d), Dst: CheckPoi 9F:65:c3 (0000809 65:c3]
b Intermet Protocol Yersion 4, Src: LB.X1G.4%.12 (18.216.49_12), Dst: 18.68.218.17 (18.4B.31H_1T7)
r User Datagrom Protocol, Src Port: fopeaddr-srerl (5580, Dst Port: 58555 (58553)
Data (124 bytes)
Data: GoEdol DHEH B B B8 BEHEH 10 BHEBH Bd o Mo Ha HOHBHBHBHEE . . .
[Length: 124]

£, ACSOVRFERICHBETT, ACSTO SDI 0—MMNBEOJZRICRLET,

EventHandler,11/03/2013,13:47:58:416,DEBUG, 3050957712, Stack: 0xa3deb560
Calling backRSAIDStore: Method MethodCaller<RSAIDStore, RSAAgentEvent> in
thread:3050957712,EventStack.cpp:242

AuthenSessionState,11/03/2013,13:47:58:416,DEBUG,3050957712,cntx=0000146144,
sesn=acs-01/150591921/1587,user=mickey.mouse, [RSACheckPasscodeState
::onEnterState] ,RSACheckPasscodeState.cpp:23



EventHandler,11/03/2013,13:47:58:416,DEBUG, 3002137488, Stack: 0xa3de560
Calling RSAAgent:Method MethodCaller<RSAAgent, RSAAgentEvent> in thread:
3002137488, EventStack.cpp:204

RSAAgent,11/03/2013,13:47:58:416,DEBUG, 3002137488, cntx=0000146144, sesn=
acs-01/150591921/1587,user=mickey.mouse, [RSAAgent: :handleCheckPasscode],
RSAAgent.cpp:319

RSASessionHandler,11/03/2013,13:47:58:416,DEBUG, 3002137488, [RSASessionHandler: :
checkPasscode] call AceCheck,RSASessionHandler.cpp:251

EventHandler,11/03/2013,13:48:00:417,DEBUG, 2965347216, Stack: 0xcl4dbba0
Create newstack, EventStack.cpp:27

EventHandler,11/03/2013,13:48:00:417,DEBUG, 3002137488, Stack: Oxcldbbal Calling
RSAAgent: Method MethodCaller<RSAAgent, RSAServerResponseEvent> in
thread:3002137488,EventStack.cpp:204

RSAAgent,11/03/2013,13:48:00:417,DEBUG, 3002137488, cntx=0000146144, sesn=acs-01
/150591921/1587 ,user=mickey.mouse, [RSAAgent: :handleResponse] operation completed
with ACM_OKstatus,RSAAgent.cpp:237

EventHandler,11/03/2013,13:48:00:417,DEBUG, 3002137488, Stack: 0Oxcl4dbbal
EventStack.cpp:37

EventHandler,11/03/2013,13:48:00:417,DEBUG, 3049905040, Stack: 0xa3de560 Calling
back RSAIDStore: Method MethodCaller<RSAIDStore, RSAAgentEvent> in thread:
3049905040, EventStack.cpp:242

AuthenSessionState,11/03/2013,13:48:00:417,DEBUG, 3049905040, cntx=0000146144, sesn=
acs-01/150591921/1587,user=mickey.mouse, [RSACheckPasscodeState: :onRSAAgentResponse]
Checkpasscode succeeded, Authentication passed,RSACheckPasscodeState.cpp:55
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FCisco Secure Access Control System 5.4 1—H 4 K )4 ® "RSA SecurlD —/Y, &
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