IN—BZBRVOAALYFTOHO SSH DFEE

A&

BUBIC
sr4s
Eft

diih Y D e DA
SSHv2 %Y hD— U BHK

B DT

)

SSH JFEEB QR T

SSH ZEBORITT A
A72a>odr74FalL—>3a> vy b

3k SSH DRI

I0S L—BX ALY FD SSH ZTA T hE LTDRE

RSAR—ZADI—H A5 ETFS SSHHY—N—&ELTDIOS V=2tV RNTFYTS

SSH i KREIRET 0+ A DEM

HTXYRADSSHT OV RAE4IBETSD

SSHN—=23> 2 D%

banner AXY RHEHON)T—>3>
NF—OIXRAFATFT>a>
Telnet

SSHv2

O9AYNF—%RTTERL
debug X > R & show AN R
debug i 5 4

L=—BOFNY YT

H—NOF/Nv YT

ERO JEERTE
F—REESER (DES) TAVNANENTVWEWSSHISA T RS O SSH
TEYENRAD—R
L=—BOFNY T
SSHOSAT> MMz &BHHR— NHRKAD (Blowfish ) BB DEE

L=BOFINYY

FL®IC

CORFIXNTIE, CiscolOS® Y7 NI T %#ETTS Cisco)l—RFLEEAAYFT



Secure Shell (SSH ) Z8&%EL. TNV T FTBHFEICODVTHBEALET,
IR 3
EH

FERHEN S CiscolOS 1 X—2 & SSH ZHR— KT B8 IZ k9(crypto) 1 X— THBDHLEN
HYWET, LEAE. c3750e-universalk9-tar.122-35.SE5.tar [ k9 ( BEH ) 1 X—2 TY,

EFATAIR—FT b

CORFIXYNOERIF. CiscolOS 3600 Y 7RI I T (C3640-IK9S-M) ., UIJ—2R
122Q)T1 LET<KEDTT,

SSH &, XM CiscolOS 7S Y R 7 A—ALAB LA X—TJICEAETATVET,

« SSHIRAREBBET VA (V/N—A Telnet EEMIENS ) I&, CiscolOS Y7 RITFT U
—X12.22.T LABB®D Cisco I0OS 7T Y R 7 A —LB LA X—DICBEAEThEL L,

« SSH/N—3> 2.0 (SSHV2 ) DHHR—KE, CiscolOS Y 7RI ITF UL —R 12.1(19)E
LA ® CiscolOS 7’5 Y R 7 —LB LA AX—JICEAETNEL =,

CORFIXDNOBEHRIE. REDTRARRICHZITNAALCETVWTHERENELEZ, COR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIK ) RETHERZRBLTLE
T ZEBPORY ND—0TR, BANV RICKDTRCDAEMNHIEEEZ +TIHIEL T
<EEL,

KL=

FHHCOVWTR, RO DT I AT AV TAOREBFEESRL T EE,

SSHv2 XY NDO—O KK
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_

& —
Solaris SSH Client PC SSH Client
172.168.124.114 172.18.124.99
Head
105 SSH Client
10.13.1.88

{also acting as
comm-server)

Carter {36/10 router)
I0S S5H Server
10.13.1.99

Octopus cable

Philly {Line 2}

SSH 3F§ H#G)WL\FIIETX N

BAIZ, SSH ZEBMTSHIIC, JL—2 Carter TRIAVEBNBET D 2R TILEHIC,
SSH ZREKLBWREBTRIAEZTANLET, Rk, O—HIL I—HFBENAT—RZFEH
ER-Y N TACACS+ F /=& RADIUS /' &4E9 % Authentication, Authorization, & &
Accounting ( AAA; R38E, BRI, FHO T4 ) B—NEERALTITAET (SSH HAEEE
nTVWadE, BENAT—RICKZDBIRFITAFELA ). RIC, O—DIIRIAOHERLET,
CDRRAEICKY), I—H—F cisco E/NAT— R cisco ZFEAL TIL—RIZ Telnet FEHETEET

o

N CORFIXNEET. VIY RREBR A TERT LS ICERAENET,

l--- The aaa new-model command causes the local username and password on the router to be used in the a

aaa new-model
username cisco password O cisco



Tine vty 0 4
transport input telnet

I--- Instead of aaa new-model, you can use the login local command.

SSH REFFOFLET A b

SSH Z#FRALAERAEZTARNTSICE, UBIOAT—RMX NZEML T, Carter TSSH %28
MIZL, PCBKLRDPUNIX AT—23a NS SSHEZTARNTDULENHYET,

ip domain-name rtp.cisco.com
!--- Generate an SSH key to be used with SSH.

crypto key generate rsa
ip ssh time-out 60
ip ssh authentication-retries 2

C DR T, showcry key mypubkeyrsa N> REERTTDE, ERENLEF—HNFRRENET
o SSH DEREZEML I2&., PC & UNIX DIRRASIL—RICT IV ELATEDEZTAMLE
CB

F73a>odr74F1L—>3> Yk
JE SSH ## D BFLE

JE SSH #2258k, {TOTIC transport input ssh X > RZEEML T, IL—2 %
SSH ##E FICHIPRLET, BE®D (IESSH) Telnet FIEBENET,

Tine vty 0 4
l-—— Prevent non-SSH Telnets.

transport input ssh

JE SSH 1 —H%'—AH)L—2Z Carter IZ Telnet TERVWC EBERITDEDICTANLET,
IOS IL—BFZXRAAYFDOSSHIZATNELTNHERE

Cisco IOS L—Z T SSH OHR— KR ZBMIZTBICE. RO4DOARATY TEZETITRILEND
WERY,

1. hosthname N> RZERELF T,



2.DNS RXA/ 2 Z2RELEXT,
3.SSH ¥ —Z4HL KT,
4NVTY @ SSH hZ2AR—RDOHYR—RNZBMCLET,

1 2OFNAAREMED SSH IOITZA T RELTEEEESICIE, Reed EFIEND 2 FB DT
INAAICSSH ZEMLET, cOBREICKY), ChSsSOFNA ARG IZATRNEY—N—D
B9RICAY), Carter FH—/N—& L THEEL, Reed HV S AT NELTHEBELET, Reed Lt
M CiscolIOSSSH V547> R&EIWE., Carter £ED SSH H—NREELEBLEDHAUBRETT,

l--- Step 1: Configure the hostname if you have not previously done so.
hostname carter
l--- The aaa new-model command causes the local username and password on the router to be used in the a

aaa new-model
username cisco password 0 cisco

l--- Step 2: Configure the DNS domain of the router.
ip domain-name rtp.cisco.com

I--- Step 3: Generate an SSH key to be used with SSH.
crypto key generate rsa

ip ssh time-out 60

ip ssh authentication-retries 2

l--- Step 4: By default the vty transport is Telnet. In this case, Telnet 1is disabled and only SSH is s

Tine vty 0 4
transport input ssh

l--- Instead of aaa new-model, you can use the login local command.

chETARNTDICE, KOIX RERITLT, CiscolOSSSH V547>~ (Reed) »'5
Cisco I0S SSH #—/\— ( Carter ) |Z SSH ##:L £7,

ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 cisco 10.31.1.99

RSAR—ANI—H—FHAAETTBSSHH—NN—ELTOIOS)IL—2DEY ~
T

RSAXR—AQI—HY—FAZRTIBDELSICSSHH—N—ZREITSICEF. ROFIEZETL
x5



1. RARNBZEELXT,

Router (config)#hostname <host name>

2.T7AILRNDORXLEZEZERLET,

Router(config)#ip domain-name <Domain Name>

3.RSAF—RT7ZEKLET,

Router(config)#crypto key generate rsa

4. - —B LY —/N—FRLA D SSH-RSA F—ZHREL £,

Router(config)#ip ssh pubkey-chain

5, SSHI1—#%—FZH/ELXT,

Router(conf-ssh-pubkey)#username <user name>

6. JE—RET DO RSA REF—ZEELXT,

Router (conf-ssh-pubkey-user)#key-string

7.SSHF¥—DRATEN—IaVZEBELRT, (ZOFIERFEETT ).

Router(conf-ssh-pubkey-data)#key-hash ssh-rsa <key ID>

8. BAENE—RZKRTL, HHEEXEC E—RICRWET,



Router(conf-ssh-pubkey-data)#end

SSH i RE#RT V£ ADIEN

Lﬁ SSH IR E#RFRFEN BB FZE k. Philly AND comm server & L TEIMET S, Carter &£H
EEV/N—A Telnet IC SSH ZFRETE, TOREZTANTEFRT,

ip ssh port 2001 rotary 1
Tine 1 16

no exec

rotary 1

transport input ssh

exec-timeout 0 0

modem InOut

stopbits 1

Philly " Carter R— K 2 [CEHE N TVWBHERE. ROON RZFEMAL T, Reed A5 Carter
£/ LT Phily A SSH IEEERETE =T,

ssh -v 2 -c aes256-cbc -m hmac-shal-160 -p 2002 10.31.1.99

Solaris 5k, XROOAN RNIERATEEXT,

ssh -c 3des -p 2002 -x -v 10.13.1.99

HTZXYRNADSSHT7 VL A%Z4IRT S

SSH EREREDYTRY RT—JLHRL. ¥TXY RD—IAIPASOTOMBINTD
SSH BERATA ROY TEhB &SI TIREN B ET,

COFRER, ROFIEZERL TRITTEERT,
1. ZTOREDTTRYRNT—IDPSORNT T4V VHATRTIVERA VAN EERLET

o

2. access-class ZIADVIY ZA 2 AR —TIAANOT I AZFRLET,

RIZEREFZRLET. COFITRE, 10.10.10.0 255.255.255.0 B 7 XY RAD SSH 7V EAD
AAFAEHh, TOMOT I LARERENET,



Router(config)#access-1ist 23 permit 10.10.10.0 0.0.0.255

Router(config)#1line vty 5 15

Router(config-line)#transport input ssh
Router(config-line)#access-class 23 in

Router(config-line)#exit

N SSHT EREOY ISV TBRALEIBFACY FTSY N T A—AICHERAE

£

SSH/NN—>32 2 MFBE

carter(config)#ip ssh version 2

banner AN RHAIO/N)IT—>3 >

banner AN > ROH AWK, Telnet & SSHIEHZENDEBZDZ/N—2a > OBTRERYET, COXK
Tk, TEXTELBBHEIXAT T, EXTEH banner AV R A7 3avp, EOLKSICEET

2ONEHBLTVET,

NF—OX> RAT>3> Telnet SSH v2

NF—O% FNARCOTA 2 FDEICKR [TNAAICOTAM T DH1ICEK
REhFET, RENEXT,

banner motd FINARCOAT AT BECKR [TFINAANOOT A RBICEKR
RENET, chEd,

banner exec

TINAANOOT A 2 #ICKRTR
TNET,

TINAANOOT A 2 RICKRTR
ThET,

N ESSHN—TaY 1 BEEE <A EL R,

OJ4>2 NF—HAKRREhE

SSHN—=232 2@, QA NF—%2HYR—bMLET, ZAODN—REDSSHEYZ 3V %
R ITdE, SSHIUZAT NI —B2EEBLELEEIOTA U NFT—HARRENET,
EEAE, EF21T7Z T (SSH) V74T heERTRE, QA NF—HFRRENEKT
o PUTTYSSH VAT NEBATRHE, OJANF—RBERTRENELRA, Chik, SSH




FFT 2NN TI—F—EEREL, PUTTY AF 72N TI—F—BERELEVEHTT,

SSHOZA4T7>RMCE, SSHRIST/NA ANDEGEZHB IS OO I —H—ZFHIFINETT,
RARBEI—HEEZADLEVE, Connect REAVIEEMICKZY EEA, ROEBIEE, SSH A
N—RICEHETHDEZICOTAONFT—DNRRESNDEZRLTVET, TR, NFT—E&/N

AT—ROADZEROET,
ERpTY .o
B [ Yew Wndow oo

HSE 25 B N8 % &y

'.'_'l Guach Carvmet ] Praitied

CEK|
e G few Hnde b
B&ER IS5 &

‘: Quick Cornect | Frofles

ADD % en

&

PUTTY 95 AT TR, JL—32A D SSH ELiZRMBEITDDIC, I—FRILEH LA,
COEGEE, PUTTY VFA T2 ML —RICEGRLEEEIC, - —RENAT—ROADN
RHOSNDZEZRLTVERT, OTA U NF—RBERRENFLEA,

= PuTTY Conflguration

. i
Huost K P B
K el ol H aomas [ow |F pddiesd) Pioat
el 108,126,180 2
Fostures Protoook
Windw L) Baw ) Tednat Rlogn oM
- s 4. e L o'
Behs Laad, dired o delela A 1 =y
Tt G Sannor
Cibaran Lsb
Colours it audt S attires 1 |
= Conrecton S — 5

Draka I Saye
Py
T kst | [Delets
Filicsger
ThH

[

Clope yandcw on et
Auth b i ) Bibgrwni 2 Dy o chaaan sl
11
Torwsslz o
[ Fabacmit ] | Lo i[ Carcal ]

CHAIU—>23a vy NE, PUTTY Y 1—H—FBZI)—RIZEE

2 TRUER. 135, TED - PalTY

TRLSICREECIATVRIEE

. OJANF—HARRENDZEZRLTVERT,
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Category -» Conneclion & Dala

debug OV > R& show Y R

debug AN RZRITFTSHIIC, Debug ANV RICOVWTDEELRFERESHBL TKEET VY,
EOshow ANV RiF, PO TYIRNAVE=TVE YY) (BERICHLTO&EH ) THR
—REhTHY, ZOY—=)LZFEAL Tshow AN REIDO P ERRTEET,

« debugipssh: SSH OFNYITAXYE—JBKRRLUET,

« showssh : SSH 4 —/N—#EHEDAT—RAZRRLET,

carter#show ssh
Connecti on Versi on Encryption State User nane
0 2.0 DES Session started cisco

« showipssh: SSH ONN—2a VB LVRET—RERRLET,

carter#show ip ssh
SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

debug H 55l
W=820OFNv T

00:23:20: SSHO: starting SSH control process

00:23:20: SSHO: sent protocol version id SSH-2.0-Cisco-1.25
00:23:20: SSHO: protocol version id is - SSH-2.0-1.2.26
00:23:20: SSHO: SSH_SMSG_PUBLIC_KEY msg

00:23:21: SSHO: SSH_CMSG_SESSION_KEY msg - length 112, type 0x03
00:23:21: SSH: RSA decrypt started


https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

00:23:21: SSH:
00:23:21: SSH:
00:23:21: SSH:

00:23:21: SSHO:
00:23:21: SSHO:
00:23:21: SSHO:
00:23:21: SSHO:
00:23:21: SSHO:
00:23:23: SSHO:
00:23:23: SSHO:
00:23:23: SSHO:
00:23:23: SSHO:

RSA decrypt finished
RSA decrypt started
RSA decrypt finished

sending encryption confirmation

keys exchanged and encryption on
SSH_CMSG_USER message received
authentication request for userid cisco
SSH_SMSG_FAILURE message sent
SSH_CMSG_AUTH_PASSWORD message received
authentication successful for cisco
requesting TTY

setting TTY - requested: length 24, width 80; set:

Tength 24, width 80

00:23:23: SSHO:
00:23:23: SSHO:
00:23:23: SSHO:

invalid request - 0x22
SSH_CMSG_EXEC_SHELL message received
starting shell for vty

H—NOF/NY T

~ £ : Zhid Solaris Y>> OH AT,

rtp-evergreen.rtp.cisco.com#ssh -c 3des -1 cisco -v 10.31.1.99
rtp-evergreen#/opt/CISssh/bin/ssh -c 3des -1 cisco -v 10.13.1.99
SSH Version 1.2.26 [sparc-sun-solaris2.5.1], protocol version 1.5.
Compiled with RSAREF.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Reading configuration data /opt/CISssh/etc/ssh_config
ssh_connect: getuid 0 geteuid 0 anon O

Allocated local port 1023.

Connecting to 10.13.1.99 port 22.

Connection established.

Remote protocol version 2.0,

remote software version Cisco-1.25

rtp-evergreen:
rtp-evergreen:

Waiting for server public key.
Received server public key (768 bits)

and host key (512 bits).

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Host '10.13.1.99' is known and matches the host key.
Initializing random; seed file //.ssh/random_seed
Encryption type: 3des

Sent encrypted session key.

Installing crc compensation attack detector.
Received encrypted confirmation.

Doing password authentication.

Cisco0@10.13.1.99's password:

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Requesting pty.
Failed to get local xauth data.
Requesting X11 forwarding with authentication spoofing.

Warning: Remote host denied X11 forwarding, perhaps xauth program
could not be run on the server side.

rtp-evergreen:
rtp-evergreen:

Requesting shell.
Entering interactive session.

=10 . =JL =
D JCENE



RDEIZAVTRE, WKOADRILLREASOTNY TOENBERLTVET,
T—2ESEE (DES) TAYNAILENTVWEWSSH V547> A5 D SSH
AENE/NADT—R

W=BOFNY T

00:26:51: SSHO: starting SSH control process

00:26:51: SSHO: sent protocol version id SSH-2.0-Cisco-1.25
00:26:52: SSHO: protocol version id is - SSH-2.0-1.2.26
00:26:52: SSHO: SSH_SMSG_PUBLIC_KEY msg

00:26:52: SSHO: SSH_CMSG_SESSION_KEY msg - length 112, type 0x03
00:26:52: SSH: RSA decrypt started

00:26:52: SSH: RSA decrypt finished

00:26:52: SSH: RSA decrypt started

00:26:52: SSH: RSA decrypt finished

00:26:52: SSHO: sending encryption confirmation

00:26:52: SSHO: keys exchanged and encryption on

00:26:52: SSHO: SSH_CMSG_USER message received

00:26:52: SSHO: authentication request for userid cisco
00:26:52: SSHO: SSH_SMSG_FAILURE message sent

00:26:54: SSHO: SSH_CMSG_AUTH_PASSWORD message received
00:26:54: SSHO: password authentication failed for cisco
00:26:54: SSHO: SSH_SMSG_FAILURE message sent

00:26:54: SSHO: authentication failed for cisco (code=7)
00:26:54: SSHO: Session disconnected - error 0x07

SSH OZA T MNIRBDHR—BMHRID ( Blowfish ) BESDIEE

W=BDOFTNY T

00:39:26: SSHO: starting SSH control process

00:39:26: SSHO: sent protocol version id SSH-2.0-Cisco-1.25
00:39:26: SSHO: protocol version id is - SSH-2.0-W1.0

00:39:26: SSHO: SSH_SMSG_PUBLIC_KEY msg

00:39:26: SSHO: SSH_CMSG_SESSION_KEY msg - length 112, type 0x03
00:39:26: SSHO: Session disconnected - error 0x20

"%SSH-3-PRIVATEKEY: Unable to Retrieve RSA Private Key for" TZ—NOES

RXAEFLRRARNBZEETDE, COIT— AV E—DHFRRENDIENFBYET,
EERIFRODES)TT,

* RSAF—AEOML, F—Z2BERLET.



crypto key zeroize rsa Tabel key_name
crypto key generate rsa label key_name modulus key_size

« BIOEBRABELBZA 2 12BE. ROFIREZHEL TLEET W,
1. IXNTHORSAF—%2EOLLEXT,
2. TNA A2 )O—RLET,
JHBICTNRIANIS NI SSHF—ZHERLET.

ek

« SSHOV74F1L—23> ANV RNFEEBLIOAN RELVLTERENBDEHES, IL—2T
RSAF—ARTFHAELKERENTVEEBA, RARMBERXSMUFBEEATVSR L Z
HEELE T, RIC, cryptokey generatersa AN RZEAL TRSA F—RT7Z4/K L.
SSHH—N—ZBMILET,

c RSRAF—RTZBRETDE, ROIT— AV E—IHNRRENDENFHBYVET,
1. No hostname specified.

L= DORANBEZEETSICIE, hostname JO—/N)L A7 4F1L—>3>2 0
RN R2FERAIIBENBHYET,

2. No domain specified.

I—BDOKRANRXA 2 ZFRETSDICIE, ip domain-name JO—/N)L A7 1F2
L—23> ANV REFERTIHBENf BYVET,

s AT NBSSHEHZOKIE., I —RIZ wyREENESAKICEHBENET, SSSHEERD vty Y —RA%EE
ALEY.

SSH Tk, L—RTAAA LK 2 THREEChZO—AIEF1VF1FLR@EF2UFT«7ORNINY, I—F—FRREICAE
HAEhET, AAAERETZEHEER. JVV—INF AAA TETENBEVKRSICTIMHENHYET, IV —ILTAAA
EEMCITDICE, YO-NIL A 714F21L—>3> E—RTHF—J—REEBHALET,

No SSH server connections running:



carter#show ssh %No SSHv2 server connections running.

COHEAR, SSHY—NHFTF1E2—TLTHDH, FERELKAZ—TLEB2>TVBEVIEEZRLTVWET, SSHATTIC
BREENhTVRHBE, FNAADQOSSHY—NZBRETDCEEHRBLET, FNAATSSHY—N—ZBRET2ICE. XD
FIEZRTLET,

e RSAF—ARTZHKBRLET, RAAF—RTEHIBRITDE, SSHY—N—FBBWICEDICEYET,

carter(config)#crypto key zeroize rsa

% E SSHV2 ZEMICTRHEERE., EY R A AN 768 LEDF—RTEERTDICENEETT,

/N EE BEERELARE, OOV RERYBTCLRTEEA, £, RAF—FHBENLEE, RAF—%
BERLT CAOHEEAKEEREL, CATNEEREL,. MAOTHEEEEERLEVEY, MHBELE CA %
FRALEY, O IPEF1 VT4 (IPSc) E7EDIAERBICSMLEY THDELERETEEE A

2TFNAADKRARNBE RAMVEZBRELE T,

carter(config)#hostname hostname

carter(config)#ip domain-name domainname

3IL—FRDORSA F—RTEERLET, EXTH &, SSHABBNICEDICEYFT,

carter(config)#crypto key generate rsa

% . COONY ROBABGEOFMICOWVWTIE, Terypto key generate rsa- Cisco |0S Security Command Reference, Release
1231 ZBL TS EE L,

% £ : SSH2 0: Unexpected mesg type received EVWSTT— XY E—IARRENBENDYET, L—2HFR
BTEBRWNTYRNEZBLECENRATY, COBMBEZMRTSBICE, SSHORSA F—ZEHTHIEIC. F—ORE
ZEXLET,

4. SSHH—N—ZHELKT,

5. SSHY—N—REATN—R/AA Y FEZEMILTRETSICE, SSHNTAXA—REZRETIHBENH)ET, SSH/NTX
—RERELBVEE, T7 I NMENEREhET,
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ip ssh {[timeout seconds] | [authentication-retries integer]}

carter(config)# ip ssh

BEEHR

e SSHHEMEEIEIHR—h =
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BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



