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Cisco |5k
MNetwork Devices

Network Devices
Default Device

Device Security Settings

Administration - Metwork Resources

Metwork Device Groups Metwork Davice Profiles External RADIUS Servers

Network Devices

Name IPiMask Proflle Name Location

RADIUS Server Sequences

Type

Seipc

More

ted 0 Totad 2

Description

ATV 2: XY RND—OFNARAT ST ONCEBEIZE) X T, FMCOIPZ RLAZEAL

£

RADIUSDOF T Y URY JAREAICLT,

BTEALUF—ZEALTFMCZRETIHLEN BV ET,

ZTLES, Save®IUYILET,

= Cisco IS

Meiwork Devices

Hetwaork Devices
Dielauli Duvicy

Dvics Setwily S#1ling

Administration - Network Resources

FMLC

Newwork Devices

Nama (o]

® Acdrens - 152.168.192.60 32
—
D Praf = L
wFMC b

Softw L 725 W
twork De up

Location AN Locations v

PSE No "

Device Type Al Davica Typas

RADIUS Authentication Semings

RADIUS UDP Settings

Protocol RADIUS

ATY721:BAUFIEZ#EIRELTCFTDZEMLET,

HAEURZERELEXT,

Network Device Groups Network Device Profiles External RADIUS Servers RAMMUS Server Sequences NAC Managers

More
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= Cisco ISk Administration - Network Resources = @
Metwork Devices Metwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers More

Hetwork Devices
Womwork Davices Lis FID

Dofault Device

Network Devices

Daviza Secufity Settisgi

HNarme FTD
Description

it s b 19206809283 1 32
Dewice Prafile & Cieo e
Modal Mame wFTD o
Soltwade Version 725 w

Metwork Device Group

Lecaiion All Locations b Set To Default
IPSEC Ko v Set To Defoul
Device Type All Device Types v  Set To Dafault

RADIUS Authentication Setings

RADILS UDP Settings

Protocol RADIUS
Shared Secrel JSaansass

_I Use Second Shared Secret

Second Shared
Secrat

ATV T 23 WADTNAANFRY ND—=IOFNAADTICRFRENTVD CEZHBELET

o

= Cisco ISE Administration - Network Resources Q @& 58 &8

Network Dovicos Network Doevice Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequencos NAC Managors Mare

Hatwork Daviced
Network Devices

Device Secwity Sattings
Selecind 0 Total 2

Name IPMask Profile Hama Location Type Description
FMC 1626681526032 = Clsco All Locations All Davice Typas
FTE 192.166.192.83/32 == Ciseo Al Lacations All Devies Typas

ATY7 3 BEZI—YIDIN-—TZERLET, ELRBICHDIN—H—T43>
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= Cisco ISE Administration - Identity Management
Identities Groups

External Identity Sources ldentity Source Sequences

Settings

Identity Groups

- User Identity Groups

Selected O Total 11
Endpaoint ldentity Groups

1 User |dantity Groups Name

Description
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= (Cisco ISE Administration - Identity Management Q @ G4
ldentities Groups External ldentity Sources ldentity Source Sequences Settings
Isar Identity Groups FMC and FTD admins
Identity Groups
= ldentity Group
* Mame FMC and FTD admins
Endpaint ldentity Groups
iy FMC and FTD admins 1SE local,
Usar ldentity Groups Dascription -
— ° o \J o S
ATY 7 41 : ReadOnly1—HD2FB DI IN—TEERLET,
= Cisco |ISE Administration - ldentity Management Q @ GLe
Identities Groups External Identity Scurces Identity Source Sequences Settings
User kentity Groups > FMGC and FTD ReadOnly
Identity Groups
0 Identity Group
* Mame FMC and FTD ReadOnly
Endpoint |dentity Groups
FMC and FTD ReadOnly.
User Identity Groups Description W -

Q(::‘--::I

ATY T 42 WHDY I —7THUser Identity Groups ListD FIZCRRENTWD Z EZEBELE
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= Cisco ISE Administration - ldentity Management
Identitias Groups External Identity Sources Identity Source Sequances Sattings
"’;‘""‘ el User Identity Groups
= . Selected 0 Total 2 ]
L Add i Delete 1., Impont Ty Export ek Filgr
Endpoint Identity Groups
User Identity Groups Name ~  Description
e 'y
0 S FMG and FTD ReadOnly FMC and FTD ReadOnly
O &2 FMC and FTD adming FMC and FTD admins ISE local.

ATY7 5 O—ANLI—HZ2ERKL. IBIBTIL—TICEBMLET,
> Administration > Identity Management > Identities > + AddD JEICEE L £ 9,

= C(Cisco ISE Administration - Identity Management Q @ a8 &
Identities Groups External ldentity Sources Identity Source Sequences Settings
Users
Network Access Users
Selected 0 Tolal 0 g )
L, Import Ty Export All
Status Username - Description First Name Last Name  Emall Address User ldentity Groups  Adn

Mo data available
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= Cisco ISE Administration - Identity Management
Identities Groups External ldentity Sources Identity Source Sequences Settings
Users
Motwork Accoss Users List > New Network Access Usaer

Latest Manual Metwork Scan Res...

~ Network Access User

* Usermame firewall_admin
Status B Enabled

Account Name Alias

Email

~ Passwords
Password Type;  Internal Users o
Password Lifetime:

"y With Expiraion

© Never Expires

Password Re-Enter Password
* Login Password  ssessssssss ssssessse Generate Password | 0]
Enable Passward Generate Password | o
= Cisco ISE Administration - Identity Management Q @ L8 @
Identities Groups External ldentity Sources Identity Source Sequences Settings
Uzers
Latest Manual Network Scan Res..
~ User Groups
i FMC and FTD admins v -"l .
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= Cisco ISE Administration - ldentity Management
Identities Groups External Identity Sources Identity Source Sequences Settings
Lisers Nerwork Access Uszers List > Mew Metwork Access User

Latest Manual Network Scan Res...

~ Network Access User

* Username firgwall_readuser
———
Siatus B Enabled ~

Account Name Alias

Email

~ Passwords
Password Type:  Intemal Users ~
Password Lifetime:

) With Expiration (U
O Never Expiras [

Password Re-Enter Password
* Login Password e8e8sssss SREBEEES Generate Password [0
—— | =T
Enable Password Generate Password (0]
= Cisco ISE Administration - ldentity Management Q @& @ &
ldentities Groups External ldentity Sources Identity Source Sequences Settings
Users
Latest Manual Network Scan Res...
~ User Groups
i FMC and FTD ReadOnly ~ @@
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= Cisco ISE Policy - Policy Elements Q ® B &
Dictionaries Conditions Results
Althantication o Authorization Profiles FMC and FTD Admins
Allowsd Fratacois Authorization Profile
Murthartzation > Siame FMC and FTD Admins
Autharization Profiles Dascription
Downloadable ACLs
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* Access Type
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= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results
—
Authentication ¥
Authorization L

~ Advanced Attributes Settings
Authorization Profiles

Downloadable ACLS

Radius:Class v _Administeator w
Prafiling >
Postune >
~ Attributes Details
Client Provisioning >

Access Type = ACCESS_ACCEPT
Class = Adminstraton

& Cal
W@ L

-I c;n noel

FIE7: BiOFIEX#EV)IEL T, ReadOnly1—HOHFAZ7O7 74N E2ERLET,
Administrator Cld 7% <. ReadUser®{E TRadius? 5 AZERL £7,

= Cisco ISE Policy - Policy Elements
Dictionaries Conditions Results

Authentication w Authorization Profiles MNew Authorizaticn F'rnrulu
Alicwed Pratocols Authorization Profile

Autharlzation > " Mama FMG and FTD ReadUser

Authorization Profiles Description

Downloadable ACLs
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Dictionaries Conditions Results
—
Authentication »
Authorization ~

~ Advanced Attributes Settings
Authorization Profiles

Downloadable ACLs

* madus:Cless v " _ResdUser v

Profiling >
Posture *
e ribu il
Client Provisioning b Attributes Details
Access Type = ACCESS_ACCEPT
{lass = ReadUser

=N
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AA1—HILT IO AEZFTETDIOZH<EHTT,
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Policy - Paolicy Sets
Reset Policyset Hitcounts J m

TFAIICBEHLET,

= Cisco ISE

Policy Sets
Status  Policy Set Name Deseription Conditions Allowed Protocels | Server S Hits  Acti View
O\ Search
b
@& 45 {@} »

Default Metwork Access

] Default Default policy set
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FLWRUS—ICERIZS T, FMCIP7 RL A —3 T B RADIUS NAS-IP-AddressiE 4D £

FhZEEMLET,
ORZ —#&ICHEAL T2BEB D&M ZEML., FIDODIPP RLAZEHET,
Usez V)Y VLTEEZRFL., ITAXZ2RTLET,

Conditions Studio

Library Editor
Radius-NAS-IP-Address
Q =@ |@| 3| B|C|L (@ i Q
Equals . 182.168.192.60
5G
Radius-NAS-IP-Address
Catalyst_Swiich_Local _W Auth
OR Qe
Equals - 192.168.192 .83
Source FMC
Switch_Locel_Waob_Authaentication
MEW
Swinch_Web_Authentication
Wined _B802.1X
Wired _MAB
Wireless_BOZ 1X
Wireloss_Access
—_ ° = ~
) . = —
ATVYT782:.T7LES, SaveZz#H L E T,
= Cisco |SI Policy - Policy Sets
Policy Sels Resat Resat Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence

IP-Addross EQUALS 192168, 192.60
Default Network ACCess X

IP-Addrgss EQUALS 192168192 83

[ Duatault Dlaule palicy 81 Default Network Access O

Hits Actions View
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Conditions Studio

Library Editor
IdentityGroup-Mama
o[zof=[e[r[a[rla[e|n[ec]r]e[u]+

Equals e Usar identity Groups:FMC and FTD

& admins
50

BYOD_ks_Registered SMm 'lE n
Catalyst_Switch_Local_Web_Authentication

NEW AND OR
Compiliance_Unknown_Devices
Caomplinn_Dwvices
EAP-MECHARE

EAP-TLS

FMC and FTD Admin
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BHEEELEY,
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Conditions Studio
Library

o[s[o[=[¢[s[els[s[a[a[c[a[o[c[*
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: ) BYOD_is_Registered

Catalys:_Switch_Local_Wab_Authenticasion

Compliance_LUnknoan,_Dovices

ATYZ7NMEL-ILORBATOAT7 7L ZETIhTH

= Cisco ISE

Policy Sets— FMC and FTD Access

Status  Policy Set Nama Description

P
Yt

] FMC gnd FTD Acosss Mansgement Acc
> Authentication Palicy (1)
o Muthordization Policy - Local Excaptions
» Authosiration Policy = Global Exceptions
v Authorization Policy (3]
Status  Rule Namae Conditions
o,
FAIC and FTD read user
° Beewis
e FMC and FTD adesin wser
] adming
L] Dt

FMCOEE

Iantiydioup Mama BQUALS Uias Idant

Editor

IderitityGroup-MName

Equals e
- REadOnly

Sat 10 s not”

Policy - Policy Sets

Conditions

AS- - hodress EQUALS 19218819280

frens DOUALS 189216018202

Rosults

Profiles

droup Mame EQUALS User idencity Groups . FMC ana FTD

User kdentity Groups:FMC and FTD

FMC and FTD ReadUser

W REEREME 0 ETE Ene and FTD Admins

DenyAccess

EREL., SaveZ V)Y ILET,

Allowed Protocols | Server Sequence Hits

Default Network Access (5 0

Sacurity Groups Hits Actions
Select from Hsy o @
Salect from Nst ] {@
Select from st o {@

AT Y7 1: System > Users > External Authentication > + Add External Authentication Object®
JEIERL . AMBIAATS TV M EERLET,



Firewall Mana.?em?r]_t Qe?ter Ovenddew Analysis Policies Dewvices Objects Integration Deploy O @ £ @ adminv Il .

Users User Roles External Authentication Single Sign-0n (S50)
——

Cove T oo | s oo |

Defauli User Robe:  Mone Shell Authenbeation = Disabied - | =+ Add External Authentication Object I

Marme Method Enabled

ATV 72 FBIAARE L TRADIUSEBIRLE T,
External Authentication Object T, FILWA 72 T U NZNameZIEEL £,

K, 724XV —=/\RET, ISEIP7RLAE, ISEREDATY 72THEALLEEDEFL
RADIUSHZRZFAL XTI,

Firewall Management Center

Overview  Analysis  Policies Devices Objects  Integration Deploy O @ £33 @ adminw 00 o 3
Users User Roles Extermnal Authentication Single Sign-On (550)
External Authentication Object
Authentication Method ~ RADIUS -

Mame * ISE_Radius

Description

Primary Server

Host NamefIP Address * 192.168.192.90
Paort * 1812

RADIUS Secnet Key * LT T

Backup Server (Optional)

Host Name/IP Address
Part 1812

RADIUS Secret Key

RADIUS-Specific Parameters

Timeout {(Seconds) | 30

ATY T 3 ISERRENATY 76&£7TEREL =RADIUS ClassiE D& ( firewall_admin(C &
Administrator, firewall_readuser|Z (&ReadUser ) Z#&E AL £ 9,



RADIUS-Specific Parameters
Timeout {Seconds)
Retries

Access Admin

Security Analyst (Read Oniy)
Security Approver

Threat Intelligence Director (TID) User

To specify the default user role if wser is not found in any group:
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CLI Access Filter

n
Sdministrator CLI Aceess Liser List firewall_admi

* Define Custom RADIUS Attributes

Additional Test Parameters

User Name

Password

*Required Field

ATV 5 HRATSIORNEBMILET, ChEFMCOY T)LREARE L TEREL.
Save and Applyz 21Uy O LET,
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Users User Roles External Authentication Single Sign-0n (S50)
I ——

Csve [ v | Come ooy

3
Dafault Lser Rola: Mong Shell Auvthentication | Enabled (ISE_Radius) ¥ { Add External Authentication Object

)

Hame Maethod Enabled

1. ISE_Radius RADIUS E e

1

FTD OERE

AT Y7 1:FMC GUIT, Devices > Platform Settings® JEIZBEBL £, 7O ZATHFTDAE
HETSshTVWERVWEER., BEORUS —&2HFEETIH, HILLWKRUS—EERLET,
External Authentication® T ®RADIUSH —/\%Z 4 ZX—7J)LICL., SaveZ O U Y UL ET,
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ATV 2: TUOEATBYUENHBHFTDH Policy Assignments as a Selected Device® T IZ &R
TENTVBRCEZBRBLET,



Palicy Assignments

Targated Dovices

Sedact dewvicas 1o which you want 1o apply this pokcy.
Available Devices

@, Search by name or valee

D 192.168.192.8

Sedecied Devices

wFTD_192,168.192.83

ATYVT 3 BBEZRRALET,

licies Devices Objects Integration

Deploy Q @ £ @ adminv dul SECURE

vFTD_192.168.192.83

EE_II.\

g

Advanced Deploy =N m

Ready for Deployment ey

its (1)

C

s ILLVEBAAEEICEELTVWARCEEZETANLET,
« FMCOGUIT, RADIUSH—/NDEREICEE L. Additional Test Parameterst 2> 3> X T

AVO=LEI2LET,

« ISEA—YDI1—HEBENADT—RZALL, Test2a VY ILEY,

* Define Custom RADIUS Attributes

Additional Test Parameters
Lser Name firawall_admin

Password T T

“Required Freld

Cancel I Test

« FANMNCIRW TR E, TS5IHD 4> RIUDLESRIC "Success Test Completes &EWS X v
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Firewall Management Center
Create External Authentication Object

Overview Analysis Policies Devicas Objects Integration Deploy Q 4+ @ adminw

Usars User Roles External Authentication Single Sign-0On (S50)

® Success
Test Complete.

External Authentication Objem
Authentication Method RADILS -

Mame * | ISE_Radius

o FHHEF. TANEIDO T ODetailsZ2BET A EXRTENET,

* Define Custom RADIUS Attributes

Additional Test Parameters

Liser Name firewall_admin

Password LLLLL LY ]

Test Output
Show Details  +

check_auth_radius; spUser: frewall_admin

RADIUS confg fila: fvar/tmp/4vQquehXof/radiesclient_0.conl

radiSMTh - MSpOns: [User-Narme=irgwall_admin|

radiusauth - responsa: |Class=Administrator]

radivsouth - msponse: |Class=CACS:c0aBe05a_CNaQKISZB2OTPFOShmiBVENT 27TES2627 ToUjzXUdA ISE-LVILLAFR/ 47901 1358/67 |
*firewall_admin® RADIUS Authentication OK

chock_is_radius_mamber aitrib match found; [Class=Administrator| - |Clags=Administralor] »=smesses
role_beeZebl18-2129-11df-adda-42c66f0a3036:

User Test

*Raquired Field

Cancel | Test m
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