AANINA>DF4TF> SEAAA RADIUSEZRE
AR TE

A&

BE

Bl R SR

EZ#®
FERAIRZIAR—F b
RELE

show OH > 7’ )L H B

NS7IILa—hk

RSN —TFT4200EHOII R
debug t 116l

B E 1 R

B=

CORFIXNTR, BEOT7FOTB LT ISDN O#EHFZZITANDEHICTIOEA H—N
ZEAL, ThSZFERTBD-HICFREL. FFAl. 7HOUT 1427 ( AAA) Remote
Authentication Dial-In User Service ( RADIUS ) H—/N\ZFAT3REFICOVTEHBAL F T,
AAAERADIUSOFFMIC DWW TR, XORFIXMEZSRLTLSEZL,

. RADIUSDEEE
TIOEAY—NOEKX AAA DERE

Bl RAF
B

CORETEE., RADIUSH—NFELKBRETATVREZARELTVET, CORER.
MRENTWVWBRADIUSH—NTEBRLET, BYIBRY—/NREDFHMZ OV T, RADIUSY
—NNOXZ1T7IINZZRLTLEEL,

FATRIIAR—F>b

CORFIXNOBERIE. ROV TRNIITEN—RIITON—TIVICETIKENDTT,
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- T1PRIBRV48T ORI EF LZEEH L /=Cisco AS5300, Cisco IOS®Y 7 kDI TF7)1)—
A12.07)THBHRBLTVET,
- CiscoSecure for Unix(CSU)H¥—/X, /N—>32,2.3(3),
CCTRHRETAHAAABEDORER. BEMBEA A VI FUATEFEATEERT, POEAT—N
FEEI-NZZTANDCENTEDCLZBRAL, ROBEICTT LS ICEHYBZAAAIN Y
RzEMLET,

COXNZATIIORRE. REOZARELCENMNETFNARACEITVWTEREhELEZ, <D
RFIXRTEAIZINTOTNARRGE, I (F7FI)K ) REOREALSEBELTVE
¥, RBHHPORY ND—ITHEEZLTVRHE, ERICON RZEATREIC, TOEE
BB OVTEBLTHEBENFHYERT,

RECE
RFIXDNREBOFME, "ZRAIATFI_NILTAYTAORRR 2BBLTLLEE L,

COtEI23aVTR, CORFIXNTHATIMEEREIZLOICLERRTRERMLT
WET,

E:CONBTHEAEATVWAIOTYY ROFMAEFAXS(CIE, "Command Lookup ¥ —JL, &
ALTLEEY (RRI—FOH ),

XY BRNI—UK

CORFIXVINTRRORICRTRY NO—OBKEEALTVET,

ISDN Client

Internet

PRI NETWORK

_Li‘t@ 172.22.53.0/24 |

maui-nas{1
ED 172.22.53.141

Windows
Client

EE

CSU& CiscoSecure NT(CSNT)DERE, BRURY NT—0F 7 2AH—/V(NAS)DERE Z IXIZ R
LET, CcORERBEMEAANVILAOFIFRERLTWSD S, ISDNI—HEFFHI—H
M CiscoSecureiR EWERBLU T, ISDNI T AT RNEEEIKR., < DRADIUSEREICIFBERAZE W
H, EENTLVEEA,

CSU
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# ./ViewProfile -p 9900 -u async_client
User Profile Information

user = async_client{

profile_id = 110

profile_cycle = 2

radi us=Ci sco {

check_itens= {

2=ci sco
!-—- Password(2) is "cisco" } reply_attributes={ 6=2 !-
-- Service-Type(6) is Framed (2) 7=1 !--- Frame d-

Protocol(7) is PPP (1) } } } # ./ViewProfile -p 9900 -u
isdn_user

User Profile Information

user = isdn_user{

profile_id = 24

profile_cycle = 4

radi us=Ci sco {

check_itens= {

2=ci sco
! --- Password(2) is "cisco" } reply_attributes= { 6=2 !
--- Service-Type(6) is Framed (2) 7=1 ! --- Framed-

Protocol(7) is PPP (1) } } }

E: COBMBTTUATE, FEMI—YLISDNI-—FORERELTY,

CSNT RADIUS

CiscoSecure NT(CSNT)RADIUSZRRET D ICIE. XOFIEZETLET,

1. isdn_user® & CFasync_client& WS BRIOFH L WI—HEERLET,

2. [User Setupl 20> 3 > THEYB/NAT—RZFRELET

3. Internet Engineering Task Force(IETF)RADIUS AttributesD 923> T, ZIEZI X
1—ASKNIERZEIRL £9, Service-type ( M6 ) = Framed® & U'Framed-Protocol
(|17 ) =PPPX : Bt Service-Typed & O'Framed-Protocol DHEIZHZDF T Y IVRY U R
ZOVYOSRUENBVET, F: CORFMESFUATER., FRFI—FEISDNI—
HOEREFEILUTY,

maui-nas-01

maui - nas- 01#show running-config
Bui | di ng configuration..

Current configuration:

!

version 12.0

service tinestanps debug datetime nsec

service tinestanps |og datetine nsec

servi ce password-encryption

|

host nane naui - nas-01

!

aaa new node

!-—-— Initiates the AAA access control system. !--- This
command immediately locks down login and PPP
authentication. aaa authentication login default group
radius local !--- Exec login (for the list default) is
authenticated using methods !--- radius then local. The
router uses RADIUS for authentication at the !---




login(exec) prompt. If RADIUS returns an error, the user
is authenticated !--- using the local database. aaa

aut hentication | ogin NO AUTHEN none !--- Exec login (for
the list NO_AUTHEN) has authentication method none !---
(no authentication). Interfaces to which this list is
applied will not have !--- authentication enabled. Refer
to the console port (line con 0) configuration. aaa

aut hentication ppp default if-needed group radius |ocal
!-—-- PPP authentication (for the list default) uses
methods radius then local. !--- The if-needed keyword
automatically permits ppp for users that have !---
successfully authenticated using exec mode. If the EXEC
facility has !--- authenticated the user, RADIUS
authentication for PPP is not performed. !----This is
necessary for clients that use terminal window after
dial. aaa authorization network default group radius

|l ocal !--- Authorization of network services (PPP
services) for the list default !--- uses methods radius
then local. This 1is neccessary 1if you use RADIUS !---
for the client IP address, Access List assignment and so
on. enabl e secret 5 <del eted> ! usernane adnmi n password
7 <del eted> !--- This username allows for access to the
router in situations where !--- connectivity to the
RADIUS server is lost. This is because the AAA !---
configuration for exec login has the alternate method
local. spe 2/0 2/7 firmvare | ocation

system /ucode/ m ca_port_firnnare ! resource-pool disable
I ip subnet-zero no ip finger ! isdn switch-type
primary-ni !--- Switch type is Primary NI-2. isdn voice-
call-failure O nta receive maxi numrecipients 0 ! !
controller T1 O !--- T1 0 controller configuration.
fram ng esf clock source line primary |inecode b8zs pri -
group tineslots 1-24 ! controller T1 1 !--- T1 1 is
unused. clock source |line secondary 1 ! controller T1 2
!-—- T1 1 is unused. ! controller T1 3 !/--- T1 1 is
unused. ! interface EthernetO ip address 172.22.53. 141
255.255.255.0 no ip directed-broadcast ! interface
Serial 0: 23 /--- D-channel configuration for T1 0. No ip
address no ip directed-broadcast encapsul ati on ppp

di al er pool -nenmber 23 !--- Assign Serial0:23 as member
of dialer pool 23. !--- Dialer pool 23 is specified in
interface Dialer 1. !--- Interface Dialer 1 will
terminate the ISDN calls. isdn switch-type primary-ni

i sdn i ncom ng-voi ce nodem !--- Switch incoming analog
calls to the internal digital modems. no cdp enable !
interface FastEthernetO no ip address no ip directed-
broadcast shutdown dupl ex auto speed auto ! interface

G oup- AsyncO !--- Async Group Interface for the modems.
i p unnunbered Ethernet0 !--- Unnumbered to the ethernet
interface. no ip directed-broadcast encapsul ati on ppp
async node interactive !--- Configures interactive mode
on the asynchronous interfaces. !--- This allows users
to dial in and get to a shell or PPP session on !---
that line. If you want incoming users to only connect
using PPP configure !--- async mode dedicated i nstead.

peer default ip address pool ASYNC
!--- Use the ip pool named "ASYNC" to assign ip address

for !--- incoming connections. ppp authentication chap
group-range 1 48 !--- Lines(modems) 1 through 48 are in
this group async interface. ! interface Dialerl /---

Dialerl will terminate ISDN calls. ip unnunbered
Et hernet0 no ip directed-broadcast encapsul ati on ppp
dialer pool 23 !--- Dialer 1 uses dialer pool 23.




Interface Serial0:23 is !--- a member of this pool. peer
default ip address pool |SDN !--- Use the ip pool named
"ISDN" to assign 1ip address for !--- incoming
connections. no cdp enabl e ppp authentication chap ! ip
| ocal pool |SDN 172.22.53.142 172.22.53.145 !--- IP
address pool named "ISDN". !--- This pool will be
assigned to connections on interface Dialer 1. ip |oca
pool ASYNC 172.22.53.146 172.22.53.149 !--- IP address
pool named "ASYNC". !--- This pool will be assigned to
incoming connections on Group-Async 0. !--- Note: This
address pool only has 4 addresses and is not sufficient
to !--- support all 48 nobdem |ines. Configure your |IP
pool with the address range !--- to support al
connections

ip classless

no ip http server

]

no cdp run

!

radi us- server host 172.22.53.201 auth-port 1645 acct-
port 1646 key cisco

! --- Radius-server host IP address and encryption key.
!--- The encryption key must match the onbe configured

on the RADIUS server. ! line con 0 exec-timeout 0 O
| ogi n authentication NO AUTHEN !--- Specifies that the
AAA list name assigned to the console is !--- NO_AUTHEN.

From the AAA configuration above, the list NO_AUTHEN !--
- does not use authentication. transport input none |ine
1 48 autoselect during-login !--- Displays the

username :password prompt after modems connect. !---
Without this the user must press enter to receive a
prompt. autosel ect ppp !--- When the NAS detects
incoming PPP packets, the PPP session !--- will be
launched. nmodem | nQut transport preferred none transport
input all transport output none line aux O line vty 0 4
! end

s

OtV aIDVTR, REDERICEATESHEHREZRHLET,

show QY > FILH B

maui - nas- Ol#show caller user async_client detail

User: async_client, line tty 5 service Async
Active tinme 00:01:04, Idle tinme 00:00:22
Ti meout s: Absolute Idle Idle
Sessi on Exec
Limts: - - 00: 10: 00

Di sconnect in: - - -

TTY: Line 5, running PPP on As5

Locati on: PPP: 172.22.53.148
!--- The IP address assigned from the the IP pool. DSO: (slot/unit/channel)=0/0/7 Line: Baud
rate (TX/RX) is 115200/115200, no parity, 1 stopbits, 8 databits Status: Ready, Active, No Exit
Banner, Async Interface Active HWPPP Support Active Capabilities: Hardware Fl owcontrol In,
Har dware Fl owmcontrol Qut Modem Cal l out, Modem Rl is CD, Line usable as async interface
I ntegrated Modem Modem State: Ready User: async_client, |ine As5, service PPP Active tine



00:00: 54, Idle tinme 00:00:23 Tineouts: Absolute Idle Limts: - - Disconnect in: - - PPP. LCP
Open, CHAP (<- AAa), |PCP

!--- CHAP authentication was performed by AAA. LCP: -> peer, ACCM AuthProto, Magi cNunber,
PConpr essi on, ACConpression <- peer, ACCM Magi cNunber, PConpression, ACConpressi on NCP: Open
I PCP | PCP: <- peer, Address -> peer, Address |P: Local 172.22.53.141, renpote 172.22.53.148
Counts: 40 packets input, 2769 bytes, 0 no buffer 1 input errors, 1 CRC, 0 frane, 0 overrun 24
packets output, 941 bytes, O underruns O output errors, O collisions, O interface resets maui-
nas- Ol#show caller user isdn_user detail

User: isdn_user, line Se0:8, service PPP
Active tine 00:01:22, Idle tine 00:01: 24
Ti meout s: Absolute Idle
Limts: - 00: 02: 00
Di sconnect in: - 00: 00: 35

PPP: LCP Open, CHAP (<- AAA), |PCP
!-—-- CHAP authentication was performed by AAA. LCP: -> peer, AuthProto, Magi cNunber <- peer,
Magi cNunber NCP: Open I PCP | PCP: <- peer, Address -> peer, Address Dialer: Connected to ,
inbound Idle tinmer 120 secs, idle 84 secs Type is ISDN, group Dialerl
! —— The ISDN Call uses int Dialerl. IP: Local 172.22.53.141, remote 172.22.53.142
! -- The IP address was obtained from the local pool. Counts: 31 packets input, 872 bytes, 0 no
buffer 0 input errors, 0 CRC, O frame, 0 overrun 34 packets output, 1018 bytes, O underruns O
output errors, 0 collisions, 5 interface resets

hZ7L>31—b

CoTH. BEORS A I-F AU ICBATEBEHRERLET,

RSTILNS1—F42F70EHOIAI K

—&#B®D show ANV RETFZIRTY RN AV R—T VR YI—NICLI2THR—REATVET (¥
BRI—YEH), cOYV—IZFERATDEICLD2T, show ANV RHIDOMERZERIRT
EXY,

% :debug OV REFEATSHEIIC, "debug AV RICHTIEERER, 2SR TS
W

- debug isdn q931 - JL—Z & ISDN A Y FHE® ISDN XY RDO—V8K (L1V¥ 3) 01—
IBRBETATEIVERRLET,

. debugmodem : 7V A —NOEFLEROT VT 1 ET1ZRRLET,

- debug ppp negotiation - Link Control Protocol ( LCP; U2 &If87’/0O0 1)L ) .
Authentication, 3 &TF Network Control Protocol ( NCP; XY RD—2&#77O0K1J)L ) 23
SI—>3a>HOPPP hNF 74V VBLUXBRICHTIHBERTIDEHDOENTT,
PPP X2 I —2avAmdadE, &UICLCP AT—MABE, RIZREN1TThh, ¥
LTHREICNCP ORI I—>ardrabhEd,

. debug ppp authentication - Challenge Handshake Authentication Protocol ( CHAP ) /ATy ~
B & U Password Authentication Protocol ( PAP; /XA — RRBIAZ7ORIL ) [z E
, PPPREZ7ORN I XYV E—DERTITDEHDENDTT,

- debug aaa authentication:AAA/RADIUSEREEICBI T 2 EHRERRLE T,

. debug aaa authorization:AAA/RADIUSER A ICEE T 218 E R "L E T,

. debug radius:RADIUSIC BSiE T B 5% T/\NY JBHRERRLE T, CiscoT 7 ZAILHKR—
NWebH 4~ @ Output Interpreter Tool(B R I1I—HEH)ZFEAL T, debug radius Xy £—=
ZTIA—RLET, HlICOVTR, RIERTFNYITHIZZRLUTLKEEVL, EOEMED
ZAI—RENTVR A ZHE TS IZ1E. debug radius DHEDIEHREFERALET, X

c 1221 TORR T, debugradius®HARFE T TICFI—REhTWA Lo, HH073
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— RIZOutput Interpreter 2 EA T B HEGFH V) TR A, FHlE. RF¥F1 X2~ TRADIUST/Y
Y I DRy ZSRLTSEEY
. show calleruser : FAIAHTTYEIR, FRBPAX—T I/ A (ZTI7,. AAY M, FE
FR—K ), DSOF ¥ RILE S, EFLES, EWVHTShIZIPPRLA, PPPE LT
PPP/IN> RILNTG X =R E, BEDI—HONTA—REXRRLET, ZFEHAD Cisco
IOS Y7 RhJIF7 N—=232TZOOANY RAYR—REATVEWESE, show user 1
I REBALTLSEEL,

debug Hi 3 6

IS0 Cliert

? - _xﬂ) PRI NETWIORIC % Internetj

Line —‘

Lines
maLli-nas-01
EQ172.225314

AN Server
172225320

Wincowes Client |

1
User digls im0 NAS >

CALL CClHIIECTS

FFPP IIEGDTIﬂ]TIDII BEGINS

g COMNFREZ CHAP

COMFACH CHAP

-
CHAP Challenge

I
I
I
1
" |
CHAP Responze |
e

=

.ﬂ..ﬂ\.ﬂ-..l'.ﬂ.LlTHEN.I'ST.-'l'-.FJT.I'

| -
- PLASS

MAS receives Access-Accept from the server .. J, AAAIBUTHORLCE

The MAS then uses the Authorization data from
the RADIUS zerver to authorarize PPP and LCP

IPCP Hegotiation Begins
Address 1722253142

Address 1722253142

IPCP negotiation Cortinues

Inztall Routes and pass data l\

| i

CEANSATOF7/NM ADdebug radius AN ROEOFHZEEEF. RRLET, FHA ER
Jd—veLTOd 4L, JavaScriptZ2BMICLTWBHENHVYET,

BERI— Y LTOJALTHY, JavaScript ZEMICLTVEIRENHY ET,
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¥ : 122(1)TORATE, debug radiusD A I TIEFI—REAT VB LS, HADFI—
RIZOutput Interpreter2 EA T AL ElEH V) EFB A, FlllE, RF21 X2 N TRADIUSTNY Y
DRy #SRL T &L

maui - nas- 01#debug isdn g931

| SDN @31 packets debugging is on

maui - nas- 01#debug ppp negotiation

PPP protocol negotiation debugging is on
maui - nas- 01#debug ppp authentication
PPP aut henti cati on debugging is on

maui - nas- 01#debug modem

Modem control / process activation debugging is on
maui - nas- 01#debug aaa authentication
AAA Aut henti cation debugging is on

maui - nas- 01#debug aaa authorization

AAA Aut hori zation debugging is on

maui - nas- 01#debug radius

RADI US protocol debugging is on

maui - nas- 01#

*Apr 5 11:05:07.031: | SDN Se0:23: RX <- SETUP pd = 8 callref = 0x20FC

!--- Setup message for incoming call. *Apr 5 11:05:07.031: Bearer Capability i = 0x8890218F *Apr
5 11: 05:07.031: Channel IDi = 0xA18387 *Apr 5 11:05:07.031: Called Party Number i = OxAL,
'81560" *Apr 5 11:05:07.035: %I ALER-6-BIND: Interface Serial0:6 bound to profile Dialerl *Apr 5
11: 05: 07. 035: 1 SDN Se0:23: TX -> CALL_PROC pd = 8 callref = OXAOFC *Apr 5 11:05:07.035: Channel
IDi = 0xA98387 *Apr 5 11:05:07.043: 9%.I NK-3-UPDOM: Interface Serial 0:6, changed state to up
*Apr 5 11:05:07.043: Se0:6 PPP. Treating connection as a callin *Apr 5 11:05:07.043: Se0:6 PPP:
Phase is ESTABLI SHING Passive Open *Apr 5 11:05:07.043: Se0:6 LCP: State is Listen *Apr 5

11: 05: 07.047: 1SDN Se0:23: TX -> CONNECT pd = 8 callref = OXxAOFC *Apr 5 11:05:07.047: Channel ID
i = 0xA98387 *Apr 5 11:05:07.079: |SDN Se0:23: RX <- CONNECT_ACK pd = 8 callref = 0x20FC *Apr 5
11: 05: 07.079: |1 SDN Se0: 23: CALL_PROGRESS: CALL_CONNECTED call id 0x2D, bchan -1, dsl 0 *Apr 5
11: 05: 07.499: Se0:6 LCP: | CONFREQ [Listen] id 28 len 10 *Apr 5 11:05:07.499: Se0:6 LCP:

Magi cNunber 0x5078A51F (0x05065078A51F) *Apr 5 11:05:07.499: Se0: 6 AAA/ AUTHOR/ FSM (0): LCP
succeeds trivially *Apr 5 11:05:07.499: Se0:6 LCP. O CONFREQ [Listen] id 2 len 15 *Apr 5

11: 05: 07.499: Se0:6 LCP: AuthProto CHAP (0x0305C22305) *Apr 5 11:05:07.499: Se0:6 LCP:

Magi cNunmber OxE05213AA (0x0506E05213AA) *Apr 5 11:05:07.499: Se0:6 LCP: O CONFACK [Listen] id 28
len 10 *Apr 5 11:05:07.499: Se0: 6 LCP: Magi cNunber 0x5078A51F (0x05065078A51F) *Apr 5

11: 05: 07.555: Se0:6 LCP: | CONFACK [ ACKsent] id 2 len 15 *Apr 5 11:05:07.555: Se0:6 LCP:

Aut hProt o CHAP (0x0305C22305) *Apr 5 11:05:07.555: Se0:6 LCP: Magi cNunber OxE05213AA
(0x0506E05213AA) *Apr 5 11:05:07.555: Se0: 6 LCP: State is Open *Apr 5 11:05:07.555: Se0:6 PPP:
Phase is AUTHENTI CATING by this end *Apr 5 11:05:07.555: Se0:6 CHAP. O CHALLENGE id 2 len 32
from"maui -nas-01" *Apr 5 11:05:07.631: Se0:6 CHAP: I RESPONSE id 2 len 30 from "isdn_user"

!--- Incoming CHAP response from "isdn_user". *Apr 5 11:05:07.631: AAA. parse nane=Serial 0:6 idb
type=12 tty=-1 *Apr 5 11:05:07.631: AAA nane=Serial 0: 6 fl ags=0x51 type=1 shel f=0 sl ot=0
adapter=0 port=0 channel =6 *Apr 5 11:05:07.631: AAA parse nane= idb type=-1 tty=-1 *Apr 5

11: 05: 07. 631: AAA MEMORY: create_user (Ox619CEE28) user='isdn_user' ruser='' port=" SerialO:6'
rem addr ='i sdn/ 81560"' aut hen_type=CHAP servi ce=PPP priv=1 *Apr 5 11:05:07.631: AAA/ AUTHEN START
(2973699846): port="Serial0:6" list="" action=LOd N service=PPP *Apr 5 11:05:07.631:

AAA AUTHEN START (2973699846): using "default" list *Apr 5 11:05:07.631: AAA/ AUTHEN
(2973699846) : status = UNKNOWN *Apr 5 11:05: 07.631: AAA/ AUTHEN START (2973699846): Met hod=r adi us
(radius) !--- AAA authentication method is RADIUS. *Apr 5 11:05:07.631: RADI US: ustruct
sharecount=1 *Apr 5 11:05:07.631: RADIUS: Initial Transmt Serial0:6 id 13 172.22.53.201: 1645,
Access-Request, |len 87

I -—— Access-Request from the NAS to the AAA server. !--- Note the IP address in the Access-
Request matches the IP address !--- configured using the command: !--- radius-server host
172.22.53.201 key cisco *Apr 5 11:05:07.631: Attribute 4 6 AC16358D

*Apr 5 11:05:07.631: Attribute 5 6 00004E26

*Apr 5 11:05:07.631: Attribute 61 6 00000002

*Apr 5 11:05:07.631: Attribute 1 11 6973646E

*Apr 5 11:05:07.631: Attribute 30 7 38313536

*Apr 5 11:05:07.631: Attribute 3 19 0297959E

*Apr 5 11:05:07.631: Attribute 6 6 00000002
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*Apr 5 11:05:07.631: Attribute 7 6 00000001

*Apr 5 11:05:07.635: RADIUS: Received from id 13 172.22.53.201:1645,
Access-Accept, len 32

*Apr 5 11:05:07.635: Attribute 6 6 00000002

*Apr 5 11:05:07.635: Attribute 7 6 00000001

debug radiusI1¥ > ROBEHEART(AVP)Z7T 11— R L T, NASERADIUSH—/NOED KNS
V3V EBBIZIMBENHYYET,

Z 12211 TORKTIE, debugradiusO AR I TICTFI—REATWVWD LS, HAODFO—
K (ZOutput Interpreter2 FR T2 LBk H VY EH A, #FMllllk. RF1 X N FRADIUSTNY U
DILRs ZSRBLTLEEL,

FONTYRNADE=TIR (BEI-HER )V -IEEMATHE. T/VY JRADIUSEH IO
SMEZTENET,

RICRTRMEOEDE, FORTY RNV E=T VR (BRI—YER)Y-IHSEEL LE
RTTY,

Access- Request 172.22.53.201:1645 id 13

Attribute Type 4: NAS-1P-Address is 172.22.53.141
Attribute Type 5: NAS-Port is 20006

Attribute Type 61: NAS-Port-Type is | SDN- Synchronous
Attribute Type 1: User-Nane is isdn

Attribute Type 30: Called-Station-ID(DNIS) is 8156
Attribute Type 3: CHAP-Password is (encoded)
Attribute Type 6: Service-Type is Franed
Attribute Type 7: Franed-Protocol is PPP

Access- Accept 172.22.53.201:1645 id 13

Attribute Type 6: Service-Type is Franed
Attribute Type 7: Franed-Protocol is PPP

V—=ILIZE>2>TFA—REhEFNYTHIA S, Attribute Type 6:Service-TypeldFramed T,
Attribute Type 7:Framed-ProtocolldPPPTY, BM6EX LR 7HARTE ATV EVEEE.
RADIUSH—NOI1—HY7O77AIIEBELES( "REL V23 VESBLTLKEEZY),
debug radius(dAccess-Acceptz AL TWVWET, <nlE, RADIUS*)L N 1—YZIEBICFEREL
ez RLTVET, HAICAccess-RejecthH RE N TWBHE, I—HRERBIEETAhTVWAEWE
®. RADIUSH—NDIA—HHFENAT—ROBEZHEIILEN HVET, BRIDBORE
# (& Attribute Type 4:nas-ip-address.Output Interpreter Tool ( & I1—HER ) TRRE WD EN
. RADIUSH—/NICRREENTWVWANASIPP RLAE—HITBEE2BRELET,

3 : Cisco IOSO#INEFNY THAON—3 0 DBEVICKY), —SOBUEAIYBRTSNSZC
&N H V) £ 9 (User-Name, Called-Station-ID(DNIS)% &),

*Apr 5 11:05:07.635: AAA/ AUTHEN (2973699846): status = PASS

!--- Authentication is successful *Apr 5 11:05:07.635: Se0:6 AAA/ AUTHOR/ LCP: Authorize LCP *Apr
5 11: 05:07.635: Se0: 6 AAA/ AUTHOR/ LCP (2783657211): Port="'Serial 0:6" list=""' service=NET *Apr 5
11: 05: 07. 635: AAA/ AUTHOR/ LCP: Se0: 6 (2783657211) user='isdn_user' *Apr 5 11:05:07.635: Se0:6
AAA/ AUTHOR/ LCP (2783657211): send AV service=ppp *Apr 5 11:05:07.635: Se0: 6 AAA/ AUTHOR/ LCP
(2783657211): send AV protocol =lcp *Apr 5 11:05:07.635: Se0: 6 AAA/ AUTHOR/ LCP (2783657211): found
list "default" *Apr 5 11:05:07.635: Se0:6 AAA AUTHOR/ LCP (2783657211): Met hod=radi us (radi us)
*Apr 5 11:05:07.635: Se0: 6 AAA/ AUTHOR (2783657211): Post authorization status = PASS REPL *Apr 5
11: 05: 07. 639: Se0: 6 AAA/ AUTHOR/ LCP: Processing AV service=ppp *Apr 5 11:05:07.639: Se0:6 CHAP. O
SUCCESS id 2 Ilen 4 *Apr 5 11:05:07.639: Se0:6 PPP: Phase is UP *Apr 5 11:05:07.639: Se0:6

AAA AUTHOR/ FSM (0): Can we start IPCP? *Apr 5 11:05:07.639: Se0: 6 AAA/ AUTHOR/ FSM (3184893369) :
Port="Serial0:6" list="" service=NET *Apr 5 11:05:07.639: AAA/ AUTHOR/ FSM Se0: 6 (3184893369)
user="isdn_user' *Apr 5 11:05:07.639: Se0:6 AAA/ AUTHOR/ FSM (3184893369): send AV servi ce=ppp
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*Apr 5 11:05:07.639: Se0: 6 AAA/ AUTHOR/ FSM (3184893369): send AV protocol =ip *Apr 5 11:05:07.639:
Se0: 6 AAA/ AUTHOR/ FSM (3184893369): found list "default" *Apr 5 11:05:07.639: Se0:6

AAA/ AUTHOR/ FSM (3184893369) : Met hod=r adi us (radius) *Apr 5 11:05:07.639: Se0:6 AAA/ AUTHOR
(3184893369): Post authorization status = PASS REPL *Apr 5 11:05:07.639: Se0: 6 AAA/ AUTHOR/ FSM
We can start |PCP *Apr 5 11:05:07.639: Se0:6 | PCP: O CONFREQ [ Not negotiated] id 2 len 10 *Apr 5
11: 05: 07.639: Se0:6 | PCP: Address 172.22.53.141 (0x0306AC16358D) *Apr 5 11:05:07.675: Se0:6

I PCP: | CONFREQ [REQsent] id 13 len 10 *Apr 5 11:05:07.675: Se0:6 | PCP: Address 0.0.0.0
(0x030600000000) *Apr 5 11:05:07.675: Se0:6 AAA/ AUTHOR/ I PCP: Start. Her address 0.0.0.0, we want
0.0.0.0 *Apr 5 11:05:07.675: Se0: 6 AAA/ AUTHOR/ | PCP: Processi ng AV service=ppp *Apr 5

11: 05: 07. 675: Se0: 6 AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded *Apr 5 11:05:07.675: Se0:6

AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 0.0.0.0 *Apr 5 11:05:07.675: Se0: 6 IPCP:
Pool returned 172.22.53.142

!--- IP address for the peer obtained from the pool *Apr 5 11:05:07.675: Se0:6 | PCP.: O CONFNAK
[REQsent] id 13 len 10 *Apr 5 11:05:07.675: Se0:6 | PCP: Address 172.22.53.142 (0x0306AC16358E)
*Apr 5 11:05:07.699: Se0:6 | PCP: | CONFACK [REQsent] id 2 len 10 *Apr 5 11:05:07.699: Se0:6

| PCP: Address 172.22.53.141 (0x0306AC16358D) *Apr 5 11:05:07.707: Se0:6 | PCP: | CONFREQ
[ACKrcvd] id 14 len 10 *Apr 5 11:05:07.707: Se0:6 | PCP: Address 172.22.53.142 (0x0306AC16358E)
*Apr 5 11:05:07.707: Se0: 6 AAA/ AUTHOR/ I PCP: Start. Her address 172.22.53.142, we want
172.22.53.142 *Apr 5 11:05:07.707: Se0:6 AAA/ AUTHOR/ | PCP (3828612481): Port='"Serial0:6"' |ist=""
servi ce=NET *Apr 5 11:05:07.707: AAA/ AUTHOR/ | PCP: Se0: 6 (3828612481) user='isdn_user' *Apr 5

11: 05: 07. 707: Se0: 6 AAA/ AUTHOR/ | PCP (3828612481): send AV service=ppp *Apr 5 11:05:07.707: Se0:6
AAA/ AUTHOR/ | PCP (3828612481): send AV protocol =ip *Apr 5 11:05:07.707: Se0: 6 AAA/ AUTHOR/ | PCP
(3828612481): send AV addr*172.22.53.142 *Apr 5 11:05:07.707: Se0:6 AAA/ AUTHOR/ | PCP
(3828612481): found list "default” *Apr 5 11:05:07.707: Se0:6 AAA/ AUTHOR/ | PCP (3828612481):

Met hod=r adi us (radius) *Apr 5 11:05:07.707: Se0:6 AAA/ AUTHOR (3828612481): Post authorization
status = PASS REPL *Apr 5 11:05:07.707: Se0: 6 AAA/ AUTHOR/ | PCP: Rej ect 172.22.53.142, using
172.22.53. 142 *Apr 5 11:05:07.707: Se0: 6 AAA/ AUTHOR/ | PCP: Processing AV service=ppp *Apr 5

11: 05: 07. 707: Se0: 6 AAA/ AUTHOR/ | PCP: Processi ng AV addr*172.22.53.142 *Apr 5 11:05:07.707: Se0:6
AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded *Apr 5 11:05:07.707: Se0:6 AAA/ AUTHOR/ | PCP: Done. Her
address 172.22.53.142, we want 172.22.53.142 *Apr 5 11:05:07.707: Se0:6 |PCP: O CONFACK
[ACKrcvd] id 14 len 10 *Apr 5 11:05:07.707: Se0:6 | PCP: Address 172.22.53.142 (0x0306AC16358E)
*Apr 5 11:05:07.707: Se0:6 I PCP: State is Open *Apr 5 11:05:07.711: Dil IPCP: Install route to
172.22.53.142

!--- IPCP state is open. A route to the remote peer is installed *Apr 5 11:05:08. 639

% .1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface Serial 0:6, changed state to up *Apr 5

11: 05: 13. 043: 9% SDN- 6- CONNECT: Interface Serial0:6 is now connected to isdn_user maui-nas-01#

T, ISDNIZA T ROXRI I3 N ETLET, XOoBHE, ERAFEI-I (L&
ZEWindows 7 ZA4F7 N ) ORI I -3 & RLTVET

maui - nas- 01#

*Apr 5 11:05:53.527: | SDN Se0:23: RX <- SETUP pd = 8 callref = 0x21C5

!--- Incoming Setup message for Async Call. *Apr 5 11:05:53.527: Bearer Capability i = 0x9090A2
*Apr 5 11:05:53.527: Channel IDi = 0OxA18388 *Apr 5 11:05:53.527: Progress Ind i = 0x8183 -
Origination address is non-1SDN *Apr 5 11:05:53.527: Called Party Number i = OxAl, '81560' *Apr
5 11:05:53.531: | SDN Se0:23: TX -> CALL_PROC pd = 8 callref = OxA1C5 *Apr 5 11:05:53.531:

Channel IDi = 0xA98388 *Apr 5 11:05:53.531: |SDN Se0:23: TX -> ALERTING pd = 8 callref = OxAlC5
*Apr 5 11:05:53.667: | SDN Se0:23: TX -> CONNECT pd = 8 callref = OxA1C5 *Apr 5 11:05:53.683:

| SDN Se0: 23: RX <- CONNECT_ACK pd = 8 callref = 0x21C5 *Apr 5 11:05:53.687: |SDN Se0: 23:
CALL_PROGRESS: CALL_CONNECTED cal |l id Ox2E, bchan -1, dsl 0 *Apr 5 11:06:10.815: TTY5: DSR cane
up *Apr 5 11:06:10.815: tty5: Modem |DLE->(unknown) *Apr 5 11:06:10.815: TTY5: EXEC creation
*Apr 5 11:06: 10.815: AAA: parse nane=tty5 idb type=10 tty=5 *Apr 5 11:06: 10. 815: AAA. nane=tty5
flags=0x11 type=4 shel f=0 sl ot =0 adapter=0 port=5 channel =0 *Apr 5 11:06:10. 815: AAA: parse
name=Serial 0:7 idb type=12 tty=-1 *Apr 5 11:06: 10.815: AAA: nane=Serial 0: 7 flags=0x51 type=1
shel f=0 sl ot=0 adapter=0 port=0 channel =7 *Apr 5 11:06: 10. 815: AAA/ MEMORY: create_user
(0x614D4DBC) user="' ruser="' port="tty5 rem addr="async/81560" authen_type=ASClI| service=LOG N
priv=1l *Apr 5 11:06: 10. 815: AAA/ AUTHEN START (2673527044): port="tty5" list="" action=LOd N
service=LOG N *Apr 5 11:06: 10. 815: AAA/ AUTHEN START (2673527044): using "default" list *Apr 5
11: 06: 10. 815: AAA AUTHEN START (2673527044): Method=radi us (radius) *Apr 5 11:06:10. 815:

AAA/ AUTHEN (2673527044): status = GETUSER *Apr 5 11:06:10.815: TTY5: set timer type 10, 30
seconds *Apr 5 11:06:13.475: TTY5: Autoselect(2) sanple 7E *Apr 5 11:06:13.475: TTY5:

Aut osel ect (2) sanple 7EFF *Apr 5 11:06:13.475: TTY5: Autosel ect(2) sanple 7EFF7D *Apr 5

11: 06: 13.475: TTY5: Autosel ect(2) sanple 7EFF7D23 *Apr 5 11:06: 13.475: TTY5 Autoselect cmd: ppp



negotiate

!--- the router recongnizes the ppp packets and launches ppp. *Apr 5 11:06:13. 475:

AAA/ AUTHEN ABORT: (2673527044) because Autosel ected. *Apr 5 11:06: 13.475: AAA/ MEMORY: free_user
(0x614D4DBC) user='' ruser="' port="tty5 rem addr="async/81560" authen_type=ASClI| service=LOG N
priv=1l *Apr 5 11:06: 13.479: TTY5: EXEC creation *Apr 5 11:06:13.479: TTY5: create tiner type 1,
600 seconds *Apr 5 11:06:13.607: TTY5: destroy tiner type 1 (OK) *Apr 5 11:06: 13. 607: TTY5:
destroy tinmer type O *Apr 5 11:06: 15. 607: 9%. NK- 3- UPDOMN: | nterface Async5, changed state to up
*Apr 5 11:06:15.607: As5 PPP: Treating connection as a dedicated line *Apr 5 11:06: 15. 607: As5
PPP: Phase is ESTABLISHING, Active Open

!--- PPP negotiation begins. *Apr 5 11:06:15. 607: As5 AAA/ AUTHOR/ FSM (0): LCP succeeds
trivially *Apr 5 11:06: 15. 607: As5 LCP: O CONFREQ [Closed] id 1 len 25 *Apr 5 11:06: 15. 607: As5
LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:15.607: As5 LCP: AuthProto CHAP
(0x0305C22305) *Apr 5 11:06:15.607: As5 LCP: Magi cNunmber OxE0531DB8 (0x0506E0531DB8) *Apr 5

11: 06: 15. 607: As5 LCP: PFC (0x0702) *Apr 5 11:06:15.607: As5 LCP: ACFC (0x0802) *Apr 5

11: 06: 16.487: As5 LCP: | CONFREQ [ REQsent] id 3 len 23 *Apr 5 11:06:16.487: As5 LCP: ACCM
0x000A0000 (0x0206000A0000) *Apr 5 11:06:16.487: As5 LCP: Magi cNunmber Ox65FFA5C7
(O0x050665FFA5C7) *Apr 5 11:06:16.487: As5 LCP: PFC (0x0702) *Apr 5 11:06:16.487: As5 LCP: ACFC
(0x0802) *Apr 5 11:06:16.487: As5 LCP: Callback 6 (0x0D0306) *Apr 5 11:06:16.487: Unthrottle 5
*Apr 5 11:06:16.487: As5 LCP: O CONFREJ [REQsent] id 3 len 7 *Apr 5 11:06:16.487: As5 LCP:

Cal | back 6 (0x0D0306) *Apr 5 11:06:17.607: As5 LCP: Tl Meout: State REQsent *Apr 5 11:06: 17.607:
As5 LCP: O CONFREQ [REQsent] id 2 len 25 *Apr 5 11:06:17.607: As5 LCP: ACCM 0x000A0000
(0x0206000A0000) *Apr 5 11:06:17.607: As5 LCP: AuthProto CHAP (0x0305C22305) *Apr 5

11: 06: 17.607: As5 LCP: Magi cNunber OxE0531DB8 (0x0506E0531DB8) *Apr 5 11:06:17.607: As5 LCP: PFC
(0x0702) *Apr 5 11:06:17.607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:17.735: As5 LCP: | CONFACK
[REQsent] id 2 len 25 *Apr 5 11:06:17.735: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5

11: 06: 17. 735: As5 LCP: Aut hProto CHAP (0x0305C22305) *Apr 5 11:06:17.735: As5 LCP: Magi cNumber
OxE0531DB8 (0x0506E0531DB8) *Apr 5 11:06:17.735: As5 LCP: PFC (0x0702) *Apr 5 11:06:17.735: As5
LCP: ACFC (0x0802) *Apr 5 11:06:19.479: As5 LCP: | CONFREQ [ACKrcvd] id 4 len 23 *Apr 5

11: 06: 19.479: As5 LCP: ACCM 0x000AO0000 (0x0206000A0000) *Apr 5 11:06:19.479: As5 LCP:

Magi cNunber Ox65FFA5C7 (0x050665FFA5C7) *Apr 5 11:06:19.479: As5 LCP: PFC (0x0702) *Apr 5

11: 06: 19.479: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.479: As5 LCP: Callback 6 (0x0D0306) *Apr 5
11: 06:19.479: As5 LCP: O CONFREJ [ACKrcvd] id 4 len 7 *Apr 5 11:06:19.479: As5 LCP: Call back 6
(0x0D0306) *Apr 5 11:06:19.607: As5 LCP: TIMeout: State ACKrcvd *Apr 5 11:06:19.607: As5 LCP: O
CONFREQ [ACKrcvd] id 3 len 25 *Apr 5 11:06:19. 607: As5 LCP: ACCM 0x000A0000 (0x0206000A0000)
*Apr 5 11:06:19. 607: As5 LCP: Aut hProto CHAP (0x0305C22305) *Apr 5 11:06:19.607: As5 LCP:

Magi cNunber OxE0531DB8 (0x0506E0531DB8) *Apr 5 11:06:19.607: As5 LCP: PFC (0x0702) *Apr 5

11: 06: 19. 607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.607: As5 LCP: | CONFREQ [ REQsent] id 5 len
20 *Apr 5 11:06:19.607: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.607: As5 LCP:
Magi cNunber Ox65FFA5C7 (0x050665FFA5C7) *Apr 5 11:06:19.607: As5 LCP: PFC (0x0702) *Apr 5

11: 06: 19. 607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.607: As5 LCP: O CONFACK [REQsent] id 5 len
20 *Apr 5 11:06:19.607: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.607: As5 LCP:
Magi cNunber Ox65FFA5C7 (0x050665FFA5C7) *Apr 5 11:06:19.607: As5 LCP: PFC (0x0702) *Apr 5

11: 06: 19. 607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.719: As5 LCP: | CONFACK [ACKsent] id 3 len
25 *Apr 5 11:06:19.719: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.719: As5 LCP:
Aut hProt o CHAP (0x0305C22305) *Apr 5 11:06:19.719: As5 LCP: Magi cNunber OxE0531DB8
(O0x0506E0531DB8) *Apr 5 11:06:19.719: As5 LCP: PFC (0x0702) *Apr 5 11:06:19.719: As5 LCP: ACFC
(0x0802) *Apr 5 11:06:19.719: As5 LCP: State is Open *Apr 5 11:06:19.719: As5 PPP:. Phase is
AUTHENTI CATING by this end *Apr 5 11:06:19.719: As5 CHAP: O CHALLENGE id 1 len 32 from "maui -
nas-01" *Apr 5 11:06:19. 863: As5 CHAP: I RESPONSE id 1 len 33 from "async_client"

!--- Incoming CHAP response from "async_client”. *Apr 5 11:06:19.863: AAA: parse name=Async5 idb
type=10 tty=5 *Apr 5 11:06: 19.863: AAA: name=Async5 fl ags=0x11l type=4 shel f=0 sl ot =0 adapter=0
port=5 channel =0 *Apr 5 11:06:19. 863: AAA: parse name=Serial 0:7 idb type=12 tty=-1 *Apr 5

11: 06: 19. 863: AAA: nane=Serial 0: 7 fl ags=0x51 type=1 shel f=0 sl ot=0 adapter=0 port=0 channel =7
*Apr 5 11:06:19.863: AAA/ MEMORY: create_user (0x6195AE40) user='async_client' ruser=""

port =" Async5' rem addr="async/81560' authen_type=CHAP servi ce=PPP priv=1 *Apr 5 11:06:19. 863:
AAA/ AUTHEN START (2673347869): port='Asynch' list="" action=LOG N servi ce=PPP *Apr 5

11: 06: 19. 863: AAA/ AUTHEN START (2673347869): using "default" list *Apr 5 11:06:19. 863:

AAA/ AUTHEN (2673347869): status = UNKNOWN *Apr 5 11:06:19. 863: AAA/ AUTHEN START (2673347869):
Met hod=r adi us (radius) *Apr 5 11:06:19.863: RADI US: ustruct sharecount=1 *Apr 5 11:06:19.867:
RADIUS: Initial Transmit Async5 id 14 172.22.53.201:1645,

Access-Request, len 90

*Apr 5 11:06:19.867: Attribute 4 6 AC16358D

*Apr 5 11:06:19.867: Attribute 5 6 00000005

*Apr 5 11:06:19.867: Attribute 61 6 00000000



*Apr 5 11:06:19.867: Attribute 1 14 6173796E

*Apr 5 11:06:19.867: Attribute 30 7 38313536

*Apr 5 11:06:19.867: Attribute 3 19 01B8292F

*Apr 5 11:06:19.867: Attribute 6 6 00000002

*Apr 5 11:06:19.867: Attribute 7 6 00000001

*Apr 5 11:06:19.867: RADIUS: Received from id 14 172.22.53.201:1645,
Access-Accept, len 32

*Apr 5 11:06:19.867: Attribute 6 6 00000002

*Apr 5 11:06:19.871: Attribute 7 6 00000001

NASERADIUSH—NORBDORNZ 92 a2 2BB TS -HIC, debugradiusIY > RD
AVPZTF 11— RIBDHBENf HYVET,

E 12211 TORKTIE, debugradiusO AR I TICTFI—REATVWD LS, HAODFO—
K(ZOutput Interpreter2 AT XL EBEH VY EH A, #FMllllk. RF21 X N FRADIUST/NY T
DRy ZZRL T EE

TIORTYRNAE=T VR (BERI1—YER ) ZFEHAT S L&, debugradiusDH IO B ZF
TEHBDCENTEEXRT,

RICRTRMEOHDE, FORTY NV E=T VR (BRI—YER)Y-IHSEELLE
RTT,

Access- Request 172.22.53.201:1645 id 14
Attribute Type 4: NAS-1P-Address is 172.22.53.141
Attribute Type 5: NAS-Port is 5
Attribute Type 61: NAS-Port-Type is Asynchronous
Attribute Type 1: User-Nane is asyn
Attribute Type 30: Called-Station-ID(DNIS) is 8156
Attribute Type 3: CHAP-Password is (encoded)
Attribute Type 6: Service-Type is Franed
Attribute Type 7: Franed-Protocol is PPP

Access- Accept 172.22.53.201:1645 id 14
Attribute Type 6: Service-Type is Franed
Attribute Type 7: Franed-Protocol is PPP

V—=ILIZE2>TFA—REhEFNYTHIA S, Attribute Type 6:Service-TypeldFramed T,
Attribute Type 7:Framed-ProtocolldPPPTY, BM6EX LR 7HARTE ATV EVEEE.
RADIUSH—NOI1—%707 74N ZBELET("EBEL V>3 ZSBLTLKEEZY),
debug radius(dAccess-AcceptZ RL TVWET, < hif, RADIUS*)L N 1—YZIEBICFEREL
ez RLTVET, HAICAccess-RejecthH RE N TWBHE, I—HRERBIEETAhTVWAEWE
®. RADIUSH—NDIA—HHFENAT—ROBEZHEIIHLEN HVET, BRI DBORE
4 (X Attribute Type 4:nas-ip-address.Output Interpreter Tool ( Z#&I1—HEH ) TRRE D EN
. RADIUSH—NICEREENTWVWANASIP7 RLAE—HTRDEERRALET,

3 : Cisco IOSO#INEFNY THAON—3 2 DBVICKY), —SOBUEAIYBRTSNSBC
&N H V) £ 9 (User-Name, Called-Station-ID(DNIS)% &),

*Apr 5 11:06:19.871: AAA/ AUTHEN (2673347869): status = PASS

*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP: Aut horize LCP

*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP (3232903941): Port='Async5' list=""
servi ce=NET

*Apr 5 11:06:19.871: AAA/ AUTHOR/ LCP: As5 (3232903941) user='"async_client
*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP (3232903941): send AV servi ce=ppp
*Apr 5 11:06:19.871: As5 AAA AUTHOR/ LCP (3232903941): send AV protocol =l cp
*Apr 5 11:06:19.871: As5 AAA AUTHOR/ LCP (3232903941): found list "default"
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*Apr 5 11:06:19.871: As5 AAA AUTHOR/ LCP (3232903941): Met hod=radi us (radi us)
*Apr 5 11:06:19.871: As5 AAA/ AUTHOR (3232903941): Post authorization status
= PASS_REPL

*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP: Processing AV servi ce=ppp

*Apr 5 11:06:19.871: As5 CHAP: O SUCCESS id 1 len 4

*Apr 5 11:06:19.871: As5 PPP: Phase is UP

*Apr 5 11:06:19.871: As5 AAAN AUTHOR/ FSM (0): Can we start |PCP?

*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (1882093345): Port="Async5' list=""
servi ce=NET

*Apr 5 11:06:19.871: AAA/ AUTHOR/ FSM As5 (1882093345) user='"async_client’
*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (1882093345): send AV servi ce=ppp
*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (1882093345): send AV protocol =ip
*Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (1882093345): found list "default"
*Apr 5 11:06:19.871: As5 AAA AUTHOR/ FSM (1882093345): Met hod=r adi us (radi us)
*Apr 5 11:06:19.871: As5 AAA/ AUTHOR (1882093345): Post authorization status
= PASS_REPL

*Apr 5 11:06:19.871: As5 AAAN AUTHOR/ FSM W can start | PCP

*Apr 5 11:06:19.875: As5 IPCP: O CONFREQ [Closed] id 1 len 10

*Apr 5 11:06:19. 875: As5 | PCP: Address 172.22.53.141 (0x0306AC16358D)
*Apr 5 11:06:19.991: As5 IPCP: | CONFREQ [REQsent] id 1 len 34

*Apr 5 11:06:19.991: As5 | PCP: Address 0.0.0.0 (0x030600000000)

*Apr 5 11:06:19.991: As5 | PCP: PrimaryDNS 0. 0. 0.0 (0x810600000000)
*Apr 5 11:06:19.991: As5 | PCP: PrimaryWNS 0.0.0.0 (0x820600000000)
*Apr 5 11:06:19.991: As5 | PCP: Secondar yDNS 0. 0. 0. 0 (0x830600000000)
*Apr 5 11:06:19.991: As5 | PCP: SecondaryW NS 0.0.0.0 (0x840600000000)
*Apr 5 11:06:19.991: As5 AAA/ AUTHOR/ I PCP: Start. Her address 0.0.0.0,

we want 172.22.53.148

!--- The address for the peer obtained from the pool. *Apr 5 11:06:19.991: As5 AAA/ AUTHOR/ | PCP:
Processing AV service=ppp *Apr 5 11:06:19.991: As5 AAA/ AUTHOR/ | PCP: Aut horization succeeded *Apr
5 11: 06:19.991: As5 AAA AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 172.22.53.148 *Apr 5

11: 06:19.991: As5 | PCP: O CONFREJ [REQsent] id 1 len 22 *Apr 5 11:06:19.991: As5 | PCP:
PrimaryWNS 0.0.0.0 (0x820600000000) *Apr 5 11:06:19.995: As5 | PCP: SecondaryDNS 0.0.0.0
(0x830600000000) *Apr 5 11:06:19.995: As5 | PCP: SecondaryWNS 0.0.0.0 (0x840600000000) *Apr 5
11: 06: 20. 007: As5 IPCP: | CONFACK [REsent] id 1 len 10 *Apr 5 11:06:20.007: As5 | PCP: Address
172.22.53. 141 (0x0306AC16358D) *Apr 5 11:06:20.119: As5 IPCP: | CONFREQ [ACKrcvd] id 2 len 16
*Apr 5 11:06: 20.119: As5 | PCP: Address 0.0.0.0 (0x030600000000) *Apr 5 11:06:20.119: As5 | PCP:
PrimaryDNS 0. 0.0.0 (0x810600000000) *Apr 5 11:06:20.119: As5 AAA/ AUTHOR/ I PCP: Start. Her address
0.0.0.0, we want 172.22.53.148 *Apr 5 11:06: 20. 119: As5 AAA/ AUTHOR/ | PCP: Processi ng AV

servi ce=ppp *Apr 5 11:06:20.119: As5 AAA/ AUTHOR/ | PCP: Aut horization succeeded *Apr 5

11: 06: 20. 119: As5 AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 172.22.53.148 *Apr 5

11: 06: 20.119: As5 I PCP: O CONFNAK [ACKrcvd] id 2 len 16 *Apr 5 11:06:20.119: As5 | PCP: Address
172.22. 53. 148 (0x0306AC163594) *Apr 5 11:06:20.119: As5 IPCP: PrimaryDNS 172.22.53. 210
(O0x8106AC1635D2) *Apr 5 11:06:20.231: As5 IPCP: | CONFREQ [ACKrcvd] id 3 len 16 *Apr 5

11: 06: 20. 231: As5 | PCP: Address 172.22.53.148 (0x0306AC163594) *Apr 5 11:06:20.231: As5 | PCP:
PrimaryDNS 172.22.53. 210 (0x8106AC1635D2) *Apr 5 11:06:20.231: As5 AAAN AUTHOR/ | PCP: Start. Her
address 172.22.53.148, we want 172.22.53.148 *Apr 5 11:06: 20.231: As5 AAA/ AUTHOR/ | PCP
(3727543204): Port="Async5' list="' service=NET *Apr 5 11:06:20.231: AAA/ AUTHOR/ | PCP: As5
(3727543204) user='"async_client' *Apr 5 11:06:20.231: As5 AAA/ AUTHOR/ | PCP (3727543204): send AV
servi ce=ppp *Apr 5 11:06:20.231: As5 AAA AUTHOR/ | PCP (3727543204): send AV protocol =ip *Apr 5
11: 06: 20. 231: As5 AAA/ AUTHOR/ | PCP (3727543204): send AV addr*172.22.53.148 *Apr 5 11:06: 20. 231:
As5 AAA AUTHOR/ | PCP (3727543204): found list "default" *Apr 5 11:06:20.231: As5 AAA/ AUTHOR/ | PCP
(3727543204): Met hod=radi us (radius) *Apr 5 11:06:20.235: As5 AAA/ AUTHOR (3727543204): Post

aut hori zation status = PASS_ REPL *Apr 5 11:06: 20. 235: As5 AAA/ AUTHOR/ | PCP: Rej ect 172.22.53. 148,
using 172.22.53.148 *Apr 5 11:06: 20.235: As5 AAA/ AUTHOR/ | PCP: Processing AV service=ppp *Apr 5
11: 06: 20. 235: As5 AAA/ AUTHOR/ | PCP: Processing AV addr*172.22.53.148 *Apr 5 11:06: 20. 235: As5
AAA/ AUTHOR/ | PCP:  Aut hori zation succeeded *Apr 5 11:06: 20. 235: As5 AAA/ AUTHOR/ | PCP: Done. Her
address 172.22.53.148, we want 172.22.53.148 *Apr 5 11:06: 20. 235: As5 | PCP: O CONFACK [ ACKr cvd]
id 3 len 16 *Apr 5 11:06:20.235: As5 | PCP: Address 172.22.53.148 (0x0306AC163594) *Apr 5

11: 06: 20. 235: As5 | PCP: PrimaryDNS 172.22.53.210 (0x8106AC1635D2) *Apr 5 11:06:20.235: As5 | PCP:
State is Open *Apr 5 11:06: 20. 235: As5 IPCP: Install route to 172.22.53.148

!--- Route to remote peer is installed. *Apr 5 11:06:20.871: %1 NEPROTO 5- UPDOAN: Li ne prot ocol
on Interface Async5, changed state to up
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