IOS XE PKIZERAL I-CABRFZAENRE
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BUHIC
e
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ERTAA A= b
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|OS XE PKIDETE
BEE—4R
ST RPKINS A RRAL > b

)7 NPKIEER
crypto pkizZ5E
BE{LPKIL > R—h

PKCS12IX K DEIBAED A > R— b
PKCS12F - IFPEMEIERE D T U AR— b
RSAX—D I U AR—hK

AT7RY DATHERENERSAF—DA VR—K
RSA¥— 0 Hll Bk
LL<FESsNBEM (FAQ)

FL®IC

CORFIXDVRNE, Y= RN—TFT 1 OFBIAB/CAIC L > TEEETNIZIOS XEALHAEZRET D
OB RTT,

CORFIXYNTR, T/NAAXFID(Identity)iEFAEE L THETD LS ICNILTFLARILCAESE
RNEFI—2ZAVR—DNIBDFEE, AIAEORADCIZOICHOY—RN—FT (AAEZ A >
R—RNIBDHFEOEBICOVTHALET,

B SR AT
B



IOS PKIREZEHIT258E. NTPEJOY VEBBEEZRETIHEN HYET,

EEENMNMTPZREL TVWAEWES, FRKBEDOBN/BLUTERET NBDARECHEN H S A6
MABHYET, COBRNPEEOTIIE, 1R—NOBEPXTOMOMBEZSIER I AN
AHYVEYS,

NTPDEREH

ntp server 192.168.1.1
clock timezone EST -5
clock summer-time EDT recurring

FRHTAIAAR—F B
- Cisco I0S® XE17.11.1a%2 £17L TW%Cisco)l—&

CORFIXNOBERHRIF. BREOSARRICHZTNAARALCETVWTHEREhELEZ, COR
FAXKTEATDIIXNTOTFNAAG, JUTBE(TF7FIIN ) RETHERZRHBKLTLE
T ZEEBPORY ND—IOTR., FEOXNVRIEL>TRDAEMNI H2EFEZ TOEIELT
<EZW,

CEL:

CORFIXVNIRBEESNATOVIHEDOFIZEF, HVWIOSXEN—T 3D TREATERZVED
EHYET, ATRTHNEFE, IV RPBENEARECFEEC N ERICETZIL > TXELL
TLEE L,

BEON—232NDIOS XEPKIEEDLRXRFIX N 2EBICSZRELT, BEON—23VICHE
ETRHBPEEZEHELTSEEV,

IR

* 10S 15 M/T:https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/sec conn pki/configuration/15-mt/sec-pki-15-mt-book/sec-pki-overview.html

* |0S XE 16.12.x:https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/sec conn pki/configuration/xe-16-12/sec-pki-xe-16-12-book/sec-est-client-supp-
pki.html

* 10S XE 17 .x:https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-
security-vpn/m_sec-pki-overview-0.html

I0S XE PKINDEEE

IOS XE PKIFIFAE 2 A T25HE. EBERROT VAV ERTIDHENHYET,
1. BEERLEY—ERATHERTBF—Z/ERL £ 7 (crypto key generate),


/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-pki-overview.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-pki-overview.html
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/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-12/sec-pki-xe-16-12-book/sec-pki-overview.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-12/sec-pki-xe-16-12-book/sec-pki-overview.html
/content/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-pki-overview-0.html
/content/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-pki-overview-0.html

2. EFXETEBNTA—ZRZFEALTRTANRSA U NZEREL, F—Z2V2ILET, (crypto
pki trustpoint)

. SEEAE ] Z ER(CSR) M 4 M (crypto pki enroll)

BEZHADOCSRECAICEBARLET(CORFIXNTRERHALELA)

IL— B RV HECARERA & 0 523 (crypto pki authenticate)

. TINA AFEBAE D 1 > 7R — K (crypto pki import)

A7 3 ETCAGEEAE ZFREE 9 % (crypto pki authenticate)

~N o o bhWw

CNSOFIEICOWVWTIE, UBOEY2 3> T, BEOT IV IVICHELRIR RAIICTIL—
TIUTEHELLSHBALET,

E5 % — R

Z<<DEEHEE., JL—2R TSecure Socket Shel(SSH)ZBMICT B L®HIC, TEFHENDKRES
ARO—FWELT, ZOOANVRZAALTVET, LAL, OV RFERICTOTVSR &
ZBALTVEBEVAREEALEVREA,

ez, ROOXV REZFEALET,

crypto key generate rsa general-keys Tabel rsaKey exportable
crypto key generate ec exportable Tabel ecKey

ChoNINY REZREOHIICHE TR E, EFRAFEOFMANIRTENETT,

c BE(BSF—ER) OOV ROBIOBAE, HFLOWF—ZERTBIEZIL—RICER
LEFT, BEF—DIVAR—N BEF—0OA4AVKR—F BSEF—0EOY A XBE, ¥
DDAV EHYNVET, CNSICDOVTIEHETHLLSHALET,

. f%f(rsa general-keys, ec)D AN RORDEA &, ERTDF—DRATZERICI—
RIZBRULET, BEALEDEE, LB/MEF—THEKE NS Rivest-Shamir-
Adleman(RSA)F—ART7HFERAEhE TN, EFEEF. ECOSAIIAE 2L E L 75 HEE
ECOHENY RS IA UV TCHERATHBHABMREC)ZRETAIEETEXRT,

NDIXV RIEFE, F—OH A XZEEBLET,

- RSATIE, ED1ZARAZETHY), 512 ~ 4096 B EDEEFEATEET, 74/
ROEDI=NAHAXRIN=23AVICR2TERYETH, KHKEELICETES
AOADRARNT TSI T 14 AIZHEV, 2048k V) REVWF—EFEHATHEEHBELET

- ECOIBEE. key-size AN RTHF—DEY NEEEETDIHENHYET, £ 7> 3
&, 256, 384, FIF512TT,

c purple®AN Y RIF, COF—DOIRILZEERELET, EEEZERBFRUIOS XEFT/NA ALT
TETEBEHNDEDICERNDF—EERTINEN HIBEEN HD D, ChFEETT
o IR, BENDHETERTAIERBEF—ZIEEITILHOICFEAEThET, JETHN
. BEORILZFEALTERAFOF—ZXBEIL, 71 —FyAOF—0F)IZTZ2BFIC
LET, EERIE., FXRILSSH, FARICUBE, FXRILHTTPSIE., BBRD2HY—ERAFERE
BEETHERTZ200F—%ERLET,

- F=OFT7AIBSSIRIE., FINA ADhostname.domainTd, —ZDT/N14 ATlE


https://sec.cloudapps.cisco.com/security/center/resources/next_generation_cryptography

. DIEEEEICRSAF —FERENDBENHYVET, FRILORANT 1Y I A%
ANLBOE, BBENE > TR > LF— £ LBEFLEBERTIRREN Y E
&

s ECARULERZEOIN RIE, TVAR—NAIBEBRANTAYIATT, cOINVRT
l&. F—%crypto pkiexport AN RTHEALTIVAR—KNLEY, O AT ATHER
LEWTERDCENFHULLKBRAEThTVERT, LEARF, E7ONATRAZEUT4FN
AAICAVR—=RLT, HARTOEFDX D N—HF12OF—%2FHATHELSICLEY),
WiresharkZ ED R Z TN 1—FT 12TV =)L TRSAR—ADTLS Y > 3> 2ES5LT
BPIEHICFERALEYNIREENBYET, RIAF—RB RN ST IV AR—NTREE L TD A
ERTED L ZRRNBTNEESHEVERRBATHONh, EEBEN TV AR—NTAEE
RSAF—ZERL 2BE. COF—RGF—ZBERULABVRY IV AR—NTEICERETE
FtA, cOBFEE. TOXF—ZFEAL THERENEIXNTOIMASTZEMCTHHE, 1D
BEEIRBN LU D AREMEN B ET, DFV). crypto key move rsaKeylLabel non-
exportable IN > REFERATIE, F—ZBEREBITICTIVAR—NTELEF—E LTI AR
—NFAgEBRF—ICHA I L —RTEET

ARE Bl

<tfroot>

Router(config)#

crypto key generate rsa general -keys nodul us 2048 | abel rsaKey exportable

The name for the keys will be: rsaKey

% The key modulus size is 2048 bits
% Generating 2048 bit RSA keys, keys will be exportable...
[OK] (elapsed time was 1 seconds)

Router(config)#

crypto key generate ec keysize 521 exportable | abel ecKey

The name for the keys will be: ecKey

FRELEHI

<#root>
Router#
show crypto key nypubkey rsa rsaKey

% Key pair was generated at: 10:21:42 EDT Apr 14 2023
Key name: rsaKey
Key type: RSA KEYS
Storage Device: not specified
Usage: General Purpose Key
Key is exportable. Redundancy enabled.
Key Data:
30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
[..truncated..]



9F020301 0001

Router#
show crypto key nypubkey ec ecKey

% Key pair was generated at: 10:03:05 EDT Apr 14 2023
Key name: ecKey
Key type: EC KEYS
Storage Device: private-config
Usage: Signature Key
Key 1is exportable. Redundancy enabled.
Key Data:
30819B30 1006072A 8648CE3D 02010605 2B810400 23038186 000401A2 A77FCD34
[..truncated..]
93FAC967 96ADA79E 4A245881 B2AD2F4A 279A362D F390A20F C06D5845 06DA

V7 RMPKINZARRA B

NZARRAY NE, IOSXENTPKIEEAZEZRES LVEERTZLOD "T7HFINXDKS %
BTy (O REX).

REHICRDE,

1. BIOS XENTARNKRA > NIk, crypto pki authenticate IV > REFHAL TO—R&Eh i
B—OI—FELEFEHECAIIHEZEHDDCENTEFT, RAlchiENTARNKRSAU B
., BETNA AL >TEEENTVBIAAEZEMIDENEEZEZTLIEEL,

2. ZIOSXENTAKNRA > NE, crypto pkiimport N> RZEFHALTO—REhEE—D
ID(ID)SEFAEZ AV R—RNTBDEETEET, IDAAZERCOFT/NA AEHAET, BER
— O —EAREFBEICBEAER TSN TVET,

3. BEBEIFE. AU KNZANKRA T NTauthenticate AN R&import AN REMFEATEEXT
(COOANV RIFE, BRTHIDAEHEZA VAR—NTBDEHICHETY ), REHA 2 HR—
NDO—070—-%2FEAT3HEE. NTARKRASAYNIE2ODFRAE (IL—NPE+T7 14T
VTATARAE ) NFEENET,

4. FEENEZETOILN—NFPRECAHIHEZREIDPENTRZANRSA U NZEFEATREE
. crypto pkisEl AN RABETT, COZFUATR, FTZARNKRA NI, EEE
LK > TRRFAIE N1 DDREAEL N EENET,

7E : crypto pki authenticate & crypto pki importiZ BT 2 OO 3>, SRTNILFLARIEE
BHEORIL/A VAR—RNOBICODVWTHULKBFHBLEUBROEYS IV TR, Chs4H>0BEFRE
ZBICDODVWTHLULLSFHBALET,

RZARRADRNCR, EETEZXAVREZRETEET. cnS5OOANY RE, RTARKR
14> NTceryptopkienroll AN RZFEAL TTFNA RAICK > THERE N BEHEBRER
(CSRINDEICHEZEXET,

RSARRAY R TEATEDIVY REBS<HVET (ZORFIAT NTRIEFICSL,
HEEBHTERLA ) A —BUEBICOVTRRORSANRA Y hOBlE RO T3
LTLWET,


/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-a1-cr-book_chapter_0111.html#wp5584698560
/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-a1-cr-book_chapter_0111.html#wp5584698560

crypto pki trustpoint labTrustpoint
enrollment terminal pem

serial-number none

fgdn none

ip-address none

subject-name cn=router.example.cisco.com
subject-alt-name myrouter.example.cisco.com
revocation-check none

rsakeypair rsaKey

hash sha256

N2 R

Sk

crypto pkis 7 A KR4 > NabTrustpoint

SORTANRAY ROABHHD BRE
SR #OOATY KTHESLEY—E
AU ITBEHIEALET,

enrollment terminal pem

crypto pki enroll AN > RAEITITB T U2
IVERELET,

ZDOFITIE, enroliment terminal pemidk .,
LB & B & ER(CSR) A Base64 PEMERX
DTFANTEHKRICHIEND E&ZRL
TVWET,

enroliment selfsigned’x EDF DD 7+
avaEFERALTECEBRIAREZERL
7=V) . enrollment urlZ5&E L THTTP
URLZEZ L /=V). Simple Certificate
Enrollment Protocol(SCEP) 7' k )L %& Fl
ALEVWTEERT, ChSDFZERESES
£, CORFIXNOEHEAATT,

SUTILESEL

I0S XET*/NA A U T I)IACSRICEME
hBHQESHERELET, ChiCky),
crypto pki enroll AN RO 7OV 7 ME
BMICEYET,

SEL{E8 R X4 > & (FQDN)ZCSRIZE N
FTRINESIHERELET, chllkl),

"

fadn’s L crypto pkienroll N> REOZ7OV T NE
BUWCHEYET,

IOS XET /N1 ADIPF7 RL A%ZCSRIZIE

ESAERELET, SRtk

P7 KL 2% L MIBHAESHZRELET nicky)

. crypto pkienroll AN > RO 7O 7'~
E|AICEYET,

subject-name cn=router.example.cisco.com

CSRICEME "B X500ER&ERLET,




IOS XE 17.9. 1 BTk, Y72 TV N
subject-alt-name myrouter.example.cisco.com BEBSANEOAH YK ) ARNZ
CSRICEMTEET,

|I0S XET* /N4 AN EAE DB MM Z TR
I5HEZRLULET, Certificate
Revocation List ( CRL ; fEBAE &%) A N
) . Online Certificate Status

Protocol (OCSP ; > 54 ViIHE AT
—RAZ7ORIN ) BEOFTZ a2,
revocation-check none BIRULERIABTHR—RNEATWVWBEE
ICERATEET, chiFEIC, RTARR
A2 M LDEREZEHIOS XEMEER 1= 1
B—EALI>THEATNIERICEAS
NET, AAENFNSANRKRAS > NTERE
TNBBEEE. RMAT—RANFIVY
ThFET,

COEBEDTSARITRSAF—RT7EFERT
5LSICONRIZEBRLET,

rsakeypair rsakey ECDSATIE Tk, ECF—DIRIL%ES
92507 > R Teckeypair ecKeys % f#
ALZET,

COOXR >V RIE, EATS/N\v>a1F7I)ILd
DALDRATICHELET, 723
[xSHA1, SHA256, SHA384, SHA512T
%

J\Y = 1sha256

217 NPKIZER

crypto pki enroll AN > Rk, BEDKRZFAKRKRAZ MTenrollment Y RZNUH—FB1H
ICEAEThET, (AN REX)

BEICRRULERNSARNRALA Y ROHITIE, X > Rerypto pki enroll labTrustpointZ R 9 % &
 ROBICTRITELSIC, AIAEBRER(CSR)N'Base64 PEMTFHF AN X THRICKRTIENE
9,

COIAZEBEERETFARN77AINECREFLEY, ARV RZA2ASOE—-L TR MG
EYLT, Y—RN—TFTACALKRIA L BEEREIZD LN TERY,

<#root>
Router(config)#
crypto pki enroll |abTrustpoint

% Start certificate enrollment ..

% The subject name in the certificate will include: cn=router.example.cisco.com



% The fully-qualified domain name will not be included in the certificate
Display Certificate Request to terminal? [yes/no]:

yes

Certificate Request follows:

MIICrTCCAZUCAQAWIZEhMB8GAIUEAXMYcm91dGVyLmV4YWlwbGUuY212zY28uY29t
[..truncated..]

mGvBGUpn+cDIdFcNVzn8LQk=

————— END CERTIFICATE REQUEST-----

---End - This 1ine not part of the certificate request---

crypto pkisRak

crypto pki authenticate AN > RiE, HED M T ARRAV NIEETESCALHEZEBMT S -
HICEAENET, ERTARRAIU NG, —EBICRATEET, 2FW., RTAMRAUBIC
BHOBRENTEBCAL—NEAEFLRIPEHAEREF1D2ETTT, OOV RZE2EETL
THLUVILAZEZEMT D &, RUIOAAENF LEEETIET,

enrollment terminal pemN > RABEEE N TWS &, crypto pki authenticate AN > RIZK V),
CLIZf AL TP Y 7O— RE hBBasebd PEMERDIEHEDOA D ZIL—XHFROSNhET(AX
~ REX),

EEERF., TNAADIDIAAELEZRTAIR—NIZENT, SEAEFI—VICI—NEREL
A723VOHEAAEEEMT R IEOICRNTARNRAI YV NERIATEET,

T, EBEG. E7PFNAREOZTORN LN RO IATFIIETTFNA AL DEHEBERE
BHCTREDHIC, NTANRAY NZFREL TEOMOEEE ©iz)L— NCAZIOS XET /N A
AICEMTRDEETERT,

ESICHLLKHRBETREHIC, E7PFNAAR TIL—RCA1, ICX>TERENEIIHAEF I —
VEBATVREENHYET, IOSXEFNAAEETTFNAABOZ7AONIILN R TAD
ROIAERIEZERINE BB ICIE. BEEE Eerypto pki authenticate Y > REFEHAL T, 10S
XEFNAADKNTZARNRAS Y NMZCASEHEZEBMTEET,

BXTHBINEXBIER : crypto pki authenticateZEA L I NTFARNKA > NORREERK, EIC
CAL— RNFERAEFREFEHEIAIRAEEZRNZARNRKRA 2 NIEMTRDEHOENOTHY) . IDIIAEE
EMT2LEHNENOTREHYELA, COBZR., BIOET7FNA AN SOECERIAAETDOR
ACEBERAENET,

IXRDOBIE, crypto pki authenticate AN > RZFEAL T, UBIORNFARNKRA 2 NEREET B 5%
ZRLTVET,

<#root>
Router(config)#

crypto pki authenticate |abTrustpoint


/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-a1-cr-book_chapter_0111.html#wp1194467080
/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-a1-cr-book_chapter_0111.html#wp1194467080
/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-a1-cr-book_chapter_0111.html#wp1194467080

Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a line by itself

[..truncated..]
————— END CERTIFICATE-----

Certificate has the following attributes:
Fingerprint MD5: C955FC74 7AABC184 D8A75DE7 3C9E7218
Fingerprint SHAl: 3A99FF61 1E9E6C7B DOE567A9 96D882F5 2279C534

% Do you accept this certificate? [yes/no]:
yes

Trustpoint CA certificate accepted.
% Certificate successfully imported

EE{LPKIA > R— K

COIANV RIE, ID(ID)REHEZRNRSARRA UV NIAVR—NTDEHICERAEThET, BE—
DRZARRAVNCGEE—DQIDIIAZENAZEHDCENTE, COANY RZ2ERTITD L
BBICAVAR—RNUERIAEZ LEETRLRDICROSNET, (OAVY REN)

RDBIE, crypto pkiimport IX > RZEBFEAL T, UBIOFIDONZARNRKRAS > NMCIDFEEEZ 1>
R—RNTBHEERLTVWET,

<#root>

Router(config)#

crypto pki inport |abTrustpoint certificate

Enter the base 64 encoded certificate.
End with a blank T1ine or the word "quit" on a line by itself

% Router Certificate successfully imported

RSARKRADRY, COIREICEEBRIDLOICFEAETNBCAIIAEZRIA TS HIIC, F
AEZAAR—MLELSETRE, EBERIZ—Z2ZRTWMUET,

<#root>
Router(config)#
crypto pki import |labTrustpoint certificate

% You must authenticate the Certificate Authority before
you can import the router's certificate.



T CARLRAE DAL

E7CAGIBAEIE, CARIBHEZEMT DD ERUFETIOS XEICEMENET, DEV, crypto
pki authenticate N> RZFEAL T, NRTZARNRA U NIH LU TRIEENET,

RKOOAX > RIF, NSARMRANEERL., E7OH—RN—FT ACASIAEZR T2 HE%
mb‘(b\iﬁ“o

1.

RYIC. ETCAREZRIETS. DAURPTOVERNZNTTRNZANRA MZEERKL
ESX]

2. crypto pki authenticate AN > RA AN RS A VO TREAEZER TS K S IZ. enroliment
terminal pemZiEL £,
3. A VAR—KN7OLAFIZCRLIOCSPF I Y V% AF Y 73 % & S |Zrevocation-check
noneZXELET
4. NDARNKRA MZFRIIL, FIAEZRHELET
5. E7CARIBAEICHKEICIHLUT, FE1 ~ 4Z8YVIEBLET ( NRFARNRSA R EIICTDOD
CASEHHED A ZRBEL T LTV ) o
<#root>
Router(config)#

crypto pki trustpoint PEER- ROOT

Route

r(ca-trustpoint)#

enrol | nent term nal pem

Route

r(ca-trustpoint)#

revocati on-check none

Route

r(ca-trustpoint)#

crypto pki authenticate PEER- ROOT

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

[..truncated..]

END CERTIFICATE-----

Certificate has the following attributes:

Fingerprint MD5: 62D1381E 3EO3D06A 912BACAD 247EEF17
Fingerprint SHAl: 3C97CBB4 491FC8D6 3D12B489 0C285481 64198EDB

% Do you accept this certificate? [yes/no]:

yes

Trustpoint CA certificate accepted.



% Certificate successfully imported

12 BL £ A EREERA & O FYRLE

BIRD BT, crypto pkienrollZfEA L TCSRZ4AR L. crypto pki authenticateZ A L T)L—
NCAREBAZE ZF3AEL . T D #Ecrypto pkiimportZ AL TIDAAEZ 1 R— N T B HEZFHL
<BHBALTLVET,

EEL, PEHEZEATSES, VOCLARETEARYET, DELAVTEEV, AU
BeeANY RABERAEhET, BEVRG., SIAZEZREFIDRNTARNRSANOLATIORES
VET,

ERTSARNKRANIIEDZDENTEZII—NCASERAEXR-EFHEBCASIRAERF1DEITTH S
CECEBLTLKEZVL, TS, RICRTIKOBCAFI—NFHBHITIE, crypto pki
authenticate AN¥ > RZFERAL TEROCAIIFREZEBIMTA LR TEEE A,

<tfroot>

- Root CA

- Internediate CA 1

yi)i—>3ar

1. WA NIZ)L—FCAZRFITDRNFTARMRA D N EERLET,
2. %2, CSROERICERALERNZARNKRAZ N THEAREEZRLELET
3. BREBIC, BB NTARMKRAY NIIDAEAEZAR—KLET,

ROREEALT, IREZXEITZIHOTFI—VICHRITIREZEALENZARRSA RN
YEVIILRITRAAENIN REZRTCENTEERT,

ST FATHRSANKAV N |BATAHITUK

crypto pkifR ZARNKRA > ~

Jb—heA JL— hCA

crypto pki authenticate ROOT-CA

crypto pki trustpoint

FECA 1 labTrustpoint

crypto pki authenticate labTrustpoint

crypto pkif ZAKRKA 2 B erypto pki import TeRE

2DONHECAIRAE#E DIAEF I —ICERAUAOY V%2 BATEEX T, cCTE, FILL
FREICANIOS XERREICERAET N2 GrEaRE{tT2DICKRI>BNfRHEAET,



<ffroot>

- Root CA

- Internediate CA 1

- Internediate CA 2

FAEERE A FERATBDINTFARNRKAN |FEATAHINVR
JL—KCA j[y_pti ‘(’:'Xl\ix NARA 2N | orypto pki authenticate ROOT-CA

FECA 1 crypto pki trustpoint CA & crypto pki authenticate INTER-CA

crypto pkik ZARKRA 2 K
labTrustpoint

crypto pkifn ZARNRA > ~

FECA2 crypto pki authenticate labTrustpoint

crypto pki import FEERE

K<BEBE, RD2DONER—VIZRF[FEET,

1. IXTOI)N— NEAEFR L IFREFAEFE. crypto pki authenticateZERA L T (VW< 2H B
MCHADPHST ) NTARNKRAVNIO—REIET,
2. ¥, FINAADQIDFLAE (IDILAEICEEBZELLEED ) OHIICH D HRENKLAER.
IDREAE DA VR—KNEEBBDRUNFARNRSA Y NTEICRIAENET,
« BIRDIZ—EEHKIC, IOSXETR, RAIC. COMABLERZEID-OICHEA
ETNBCAEAEZFEELEVRY . BEEEGFHEHAEZAR—NTEELEA,

ERO2OONEZ—2F, 20 EBAZDEEOROFTBEABAEICFERATERIN., FEAEDES
. BEEFNBAEFI—IC3 2N LEOHPECAZEETEET,

TEEHILHIC, ROL—NIDEAAET—TIILERBENTVET,

<ffroot>

- Root CA

E—— BATBNSANEAS [gmanavs K




b
crypto pkidh T A KR4
~ MabTrustpoint

crypto pkid T A MR A
bk

JL—KCA crypto pki authenticate labTrustpoint

crypto pki import ALEAE

AL

« BAERLEFEAVAR—RNTOERARIC, SEAEN BN TENEFEANTHI L EHBRITDLD
IC. IOSXEIZE > TEFRETFELBBEMTF IV INRTENE T, CchSOIFZ—HNEMEIC
RERENBH, OV (showlogging) T "CRYPTO_PKI, THEZITHBRREhET,

— i EfE VWS DA RICRLET,
B Before/AfterF I Y Uk, IIHETHRHENERERAELRL TEITENET

<#root>
004458:
Aug 9
21:05:34.403: CRYPTO_PKI: trustpoint labTrustpoint authentication status = 0
YCRYPTO PKI: Cert not yet valid or is expired -
start date: 05:54:04 EDT
Aug 29

2019
end date: 05:54:04 EDT Aug 28 2022

revocation-check A" EXHIC & 2 TV VIBEES. IOS XEWRFSIEAZE R A R— NTBHIIC, SBERH
M 7 & Trevocation-check 2 2T L E 9

<#root>

003375: Aug 9 20:24:14:

%Kl - 3- CRL_FETCH FAIL: CRL fetch for trustpoint ROOT failed
003376: Aug 9 20:24:14.121:

CRYPTO PKI: enrollnment url not configured

NZARNKRAY RERE, BEAEEH, LB AVR—NEHXOFHAZRRITZICEK, AOINVUR

ZFERALET,



show crypto pki trustpoints trustpoint_name
show crypto pki certificates trustpoint_name
show crypto pki certificates verbose trustpoint_name

( "hZTN2a1—F142T, )

AVR—NOBERZOMOPKIOBEZT/NY T TBHER. ROTNYITZ2FEALET,

debug crypto pki messages
debug crypto pki transactions
debug crypto pki validation
debug crypto pki api

debug crypto pki callback

debug ss1 openssl error
debug ss1 openss1 msg
debug ss1 openssl states
debug ss1 openssl ext

5 E 10S PKIO#ES;
PKCS12H R DIIHED 1 > R— b~

—ZOCATONA X —IE. PKCSHI2ER(pfx. pI12TTI 7 AILERETBENBYET,

PKCS#12ld&. JL—NIIAEAD SIDAEFAEXRTOIAIAETF T — > 24 rsaF —RT7 & —HIC/N>
RLlEhd, "HHEERXATOIARERLRTT,

COFERGE, IOSXETDA VR—MIFEICERNT, ROON RZFEAL THEICA 2 R—K
TZEET,

<#root>
Router(config)#

crypto pki import PKCS12-TP pkcsl1l2 term nal password C scol23

or
Router(config)#

crypto pki inmport PKCS12-TP pkcsl12 ftp://cisco:cisco@92.168.1.1/certificate.pfx password G scol23

% Importing pkcsl2...

Address or name of remote host [192.168.1.1]7

Source filename [certificate.pfx]?

Reading file from ftp://cisco@192.168.1.1/certificate.pfx!

[OK - 2389/4096 bytes]

% You already have RSA keys named PKCS12.

% If you replace them, all router certs issued using these keys



% will be removed.
% Do you really want to replace them? [yes/no]:

yes

CRYPTO_PKI: Imported PKCS12 file successfully.

PKCS12F 1z (FPEMIEBAE D T U AR— ~

EHWEE, S[HEABaseb4d 7 L —>FTF ARNPEM, BasebdfES{t7L—>FF AN, £
PKCS12IERX TIwWARICT IV AR—KNL T, BOETFNA AICAR—RNTEET,

chid, FLLWETTFNA AZzRBBL, EEENT/NA AIDIEABICEAL L)L — NCAEAEZ
HEITRIHLENHDBEICERNTI,

RICBXDBlZWS DARLET,

<#root>
Router(config)#

crypto pki export |abTrustpoint pemtermna

Router(config)#
crypto pki export |abTrustpoint pemterninal 3des password Cisco! 123
Router(config)#

crypto pki export |abTrustpoint pkcsl2 termninal password cisco! 123

RSAF—ODIJ AR—b

OFINARICAVR—KNLEY, NSZTILND21—FTA 2 JEETERALEY TR EDHIC,
RSAF—ZTVAR—NTBIRBENHDIBENBVET. F—RTPHFITIVAR—NATRELEEXT
ERENTVD EREL £BE. BEEHR(DES, 3DES. AES)B &V /VAT—RE &% IZcrypto
key export AN RZFERALTF—Z LTV AR—RNTEEXT,

R

<#root>
Router(config)#
crypto key export rsa rsakKey pemterm nal aes Cisco! 123

% Key name: IOS-VG
Usage: General Purpose Key
Key data:
————— BEGIN PUBLIC KEY-----
[..truncated..]



base64 len 1664----- BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: AES-256-CBC,40E087AFFO0886DA7C468D2084A0DECFB

[..truncated..]
————— END RSA PRIVATE KEY-----

F—HATOAR—NAETEVEERE. I7—HFRRENET,

<#root>
Router(config)#

crypto key export rsa kydavis.cisco.compemterm nal 3des nySecret Password

% RSA keypair kydavis.cisco.com' is not exportable.

ZF7RY DATERENLERSAF—D A 2 R—K

—HOEBERFIRSABLVIBREDEREFTRY VATEITTEERT, RIZRTLSIC. NA
J—RZHFEAL Terypto key import AN > RZFEHA L TRSAF—%Z 1 VR—KNTEET,

<#root>
Router(config)#

crypto key inmport rsa rsaKey general - purpose exportable term nal mnySecretPassword

% Enter PEM-formatted public General Purpose key or certificate.
% End with a blank Tine or "quit" on a line by itself.

% Enter PEM-formatted encrypted private General Purpose key.
% End with "quit" on a 1line by itself.

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,9E31AAD9B7463502

[..truncated..]

quit
% Key pair import succeeded.

RSA¥— 0 I B&

1Y > Rerypto key zeroize rsa rsaKeyZ A L T, rsaKey& WS BRIORSAF —ART7 ZHIBRL F



9,
Trustpool%Z £ L #=Cisco Trusted CA/N> RILD A > R— bk

RZART—=ILERZARRLANERDTAICEBYETHN, AT7OEARZIRLUTT, NS
ARRAVNIEBEIDOCAIAEN BEN, FTARNT—ILICRZBOEFEETEDCANER
nEXY,

> A& https://www.cisco.com/security/pki/ TCA/N> R)LZ2 AL TWE T,

—RAEREED1DE, XOIN REMFEAL Tios_core.p7Tb 7 7 A I E2RX I O—RTBC
£TY.

<tfroot>

Router(config)#

crypto pki trustpool inport clean url http://ww.cisco.conlsecurity/pki/trs/ios_core.p7b

Reading file from http://www.cisco.com/security/pki/trs/ios_core.p7b
Loading http://www.cisco.com/security/pki/trs/ios_core.p7b

% PEM files import succeeded.

Router(config)#

F<FESNBERB (FAQ)

RSARNKRA U RNZHIBRTDE, CSRELRFEBENDCSRYASHEENSIAETF T
— O NEPICBEVETH,

WWX., CSRIERENTREE NS E, CSREEMICETICNTANKRSA N ZHIRL TBE
BMMTEEXT,

i, SEAEORELA VR— M RBMUEBECHLCHBIZDLHIC. SAROTIZALY
R—RTRLBEAETIET,

EBEFRLERYR-—RNIVIOZT7HFRSAF—ZBERLBZVRY, CSRELGIEBANELRAET
I—2EAVR—RNUTRRERERE AV R—RTEERT,

BEE: FZAMNRAVNZHIBRTD L, BT A R—MNENLARENHIRENET, C
NSDIAAEN BEHZIY—EATLEBETEASTSNTVIELRET S, BENELD TR
HAESBZYNET,

RZARNKRALA NTCSREERK TR E., BRFOIASHNEMICHEY ETH,

WWX, chid, SEAZEOAMBRNMEIVTVWSHEIC—KINTT, EEEE, crypto pki
enroll AN REERFTLT, RBAFLEEAVAR—FENERBFEOMAENf FRHENTVSEIC, #
LWCSRZER L. CAZERL CAIAEBR 7O LA ZHABRTEERT, BEEENHE Zcrypto
pki authenticate/crypto pki import CEZ X2 LBRE I, TVIBHAENf BEEMAShET,


https://www.cisco.com/security/pki/

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



