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TREGEBRUTCFRTIZY—EAR, SIAZSOAMHRI TN -RIEEEL LA,

COHREBICZYETDDIE., Cisco IOSE#=IFECisco IOS XETF/NA ALK > TERE N, FINM1 A
PO —EBERZEHAES NI -BCERAAENLTTT, CiscolOS CABEEIZ &K > TERE N/=5EHA
EZE0, RARCAICK > TERESNERER., COBMBEOREEZITEEA,

Cisco IOSH K U'Cisco IOSXEV 7 R I T DHEDOHEEE, TORILBREENIX5005HEZ
FEALTHES{IDZRIELET., ChSOIAER., ABH—RN—FT1CAICL>TEREND
A, Cisco IOSE 1=k Cisco IOS XETF/NA ABATECBRMHEL L TERENET, XHT
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. HTTP Server over TLS(HTTPS):HTTPSI&, REABANHIRYINTH B CELEZRIT IS —%TZ
THTERLET,

- SSHY—/\ : SSHE Y > a2 OFELICX 509G FAE Z AT 21— (&, FEREIC AR TS
BN BV ET, XS0 EAENFERARFRENTT, 1—HAR/NAT— RFPEEE NBE/MEF—
RALEHEZZITEREA)
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. Session Initiation Protocol(SIP)over TLS

. Cisco Unified Communications Manager Express(CME) ( BBt T+ U I ER)

- BE I+ ) I N BEM%Cisco Unified Survivable Remote Site Telephony(SRST)

. Cisco IOS dspfarm U Y —A ( &F&. XTATR—IX—232VRAV N, FEEMZ2AO
—FAT ) EBEHI T T OEMIL

-BEtEniz>JF 1) T TERES h=Skinny Client Control Protocol(SCCP)Telephony
Control Application(STCAPP)7R— ~

. B HAF—%EFHL &V Media Gateway Control Protocol(MGCP)# & TFH.323 Call
Signaling over IP Security(IPSec)
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4 YL AMeE
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..lcert-c/source/certobj.c(535) : E VALIDITY : validity period start |later than end

BEeEBRARAEIIKEFEIAD Y —EARBELTEA, LTI, VKO2ADBZRLET,

- SIPover TLSO—ILAETLEE A,
BB T I B/ Cisco Unified CMEIC &R RE T /INA AFHAEEL <V ET

- BHT T T ERICisco Unified SRSTTIE, F/NA ADEFENFTEhFEB A,

-BE T INFBEMICE 2 TWBCisco I0S dspfarm) VY — & ( &, XTFA4 T2 —=X
X—2AVRAUDN, FEGRRNZVAODA—FA4 20 ) FEEEhBLIBYELIL

- BEESTF) I TREENIESTCAPPR— R BEFRENELSAKY KL

- ERHREF—EFEALTICMGCPEEEH.3230—IIL> T+ 1) T %#IPSecBHTITS Y — K~
VIAZHOO-IIE., KBRTDAEMLI HY)ET,

- EF1F7E—R (HTTPSZfEHA ) TCisco Unified Communications Gateway Services API%
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- RESTCONFIF kB T B AJREMEAN BV £ T,
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NEENRRENET,
- AnyConnect SSL VPNt Y 2 3 A B SAAEZRIAL TR HRETE RV,
- IPSeciEHR DN KR T D AREMLNHYET,

REHEBORBMBISE

X : ZDOField NoticeNEEZZ (T3 ICIFE. TNA AICBCEBRIEPHEN EREENTWVWS L
. BEEBHHENRICTFTI1DULEDBEEIZBBHEATVI2EN B ET, BCERI
BENEETIEFTE., SEHE0EAMBRIYINESEOT/NA AOBECKELT,
FSILTI2a %2732 HERBY)ERGA. FTINAAFEREZTAICE. ROATY
T3ERATYTAOMBENDEBEEZRELTVWAIRENFHYET,

BCERAAZZFEALTVR L ESH ZBFETSICE. ROFIEZERTLET,

1. %A LET, show running-config | begincrypto 1< >~ RZEFEHAL X,
2.9V KRPKINZARNKRASA Y RBREZRLET,
3.crypto PKINZARRA 2V REET, FTARKRA U NEBEREEZHRLET. FTARRA
VRERE, "HCEG, FMFEZZITILSICRETIHLENf BYVET, £, BCEHR
AABEREICKRTENDBEN HYVET, ROBICRILSIE, RFARRAI KRR T
self-signed; EVSEBEEAEFTFATVEVZEICERLTSEZL,
crypto pki trust-point TP-self-signed- XXXXXXXX
enrol | nent selfsigned
subj ect - nane cn=I0S- Sel f - Si gned- Certificate-662415686 revocati on-check none
rsakeypair TP-sel f-signed-662415686 ! ! crypto pki certificate chain TP-self-signed-
XXXXXXXX certificate self-signed 01
3082032E 31840216 A0030201 02024101 300D0609 2A864886 F70D0101 05050030 30312E30 20060355
04031325 494A531D 53656C66
2D536967 6E65642D 43657274 . ECA15D69 11970A66 252D34DC 760294A6 D1EA2329 F76EB905
6A5153C9 24F2958F
D19BFB22 9F89EE23 02D22D9D 2186B1A1 5A4

RSARRALY REBEEN THCERI CRHULTREZ ATV HZVBE, T/31 Ak Z DOField
Notice DI EEZ (TEBA. VEBBREFIHYFLA. NKTARNKSAY NEEY) TECRSE
1 ACRREEh, BCERIIARSIRELCKRRENDBEE. < DOField Notice A T/81 A
CHRESADTREEFBYVET, ATV T 4ICHEAXATT,

4. ATV 73T, NRZFARNRARNEEN TECEBR, AILREETh, BCERMHENRE
ICRTRENDEHIL EBEIE., BEERAAEN TNA AOEEICEATATVEIHAES
HZEHELUET, SSCICHAEMFAHAENTESREBEZ XOEKREHICRLET,

- HTTPSH—/XDEE, ROTFARNIBETT,
ip http secure-server

i, ROTD—RPICRIELSIC, NFARRAV RN EERTDCEETERT, COOXUR
AFELBEVERE, T7FLNOBETRECERMRAEIEAETNET,

ip http secure-trust-point TP-self-signed- XXXXXXXX
RZARNRKRA NN EREh, BCERIAMAELRELDAAEZEL VI ESR., FEZF
TEEA



HTTPSH—/N0i5E. BEBRAABRE T TICWeb7 ZVHTHEBEE A TVAVES, RN
DIAAEOKERI DTN TT, ACERAABNIHRINATEVEETE, BENEREIET
o HRINDIAEN FETDE, TIVHILRTENDIEENEDIEENHYET,

- SIPover TLSOIFE, BE77AINICRRDTFANNEENET,
VOi ce service voip
sip
session transport tcp tls
!
si p-ua
crypto signaling default trust-point <self-signed-trust-point-name>
I or
crypto signaling renpte-addr a.b.c.d /nn trust-point <self-signed-trust-point-nanme>
!

BB T U INERIZE > TWVWACisco Unified CMEDE4E, O 74F¥aL—>3a>
T7ANICREEIODTHEFARNNEETNATVET,

t el ephony-service
secure-signaling trust-point <self-signed-trust-point-nane>
tftp-server-credentials trust-point <self-signed-trust-point-name>

BB TF I TN EMICE 2 TWSCisco Unified SRSTOHE, IV 74F1L—>3
DT7TANCRRDTFARNEERATVET,
credentials
trust-point <self-signed-trust-point-name>

. #5288 Cisco I0S dsptarm VY —RA ( 2F. XTATRX—IF—232KRAUM, TEERNZ
YADA—FAUYT ) TEESTFIIFENCAE2>TVWBES, ROTFARNFIV T
AIF1L—232T7F7ANCFELET,
dspfarmprofile 1 conference security
trust-point <self-signed-trust-point-nanme>
!
dspfarmprofile 2 mp security
trust-point <self-signed-trust-point-nanme>
!
dspfarmprofile 3 transcode security
trust-point <self-signed-trust-point-nanme>
!
sccp ccm 127.0.0.1 identifier 1 priority 1 version 7.0 trust-point <self-signed-trust-point-
nane>

CEERtENES T T INREENESTCAPPR—NDBE, A7 4F1L—>3>7
TAINZRROTFANNBEELET,

stcapp security trust-point <self-signed-trust-point-nane>
stcapp security npde encrypted

. % 1 7E— R®Cisco Unified Communications Gateway Services APIDOZ4E&, 1> 7 14 F
AL—2a> T77ANICRROTFAMNETFRATVET,

uc secure-wsapi
ip http secure-server
ip http secure-trust-point TP-self-signed- XXXXXXXX

- SSLVPNOIZE, AV 74F1L—23 0774 NICRROTEFARNEENTVET,

webvpn gat eway <gw name>
ssl trust-point TP-sel f-signed- XXXXXXXX

OR



crypto ssl policy <policy-nanme>
pki trust-point <trust-point-nane> sign

. ISAKMPB L TIKEV2DIBE., WIFNA ORENFEThEECBRIIHAEEFERATEEXY
(COBETHCERLAEZFEATZON, FOHASEZFEATION ZHE TS ICE.
REZESSICTMIDBENBHYNET ),
crypto isaknp policy <nunber>

aut hentication pre-share | rsa-encr < NOT either of these
!

crypto ikev2 profile <prof name>

aut hentication local rsa-sig

pki trust-point TP-self-signed- xxxxxx
!

crypto isaknp profile <prof nanme>
ca trust-point TP-self-signed- xxxxxx

. SSHY—/NDI5E. SIAEZFEALTSSHEY IV ZREAIT2 L RBEAED Y EHA
o IFEL, REZWIFE LU THRATEE T, ROD—RHICTRIIDODITINTICEEZEZRD
BEFBYVET, F:I—HFBRENAD—ROBEHEDEZFRAL TF/VNA AICSSHES L
TE, REBEHYFEA

ip ssh server certificate profile
I Certificate used by server
server
trust-point sign TP-sel f-signed- xxxxxx

- RESTCONFDEZEE., RE7T7AINICEROTFARNNEENETT,
r est conf
! And one of the following ip http secure-trust-point TP-self-signed- XXXXXXXXX ! ORip http
client secure-trust-point TP-self-signed- XXXXXXXX
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. Cisco I0SY 7 R T 7 U 1) —Z15.6(3)M7LLEE, 15.7(3)MELLEE E 7= & 15.8(3)M3LLEE
VIRDITZETYTIL—RUEE, BCERUAAEZEERL. NSANMNARNT TiIHEZ
MBEEFTDIIRNTOTFNARICIVAR—RNTEIHBENHVYET,

V7RI ITORKTY 7L —RITAREEEE. RO3OOEBRLS B ET,

1. EILFRRLB(CA)VY SEMBIHEZEEBLE T,
2.Cisco IOS CAH—NZFERAL T, HLLVIIAEZERL £,
3.O0penSSLZEAL T, MLLVECERIAHAETZERLET,

19— RN—T A RERBCALP SENEAAREZHEITS

WAL A SHABAEZA AN —ILET, —BHZCALRRROEDNHYET, TR,

Lets B 51, RapidSSL. Thawte, Sectigo, GeoTrust, Symantec’s &, CcDEBEXZFER T L
. AEBAEERNSEHE N, CiscolIOSICL > TRRENE T, TOHR, EEFEFERZIOE-LT
H—RN—FT1CAICEEL. BREZBMBLET,

F:CAZERALU TEEREICBR IS LR, EF1VTA1ORARNTZIVT1ALREE
nEJT, COFIEEF., ZDField NoticeDEREKE L TREEATVET, L, BCE



ZiAAEZFEATRILVNE, CORBRZERALLREY—RN—FT 1 DCAZZ S ELH
EZERATREEHELET,

HB—RN—TACALSFAABZAVAR—ILTBICE., ROFIEZERITLET,

1. AEAEBRERCSR)ZHEHKLET,
Router#configure terminal
Enter configurati on conmands, one per line. End with CNTL/Z.
Rout er (confi g) #crypto pki trustpoint TEST
Rout er (ca-trust poi nt) #enrollment term pem
Rout er (ca-trust poi nt) #subject-name CN=TEST
Rout er (ca-t rust poi nt) #revocation-check none
Rout er (ca-t rust poi nt) #rsakeypair TEST
Rout er (ca-trust poi nt) #exit
Rout er (confi g) #crypto pki enroll TEST
% Start certificate enroll nent
% The subject nane in the certificate will include: CN=TEST
% The subject nane in the certificate will include: Router.cisco.com
% The serial nunber in the certificate will be: FTX1234ABCD
% I nclude an I P address in the subject nane? [no]: n
Di splay Certificate Request to terminal? [yes/no]: yes
Certificate Request follows:
----- BEG N CERTI FI CATE REQUEST- - - - -
A Base64 Certificate is displayed here. Copy it, along with the ---BEA N and ---END
l'ines.
----- END CERTI FI CATE REQUEST- - - - -
---End - This line not part of the certificate request---

1.CSRZH—RN—T 1CAICIEELET, X : CSRZHY— R/N—FT 1CAICIEEL, iLAEZ
MEI2FIRE, EATZCALE>TELYET, COFIRORTHEICODVWTIE, CAD
RFIXRESRLTSEEZL,

2.CARIRAB L L EIC, L—RDOFHLVIDAERAEZX I O—RLET,

3. FINAAICCAREAEZ A A= LET,

Rout er #configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Rout er (confi g) #crypto pki auth TEST

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

----- BEG N CERTI FI CATE- - - - -
REMOVED
----- END CERTI FI CATE- - - - -

Certificate has the follow ng attributes:
Fi ngerprint MD5: 79D15A9F C7EB4882 83ACS50AC 7BOFC625
Fi ngerprint SHAl: OA80CC2C 9C779D20 9071E790 B82421DE B47E9006

% Do you accept this certificate? [yes/no]: yes
trust-point CA certificate accepted.
% Certificate successfully inported

4. FINAAICIDAEAEZ A VAN = LET,

Rout er (confi g) #crypto pki import TEST certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself



----- BEG N CERTI FI CATE- - - - -
REMOVED
----- END CERTI FI CATE- - - - -

% Router Certificate successfully inported

2. Cisco IOS CAHY—/NZ AL =L LI EO £ R

O—AJL?MCisco 10S Certificate Authority—/NE AL T, HTLVWEEHAEZERL, BRLET

o

A O—AILCAY—/N\#eERE, —HOHMTRIEATEERE A

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z
Rout er (confi g) #ip http server

Rout er (confi g) #crypto pki server IOS-CA

Rout er (cs- server) #grant auto

Rout er (cs-server) #database level complete

Rout er (cs-server) #no shut

%Sonme server settings cannot be changed after CA certificate generation.
% Pl ease enter a passphrase to protect the private key

% or type Return to exit

Passwor d:

Router#show crypto pki server IOS-CA Certificates
Serial |ssued date Expire date Subject Nane
1 21:31:40 EST Jan 1 2020 21:31:40 EST Dec 31 2022 cn=I0S-CA

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z
Rout er (confi g) #crypto pki trustpoint TEST

Rout er (ca-trust poi nt) #enrollment url http://

<<<< Repl ace

subject-name CN=TEST

Rout er (ca-trust poi nt)# revocation-check none

Rout er (ca-trust poi nt)# rsakeypair TEST



Rout er (ca-trustpoint)# exit

Rout er# configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
Rout er (confi g)# crypto pki auth TEST

Certificate has the followi ng attributes:

Fi ngerprint MD5: C281D9A0 337659CB D1B03AA6 11BD6E40

Fi ngerprint SHAl: 1779C425 3DCEE86D 2B11C880 D92361D6 8E2B71FF
% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.
Rout er (confi g)# crypto pki enroll TEST

%
% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Pl ease take note of it.

Passwor d:

yes

% Certificate request sent to Certificate Authority
% The 'show crypto pki certificate verbose TEST' comand w ||l show the fingerprint

3.OpenSSLEMALEHLUVECESTEHAROER

OpenSSLZfEMA L TPKCS125EEAE /N> RILZEK L. /N> RILZCisco IOSICA VR—KNL &
CI

LINUX, UNIX, FZ&IEMAC(OSX)DHl

User@linux-box$ openssl req -newkey rsa:2048 -nodes -keyout tmp.key -x509 -days 4000 -out tmp.cer -subj
"ICN=SelfSignedCert" &> /dev/null && openssl| pkcs12 -export -in tmp.cer -inkey tmp.key -out tmp.bin

-passout pass:Ciscol23 && openssl pkcsl2 -export -out certificate.pfx -password pass: Ciscol23 -inkey
tnp.key -in tnp.cer & rmtnp.bin tnp.key tnp.cer && openssl base64 -in certificate. pfx

M 1 1 8Q BAz CCCLcGCSqGSI h3DQEHAaCCCKgEggi kM | 1 oDCCAlcGCSqGSI b3DQEH

BqCCAOgWggNEAgEAM | DPQYJKoZI hve NAQe BMBWGCH qGSI h3DQEMAQYWDgQ Gaxm

t 5r 28FECAggAg! | DEKywl0snmucdQ& 1c0Ddf YXwUo8BwaBnz QrNOC awXNQ n2bT

vr hus6Lf RvVxBNPeQz2ADgLi kGxat W5EDgooMt+| Euc KDURGLEot aRr VUSVK3EGM



nj C6Ko9CaM30vhAGEEXr k26cq+ON EuF3qudggRYv2gl Ber J2i UQNFsBI r vl GHRo
FphOTghVaAPxZS7hOB30cK1t MKHO a8EwygyBvQPfj j BT79QFgeex| JFnt qYX/ P

Cisco I0S% 7= [%Cisco 10S XEJL— & D #i

Router#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
Rout er (confi g) #crypto pki trustpoint TEST

Rout er (ca-trust poi nt) #enrollment terminal

Rout er (ca-t rust poi nt) #revocation-check none

Rout er (ca-t rust poi nt) #exit

Rl(confi g) #crypto pki import TEST pkcsl2 terminal password Ciscol23
Enter the base 64 encoded pkcsi2.

End with a blank line or the word "quit" on a line by itself:

M 1 1 8Q BAz CCCLcGCSqGSI h3DQEHAaCCCKgEggi kM | 1 oDCCAlcGCSqGSI b3DQEH
BqCCAOgwggNEAgGEAM | DPQYJKoZI hvcNAQe BMBWGC qGSI b3DQEMAQYWDgQ t y Co
Vh05+0QCAggAgl | DENUWY+UeuY5s| RZuoBi 2nEhdl Pd1t h/ auBYt X79aXG z/i EW

FMULVIEAEA A1V AR—ILEhTVWB L ZRABLET,

Rl#show crypto pki certificates TEST
Load for five secs: 5% 1% one mnute: 2% five mnutes: 3%
Tinme source is SNTP, 15:04:37.593 UTC Mon Dec 16 2019
CA Certificate
Status: Avail abl e
Certificate Serial Number (hex): 00A16966E46A435A99
Certificate Usage: Ceneral Purpose
| ssuer:
cn=Sel f Si gnedCert
Subj ect :
cn=Sel f Si gnedCert
Validity Date:
start date: 14:54:46 UTC Dec 16 2019
end date: 14:54:46 UTC Nov 28 2030

X BCERIHEE. 2020E181H00:00 UTCICHEIBRYINICHE Y, EhUBEFERTE
A

Q&A
Q: ECCEENF®2H ?
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PKIZEBAE &, 2020%1A1H00:00:00 UTCICHAREINIZ V) £, 2020/01/01 00:00:00 UTCIA
BiE, BEUTBFNAACHLVEACBRTRBEERTEE LA, CNSOECERTABC
RETBH—E R, TRABOEDMEA TN L MEL BB ET,

Q: HROHCREMAABIHRINCEDE, IF/FURRYND—OLED
FOSBERIFBVETLH,

HCEBERAAEILKETIZEEZZTIEROMBMEERL., AIAZOFMHRI TIhd &#eEL &<
BVET, FHMMIC DOV TIE, Field NoticeZZBL T &\,

Q: CHOBAENEREZTTVWRILESHE, ESThEDLUKRTH,
Field Notice T ld, HEBEMABEEAL TN ESH, BLUBRENCOMBIRLTHH

ESH ZHFEIDFIEZHAL TWE T, Field Notice® "ZERmOBBFE, €O/ 3> 5
BLTSEZV,

Q: ¥MIBINESHERRBIDEHIERTTEDARAIVTNEBYET D,

&V, Cisco CLIZF+Z A4 ¥ &ML T, System Diagnostic runZ2R{TLF 9, FAASHEEL,
ThHNERETATVRHEE.,. Po—RNERIRITEEXT, hitps://cway.cisco.com/cli/

QNEELCHIDYINIIFTHBERS AN SEHETATVETH,

FEWe AOTR, COBMBEICHITDYINIIT7EERDV)—-ALTEY, Y7 NITITOT
VTIL—RAFTSICARETHRVGEEOERERERMHELTVET, FHMIC DOV TIK., Field
NoticeZZBB L TS &L\,

Q: COBMER, AAREEAIZIATNRICERLETL,

WWZ, CORER. BEND/I—2 3> NOCisco IOSE =13 Cisco IOS XEIC k> TEREh, B
MOY—EACHAThAiABERZ DECER AR EEAITIMRCOAHBEEAET,
HRALBCAICE > TEREN-IIHEZFEATH HRE., COBMEOHFEZZTREA,
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