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CSR DA, x509 FIZLARENDT A 7H 1A I LOBADATY 7 TT,

754 R—NKN/INT7 )Y ¥ Rivest-Shamir-Adleman ( RSA ) £ EAMET 2IIELZ 7TV
AL (ECDSA) DF—RTHFEREND & (8] A T, RSA & ECDSADFEADEVEFL <
HALET ), FIAEERER (CSR) AERENE T,

CSRIE. ERTOKRANDLARAF—ETATUOTATA1EREZED PKCSI0FERDX Y =—
T3, PKIOTF—RERXRASAB KLY Cisco IOS ICEATND T XTI THAAEERIC OV TEH
BBLET, ®E3H,

~ =
1. REBF—RTOHALXIZOWVWT, CAICHERELET, CATZIH 7A—FLTlE, X
VIN—CAILK > TERENLEIXNTOMAENRN A AN 2048 EY N THBENE
BFFsnTWVWET,
2. ASA [FIR7E, SSL Y —/\FREEIC 4096 E' Y k F— ( Cisco Bug ID CSCut53512 ) & H 7R
—RNLTVWEEBA, L., IKEV2 Ik, ASA 5580, 5585, & &1 5500-X 7'T Y N7 *—
LTND 4096 EY N H—NFEAZEOFEAOATFR—KMLTVET,
3. "EETZ X VIIAE (Untrusted Certificate ) J OBEFHEABZVRSIZL, BEE
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1. 12 gQConfiguration > Remote Access VPN > Certificate Management L., = ERL I dentity Certificates® J o

22.ZJYvOLET, Add

[l

CSR ® FQDN 7 4 —)L R® ASA ® DNS B Z A

Add Identity Certificate )

Trustpoint Mame: S5L-Trustpaint

) Import the identity certificate from a file (PKCS512 format with Certificate(s) +Private Key):

Decryption Passphrase:

File to Impart From:

m
=]
Lo
m

add a new identity certificate:

Key Pair: .{Dehult—RSA—Key} v_l Show. .. I I Mew...

Certificate Subject DM:  [CM=MainASA | Select. .. |

|| Generate self-signed certificate

Arct as local certificate authority and issue dynamic certificates to TLS-Proxy

advanced..,

Enable CA flag in basic constraints extension

I Add Certificate H Cancel H Help J

-

B.[NFARNKRANA (Trustpoint Name ) ] A7 1 —)LRTRNTARNKRAI NBEERL

x9,

4. [Add anew identity certificate 7 AR R 20 Y O LET,
5. Key PairTlE, 271 Y7L &I Newo



i I

[ Add Key Pair (23w

kKey Type: @ RSA ECDSA

Mame: Use default key pair name

@ Enter new key pair name: | 55L-Keypair

Size: 2098 o T
Usage: @ General purpose Spedial
Generate Mow | | Cancel | | Help

6.[F—RA7 (KeyType )] IC RSA £/l ECDSA #i&IRLET, (nhSDEWVWICOVT
. "H&AI ZSZRBLTKEZVY),
7. [Enter newkey pair nameZ P AR A E VU Y O LET, RBETERRSIC, F—RTOHEF %
BELET,
8. ZiBIRL £ IKeySizeo RSAZEA L Ti#RGeneral Purpose for Usage o
.20 )Y O LET, GenerateNowF —RT7HNERKENE T,
10. Certificate Subject DNZEE T BICIE, ZU 1Y U lsdet, AORICTIIEHZRELET

o

Attribute Description

CM FQDM (Full Qualified Domain Name) that will be used for
connections to your firewall. For example, webvpn.cisco.com

ou Department Name

O Company Name (Avoid using Special Characters)

C Country Code (2 Letter Code without Punctuation)

St State (Must be spelled out completely. For example, North
Carolina)

L City

EA Email Address




CNESDEEZRETDICE, B (Attribute ) ] ROAYZ7ZAIO U ARNDSERREIRL, @
ZAHNLUTEM (AD) ] ZOVYILET,

P

(E] Certificate Subject DN [ 22 |
Attribute Value
ON Attribute to be Added En:nmn'u:nn N:me [tl:zglj} ;pn.remn:nieasa.ccnm
) r - y - ompany Mame ompany Inc
Attribute: | — Select Attribute — dd==
oute: |[macectAtTIME Saw) . Country (C) us
Value: State (5t) California
Location (L)
[ Ok ] [ Cancel ] ’ Help ]

N —BOY—RNA—FARIA—TR. FATFYFAT A TRABERTT B,
BEOEEEEMTIAENGYET. DESAERABRTAVESR. KA —IC
HEEEVSR T IE D,

1. BYIxEZEMLES, 29U Y YU LFETFok, Add Identity Certificate 4 PO R Y U &
AMRIRIE N, FEBAENRRE N E 9 subject DN field populated.
12. [Advanced] 27 )Y VL&,

@ Advanced Options @

Enrollment mode parameters and SCEF challenge password are not available for self-signed certificates.

 Certificate Parameters || Enrollment Mode | SCEP Challenge Password

FODM: vpn.remoteasa. com
E-mail:

IP Address:

[] Indude serial number of the device

l Ok, H Cancel H Help l

13. 7A4FQDN—L RIZ, 412V B—RY RDPSTFNAALT IV EATDHICEAETNBFQDNZ



ABLET, 29UV ILET, ok

14. [BRARHHOILRTCAT 5T 2B/ TS ( Enable CA flag in basic constraints extension ) |
F723AVEFAVOERRIZLET, 74NN TRE, CA7ZT 0B VIR E%E CAFIRE
ELTASAICAVARN=IITERLL R EL £, EXFHWILRIEF, SEEEOH T T UK
HFCAT, COIAEZECHRMNBRANADRRRENESHZERTENTT, A7 3
VEATICTBET, COBHENANATEET,

15. 20 1) Y U Lok, IRICAdd certificate. " A prompt displayed to save the CSR to a file on the
local machine.; 22 JY L&,

"~ ]

@ Identity Certificate Request @

To complete the enrollment process, please save the PKCS10 enrollment
request (CSR) and send it to the CA.

You will then need to install the certificate that is returned from the CA by
dicking the Install button in the Identity Certificates panel.

Sawve CSR to File: | C:\Users\adminDesktop\S5L-CSR | Browse...

| QK | | Cancel | | Help |

16. 27 ')Y U LBrowse, CSRZRFTREMZERL . XHIERFENTTTI7TAILZRELE
ERD

N KEEFERITTIPANERETSE., FEARNTIF AR ( XAEERL ) &
FEHALTPKCSHIO EREZRE, RIRTDENTEEXT,

2. ASACLI IC& % ASA DEEE

ASDM Tlk, CSRAEMENERR, £ CAIAEN MV ARN—ILENIEBRTRTARNR
AR EBNCERENET, CLITRK., FZARNRAIVNEFETERTILEN HYET

o

<ttroot>

! Generates 2048 bit RSA key pair with label SSL-Keypair.

MainASA(config)#

crypto key generate rsa | abel SSL-Keypair nodul us 2048

INFO: The name for the keys are: SSL-Keypair
Keypair generation process begin. Please wait...



I Define trustpoint with attributes to be used on the SSL certificate
MainASA(config)#
crypto ca trustpoint SSL-Trustpoint
MainASA(config-ca-trustpoint)#
enrol | ment term na
MainASA(config-ca-trustpoint)#
fgdn (renoteasavpn.url)
MainASA(config-ca-trustpoint)#

subj ect - nane CN=(asa. renot evpn. url), O=Conpany | nc, C=US
St =Cal i forni a, L=San Jose

MainASA(config-ca-trustpoint)#
keypai r SSL-Keypair
MainASA(config-ca-trustpoint)#
exit

I Initiates certificate signing request. This is the request to be submitted via Web or
Email to the third party vendor.

MainASA(config)#

crypto ca enroll SSL-Trustpoint

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate is
used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]:
yes

% Start certificate enrollment ..
% The subject name in the certificate is: subject-name CN=

(renot easavpn. url)

0=Company Inc,C=US,St=California,L=San Jose
% The fully-qualified domain name in the certificate will be:
(renot easavpn. url)

% Include the device serial number in the subject name? [yes/no]:

no

Display Certificate Request to terminal? [yes/no]:

yes



Certificate Request:

MIIDDjCCAfYCAQAwgYkxXETAPBgNVBACTCFNhbiBKb3NTMRMWEQYDVQQIEwWpDYWxp
Zm9ybm1hMQswCQYDVQQGEwIVUzEUMBIGALUEChMLQ29tcGFueSBIbmMxGjAYBgNV
BAMTEXZwb1i5yZW1vdGVhc2EuY29tMSAwHgYJKoZIhvcNAQkCFhF2cG4ucmVtb3R1
YXNhLmNvbTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKG62NhbIktTK
uR3Q4TmksyuRMgINrb9kXpvA6H200PuBfQvSF4rvVnSwKOmu3c8nweEvYcdVWV6Bz
BhjXeovTVil7FINTceaUTGikeIdXC+mwliE7eRsynS/d4mzMWImrvrsDNzpAW/EM
SzTca+BvgF7X2r3LU8Vsv60i8yThco9Fz7bWvRWVtO3NDDbyo1C9b/VgXMuBitcc
rzfUbVnm7VZDOf43j r9EXgUwXxcQidWEABTFrXrtYpFgBo9aqImRp2YABQLieP4cY
3rBtgRjLcF+S9TVHG5m4v7v755meV4YqsZIXvytI0zVBihemVxaGAloDwfkoYSFi
4CzXbFvdG6kCAWEAAaA/MDOGCSqGSIb3DQEIDjEWMC4wDgYDVROPAQH/BAQDAgWg
MBWGA1UdEQQVMBOCEXZwbi 5yZW1vdGVhc2EuY29tMAOGCSqGSIb3DQEBBQUAA4IB
AQBZuQzUXGEBO1x1yuPKOZkRz8bPnwIqLTfxZhagmuyEhrN7N4+aQnCHj850]ane
4ztZDiCCoWTerBS4RSkKEHEspu9oohjCYuNnp5ga91SPrZNEjTWwOeRn+gKbId2]
jE6Qy4vdPCexavMLYVQxCny+gVkzPN/sFRk3EcTTVq6Dxxaebplijmiga7gCph52
YkHXnFnellLQd41BgoL1Cr9+hx74XsTHGBmI1ls/9T50AX26Ym+B21 /4 /DP5BktIUA
8GvIY1l/ypj9K049fP5ap8alOqvLtYYcCcfwrCt+00jOrZ1YyJb3dFuMNRedAX37t
DuHNT2EYNpYk3jVklwI53/5w3

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]:

no

I Displays the PKCS#10 enrollment request to the terminal. Copy this from the terminal
to a text file to submit to the third party CA.

3. OpenSSL ZfEA L 7= CSR M4

OpenSSL Tk, openssL config7 7 AL ZHEHAL T, CSRERTCHEAET NI EHZEBLET,
NOD7OtAICEKY), CSR EMBF—HNERENET,

N EE  ERE M ERBF -0 1I—Y— e RSN TOEVC EARELET, Chit.
STREQOEARABADND AL HBEHTT.

1. ZO7OCANETEATVE S AT AIC OpenSSL A1 VARM—=ILEhTV\D Z & #HERR
LE9,. Mac OSX 8 & ¥ GNU/Linux I—H—0BE, ChiETF7AILRNTA AR =ILE
h&Ed,

2.BETALIRNVICHYERAET,

WindowsDiB4E : T 74 BMTR, I—F1UT1FETA 2 AM—=)L&E hc\openssbinE T
COB/FTIAR R 7OV T N2HEET,

Mac OSX/Linux MIFE : CSR ZER TR EOICHKRERTFALIRNIT, Z—ZFI)IT1>
ROZREET,

B.TFANIF4RZMFEALT, OpenSSLER 7 7AIINZEEENEBMETERLET, =
TLES, BIOATY 7THELEBAICT 7 A4 )L %openssl.enfe LTRELETUN—
320.9.8hABDFZE. 7 7 A )l IFopenss.cfg)o
<#root>



[req]

default_bits = 2048

default_keyfile = privatekey.key
distinguished_name = req_distinguished_name
req_extensions = reg_ext

[reqg_di stingui shed_nane]

commonName = Common Name (eg, YOUR name)
commonName_default = (asa.remotevpn.url)

countryName = Country Name (2 Tetter code)
countryName_default = US

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = California

locaTlityName = Locality Name (eg, city)
TocalityName_default = San Jose

0.organizationName = Organization Name (eg, company)
0.organizationName_default = Company Inc

[reqg_ext]

subjectAltName = @alt_names

[al t _nanes]

DNS.1 = *.remoteasa.com

RDOXN Y RZFEAL T, CSR EMEBEF—ZERLET,

openssl req -new -nodes -out CSR.csr -config openssl.cnf

<tfroot>

# Sample CSR Generation:

openssl req -new -nodes -out CSR csr -config openssl.cnf

Generate a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default value,



If you enter '.', the field will be Teft blank.

Common Name (eg, YOUR name) [(asa.remotevpn.url)]:
Country Name (2 Tetter code) [US]:

State or Province Name (full name) [California]:
Locality Name (eg, city) [San Jose]:

Organization Name (eg, company) [Company Inc]:

HRmEFELEZCSREH—RN—TFT 14 RUA—IZHEBLET, IHAENf RITEhdE, CAR
ASAICAZVAN=IINENDTATUOTATAHEE CARIAZTZRHLET,

CA T® SSL FIEAEZE D E R

RDFIEE, CANSEREENIZCSRZMBISZ LTI, CAlF. MILLERENEZPEMT
IOA—RENETATUTATAERE, E PKCS12iEAEZ CAGIRENV RILEE S
CRHELET,

CSR A" (OpenSSL £k CA BEO VT hAICE 2T ) ASA DABTERET NhBDEE,. WEF
—E CASIAEZEC PEM TI —RENETATFUOTATAABAERXRBBOT7714ILEL
THEATEET, (TRBICE, ChSOEE% 1 D20 PKCS12 77 4)L (.p12 £ l& .pfx £k
JIcFEEH TN RILTDFIENEBHEATVWET,

CORFIXAVRNTE. ASALTAFEYT AT 1IHEERKITTSH& LT, GoDaddy CA #'fE
BAEhTWET, COTOLRARFMO CARIA—TRERZYET, £1T7IDHICCADORF2
XY RNEIERSBERLI LS,

GoDaddy CA T® SSL sEFAE £ DO Hl

SSLAAENEAH LRVOHHRE7 T —XT, GoDaddy PTHTY NIBEL, SSLAAEZR
RLET, MLLVAAEI FEITZRT T, VU YT TManage. RICEHZAKT,
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Choose website

(O Select a domain hosted with us

@ Provide a certificate signing request (CSR)
Certificate Signing Request (CSR) Learn maore

APIOKO48fPSapBalOgvLty Y o CofwrCi+OojOrZ 1 YyvJo3dFuMN Red AX 3T
DuHNIZEYNp YKV 1wIS3/5w3
-----EMND CERTIFICATE REQUEST-----

Domain Mame (based on CSH):
vpn.remoteasa.com

Domain ownership

We'll send an email with a unique code to your address on file. Follow its instructions to
verify you have website or DNS control over the selected domain. Mare info

AND
We can send domain ownership instructional emails to one or both of the following:

Contacts listed in the domain's public WHOIS database record
Emaill addresses: admin@[domain], administrator@[domain], hostmaster@|damain],
postmaster@[domain], and webmaster@[domain)

Hide advanced options

Signature Algorithm Learm more
GoDaddy SHA-2 j

| agree to the terms and conditions of the Subscriber Agreement.

N 52 GoDaddy BLUHDEEAED CAlR. FT7 AL NOIRBOBEFILIUZLEL
T SHA-2 £7/=(% SHA256 Z{EA L £9 ., ASA (&. 8.2(5) [8.3 & aio—R] KT
8.4(1)[8.3 &V #HM1) 1) —Z] LK ( Cisco Bug ID CSCti30937 ) ® SHA-2 BEZT LI X
LZHYR—KNLULET, 825) £klEk 841 KW HWN—=aUNFERAEhTVRBEERE.
SHA-1 BET7ILIUXLEBRLET,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCti30937

ERNFEFEEND E, GoDaddy FEEHEZRITIDHICERZKRIAILET,
SEHEERNRIAIEND &, GoDaddy FZFDTF7HI NMIAIAEZRITLET,

ZTDHE, ASAICAVARN—IILTBLEHICFAEZAVO—RTEEFT, R—2&EIUYILT
Download, ;i't:ﬁ&ﬁj-o

Certificates  Repository Help ~  Report EV Abusa

All > vpn.remoteasa.com
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Certificate Managemeant Oplions Display your SSL Certificate

security saal
Diessign your seal, copy the code,
0 a and PRsShE it in your 520 100k,
Color
Dewnland Rirvcion Marags

Light j

L argpangs
Cestificate Detals Engieh g
Status DT
Pripsats
i L ]
Demain namy AL Lo m e
Encryplion Strength Gy $UA-2 e
s e gl el
Viliclity Period TS - TR M ——
T O ] gosianic e
Ssrial Murrisos SEept AR OT DA0S o FTIP  ThdebA e,
Crel 10 cogry

Server Type& U TZIER Lother, FEBAEZIp/N RILEZA T O—RLULET,



Certificates  Repository Help v  Report EV Abuse

vpn.remoteasa.com » Download Certificate

Standard SSL Certificate

To secure your site that's hosted elsewhere, download the Zip file that matches your hosting server
type. Then, install all of the certificates in the Zip file on your hosting server, including any intermediate
certificates that might be needed for older browsers or Servers.

First time installing a certificate? View Installation Instructions for the selected server,

Server type

Select ... x

Select ..
Apache
Exchange
ns Cancel
Mac OS5 X
Tomcat

Zip 77 AN, PATFT 4T 1A E L GoDaddy CARERETF T— /N2 RILA 2 DD R
BO.ct 77AILNELTEENTVET, SSLAABDOA VAR —ILICEHK, ChSOIIREE
ASAICAZVAR—=ILET,

ASA T® SSLZEFAED A A K—)L
SSL AIHAE(F. ASDM & 7z1d CLI ZEAL TASAICRD 2 DD HETA Y ARN—ILTEET,

1.PEMFERXT CAB KO TAFUT AT ARIABZMERICAR—KMLET,
2. Ffzld, PKCS12 77 A4 )L (CLI DFEE base64 T 1—R ) Z4A 2 R—hLEXT, <D
T7PANCTATTATARHE, CAGEAE, SREBEXF—HFNDRILEHATLET

o

N or AN CATIHEFI—UEEHLTVAEAE. CSRDERICEREERS
ZRKAY NOBEBIC. EIEEOHRE CATHENOKES Y AR—ILLET, L—k
CASIRES LT Z DO HE CATHER, FLWRSARKA Y MIA VA R—
LTEET,

1.1 ASDM 2R LI PEMEXTOT A T T A TAARAEDAIAN=)L

CDAZVAN—IFIETIE, CAXN PEM TI>O—RENk (pem, cer, crt) TATTAT
1AAEE CARIRAENY RILZRHLTVWB L ZRRELTVERT,

1. lCF#EB) L configuration > Remote Access VPN > Certificate Management, CA CertificatesZiZIRL £ 9,
2.TFANIFARXATPEM TIY—RENEHEZRE, Y—RN—FT 1 RF—(C



KO TRMEE Nz baseb4 CAIAEZIAE—LTTFAN 71— )L RICBEVURTERT,

Install Certificate =
Trustpoint Mame: S5L-Trustpoint
@ Install from a file: | C:\Users\admin'\Desktop\Cert Do Bru::wse -

() Paste certificate in PEM format:

) Use SCEP:
SCEP URL: http://
Retry Period: 1 minutes

Retry Count: 0 (Use 0 to indicate unlimited retries)

| More Options... |

Install Certificate | | Cancel | | Help |

3. Install Certificate 27 )Y VL& T,
4. (BB L configuration > Remote Access VPN > Certificate Management, Identity CertificatesZi#IRL £ 7

5. MBICER L ETATFoTATAHAEZERLET, Z2UUYILET, insal

6. 773> AREAEVIYHULT, PEMTI—RENZIDAEBHE ZZIR T S Hingall from
afile, PEMTLY— RENLFAAEEZTFANITAXTHE, Y—RN—FT AR H—
HoRMEN-Baseb4DIDIAAETEZTFARN 7 A =)L RICOAE—T > RR—AKNLET,



Configuration > Remote Access VPN > Certificate Management > Identity Certificates O

Issued To Izsued By Expiry Date Asszociated Trustpoints Usage Public Key Type Add

e T T | Unknon | [mre——

Export

[vpn.remoteasa...

Install Identity certificate 5™ Instal
Find:| Identity Certificate
Certifi i@ Install from a file: |C:\Users\adminiDesktop\Cert Doc\25cd 73298407
5e () Paste the certificate data in base-64 format:
Re
Public C4
Get yq trust, Entrust offers Cisco customers a spedial
promo|
Using Install Certificate l [ Cancel ] [ Help ]
ASDM Id

The Cisco ASDM Identity Certificate Wizard assists you in creating a self-signed certificate that is required for launching ASDM through launcher,

[ Launch ASDM Identity Certificate Wizard ]

7.201)Y 2 ULET, AddCertificate

"

. Information @

Certificate import succeeded.

8. C g@ L& ?Configuration > Remote Access VPN > Advanced > SSL Settingso
9. [REBAE ( Certificates ) ] T, WebVPN Y > 3> ORIFBICEAE DA EZ—TI( A%
BRUET, COBITE, ABBA 2 2—T A ANFERETIATVET,
10. 20V YOI LET, Edi
11. [REBAE ( Certificate ) ] RAY 7RI UARNT, $iLKAZARN—)LULZEEAEZEIRL
=S



Configuration > Remote Access VPN > Advanced > S5L Settings |

Server Mame Indication (SNI)
Domain Certificate Add
[F Select SSL Certificate 23] Edit
Specify enrolled trustpoints to be used for 55L authentication and VPN load balancing on the outside Delets
interface. To enroll a trustpoint, go to Device Management > Certificate Management = Identity
Certificates.
Interface: outside —
Primary Enrolled Certificate: i55L—Trustpoint:m=vpn.remoteasa.com, ou=Domain Con... w
Load Balancing Enrolled Certificate: i— MNone -- -
Certificates
Spedify which cer QK ] [ Cancel l [ Help pn interfaces not
associated with a
Interface Primary Certificate Load Balancing Certificate Edit
inside

m

Fallback Certificate: —Mone — -

Forced Certification Authentication Timeout: 2| minutes 4

1

12.20UYOL%ET, ok
13. 27UV L T, appy#i L VWEIAEY ., BEDA 2 X—T I/ AL TRIHETZDINTD
WebVPN Y2 3V IZBERAENDLSICBNET,

1.2.CLI 2R L1z PEMEAED AV A=)

<#root>
MainASA(config)#

crypto ca authenticate SSL-Trust point

Enter the base 64 encoded CA certificate.
End with the word"quit'on a Tine by itself

————— BEGIN CERTIFICATE----- MIIEADCCAuigAwIBAgIBADANBgkghkiG9wOBAQUFADBjMQswCQYDVQQGEwIVUzEh MB8GALUECh

1"l - Installing Next-level SubCA in the PKI hierarchy

11l - Create a separate trustpoint to install the next subCA certificate (if present)
in the hierarchy leading up to the Root CA (including the Root CA certificate)



MainASA(config)#crypto ca trustpoint SSL-Trustpoint-1
MainASA(config-ca-trustpoint)#enrollment terminal
MainASA(config-ca-trustpoint)#exit

MainASA(config)#

MainASA(config)# crypto ca authenticate SSL-Trustpoint-1
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

MIIEfTCCA2WgAwWIBAgIDG+cVMAOGCSqGSIb3DQEBCWUAMGMXxCzAIBgNVBAYTATVT
MSEwHwYDVQQKExhUaGUgR28gRGFkZHkgR3JvdXAsIETuYy4xMTAVBgNVBASTKEdv
IERhZGR5IENSYXNzIDIgQ2VydGlmaWNhdG1vbiBBdXRob3JpdHkwHhcNMTQWMTAX
MDcwMDAwWh cNMz EWNTMwMD cwMDAwWW j CBgzELMAKGA1UEBhMCVVMXEDAOBgNVBAQT
BOFyaXpvbmExEzARBgNVBACTCINjb3R0c2RhbGUXxGjAYBgNVBAOTEUdVRGFkZHku
Y29tLCBIbmMuMTEWLWYDVQQDEyhHbyBEYWRkeSBSb290IENTcnRpZmTjYXRTIEFL
dGhvcm10eSAtIEcyMIIBIjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAV3F1
CPHEWTT3G8kYo/eASVjpIoMTpsUgQwE7hPHmhUmfJ+r2hBtOoLTbcJjHMgGXxBT4H
Tu70+k8VvWTA1565ZVmvigAf88xZ1gD1Re+X5NbZ0TgmNghPktj+pA4P60r6KFWp/
3gvDthkUBcrqw6gE1DtGfDIN8wWBmMIsiNaW02jBEYt90yHGCOOPoCjM7T3UYH3go+
6118yHz7sCtTpJJiaVET1BWEaARIGMLKTDT1iPfrDgBmg4pxRyp6V0etp6eMA05zvGI
gPtLXcwy7IViQyUOATYNnAZGOO3AqP26x6]yIAX2f1PnbU21gnb8s51iruF9G/M7E
GwM8CetIMVXxpRrPgRWIDAQAB04IBFzCCARMWDWYDVROTAQH/BAUWAWEB/zAOBgNV
HQ8BAf8EBAMCAQYwWHQYDVROOBBYEFDqahQcQZyi27/a9BUFUIMGU2g/eMB8GA1Ud
IwQYMBaAFNLESNKR1EwRcbNhyz2h/t20atTjMDQGCCsGAQUFBwWEBBCgw]jAkBggr
BgEFBQcwAYYYaHROcDovL297jc3AuzZ29kYWRkeS5jb20vMDIGATIUdHWQrMCkw]6A1
0oCOGIWhOdHAGLY9jcmwuZ29kYWRkeS5jb20vZ2Ryb290LmNybDBGBgNVHSAEPZzA9
MDsGBFUdIAAwMzAXxBggrBgEFBQcCARYTaHROCHM6LY93jZXJ0cy5nb2RhZGR5LmNY
bS9yZXBvc210b3]5LzANBgkqghkiGOwOBAQs FAAOCAQEAWQtTvZKGEacke+1bMc8d
H2xwxbhuvk679r6XUOEwf7o0oXGKUwuN+M/f7QnaF25UcjCIYdQkMiGVnOQoWCcWg
0JekxSOTP7QYpgEGRIHjp2kntFo1fzq3Ms3dhP8qOCkzpNlnsoX+oYggHFCIyNwq
9kIDNOzmiN/VryTyscPfzLXs4J1etOTUIDyUGAzZHHFIYSaRt4bNYC8nY7NmuHDKO
KHAN4v6mF56ED71XcLNa6R+gh10773z/aQvgSMO3kwvICITErFOUZzdsyqUvMQg3
gm5vjLyb41ddJIGv15echK1lsrDdMZvNhkREg5L4wn3qkKQmw4TRFZHCYQFHTjDCm
rw==

INFO: Certificate has the following attributes:
Fingerprint: 81528b89 el65204a 75ad85e8 c388cd68
Do you accept this certificate? [yes/no]: yes

Trustpoint 'SSL-Trustpoint-1' is a subordinate CA and holds a non self-signed certificate.
Trustpoint CA certificate accepted.

% Certificate successfully imported
BGL-G-17-ASA5500-8(config)#

1"l - Simlarly create additional trustpoints (of the name "SSL-Trustpoint-n",
where n is nunber thats increnented for every level in the PKI hierarchy) to
import the CA certificates leading up to the Root CA certificate

1"l - Inporting identity certificate (inport it in the first trustpoint that was
created nanely "SSL-Trustpoint")

MainASA(config)#



crypto ca inport SSL-Trustpoint certificate

WARNING: The certificate enrollment is configured with an fqdn that differs from the system fqdn. If th

yes

% The fully-qualified domain name in the certificate will be:

(asa.renotevpn. url)

Enter the base 64 encoded certificate. End with the word "quit" on a line by itself
----BEGIN CERTIFICATE-----
MIIFRjCCBC6gAWIBAgIIJclzqYQHBgUWDQYJIKoZIhvcNAQELBQAwgbQxCzAJBgNV
BAYTATVTMRAWDgYDVQQIEwdBcm16b25hMRMWEQYDVQQHEWpPTY290dHNKYWx TMRow
GAYDVQQKEXFHbORhZGR5LmNvbSwgSW57LjEtMCsGALUECXxMkaHROcDovL2NTcnRz
LmdvZGFkZHkuY29tL311cG9zaXRvenkvMTMWMQYDVQQDEYpHbyBEYWRkeSBTZWN1
cmUgQ2VydGTmaWNhdGUgQXV0aG9yaXR5IC0gRzIwHhcNMTUwWNzIyMTIwNDM4WhcN
MTYwNzIyMTIwNDM4WjA/MSEwHWYDVQQLEXhEb21haW4gQ29udHIvbCBWYWxpZGFO
ZWQxGjAYBgNVBAMTEXZwbi5yZW1vdGVhc2EuY29tMIIBIjANBgkaghkiGOwOBAQEF
AAOCAQ8AMIIBCgKCAQEArrY2Fv2S2Uq5HdDhOaSzK5Eyok2tv2Rem8DofbTQ+4F9
C9IXitWdLA06a7dzyfB4S9hx1VZXoHMGGNd6i INWLXSWUINx5pRMaKR4h1lcL6bDW
ITt5GzKdL937bMxYmau+uwM30kBb8QxLNNxr4G+oXtfavctTxWy/o6LzKWFyjOXP
tta9FZW07 cOMNVKiUL1vIWBcy4GK1xyvNIRtWebtVkMS5/i0vOReBTBfFxCI1YQAG
UWteulikWAGjlgqomZGnZgAFDWI4/hxjesG2BGMtwX5L108cbmbi/u/vnmZ5Xhigx
<snip>
CCsGAQUFBwWIBF1itodHRwO1i8vY2VydGTmaWNhdGVzLmdvZGFkZHkuY29tL311cG9z
aXRvecnkvMHYGCCsGAQUFBwWEBBGowaDAkBggrBgEFBQcwAYYYaHROcDovL29jc3Au
Z29kYWRkeS5jb20vMEAGCCsGAQUFBzAChjRodHRWO1 8vY2VydGTmaWNhdGVzLmdv
ZGFkZHkuY29tL311cG9zaXRvenkvZ2RpZzIuY3JOMB8GA1UdIWQYMBaAFEDCvSeO
zDSDMKIz1/tss/COLIDOMEYGA1UAEQQ/MD2CEXZwbi5yZW1lvdGVhc2EuY29tghV3
d3cudnBuLnJTbW90ZWFzYS5jb22CEXZwbi5yZW1vdGVhc2EuY29tMBOGA1UdDgQW
BBT7en7YS3PH+s4z+wTRTpHr2tSzejANBgkghkiGI9w0OBAQs FAAOCAQEAO9HSTLNX
2Y0rYdI6gS8n4imaSYgoNi/9INb6mote3I2LELGIOHYIm/zUCR5yVktra9azdrNUAN
1hjBJ7kKQScLC4sZLONdqGluTP5rbWROyikF5wSzgyMWd03kOR+vM8q6T57VRst5
69vzBUuJc5bSulIljyfPP19z11+B2eBwUFbVFXLnd9bTfiGImSmC+4V63TXFxt10q
xkGNys3GgYuCUy6yRP2cAUV1lc2tYtaxoCL8yo72YUDDgZ3a4Py01EvC1FOaUtgv
6QNEOYwmb JkyumdPUwko6wGOCOWLuUmzv5gHNnhi168HYSZ/4XI1p3B9Y8yfG5pwbn
7puhazH+xgQRdg==

————— END CERTIFICATE-----

quit

INFO: Certificate successfully imported

! Apply the newly installed SSL certificate to the interface accepting SSL connections

MainASA(config)#

ssl trust-point SSL-Trustpoint outside

2.1 ASDM Z{EA L 7z PKCS12 sEAE DA A KR—)L

DA RA—REEFHEDFEX UCHIHAEBN ERENLHESHKE, ASA LT CSR NfME/KE ik
WEEE., MBF—C et ICTATFUOTATAHRBEZRBBOT77A4ILELT, £EENRIL
ENE1DOOPKCS1I2 77 AN (p12 T px R ) ELTZELET, COLDIBERAT
DIAEZA AN =ILTBICE., XROFIEZEITLET,

1. FATT AT A45AE, CARIHE. BRTBMEF—IF. 1 DD PKCS12 77 A I)LIZ/N>



RILET, 8B Tk, OpenSSL T hZERTTBDFIBICOWVWTFHALET., TTIC
CAICK2>TNAVRILEATVWRERR. ROATYTICEXET,

2. @Eﬁ L _CConfiguration > Remote Access VPN > Certificate Management,,  Identity Certificates.

3.2V ILET, Add

4 RTZARRLAV RNEZEELE T,

5. ZF 7 Import theidentity certificatefrom afile> A VR &2 I U Y O LET,

6. PKCS12 77 A NDERICERATEI/NATL—XZAILET, PKCS12 771 ZESR
LTERLET, EAE77AILONRATL—XZAHDLET,

¥

=

Add Identity Certificate )

Trustpoint Mame: S5L-Trustpoint-PECS12

@ Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase: |[sssssses

File to Impart From: C:Vsers\admin'Desktop\SsL-Cer Browse...

) Add a new identity certificate:

Lh
=]

uuuuuu

Key Pair: «Default-RSaKey >

La

o
m
|

Certificate Subject DM:  [CH=MainASA
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Enable CA flag in basic constraints extension

’ Add Certificate H Cancel H Help

7. [REBAE MIB N ( Add Certificate ) ] 27U Y I LET,



@ Information

Certificate import succeeded.

8. L:gi)j l/ConfiguraIion>RemoteAccessVPN > Advanced, Eﬁﬁbi? SSL Settings.
9. [FEBAE ( Certificates ) ] T. WebVPN Y > 3> ORIBICEAEhD (X —T I (A%

BRLET. COBITRE., AL Z2—TITAANEATATVET,
10. 20 )Y O LET, Edi
11. [REBAE ( Certificate ) ] RAY 7H 0> UARNT, $iL<AVARN—)LULFIAEZERL

x9,

Configuration > Remote Access VPN > Advanced > S5L Settings

74}

erver Name Indication (SMI)

Certi

5p
as|

Domain Certificate

[Z) Select S5L Certificate (25w

Specify enrolled trustpoints to be used for S5L authentication and VPN load balancing on the
outside interface, To enroll a trustpoint, go to Device Management > Certificate Management >
Identity Certificates.

Interface: outside

Primary Enrolled Certificate: :SSL—Trusu:noint-PKCS 12, S5L-Trustpoint:cn=vpn.remot...

Load Balancing Enrolled Certificate: :— Mone - -
[ oK ] l Cancel ] [ Help ]

Add

Edit

Delete

cate will be used on interfaces not

outside ______________|sSL-TrustpointPKCS 12, SSLTnustpont.. |

Edit




12220V O LFT, oK
13. 27UV 7L T, appy#i L VWEIAEY, BEDA 2 X—T I A ALTRIKETDINTD
WebVPN Y > a v ICERENDLSICHEVET,

22CLI ZfEAL 7= PKCS12 fEBAE DA 2 AR —)L

<#root>
MainASA(config)#

crypto ca trustpoint SSL-Trust point-PKCS12

MainASA(config-ca-trustpoint)#

enrol | nent term nal

MainASA(config-ca-trustpoint)#

exit

MainASA(config)#

crypto ca inmport SSL-Trustpoint-PKCS12 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:

————— BEGIN PKCS12-----
MIISNwIBAzCCEfEGCSqGSIb3DQEHAaCCEeIEghHeMIIR2jCCEdYGCSqGSIb3DQEH
BqCCEccwghHDAgGEAMIIRVAYJKoZIhvcNAQcBMBsGCiqGSIb3DQEMAQMWDQQIWO3D
hDt1i/uECAQGAghGQ9ospee/qtIbVZh2T8/Z+5dxRPBcStDTqyKy7g3+9ram5AZdG
Ce9n5UCckqT4WcTjs7XZtCrUrt/LkNbmGDVhwGBmYW1i0S7npgaUqOeoqiJRK+Yc7
LNONnbho6I5WfL56/]1iceAMIXDLr/IqqlLg2QAApGdN+F5vANSHse2GsAATewBDLt7
Jy+SKFfoNvvIwIQvzCiUzMjYZBANmBAMCQ13H+YQTH1itT3vn2/i1CD1zRSuXcqypEV
g5e3hei00751E8TDLWMO3PMvwIZqi8yzWesjcTt1Kd4FoIBZpB70/vI9LntoIUQOY7
kIQM8fHb4ga8BYfbgRmGoMkMmO1STtbSv1vTaloWTmdQdTyCa+G5PkrryRsy3Wwl
TkGFMhImmrnNADF7Hmzbys1VohQZ7h091VQY9krJogoXHjmQYxG9brf0oEwxSIDa
mGDhhESh+s/WuFSV9Z9kiTXpINZxpTASoWBQrrwm0O5v8ZwbjbVNI7sVdbwpU16d+
NNFGR7LTgO8hpupeelnY9elc2yYqeAXwXQ5kL0Zo6/gBEdGtEaZzBgCFK91Z3b13A
xgxGifanWPnLYG611NKuNjTgbjhnEEYI2uZzUOgxn1Ka8zyXw+1zrKulscDbkAPZ
wKtw8K+p40zXVHhuANo6MDv ffNRY1KQDtyK1inoPH5ksVSES5awkVam4+HTcqEUTa
16LMana+4QRgSetJhUOLtSMaQfRIGkha4JLq2t+]rCAPz20sARTTsBOjQBNg6YN]]
sNsZn0z0J0Z/xdZT+cLTCtVevKIOQMK3vMsiOuy52FkuF3HnfrmBgDkbR7yZXxELG
RCELOEDdbp8VP0+IhNTyz1q7975SscdxFSLOTvjnHGFWd14ndogN+bLhWbdPjQwVv
T3W2NCI95tmHDLGgp3P00TS+RjdCEGGMg+9cpgBfFC1]ocuTDIECUbIBY8QRUNS
/ubyUagdzUKt1lecfb9hMLP65ZNQI3VIw/NIKbIm7b4P/1Zp/1FP5eq7LkQPAXE4/
bQ4mHcnwrs+JGFkN19B8hJImmGoowH3p4IEvwZy7CThB3Elejw5R4engmrgvHgpQe
B70dN10FLAHdo1G5BsHExTuNEsEb40Q0pmKXidDB5B001b]sr748fZ6L/LGx8A13
<snip>
1jDgxyfQXY4zSyt1jSMwMtYA9hG5179Sg7pnME1E9Ixq1D0OoRGg8vgxIwiciKtLxp
LLOReDY31KRYvOOVWOgf+tE71ST/3TKZvh0sQ/BEOV3kHnw1de jMFH+dvyAA9Y1E
c80+tdafBFX4B/HP46E6heP6ZStOXATRW1/JF41jNVUNVOIVEVTIR2FTyWpzZFY8A


]a94c6AfgxXy9z0+FTLDQwzxga7xC2krAN1
yHXR2KHN5YeRL+KDzu+u6dYoKAz+YAgwTW6KbeavALSuH4EYqcvg8hUEhp/ySiSc
RDhuygxEovIMGfES4FP5V521PyDhM3DgwhnOvuYUmYnX8EXURkay44iwwI5HhqYJ
TptWyYo8Bdr4WNwt5xqszGzYR6mmGeAIin7bDunsF1uBHWYF4dyK1z1tsdRNMYqQ
+W5g+QjVdrj1dwv/bMFOaqEjxeNWBRqjzcff3BxMnwvVxtggxFvRh+DZx1iJoiBG+
yx7x8np2AQ1rOMETSSxbnZzfnKZKVvBVMkIC6]smt2WEVTQvoFJ8em+nemOWgTi/
hHSBzjE7RhAucnHuifOCX0gvR1SDDqyCQbiduclQjXNOsvA8Fgbea9WEH5khOPv3
pbtsL4gsf12pv8diBQkVQgiZDi8Wb++7PR6ttiY65kVwrdsoNT1l/qq+xwW0d3tB4/
zoHILEMgTy9Sz7myWrB9EOOZ8BIjL1M80oMigEYrTDOc3KbyW1S9dd7QAxiuOBaX1l
818910ydvTBzmqgcjeSsFH4/1INHn5Vnf0ZnNpui4uhpOXBG+K2zJUIXm6dqlAHBTE
KQFsFZpNNyaveO0Kk81zQnLAPd70UU/Iksy0CGQozGBH+HSZzVp1RDjrrbC342rkBj
wnI+j+/13JdWBmHdIMZCfoMZFLSI9ZBqFirdiil/NRu6jh76TQor5TnNjxIyNREJC
FE5FZnMFvhM900LaiUZff8WwWCOfeRDMttLXblnuxPF1+TRk+LNTPLVptWgcxzfsr
IXrGiwjxybBB9oCOrACq8fGAtEs8WRxJyDH31jmn91i /G161 1mMCUF//LxAH2WQx8
Ld/qS50M21FCFfDQjxAjOK6DEN5pUebBv1EM5SOHXvyq5nxgUh4/y84CWakKjwOMQ
5tbbLMTnc7ALIJI9LXxZ97YiXSTyeM60BXBFx6Rpk1kDv0O5m1BghSpVQiMcQ20RIkh
UVVNbSHO19S3cb5wgxaWgAKBgb4h1luLGVbYWZf2mzLZ8U5U57 01 qoMBgNZbzTXp0O
EqQEFuatT11QvCRbcKS3xou4MAixcYUxKwEhbZA/6hd10XSBIwe7jKBVIM6EwW1iKab
UfoJCGTAT3sY681qrMPrbBt0eeWf1C02SdIMn+V/jvnil7mxYFFUpruRq3rllLeqP
J5camfTtHwyL8N3Q/Zwp+zQeWZiLA8a/iAVu/hYLR1bpF2WCKOT0tIgkvVmrLVLZz
mazZjbJeOft5cP/1RxbK1S6Gd5dFTEKDELS5 c6gWUX8RKZP6Q7iaE5hnGmQjm8Lj1]5sWIOHI————— END PKCS12-----



INFO I nport PKCS12 operation conpleted successfully

11l Link the SSL trustpoint to the appropriate interface
MainASA(config)#

ssl trust-point SSL-Trustpoint-PKCS12 outside

A

H—RN—=FT 4 ROBZ—QABEEOA AN =ILHFEIIL., SSLVPN EfRICEFERAEhTVWD &
BRI BDICE. ROFBEICRHRVWET,

ASDM ZEH L TA VAN =I)ILE NSO R

1. BEL Configuration > Remote Access VPN > Certificate Management, C ER I dentity Certificates.

2. H—RN—TFTARVE—IZRYRITENLET AT T A TAERAENRTRENET,

Configuration > Remote Access VPN > Certificate Management > Identity Certificates O
Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add

:

Instal

CLIZEALTA2AN—IIENERBEORTR

<#root>
MainASA(config)#

show crypto ca certificate

Certificate

Status: Available
Certificate Serial Number: 25cd73a984070605
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=Go Daddy Secure Certificate Authority - G2
ou=http://certs.godaddy.com/repository/
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
Subject Name:



cn=(asa.remotevpn.url)

ou=Domain Control Validated
OCSP AIA:

URL: http://ocsp.godaddy.com/
CRL Distribution Points:

[1] http://crl1.godaddy.com/gdig2s1-96.cri
Validity Date:

start date: 12:04:38 UTC Jul 22 2015

end date: 12:04:38 UTC Jul 22 2016
Associated Trustpoints:

SSL- Tr ust poi nt

CA Certificate

Status: Available
Certificate Serial Number: 07
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=Go Daddy Root Certificate Authority - G2
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
Subject Name:
cn=Go Daddy Secure Certificate Authority - G2
ou=http://certs.godaddy.com/repository/
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
OCSP AIA:
URL: http://ocsp.godaddy.com/
CRL Distribution Points:
[1] http://crl.godaddy.com/gdroot-g2.cril
Validity Date:
start date: 07:00:00 UTC May 3 2011
end date: 07:00:00 UTC May 3 2031
Associated Trustpoints:

SSL- Tr ust poi nt

CA Certificate

Status: Available
Certificate Serial Number: 1lbe715
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
ou=Go Daddy Class 2 Certification Authority
o=The Go Daddy Group\, Inc.
c=US
Subject Name:
cn=Go Daddy Root Certificate Authority - G2
o=GoDaddy.com\, Inc.



1=Scottsdale
st=Arizona
c=US

OCSP AIA:

URL: http://ocsp.godaddy.com/
CRL Distribution Points:

[1] http://crl.godaddy.com/gdroot.cril
Validity Date:

start date: 07:00:00 UTC Jan 1 2014

end date: 07:00:00 UTC May 30 2031
Associated Trustpoints:

SSL- Trust poi nt-1

...(and the rest of the Sub CA certificates till the Root CA)

Web 75 HIZ&k D WebVPN BICA > ARN—I)LE NG EDOTER
WebVPN 2"#1L WEEBAEZ AL TVWS e 2R LE T,

1.Web 75 HZNLTWebVPN AV Z—T7 I/ RAICEHRELE T, AAAEEERTILHIC
AL FQDN & & &I(C https:// ZFERALET ( & ZIE. hitps://(vpn.remoteasa.com) D
EOICLET )

2. WebVPN login R— DA TFBICRRENTVWROY I PA A EEZTILIVY ILET,
AVARN=IILENTVRAHAEOBERIRTENET,

. ABRZHREL, U—RN—FT 4 RUA—HFRITULAAEBICERTAEZRAELET,



https://vpn.remoteasa.com).
https://vpn.remoteasa.com).
https://vpn.remoteasa.com).

Certificate @

General | Details | Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

Issued to: vpn.remoteasa.com

Issued by: Go Daddy Secure Certificate Authority - G2 '

Valid from 7/ 22/ 2015 to 7/ 22/ 2016

Issuer Statement

| ok

ASA T® SSL SEEAE N EH

1.ASA T, FERHVIIAEZELRAUBMEZFEAL T OpenSSL A CA T, CSR ZBAEML &
¥, "CSR DA, ICRRAETIATVEFIEZERTLET,

2.CATCSR ZIAfEL., CAFGIAE L £ EI(C. PEM X (pem, .cer, .crt) THLWVWF A F
VTATARAEEERLET, PKCS1I2FAAENHE A, HLLVMEF—EERENIE

CB




GoDaddy CA 054, £RENEHL ) CSR THARENF—2FBERTEET,

[GoDaddyaccount] ICBE) L, [SSLEEBAE ( SSL Certificates ) ] ® T T [EH ( Manage ) ]
ZOVYILET,

& ) ssLCERTIFICATES

r
i

Filter: | Al Accounts H Search by domain a
Accounts « Expiration date
vpn.remoteasa.com I

L 22-07-2016 | Options

Standard SSL

Displaying 1-1 of 1 accounts Results per page: | 5 m 10of1 m J

Meed help with your SSL Certificates? Visit GoDaddy Support
Need More SSL Certificates? Buy Additional Plans

PBEBERXAZEBD [AT—RADRR (ViewStatus ) ] 27 VY ILET,

Certificates ~ Repository Help ~  Report EV Abuse

Certificates

Al Centificate Types i Al Statuses B Not Expired or Revoked [ Action

vpn.remoteasa.com 1 Year Standard SSL Centificate Certificate issued Ti22/2016 ﬁ View status

[BEE (Manage )1 22U v OLT, iAIHEDFXF—EBERTHEOOFT>a > &iEEL
x£7,



Certificates  Repository Help ~  Report EV Abuse

All > vpn.remoteasa.com

Siandard 550 Certificate
Certificate Management Options
Devarilod Revoks Manage
Certificate Details
Siatus Cartificate ssved
Darmain narme WPILIBMOAas Com
Encryplion Strength GoDaddy SHA-2
Validity Pariod 122015 - TE2RME
Sarial Murnber P80 T8 B4 070608

F7>a>on FEIAEDOF—DBERK ( Re-Key certificate ) ] Z BBEL T, ¥ L L\ CSR &
mUEY,



Certificates ~ Repository Help v  Report EV Abuse

vpn.remoteasa.com > Manage Certificate

Use this page to submit your certificate changes for review all at once, not individually. We'll review them together so your changes happen faster.

Submitting any changes on this form will issue a new certificate and your current certificate will be revoked. You will have 72 hours to install the new certificate on your website.

Q Re-Key certificate Private key lost, compromised, or stolen? Time to re-key.
Certificate Signing Request (CSR) “ New Keys, p] ease...
1athfeanRQGQKOkDMPNKH?MZMWSJ You can generate a Certificate Signing Request (CSR) by using a certificate signing tool specific to
RIE your operating system. Your CSR contains a public key that matches the private key generated at
the same time.
Domain Name (based on CSR):
vpn.remoteasa.com
@ Change the site that your certificate If you want to switch your certificate from one site to another, do it
protects here.
© Change encryption algorithm and/or Upgrade your protection or change the company behind your cert.

certificate issuer

RELT, ROATYTICEAE T, GoDaddy &, RftEhiz- CSRICETWVWTH L VL
AEZRITLERT,

3. TASATO SSLEIHED AV AR—=I1 OEIZIVICFEATVRD LRSI, FHL VWA
BEZHLLVRZARRA MCAVAR=ILLET,

L<BESNBEM (FAQ)

1. TATUTATAAHEZH S ASANSHEID ASA ICEETEIHREDHFEFAT
Th

AAEEF—ELEEICPKCS12 77ANICIVARAR—RNLET,

TDOASANSERIAAETELZTIIAR—NTRICE, ROOXV REFALET,

<#root>
ASA(config)#

crypto ca export

pkcs12



ASDM IZ &L B FRE :

i |

Export certificate @

Export to File: C:\U=sers\admin\Desktop\SsL-Certificate | Browse... |

Certificate Format:
(@ PKCS12 Format (Certificate(s) + Private Key)

(") PEM Format {Certificate Only)

Configuration Encryption Passphrase

Encryption Passphrase: sesss

Confirm passphrase: ey

Export Certificate | | Cancel | | Help

CLIZALTRZ—7Y N ASA ICREBEZ A VAR— KT BICE, ROON RZEALEY,

<#root>
ASA(config)#

crypto ca inport

pkcs12



ASDM IZ &L B FRE :

i ]

Add Identity Certificate =

Trustpoint Mame: SSL-Trustpoint-PKCS12
@ Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase: |ssssssss

File to Import From: C:\Wsers\admin'Desktop\sSL-Cer| [ Browse...

Add a new identity certificate:

Key Pair: zDefault-RSA-Key = Shao

Certificate Subject DM:  |CH=MainASA Select

Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLSProxy

/| Enable CA flag in basic constraints extension

| Add Certificate || Cancel || Help

chlE, ROFIETASDM ONY ITF Y T ETHEZERAL TERITIDEETERT,

1. ASDMEZH TASAICOY 1> L. Z1#IR L F F Tools> Backup Configurationo

2. INXNTDRBREZNYITYTITRN, FLEBTATFUTATAARBEOXKRZENYITYTL
S

3. 2—%"Y NASATASDMZ%ZBIZ . Tools> Restore Configuration.

2.VPNO—R NZ>22 2T ASA THERH TS SSLEIASZERTBICIEES TN
EEWTTAH,

VPNO—R NZVIVIRBAICSSLAREZEALTASAZEY RTY T IR 1HICHEMR
TEBRENVS 2B ET,

1.DN&LTO—R NS> >Y FQDN #% 5, BEOH 7SI IORMEBSE (SAN) ELT
Z ASAFQDN ZHD, 1 D2OI1Z77A R AZ 17— a2V R XA VEHE
(UCC) #f L F ¥, GoDaddy, Entrust, Comodo %% &, TNDRSAKFHEEHR—K~
T3, L<HSNTVWS CANFVKI2ABYNET, COFEZBRIRTZEFESIE., BHE. ASA



TREHD SAN 714 —J)LRZHFD CSR DERF TR—REhTVEVIEZEATHL
CENEETY, cOZEIICDVWTIF, HEEHLR Cisco Bug ID CSCso070867 THiEAE N T
VWET, COFE, CSREERTBICE 2 DOFT2a>HFebIET,
a.CLI £k ASDM 2L E T, CSRHF CAILEEFEE NS, CAR—ZIBHETE
¥ SAN ZEMLET,
b. OpenSSL ZEAL T, CSR Z4ERHK L., B D SAN % openssl.enf 77 1 )LICEH E
C

CSRA CABRVERENI-GAAEICEFEE NS, COPEMARAEEZ, CSRZERL
TEASAICAVAR—BLET, BETLES., COREAEZ PKCS1I2FERTIVAR—KLT
MBOXYN—D ASAIZAVR—BMLET,

2. D4 RA—REEAEEZFEALET, ChiF UCTEHAELE RN TRERETBEHEORTES 2
TVWET, CANUCEERREZHYAR—KNLTWEWES, CSRIE CA T, £/ FQDN A
* domain com DX THS OpenSSL AL TEKENET, CSRHA CABLRTERE

CEEREICIEEE NS, PKCSI2REHER VS AZRNDOITNTOD ASA A VR—KL

i'd'o

B.XUN—ASAZ LI, B&LUO—RNFVZ VY FQDN IC, ERIOIAEEZERALET
o chld, REMENMBEVBRRETT, CORFIXVMIRTELSIC, XD ASAIZD
WTEERREZERTEET, VPNO—R/NZ>2> 22 FQDN OEERE . $ 5 ASA THE
REN, PKCS1I2FIAEBE LTIV AR—RENT, IO ASAICA VR—RNENFET,

B.FALBAEZ ASA 7 I—I)A—N—RTDTZAX)ASADLSEAH ) ASA IZ
AE—T3HBENBYERTH,

AT—RT7IL T I=IA=N—DBRETNTVWBR'Y ., ASABTIHHEN AHEhZ LD, 75
ANV ASALSEAUA) ASA ICEIREZFBHTOAE—TR2XERHYEEA, 7I—)LF—
N—ONHEY N7y 7T, SEAENrAZNA FNARAICKRREhBVESE, OV R
write standby Z#1TL T, Efz@ELET,

4. ECDSA ¥F—N"EAT N TWVWSHEE., SSLIEAENAR7OLAKERY £TH

o

BROBE—DEWVE, F—RTOERFIETT. CDHFSE. RSAF—RT7OHKH)IC ECDSA F
—RTHERENKT, FIEOZTUAOHDFED EXLBA, ECDSAF—ZEXTDLOHD
CLION> RZRICRLET,

<#root>
MainASA(config)#
cry key generate ecdsa | abel SSL-Keypair elliptic-curve 256

INFO: The name for the keys will be: SSL-Keypair
Keypair generation process begin. Please wait...


https://tools.cisco.com/bugsearch/bug/CSCso70867/?reffering_site=dumpcr
https://tools.cisco.com/bugsearch/bug/CSCso70867/?reffering_site=dumpcr
https://tools.cisco.com/bugsearch/bug/CSCso70867/?reffering_site=dumpcr
https://tools.cisco.com/bugsearch/bug/CSCso70867/?reffering_site=dumpcr
https://tools.cisco.com/bugsearch/bug/CSCso70867/?reffering_site=dumpcr

NZ7ILZa1—hk

NN —F14200kHNIN R

SSLEERENA VAN —IZKBKL BE,. ROFT/NY Y O RA CLI TREETIFT,
debug crypto ca 255

debug crypto ca messages 255

debug crypto ca transactions 255
— AR A 73 R R

9.4(1) ABZRITLTVD ASA DAZA 2 X—T T4 ATHEMBEY—R/N—FT 14O SSLFEAE
ZERAITRHE. EECELBZVIIAEICHTIBEEN HEIFET,

RRE : COMER, FIAZETRSAF—ART7HFFEAEATVWRSEEICRELET, 9.4(1) UED
ASAN—232 T, IXTHECDSABELV RSABEENT7FILNTEMICE>TEY ., &K
LW ABAES (EEE ECDSARE ) ARSI -3 cEAEhET. COBE. ASA .
BEREENTWVWS RSEAR—ADIHHAENRDLY ICECBRAHAEZRTLET, RSAR—A
DIFAEN' A1 Z—T T4 AICA 2 AR—=)L&E 1, Cisco bug ID CSCuu02848 |- &k 2 TEHHE h
P2EE0EEEZETH O OMEEIENAEENATVET,

HRME RO CLIONY RZFEAL T, ECDSARBSZEMICLET,

ss1 cipher tlsvl.2 custom "AES256-SHA:AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA:
DES-CBC3-SHA:DES-CBC-SHA:RC4-SHA:RC4-MD5"

F/zF, ASDMT, (ZFBE) L configuration > Remote Access VPN > Advanced, ZIEIR L K T ssL settingso [FEH
1t ( Encryption )1 £ 3> T, [B5/\—> 3> ( Cipherversion )] &L T tlsv1.2 #&R L,
HDARLXFFH| AES256-SHA:AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-
SHA:DES-CBC3-SHA:DES-CBC-SHA:RC4-SHA:RC4-MD5 ZfEAA L TEhZMmMEL £,

N
{18 A : ECDSA E£7-(& RSA

ECDSA 7LV XARKTEMHMIERES (ECC) D—THY), FHMBBORNEZFERAL TLBRF—
EEBRLET, RSATFZIIVAXALATR, 2 2OEHRENETVEOBZFRAL TABRF—Z24ERL
£¥9, DFV, ECDSATRE RSA LRAULARILODEFIVFT A ZRRATEXRITH, F—lFh&<
BYVET, chlcky), FTERBENERE ., ECDSAIREZFEATIH A NOEGEENE
L%,


https://tools.cisco.com/bugsearch/bug/CSCuu02848/?reffering_site=dumpcr
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KRS E ASAICEETD RFAXPTIF, FHlBERERERELTVET,

48 B : OpenSSL ZEAL T, 74T T4 T 17AE. CARGIAE. B RVOMWER
F—HS PKCS125IBHERAEKT S

1. ZO7OCANETEATVWE S AT AIC OpenSSL A1 VAR—=I)LEhTWVWD Z & =R

LE9., Mac OSX 8 & GNU/Linux I—H—0NFE, ChiETF7FINRNTA U AN=ILE

nEd,
2 BMBETALIRNVICHVERRT,

Windows DFE : 7 A NTlE, 1—FT 1T 1 1& C:\Openssl\bin IC1 > AR—=)LEh
F9, cOBATIAN R 7OV NEHREET,

Mac OSX/Linux M3F& : PKCS12 itAEZER T D LHICHEZTALIKNIUT, 2—=X
FILTA2 ROZEREET,

B.HIDFIETHALLEFALINJIC, BEF— (privatekey.pem ), 7 A T2 T 4T 1 FLEA
& (certificate.crt) , HXTIL—K CAFEASEF I —2 (CACertcrt) D7 7 A I ZRTF
LEY,

MEFX—, TATOTATAARE, 8L —K CAGIAEF I —2% PKCS12 77 A
WCHEELET, PKCS12AIAEZREBEIDLOD/NATL—XZANLET,

strong> openss1 pkcsl2 -export -out certificate.pfx -inkey privateKey.key -in certificate.crt -cer

4. £FRENT- PKCS12 5IFAE % Baseb4d TI > — RENEHEICETBRLET,
<#root>

openssl base64 -in certificate.pfx -out certificate.pl2

R, RBROFIETERESNIZAIAEZ, SSL TEATZILEHICAR—BLET,

BYIE 5 ¥

+ ASAOX V7 4F2L =23 ALK FURNTRBORE
« ASA T ASDM % {#F L T Microsoft Windows CA A 5 T X JLEIBHEEMET B HE
e TOZAHAI HR—bE RF 1 X B -Cisco Systems
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