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1. 1812J-A

hostname 1812J-A

!

ip cef

I

pseudowire-class L2TPv3
encapsulation 12tpv3

ip local interface LoopbackO
I

crypto isakmp policy 1
encr 3des

hash md5

authentication pre-share
group 2

crypto isakmp key cisco address 64.104.2.1
crypto isakmp keepalive 30 periodic!
crypto ipsec transform-set IPSEC esp-3des esp-md5-hmac



crypto map L2TPv3-IPSEC_to_campus 1 ipsec-isakmp
set peer 64.104.2.1

set transform-set IPSEC

match address 100

I

interface Loopback0

ip address 64.2.2.14 255.255.255.0

I

interface FastEthernetO

no ip address

duplex auto

speed auto

pppoe enable

pppoe-client dial-pool-number 1

I

interface FastEthernet1

no ip address

duplex auto

speed auto

no cdp enable

xconnect 64.104.2.1 1 pw-class L2TPv3
I

interface Dialer1

ip unnumbered LoopbackO

ip mtu 1454

encapsulation ppp

dialer pool 1

dialer-group 1

ppp authentication chap callin

ppp chap hostname Flet's@cisco.com
ppp chap password 0 cisco

crypto map L2TPv3-IPSEC_to_campus
I

ip classless

ip route 0.0.0.0 0.0.0.0 Dialer1

!

access-list 1 permit any

access-list 100 permit 115 host 64.2.2.14 host 64.104.2.1
dialer-list 1 protocol ip permit

I

end

2.1812J-B

hostname 1812J-B

!

ip cef

!

pseudowire-class L2TPv3
encapsulation 12tpv3

ip local interface LoopbackO



I

crypto isakmp policy 1

encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 64.2.2.14
crypto isakmp keepalive 30 periodic!
crypto ipsec transform-set IPSEC esp-3des esp-md5-hmac
I

crypto map L2TPv3-IPSEC_to_branch 10 ipsec-isakmp
set peer 64.2.2.14

set transform-set IPSEC

match address 100

I

interface Loopback0

ip address 64.104.2.1 255.255.255.0

I

interface FastEthernetO

no ip address

duplex auto

speed auto

pppoe enable

pppoe-client dial-pool-number 1

I

interface FastEthernet1

no ip address

duplex auto

speed auto

no cdp enable

xconnect 64.2.2.14 1 pw-class L2TPv3
I

interface Dialer1

ip unnumbered LoopbackO

ip mtu 1454

encapsulation ppp

dialer pool 1

dialer-group 1

ppp authentication chap callin

ppp chap hostname Flet's@cisco.com
ppp chap password 0 cisco

crypto map L2TPv3-IPSEC_to_branch
I

ip classless

ip route 0.0.0.0 0.0.0.0 Dialer1
I

access-list 1 permit any
access-list 100 permit 115 host 64.104.2.1 host 64.2.2.14

dialer-list 1 protocol ip permit
I

end
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"crypto map L2TPv3-IPSEC_to_branch 1 ipsec-isakmp"
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