DMVPNZREAWE7 I XY S 11PSec VPNEEREER
Efl

2006 £ 7 A 31 HE®
2006 ¥ 6 A 21 B¥IAX

XY ND—OBEE

S ATLOEIREHE

HETIIRE

WMEBERBN—RIDIT | IVIRNIITEH

BN 740 =23y

) =\‘——t7‘&7é>37‘/ KRR
BRECELTDIEES

DMVPN(,._’JK,\'C

1.XY NDO—OU BB K

OO_\IO)U'I-POOI\J—\

—IJ Cisco 111
<

" 4
F ’?&

J-f Aok ‘%E_*

OSPF area 0

AEA

Cisto Clsco 181248
l FF T IPBec VPHELE 1 \&T |

1?2 16.11.0r24 1716120024

X BRETIITIBE, KESKR . =

2. AT ALADBREH

SODHRANETIhET N, PPPoE ARZRATH 7/ O0— RN RERERERHTETZ T —ERICT

. CiscoISR)L—ZZFEAL, 18—V NIEHKELET,
chs 3 D0 =%, DMVPN ( Dynamic Multipoint VPN ) ZFIBd2 CEIC&k W A TFIVRT

XHEICE IPSec VPN R RILZEY, £RK[ED 7L XY S 1 IPSec VPN RIFEZBET DK
EZITVWET,

3.EEYT IR

TNThOR[UIREL TWVWR -2, Y—EATONAE L) IPTRLAZRFEE A TLE
Fo NEREED IP 7 RLAZNEETNTHY, EXHBFHEABLVEHLARICKY, 14X

YIILIPTRLAZNEEZNTVWET, _ ) _
CNS3DDHR[BENOBEFEZAVEF—FXY MNELTEFITEFTSAORELZTVEY,


dmvpn_ipsec_vpn_1_big.gif

THEAOAAFIVIRBRTRLAREZYR—NT DA, X-A4RIC Multipoint GRE % 5% E
L. TDOLIZ IPSec VPN 8 LU NHRP DR EZETVET,
£, SRSEAORBBOAIZ OSPF #FHALET,

IPSec VPN ICBET A /NTFX—ZRELUTOEDZHRELF T,
(1)IKE CBETBH/NTAXA—4&

NFX—2F 2811 ( &%t 1812J-A ( X#tA) 1812J-B ( X#B)
BSE7ILIVXL 3DES 3DES 3DES

Ny aAF)LIVXL  MD5 MD5 MD5

FORE T = Pre-shared key Pre-shared key Pre-shared key
DH J)WL—7 2 ( 1024bit ) 2 ( 1024bit ) 2 ( 1024bit )
Pre-shared key cisco cisco cisco

(2)IPsec ICB8TD/NTAX—5&

NFAX—2F 2811 ( &%t ) 1812J-A ( X#tA ) 1812J-B ( X#B)
Z7Aa774IL% dmprofile dmprofile dmprofile
RZAT7Hd—LtY b q

% mvpnset dmvpnset dmvpnset

3DES ( 168bit ) 3DES ( 168bit ) 3DES ( 168bit )
| ESP-MD5-HMAC / ESP-MD5-HMAC / ESP-MDS5-HMAC

4NABREN—RITF/IVTINIDITF

ISR —XF&THAYR—RICT2FE (EL<KIF 2GE) ZE®BLET, ISR U—XICTAHE
A RRABEZR/N—RIVIFT/VIRNIITOEKIEDBRETREICEYET,

ESP NT AT #—A

759 NR—L TRLA> ALY RLAY
871 124 (2)T Bk N/A

1812J 124 (2)TBLE N/A

1841 123 (8) T BE 12.4 (1) BLE
28003 1) —X . .
(280112611/282112651 123 (8)T Bt 12.4 (1) BLE
38002/ 1) —A 123 (11) T Mt 124 (1) BLE

( 3825/3845 )
ABEFICHVTIE, Ciscol1812J :10S12.4 (2) T2, Cisco2811: 10S12.4 ( 5a ) &fE
ALTWET,

59> 7N 7140L—>3>
(1) 1812J-A

hostname 1812J-A
|

ip cef
I

crypto isakmp policy 1
encr 3des

hash md5
authentication pre-share



group 2

crypto isakmp key cisco address 0.0.0.0 0.0.0.0
crypto isakmp keepalive 30

I

crypto ipsec transform-set dmvpnset esp-3des esp-md5-hmac
I

crypto ipsec profile dmprofile

set transform-set dmvpnset

I

interface TunnelO

ip address 172.31.255.2 255.255.255.0
no ip redirects

ip mtu 1368

ip nhrp authentication dmcisco

ip nhrp map multicast 64.100.1.100

ip nhrp map 172.31.255.1 64.100.1.100
ip nhrp network-id 99

ip nhrp holdtime 300

ip nhrp nhs 172.31.255.1

ip ospf network broadcast

ip ospf priority 0

tunnel source Dialer1

tunnel mode gre multipoint

tunnel key 10

tunnel protection ipsec profile dmprofile
I

interface FastEthernetO

no ip address

duplex auto

speed auto

pppoe enable

pppoe-client dial-pool-number 1

I

interface FastEthernet3

switchport access vilan 20

I

interface VIan20

ip address 172.16.11.1 255.255.255.0
ip tcp adjust-mss 1328

I

interface Dialer1

ip address negotiated

ip mtu 1454

encapsulation ppp

dialer pool 1

dialer-group 1

ppp authentication pap callin

ppp chap hostname Flet's@cisco.com
ppp chap password 0 cisco

I

router ospf 1

log-adjacency-changes

network 172.16.11.0 0.0.0.255 area 0



network 172.31.255.0 0.0.0.255 area 0
i!p classless

ip route 0.0.0.0 0.0.0.0 Dialer1
:jialer-list 1 protocol ip permit

!end

(2)1812J-B

hostname 1812J-B

I

ip cef

!

crypto isakmp policy 1

encr 3des

hash md5

authentication pre-share
group 2

crypto isakmp key cisco address 0.0.0.0 0.0.0.0
crypto isakmp keepalive 30
I

crypto ipsec transform-set dmvpnset esp-3des esp-md5-hmac
I

crypto ipsec profile dmprofile

set transform-set dmvpnset

I

interface TunnelO

ip address 172.31.255.3 255.255.255.0
no ip redirects

ip mtu 1368

ip nhrp authentication dmcisco

ip nhrp map multicast 64.100.1.100

ip nhrp map 172.31.255.1 64.100.1.100
ip nhrp network-id 99

ip nhrp holdtime 300

ip nhrp nhs 172.31.255.1

ip ospf network broadcast

ip ospf priority 0

tunnel source Dialer1

tunnel mode gre multipoint

tunnel key 10

tunnel protection ipsec profile dmprofile
I

interface FastEthernetO

no ip address

duplex auto

speed auto

pppoe enable

pppoe-client dial-pool-number 1

I

interface FastEthernet3



switchport access vilan 20

I

interface VIan20

ip address 172.16.12.1 255.255.255.0
ip tcp adjust-mss 1328

I

interface Dialer1

ip address negotiated

ip mtu 1454

encapsulation ppp

dialer pool 1

dialer-group 1

ppp authentication pap callin

ppp chap hostname Flet's@cisco.com
ppp chap password 0 cisco

I

router ospf 1

log-adjacency-changes

network 172.16.12.0 0.0.0.255 area 0
network 172.31.255.0 0.0.0.255 area 0
!

ip classless

ip route 0.0.0.0 0.0.0.0 Dialer1

I

dialer-list 1 protocol ip permit

I

end

(3) 2811

hostname C2811

I

ip cef

!

crypto isakmp policy 1

encr 3des

hash md5

authentication pre-share
group 2

crypto isakmp key cisco address 0.0.0.0 0.0.0.0
crypto isakmp keepalive 30
I

crypto ipsec transform-set dmvpnset esp-3des esp-md5-hmac
I

crypto ipsec profile dmprofile

set transform-set dmvpnset

I

interface TunnelO

ip address 172.31.255.1 255.255.255.0
no ip redirects

ip mtu 1368

ip nhrp authentication dmcisco

ip nhrp map multicast dynamic



ip nhrp network-id 99

ip nhrp holdtime 300

ip ospf network broadcast

tunnel source Dialer1

tunnel mode gre multipoint

tunnel key 10

tunnel protection ipsec profile dmprofile
I

interface Loopback0

ip address 64.100.1.100 255.255.255.0
I

interface FastEthernet0/0

no ip address

duplex auto

speed auto

pppoe enable

pppoe-client dial-pool-number 1

I

interface FastEthernet0/1

ip address 172.16.10.1 255.255.255.0
ip tcp adjust-mss 1328

duplex auto

speed auto

I

interface Dialer1

ip unnumbered LoopbackO

ip mtu 1454

encapsulation ppp

dialer pool 1

dialer-group 1

ppp authentication chap callin

ppp chap hostname Flet's@cisco.com
ppp chap password 0 cisco

I

router ospf 1

log-adjacency-changes

network 172.16.10.0 0.0.0.255 area 0
network 172.31.255.0 0.0.0.255 area 0
I

ip route 0.0.0.0 0.0.0.0 Dialer1
I

dialer-list 1 protocol ip permit
I

end
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