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no service single-slot-reload-enable
service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname cisco_endpoint

!

logging rate-limit console 10 except errors
!

ip subnet-zero

!

no ip finger

!

ip audit notify log

ip audit po max-events 100

1

!--- Internet Key Exchange (IKE) configuration crypto
isakmp policy 1

authentication pre-share

crypto isakmp key ciscorules address 172.18.124.157
1

!--- IPsec configuration crypto ipsec transform-set
rtpset esp-des esp-sha-hmac

1

crypto map rtp 1 ipsec-isakmp

set peer 172.18.124.157

set transform-set rtpset

match address 115

!

call rsvp-sync

cns event-service server

!

controller T1 1/0

!

controller T1 1/1

!

interface Ethernet0/0

ip address 172.18.124.35 255.255.255.240

ip nat outside

no ip mroute-cache

half-duplex

crypto map rtp

1

interface Ethernet0/1

ip address 192.168.1.1 255.255.255.0

ip nat inside

half-duplex

!

interface FastEthernetl/0

no ip address

shutdown

duplex auto

speed auto

!

ip kerberos source-interface any

ip nat pool INTERNET 172.18.124.36 172.18.124.36 netmask
255.255.255.240

ip nat inside source route-map nonat pool INTERNET
ip classless

ip route 0.0.0.0 0.0.0.0 172.18.124.34

no ip http server

1

access-list 101 deny ip 192.168.1.0 0.0.0.255 10.32.50.0
0.0.0.255




access-list 101 permit ip 192.168.1.0 0.0.0.255 any
access-list 115 permit ip 192.168.1.0 0.0.0.255
10.32.50.0 0.0.0.255

access-list 115 deny ip 192.168.1.0 0.0.0.255 any
route-map nonat permit 10

match ip address 101

!

dial-peer cor custom

!

line con 0

transport input none

line aux 0

line vty 0 4

login

1

end
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FIVIORAVRTFATIOA—I)NERETDICE. AOFIEZRTLET,

1.IKEZA 7214 LEIPsecT 7 AN RNTATEALRRYE—IZE>TELBD D,
[Properties] > [Encryption]Zi8iR LU T, CheckpointZ 4 72 A LB AADT T A MNZ—
HITDLSICHELET, CiscoDT 7 4L RDIKES A 7 R A LF86400% ( = 1440% ) T
HY), ROIN RTEETEE T, crypto isakmp policy #ifetime #&% X 1] 827 Cisco IKEZ
14724 LIE60 ~ 864008 T, CiscodT7 # )L NDIPsecTZ A 7 XA LlE3600% T,
crypto ipsec security-association lifetime seconds # 1V > RTCEETCE X T, FREARERE
Cisco IPsecT A4 7 Z A LlE120 ~ 864008 T9,



Properties Setup
High&wvailsbilty |  IPPoolMAT | Accesslists | Desktop Securty |
Securty Paolicy ] Tratfic Control ] Services ] Log and Alert ] Security Servers ]
Authentization ] S MDefender ] LDAF Encryption l ConnectControl ]
SKIF tanual IFSEC
[ Enable Expaortable SEIP _
. 5P allocation range [hes):
Change SEIP Session Key :
Everny |1 n Seconds [0 for infinity) From |'I a0
ar
Every 10485760 Bytes (O for infirity] To i
IK.E
Renegotiate [KE Security Azzociations every |'| 4410 minutes
Henegaotiate IPSEC Security Aszociations every |EEEII:1 gseconds
-WordPad | ﬁl:nmmand Prarnpt ||'ﬁ? BTPCPYPN - Check

2. Manage > Network objects > New ( F7=(XEdit ) > Network® JEIZi#BR L . Checkpoint® &
BIZHDAEBRY NT—(cpinside) DA TP TV NERELET, Zhik, Cisco access-
list 115 permit ip 192.168.1.0 0.0.0.255 10.32.50.0 0.0.0.2551V > KM% (2B ) XY
RO—=OE—BIHUENFH'Y) ET, [Location] ® [Internal] Zi#IRL £,



Metwork Properties |

General | MAT |

Mame:

P Address: [103250.0 Gt address |

Met Mask: |£05.250.205.0

Comment: Color: I ] vI

|' Lacation: |' Broadcast:

* |ntemnal ¢ Extemnal v Allowed O Dizallowed

Ok, I Cancel Help

3. Manage > Network objects > Edit® JEIZiER L T, setpeer 172.18.124.157V¥ > RT
Cisco)L— & ## FRTPCPVPN Checkpoint ( *— RNV I A ) IV RRANOATITON
EMEL =7, [Location] ® [Internal] ZiRIRL £, Type T Gateway ZZIRL £7,
[Modules Installed] ., [VPN-1 & FireWall-1]7 T ¥ 2Ry 9 A%&i®IRL . [Management
Station]F TV IVRY VAZBIRLE T,



Workstation Properties |

General | Interfaces | SNMP | NAT | Certiicates | wPN | authe 4| »]

Mame: RTPCPVFM
IP &ddress: |172.18.124.157 Get addrezs
Carnment: Firewalled gateway to internet
— Locatior: Type:
¥ |nternal © External ’7 " Host % Gateway
— Modules Inztalled
W WPM-1 & Firgiadall-1 Vergion: |41 ¥ Get
l_ Flood(z ate-1 Wersior | 4.1 [
I | Cormpression teramm 141 |~

¥ Management Station Color: I- vI

aFk. I Cancel Help

4. [Manage] > [Network objects] > [New] > [Network]ZiBR L T, Ciscoll—RXNDERIZH B 5
ExY ND—7% ( Tinside _ciscos EMEND ) DATS IV RNERELET, Chldk,
Cisco access-list 115 permit ip 192.168.1.0 0.0.0.255 10.32.50.0 0.0.0.2551X > RDEF T

(BF)RYRNID—DE—BIBIBEN®HY) ET, [Location] D [External] ZiBIRL £T,



Metwork Properties |

General | MAT |

HEIITIE.': inzide cizco

IP Address: [192.168.1.0 Gt address |

Met Mask: |£05.250.205.0

Comment: Color: I ] vI

|' Lacation: |' Broadcast:

" Intemnal & Extemnal v Allowed O Dizallowed

Ok, I Cancel Help

5. AFBDOCisco)l— 2P —RNIIALAFATOTONEEMTSICE, [BEE]>[ZXY NDO—9F
TN > [FRER]>[V—VAT—3 ) &BIRLET ( Tcisco_endpointy & FEIE
nd). <tnlE. crypto mapnamed~N > RAFEAHE NBCiscof > X—T7I 1 ATY,
[Location] ® [External] Zi#RL £9, Type T Gateway ZiBIRL £, & : [VPN-
1/FireWall-1]F T v VR Y JAFBRLBEVWTSEE L,



Workstation Properties |

General | Interfaces | SNMP | NAT | WPN |

M ame:
IP &ddress: |172.18.124.55 Get addrezs
Cornrment;
— Locatior: Type:
™ |nternal ©* External ’7 " Host % Gateway
— Modules Inztalled
[ WPM-1 & Firgt/all-1 Version: |41 7 Get
l_ Flood(z ate-1 Werzir (4.1 [
I | Cormpression versmtn (4. |~

[T Management Station Color: I- vI

aFk. I Cancel Help

6. [Manage] > [Network objects] > [Edit] ®JEIZiEIRL . Checkpoint *— KT T A I RKRA >
N ( TRTPCPVPN) EWSHEHET) O [VPN] 7 #4REL £, [Domain] ® F T, [Other] %
BEIRL TH S, Checkpoint EY RT—U ORI ( "cpinsides £EVWSERT) ZROAYTHY
>~ JARNNDSERL FT, [Encryption schemes defined] ® T T, [IKE] ZREIRLTHS
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Workstation Properties |
Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthEL|_'*|
— Domair: — Encmyption gchemes defined: ——
™ Walid Addresses(of Interfaces) ™ B=1 Manual IPSEC
& Other: r SKIP
I & Fevz
[T Esportable for SecuRemate Edit... |
= et ot Legang
I | it rafhe Eentel Legaig
aFk. I Cancel Help

7. DESEES{LOIKEZ’'ONT A ZRXODIRX >V RE—BITBDELIICEELF T, crypto isakmp
policy #encryption desi¥ : DESEE S LA T 7 2 )L N TH B =%, CiscoDFEETRRREN
Tt A,

8.RDIAX Y RIZ—HITBHELSIC, IKEZONT 1 ZSHAIN\Y 2 1 IZEELE T, crypto
isakmp policy #hash shaix : SHANY > TPV XALGETF 72N THB D, A0

NEETRERETRENEEA, ROBREZLZEL FT, [Aggressive Mode] ZF 7ICLE T,
[Supports Subnets] Z 7>/ IC L& 9, [Authentication Method] @ [Pre-Shared Secret] & 7>/
ICLULET, chldk, ROON RE—HLE T, crypto isakmp policy #authentication pre-



Generall Interfacesl SHMP‘I MAT I Cerificates  ¥PN |.-i'-.uthE 11

KE Properties k >

General I
— Key Negatiation Encrpption Method(z): - — Hazh Method: —
[~ MDE

r CasT
r IDES IF SHaAT1

— Authentication Method:
W Pre-Shared Secret Edit Secrets. ..
[T Public Key Signatures [EGrfigure..,

[T Supports Aggresive Mode W Supports Subnets

ak. Cancel Help

sharel
9. [Edit Secrets]Z2 1) vy U L T, EriH B F—%&Cisco crypto isakmp key key address A< >/
RE—HSBDIRSICRELET,




IKE Properties

General |

Shared Secret

— Shared Secrets List;

Workstation Properties

Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 1 | "I

g

x|

|

=]

Peer Mame

cizco endpoint

Shared Secret

Bt

E dit

Remove

Ok,

Canicel |

OF.

Cancel |

Help |

k.

Cancel |

Help |

10. [Manage] > [Network objects] > [Edit] D JE(Zi#IR L. Tcisco_endpointy @ [VPN] & 7 % #w
£ L X9, Domain ® T, Other ZiBIRL TH S Cisco XY ND—VORWAE ( T
inside_ciscos £WSEAI ) ZiBIRL £T., [Encryption schemes defined] ® T, [IKE] Z
BIRLTAS [Edif| 82UV LET,



Workstation Properties |

Eenerall Interface&l SHMF'I MaT PN |

— Domairn: — Encryption zchemes defined: ——
" Disabled I = Manual IPSEC
" Walid Addresses(of Interfaces) W [
& Other; r SKIP
I% inzide_cizco j
I | Ezpartabie far Secutemate Edi... |
= rattic Eantrel g g
I | Titrrar irafhic: Eental Legais

aF. Cancel Help

MROIANY RIC—HITBKSIC, IKEZO/NT 1 DESEES{tZZEL £9, crypto isakmp
policy #encryption des* : DESEES{L AT 7 2 )LNTH B 1%, CiscoDFRETRERTRE N
FtA

12. 80X RIC—HITBKSI(C, IKEZ’O/NT 1 ZSHAT/\NY 1 ICEELFE T, crypto
isakmp policy #hash shaix : SHANY S 2T F7IIV XL T 72 NTHBEH, A
OdNFRETRERRENETLA ROREZZEEL XY, [Aggressive Mode] 2F 7ICLET
o [Supports Subnets] Z7 >/ IC L& 9, [Authentication Method] @ [Pre-Shared Secret] %
FICULET, chld, ROON RE—HULE T, crypto isakmp policy #authentication



General] Interfaces] SNMF‘] NAT ] Certificates  ¥FM l.i'-.uthE L

KE Properties h by

General l
K.ey Megotiation Encrpption kMethod|z): Hazh Method:
[ MD5
= CAST
I =] 30es b SHAL
Authentication Method:
¥ Pre-Shared Secret Edit Secrets...

[ Public Eey Signatures

[ Supports Aggresive Mode W Supports Subnets

ak. Cancel Help

pre-share
13. Edit Secretsz 7 )Y ¥ L T, EHIHHEF—Zcrypto isakmp key key address address
Ciscod Y>> RE—FHTEBDLSICRELET,
]

General ]

Shared Secret b

Shared Secrets List:

FPeer Hame Shared Secret

BT PCEAPH

EEhT

Edit

Remowve

0] 4 Cancel |

aF. Cancel | Help |

14. [Policy Editor] 7 4 > R™J T, Source & Destination @M (C Tinside_ciscoy & T
cpinsides (MA@ ) ZRELEZIL—ILZHEALET, Service=Any, Action=Encrypt., &
& O Track=Long ZFREL £ 7,



?‘5"'FITP['P'UFH - Check Pomnt Policy Editos

File Edit Yiew Manage Policy ‘Window Help
M&E&Ro e 85456 | €&

E BEEFaglas & BEERY &

55 Secuity Policy - Standard | £ Address Translation - Standard | ¥ Bancwidih Policy - Standard |

d|

% ingide_cisco
i cpinside

% cpinside

$m nside_cisco

44

&) any

Source |D35ﬁnaﬁun| Service |

Action

For Help, press F1

Encrypt E}S Long |-E
I L‘J
RTPCPYPM 'ReadMiite 2

15. REOEEH|TA A&V YOL., [Z7ONT 1 OWE|ZBIRL T, BREIEEHLOTIC

EEL RS —EBAELET,

firity Paficy - Standard | £3 Addiess Translation - Standard | §E¥ Bandwidth Policy - Standard |

o]

icMp -

| L2 into-req
@Any é).-'!-m

J

P P Host et Ldap-Servers @ Icap m accept ﬂ

P FYY Host e LOQICal-Servers P l0ad_agent accept i
B inside_cisco B cpinside &) Any F == ’

% Cpinzide %‘ inside_cisco Wr

i&'ﬁ dest-unraach |
e echo-reply
e echo-request
- £ icmp-proto
At info-rephy

E_E;E mask-reply

IEMP maal rasi et

iITI

I im
iy |

=y

16. IKE ZBIRLTH S EditZ#O VY I LET,

Enciyption Properties | x| |

General |

— Encryption gchemes defined: —

= o

T2 manual IPSEC

™[] SHIP
™ [ PWir

ak. Cancel

Help




17. [IKE Properties]™V 1 > R*J T, crypto ipsec transform-set rtpset esp-des esp-sha-hmac]
I RDCisco IPsechTZ VAT A—LE—HTBRSIC, XROZ7ONTAZEELET,
[Transform] @ [Encryption + Data Integrity (ESP)] Zi2IRU E£9. BSTILIVXARK
DES. —XEEMESHATL, FAEhEET S — RV I A EABIL—2T—~DTA4 (T
cisco_endpointy EFFEND ) THHEIMBENHYWET, [OK|ZIUY 7|L/$3'o

IKE Properties

General |

Tranztorm:
L\.\S ¥ Encryption + Data Integrity [ESF)

™ Data Integrity Only [4H]

E ncrophtion &lgarithm:

D ata [ntegrity

Allowed Peer ateway:

[T Uze Perfect Fonward Secrecy

aFk. Cancel Help

18. Checkpoint ®F&EH. [Checkpoint] X — 1 —T [Policy] > [Install] Z:&RL, EENR%ZHE
MCLET,

i

CCTR, BENELKHELTVWACLZRABIDLHICEATIERERLET,

TORTYINAVER=TVRY—) (BFRI—YERH) (OIT) F, HED show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

- show crypto isakmp sa : E7Z& T % IR DIKE Security Association (SA ; EF¥1UFT 147
Y2 I—232 ) &2INTERRLET,
. show crypto ipsec sa : RENDSATHERAENTVRREEZRTLET,

N | R Rl

CCTR, BEORNS TN 1 —F 4 I I ERATEZRBHRERLET,

NSTMNA—FT42TDEHOIOIVR
Fdebug N> ROBEELXREH. 25RBL T<EEL,

X debug ON > REFBRATSHEIIC,
- debug crypto engine : BES{LEHB{LEZTOWSILIV OV CRTAITFNYV I XvE—S%
R®RERLET,
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- debug cryptoisakmp : IKE F1 X NICEETR XY E—D&ZKRLULET,
- debug crypto ipsec : IPsec 1 X R ERRLE T,

- clear crypto isakmp : ¥XTDF VT 17X IKEEHKREIVFLET,
. clearcryptosa: IXTD IPSecSAZIVFLZET,

XY NI—OKK

&5 R X4 > AD Checkpoint TEHBOBEEITDABRY NTJ—IUFREThTVBES, D
FNARIZEK2PTEFNRSORY ND—IONFBEONT 74 v IICHLTEIHNICEN DL
HFHYNVET, L—BFZNF—BITIDLSICHRETNRTVAWEES, NORIGEABRTHIEENHY)
£, LEXE, 10.0.0.0/24 £ 10.0.1.0/24 ODRFRY RD—IN R RIICEETNDLSICER
EENTVWRIEE., TNSH 10.0.0.0/23 ICEHNE D AEMN BV ET,

FIVIORALUbB

NZ v F>J& Policy Editor 74> RJT Long ICEREENTWVWB S, EREIhERNST 714V
IO E1—TIERTERRENET, KYFHALBTFNY TR, XROOYY RTRBTEEXT,

C:\WINNT\FW1\4.1\fwstop
C:\WINNT\FWl\4.1\fw d -d

TSI, BOTA RTUTROONY RZRITLET,

C:\WINNT\FW1l\4.1l\fwstart

X S hiEMicrosoft Windows NTO A4 > AKN—J)LTT,

FIVIORAVRNTSAZI VT TBICE, ROON RERITLET,

fw tab -t IKE_SA_table -x
fw tab -t ISAKMP_ESP_table -x
fw tab -t inbound_SPI -x
fw tab -t ISAKMP_AH_ table -x

TAreyousure ?1 EWS 7OV NG Tyes s E7AOV T RTRRENBVEENFHYET,

TNy T @ h 4

Configuration register is 0x2102

cisco_endpoint#debug crypto isakmp
Crypto ISAKMP debugging is on
cisco_endpoint#debug crypto isakmp
Crypto IPSEC debugging is on
cisco_endpoint#debug crypto engine
Crypto Engine debugging is on
cisco_endpoint#

20:54:06: IPSEC(sa_request): ,

(key eng. msg.) src= 172.18.124.35, dest= 172.18.124.157,
src_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4),
dest_proxy= 10.32.50.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0xA29984CA(2727969994), conn_id= 0, keysize= 0, flags= 0x4004
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using

protocol= ESP,
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ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP

ISAKMP

ISAKMP
id type
ISAKMP
ISAKMP
ISAKMP

ISAKMP
ISAKMP

ISAKMP
ISAKMP

ISAKMP:
ISAKMP:

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

received ke message (1/1)

local port 500, remote port 500

O O O o o o

(
(
(
(
(
(

(0:1):

(0:1):

beginning Main Mode exchange
sending packet to 172.18.124.157 (I) MM _NO_STATE
received packet from 172.18.124.157 (I) MM_NO_STATE
processing SA payload. message ID = 0
found peer pre-shared key matching 172.18.124.157
Checking ISAKMP transform 1 against priority 1 policy
encryption DES-CBC
hash SHA
default group 1
auth pre-share
atts are acceptable. Next payload is 0

CryptoEngine(: generate alg parameter
CRYPTO_ENGINE: Dh phase 1 status: 0
CRYPTO_ENGINE: Dh phase 1 status: 0

SA is doing pre-shared key authentication

ID_IPV4_ADDR

(0:1):
(0:1):
(0:1):

(0:1):
(0:1):

(0:1):

sending packet to 172.18.124.157 (I) MM_SA_SETUP
received packet from 172.18.124.157 (I) MM_SA_SETUP
processing KE payload. message ID = 0

CryptoEngine(: generate alg parameter

processing NONCE payload. message ID = 0
found peer pre-shared key matching 172.18.124.157

CryptoEngine(l: create ISAKMP SKEYID for conn id 1

SKEYID state generated

(1) : ID payload

next-payload

type
protocol
port
length
ISAKMP

ISAKMP
ISAKMP
ISAKMP
ISAKMP

ISAKMP
ISAKMP

ISAKMP
ISAKMP
ISAKMP

ISAKMP
ISAKMP

ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
validate proposal 0

8

1
17
500
8

(1) : Total payload length: 12

(0:1):
(0:1):
(0:1):
(0:1):

(0:1):
(0:1):

(0:1):

(0:1):

(0:1):

(0:1):
(0:1):

CryptoEnginel: generate hmac context for conn id 1

sending packet to 172.18.124.157 (I) MM_KEY_EXCH
received packet from 172.18.124.157 (I) MM_KEY_EXCH
processing ID payload. message ID = 0

processing HASH payload. message ID = 0

CryptoEngine(l: generate hmac context for conn id 1

SA has been authenticated with 172.18.124.157
beginning Quick Mode exchange, M-ID of 1855173267

CryptoEngine(l: generate hmac context for conn id 1

sending packet to 172.18.124.157 (I) QM_IDLE

CryptoEngine0: clear dh number for conn id 1

received packet from 172.18.124.157 (I) QOM_IDLE

CryptoEngine(l: generate hmac context for conn id 1

processing HASH payload. message ID = 1855173267
processing SA payload. message ID = 1855173267
Checking IPSec proposal 1

transform 1, ESP_DES
attributes in transform:

(0:1):

encaps is 1

SA life type in seconds

SA life duration (basic) of 3600

SA life type in kilobytes

SA life duration (VPI) of 0x0 0x46 0x50 0x0
authenticator is HMAC-SHA

atts are acceptable.

IPSEC (validate_proposal_request): proposal part #1,

dest= 172.18.124.157, src= 172.18.124.35,
dest_proxy= 10.32.50.0/255.255.255.0/0/0 (type=4),
src_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4),

transform= esp-des esp-sha-hmac ,



lifedur= 0s and Okb,

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
20:54:06: validate proposal request 0
20:54:06: ISAKMP (0:1): processing NONCE payload. message ID = 1855173267
20:54:06: ISAKMP (0:1): processing ID payload. message ID = 1855173267

20:54:06: ISAKMP (0:1): processing ID payload. message ID = 1855173267

20:54:06: CryptoEnginel: generate hmac context for conn id 1

20:54:06: ipsec allocate flow 0

20:54:06: ipsec allocate flow 0

20:54:06: ISAKMP (0:1): Creating IPSec SAs

20:54:06: inbound SA from 172.18.124.157 to 172.18.124.35

(proxy 10.32.50.0 to 192.168.1.0)

20:54:06: has spi 0xA29984CA and conn_id 2000 and flags 4

20:54:06: lifetime of 3600 seconds

20:54:06: lifetime of 4608000 kilobytes

20:54:06: outbound SA from 172.18.124.35 to 172.18.124.157
(proxy 192.168.1.0 to 10.32.50.0)

20:54:06: has spi 404516441 and conn_id 2001 and flags 4

20:54:06: lifetime of 3600 seconds

20:54:06: lifetime of 4608000 kilobytes

20:54:06: ISAKMP (0:1): sending packet to 172.18.124.157 (I) QM_IDLE
20:54:06: ISAKMP (0:1): deleting node 1855173267 error FALSE reason ""
20:54:06: IPSEC (key_engine): got a queue event...
20:54:06: IPSEC(initialize_sas): ,
(key eng. msg.) dest= 172.18.124.35, src= 172.18.124.157,
dest_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4),
src_proxy= 10.32.50.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0xA29984CA(2727969994), conn_id= 2000, keysize= 0, flags= 0x4
20:54:06: IPSEC(initialize_sas): ,
(key eng. msg.) src= 172.18.124.35, dest= 172.18.124.157,
src_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4),
dest_proxy= 10.32.50.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x181C6E59(404516441), conn_id= 2001, keysize= 0, flags= 0x4
20:54:06: IPSEC(create_sa): sa created,
(sa) sa_dest= 172.18.124.35, sa_prot= 50,
sa_spi= 0xA29984CA(2727969994),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 2000
20:54:06: IPSEC(create_sa): sa created,
(sa) sa_dest= 172.18.124.157, sa_prot= 50,
sa_spi= 0x181C6E59(404516441),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 2001
cisco_endpoint#sho cry ips sa

interface: Ethernet0/0
Crypto map tag: rtp, local addr. 172.18.124.35

local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.32.50.0/255.255.255.0/0/0)
current_peer: 172.18.124.157

PERMIT, flags={origin_is_acl,}

#pkts encaps: 14, #pkts encrypt: 14, #pkts digest 14

#pkts decaps: 14, #pkts decrypt: 14, #pkts verify 14

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0,

#pkts decompress failed: 0, #send errors 1, #recv errors 0

local crypto endpt.: 172.18.124.35, remote crypto endpt.: 172.18.124.

path mtu 1500, media mtu 1500
current outbound spi: 181C6E59

157



inbound esp sas:
spi: O0xA29984CA(2727969994)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow_id: 1, crypto map: rtp
--More-- sa timing: remaining key lifetime (k/sec):
(4607998/3447)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x181C6E59(404516441)

transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow_id: 2, crypto map: rtp
sa timing: remaining key lifetime (k/sec): (4607997/3447)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:
outbound pcp sas:
cisco_endpoint#show crypto isakmp sa
dst src state conn-id slot

172.18.124.157 172.18.124.35 QM_IDLE 1 0

cisco_endpoint#exit
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