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show crypto isakmp sa

show crypto ipsec sa

show crypto engine connection active

debug crypto isakmp

debug crypto ipsec
IZ—Xvt—20f

Replay Check Failed

QMFSM T 5 —

Invalid Local Address

IKE Message from X.X.X.X Failed its Sanity Check or is Malformed
E—ROMEBAETT LELE

Proxy Identities Not Supported

Transform Proposal Not Supported

No Cert and No Keys with Remote Peer

Peer Address X.X.X.X Not Found

IPsec Packet has Invalid SPI

PSEC(initialize sas) : 3% 7" O0F/ID
Reserved Not Zero on Payload 5

Hash Algorithm Offered does not Match Policy
HMAC Verification Failed

Remote Peer Not Responding

All IPSec SA Proposals Found Unacceptable
Packet Encryption/Decryption Error

Packets Receive Error Due to ESP Sequence Fail
7600 =X )N —RTVPN b ZNZBITDBROTS—

PIX DF/\v &
show crypto isakmp sa
show crypto ipsec sa

debug crypto isakmp



debug crypto ipsec
L=BEVPNISAT > b OEO—HRE S EFE
VPN b ZNADHTZY NETFOERTERN : ATUY NV ZI)L
PIX &£ VPN 954 F7 > b QOE O —fRH 75 BEE
b RIOBIEBICNT T4 Y IAFFABEL  PIXEEORY NT—J KT ping TEBEW
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bRNOTYTHR, BEQFTVT -3 HABELEWV : 95AT hTO MTU A%

sysopt AX > ROXE
FOEAHIMH) A (ACL ) O&EE
B
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CORFIXNTIE, CiscolOSP Y7 R I T E PIXIASA DA T IPsec DEIEZE NS T
A—FAVTITBLEHICFERAENZ —BROBETFNY T AT RICODVTHBELET,

B SR AT
B

CONZATITE, IPsec Z9 TICERELTWVWACEZRBELTVWET, SFMAICOVTIE.
FIPSec A I—<3aV/IKEZORIOL . #RBLTLSEETL,

FATAIVR—FB
CORFIXVNOBEHRIFE, ROVIRNIITEN—RIITON—TIVICETOVTVET,
« CiscolOS(R)yYV 7 DI 7
- IPsec #aEt Y b,

- 56i : B — ) ¥épata Encryption Standard (DES)BEZ 7R L & 9 (Cisco IOS®Y 7 R T 7 U 1) —2A
11.2L0B%),

- k2 : Triple DES #g£ZRLFE T (CiscolOS® Y 7RI F7 UI)—RA 120 &), ~
1) 7°)L DES (&, Cisco 2600 ) —XLIBTHERTEEXT,

« PIX : V5.0, FOTA7I92EDICE, >VTINEEFENITILDESOSA A
F—HBETT,

CORFIXNOBERHRIF. BREOSRARRICHZTNAARALCETVWTHEREhELEZ, COR
FAXKTEATDIIXNTOTFNAAG, JUTB(TF7FIIN ) RETHERZRBKLTLE
T ZEEBPORY ND—OTR., FEOXNVRIEL>TRCDAEMNI H2EEZ TOEIELT
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REZEOFHMBIZIOVTE, TRAOATFTIVZAIL T4V TADOKREES ZSRLUTKEZ L,
g 5L

IPsec VPN OREBICKT2HE MU AAAREREICOVTR. TS IL2LBELTIE—KTY
A IPSec VPN OBEEQ RS TN a—FT 4201 #BBBLTLSEZL,

CCTR. BEORNS TN 1—TFT14VJ2FHKRLT, DA TIVZAL HR—NIEHWVWEDE
PHICHATTED —MRNBEFIEOFITY VUARNEREATVRT,

CiscolOS® V7 NI T OTFTINY T

COEDa>ORNEYOTE., CiscolOS® YV 7 RIJITF7OFNYTIAR > RICOVTEHBELE
T, FHEICOVWTIWE., TIPSec XA I—av/IKEZ ORI, Z283BLTLSEEL,

show crypto isakmp sa

COOX > RiE., E7 DS nternet Security Association Management Protocol (ISAKMP) Security Associations (SAs) A

MERRLET,

dst src state conn-id slot
10.1.0.2 10.1.0.1 QM_IDLE 1 0

show crypto ipsec sa

COIOXVRE, ETETEEEI NIz IPsecSAZRLET. XY AJ—210.1.0.0 & 10.1.1.0
NEZRNDRNZ 74V I0EHIZ 10.1.01 &£ 10.1.0.2 DEICESIL N RILIBEENET,

AN RETIRNINDTY RTHEES N =2 D MEncapsulating Security Payload (ESP)SAZ R TE X T,
AH SA FFx\ o, RREAIANY R — (AH) BEAEhFEEA,

COON > RO B 6% IR Rshow cryptoipsecsal £ 9o

<#froot>

interface: FastEthernet0
Crypto map tag: test, local addr.

10.1.0.1
Tocal ident (addr/mask/prot/port): (

10. 1. 0. 0/ 255. 255. 255. 0/ 0/ 0

)
remote ident (addr/mask/prot/port): (

10. 1. 1. 0/ 255. 255. 255.0/0/0
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current_peer:

10.1.0.2

PERMIT, flags={origin_is_acl,}

#pkts encaps: 7767918, #pkts encrypt: 7767918, #pkts digest 7767918
#pkts decaps: 7760382, #pkts decrypt: 7760382, #pkts verify 7760382

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: O,
#pkts decompress failed: 0, #send errors 1, #recv errors 0

|l ocal crypto endpt.: 10.1.0.1, renpote crypto endpt.: 10.1.0.2

path mtu 1500, media mtu 1500
current outbound spi: 3D3
inbound

esp

sas:
spi: Ox136A010F(325714191)
transform:

esp- 3des esp- nd5- hnac

in use settings ={

Tunne

slot: 0, conn id: 3442, flow_id: 1443, crypto map: test
sa timing:

remai ning key lifetine (k/sec): (4608000/52)

IV size: 8 bytes
replay detection support: Y
inbound

ah

sas:

inbound pcp sas:
inbound pcp sas:
outbound

esp

sas:
spi: 0x3D3(979)
transform:

esp- 3des esp- nd5- hnac

in use settings ={

Tunne

, 1
slot: 0, conn 1id: 3443, flow_id: 1444, crypto map: test
sa timing:



remai ning key lifetine (k/sec): (4608000/52)

IV size: 8 bytes
replay detection support: Y
outbound

ah

sas:
outbound pcp sas:

show crypto engine connection active

COOXVRIF, BEENEBALYDTI—X2SA L, R EENERNTSTAVYIONEEZRLET

o

7 I — X 2security Associations (A IE B F B TH D, FESAR—FRIORNZT T4 Y IDH%ERLET
(BSILERE. ESLEERE).

debug crypto isakmp

< 0 1~ debug cryptoisaskmp RO H A H|ZIRIZRLUE T,

<ttroot>

processing SA payload. message ID = 0
Checking ISAKMP transform against priority 1 policy
encryption DES-CBC
hash SHA
default group 2
auth pre-share
Tife type in seconds
1ife duration (basic) of 240

atts are acceptable

. Next payload is 0

processing KE payload. message ID = 0
processing NONCE payload. message ID = 0
processing ID payload. message ID = 0

SKEYID state generated

processing HASH payload. message ID = 0

SA has been authenticated

processing SA payload. message ID = 800032287

debug crypto ipsec

COIAXRRIEE, IPSech 2 RILIVRIRAVNDEETEREERTL T T scpoyoe NS
7347)##7?VFMJWT?0

saceae2 DD XY E—IHFEFEICIDT ORTENET, (ESP & AH ZERTTHHES,. 400
XY= HFRRENET, )



COIAX > RO HH7% KR TRdebug eryptoipsec U E T o

<{froot>

Checking IPSec proposal ltransform 1, ESP_DES
attributes in transform:

encaps is 1

SA 1ife type in seconds

SA 1ife duration (basic) of 3600

SA 1ife type in kilobytes

SA 1ife duration (VPI) of Ox0 0x46 0x50 0x0
HMAC algorithm is SHA

atts are acceptable.
Invalid attribute conbi nati ons between peers will show up as "atts
not acceptabl e".

IPSEC(validate_proposal_request): proposal part #2,
(key eng. msg.) dest= 10.1.0.2, src=10.1.0.1,
dest_proxy= 10.1.1.0/0.0.0.0/0/0,
src_proxy= 10.1.0.0/0.0.0.16/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac
Tifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
IPSEC(key_engine): got a queue event...
IPSEC(spi_response): getting spi 203563166 for SA
from 10.1.0.2 to 10.1.0.1 for prot 2
IPSEC(spi_response): getting spi 194838793 for SA
from 10.1.0.2 to 10.1.0.1 for prot 3
IPSEC(key_engine): got a queue event...
IPSEC(initialize_sas): ,
(key eng. msg.) dest=

10.1.0.2
, Src=

10.1.0.1

dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0
src_proxy= 10. 1. 0. 0/ 255. 255. 255. 0/ 0/ 0,

protocol=

ESP

, transform= esp-des esp-sha-hmac
Tifedur= 3600s and 4608000kb,
spi= 0xC22209E(203563166), conn_id= 3,
keysize=0, flags= 0x4
IPSEC(initialize_sas): ,
(key eng. msg.) src=

10.1.0.2
, dest=

10.1.0.1,



src_proxy= 10.1. 1. 0/ 255. 255. 255.0/0/0
dest _proxy= 10. 1. 0.0/ 255. 255. 255.0/0/0

protocol=
ESP

, transform= esp-des esp-sha-hmac
1ifedur= 3600s and 4608000kb,
spi= OxDEDOAB4(233638580), conn_id= 6,
keysize= 0, flags= 0x4
IPSEC(create_sa):

sa created

(sa) sa_dest= 10.1.0.2, sa_prot= 50,

sa_spi= 0xB9D0109(194838793),

sa_trans= esp-des esp-sha-hmac , sa_conn_id= 5
IPSEC(create_sa):

sa created

(sa) sa_dest= 10.1.0.2, sa_prot= 50,
sa_spi= OxDEDOAB4(233638580),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 6

I5— XvE—2 00

RD debug ANV RIZK 2T, FRICHIRTZDZIST— XV E—IHNERENET,
* debug crypto ipsec
* debug crypto isakmp

* debug crypt engine
Replay Check Failed

CHDIT—0OHHHI%ERIZR L Replay Check Failed" E T

%CRYPTO-4-PKT_REPLAY_ERR: decrypt: replay check failed connection id=#.

COIZ—E., (BCEINANEETIHEIL ) GEXTATORFNBEEENIZZO, £t
FREFEIAD D IEBOKREZNTY NENEBNT Y MMIXT S Cisco I0S® AFD/NT Y M
BNAFRETEVEHICHRELET,

ChEaRBRT D K5I transform-set EZEL F T, CreplycheckNld, HENBRBEICHDIHIRRE
mmmﬂwmwmmiﬁoZ@I?—xvt—DEWﬂﬁétm\mmwmﬁﬁtbfﬁ%%
DHETVWET,



Cisco bug ID CSCdp19680 ( B I1—H—HH ) ZSRBL TS EE L\,

QM FSM I Z—

IPsec L2L VPN R RIILAPIX 77 AT O —)LEI-IE ASA TEBET. QUFSM IS — XV
E—INRFENET,

EZZ5N2EBHDIDEF, BEERFEBZSD NT T 1Y 2 AccessControl List (ACL),X® 7 1) 7" NACLIE E D
Z7OFIDAEBET—HLAEVNZETT,

WHEOFINA ADBREEREL, BELACLF—BRLTVBZEERALTIEEL,
£5120EXSNBEAR,. RSYRATA—L €Y N NSA—FZOF—HTT, MHTED

EEUNZX—ZFBEEHN, VPN T—KRIDIAHABURNZ AT #—LtYy NEEAL TV
DR LTSEEL,

Invalid Local Address

R, SOIZ— XV E—20HNblEeRLET,

IPSEC(validate_proposal): invalid local address 10.2.0.2
ISAKMP (0:3): atts not acceptable. Next payload is 0
ISAKMP (0:3): SA not acceptable!

CHIT—AVvE—2EF, RO2 2O—WEBERAEOVWTAICEELET,

* crypto map map-name local-addressinterfaceidc D AN~ RZFEHT D &, I—RBFEEE LT RL
AZFEATHEIDICEBIEND S, BT RLANEBIEREL TEAEhET,

s Crypomap NERO2 AV R—TIAARICEBRHETEATVSD D, FEREF>E<S<EARATAhATLAV
o REZREL, BENYTHNELVWA 2V ER—T I AICEHATNTVRCLEZBAOHET

o

IKE Message from X.X.X.X Failed its Sanity Check or is Malformed

M debug IZ—k, E7OEFRHEF—D—BLBEVESIIRTENET, COBEZEET
BICE, MECTEIRAEF—ZHEELET,

1dOOH : %CRPTO-4-IKMP_BAD_MESSAGE: IKE message from 198.51.100.1 failed its
sanity check or is malformed

ET7TXA2E—ROMEBIZKHL I


https://tools.cisco.com/bugsearch/bug/CSCdp19680
https://tools.cisco.com/RPF/register/register.do

I5—XYE—20H%RIZEAManModeLETo XA T—ROEZEEF, 7TI—X 1R —H
mMET—HLEBEVWCEERLTVWET,

1d00Oh: ISAKMP (0:1): atts are not acceptable. Next payload is O

1d00h: ISAKMP (0:1); no offers accepted!

1d00h: ISAKMP (0:1): SA not acceptable!

1d00h: %CRYPTO-6-IKMP_MODE_FAILURE: Processing of Main Mode failed with
peer at 198.51.100.1

show crypto isakmp sa_1~¥ > Ri, ISAKMP SADBFFZERRL EFTMM_NO_STATE, hld, XA
Y E—RAKBUECEEERLTVET,

dst src state conn-1id slot
10.1.1.2 10.1.1.1 MM_NO_STATE 1 0

7I—X1RV—HFEFOETTHREENATVSRE, FEITXNTOEENF —BLTWE L
ZHRLTLSEZL,

Encryption DES or 3DES

Hash MD5 or SHA

Diffie-Hellman Group 1 or 2

Authentication {rsa-sig | rsa-encr | pre-share

Proxy ldentities Not Supported

COXY =T, IPsec NZT7AYTRADT VLA VAR —HBLBEWBEICT/NY JTRR
ETNhET,

1d0Oh: IPSec(validate_transform_proposal): proxy identities not supported
1d00h: ISAKMP: IPSec policy invalidated proposal
1d00h: ISAKMP (0:2): SA not acceptable!

BEETEOTVEAVARNCEVLEZS -V TIRLBENBYERT (TNXTOIRNIHNER
ARETHIVENHYNET ). XROHF, CORICODVTHALTLERT,

Peer A

access-1ist 150 permit ip 172.21.113.0 0.0.0.255 172.21.114.0 0.0.0.255
access-1ist 150 permit ip host 10.2.0.8 host 172.21.114.123

Peer B



access-1list 150 permit ip 172.21.114.0 0.0.0.255 172.21.113.0 0.0.0.255
access-1list 150 permit ip host 172.21.114.123 host 10.2.0.8

Transform Proposal Not Supported

COXYtE—TF, 7T—X2(IPsec) "W T—HL TVAEVBEICRTENET., ChHix
LE<RETHON, NSYRTF—A 1Y NHCR—BYEERENEETHBATT.

1d00h: IPSec (validate_proposal): transform proposal

(port 3, trans 2, hmac_alg 2) not supported
1d00h: ISAKMP (0:2) : atts not acceptable. Next payload is 0
1d00h: ISAKMP (0:2) SA not acceptable

RZDRAT7#—L Y MIFEBRT—HIZDEZBIALTSEEZL,

crypto ipsec transform-set transform-set-name transforml
[transform2 [transform3]]

? ah-md5-hmac

ah-sha-hmac

esp-des

esp-des and esp-md5-hmac

esp-des and esp-sha-hmac

esp-3des and esp-md5-hmac

esp-3des and esp-sha-hmac

comp-1zs

NN N N N N N

No Cert and No Keys with Remote Peer

COXYE—IRF, L—RICREENLEET PTRLAFBE>TVWSH, BEEThEZEZRL
TWET, E7 FRLAFELVWZE, BLVTT RLANFEARTHDEZ2BFELEXT,

1d00h: ISAKMP: No cert, and no keys (public or pre-shared) with
remote peer 198.51.100.2

Peer Address X.X.X.X Not Found

BE, COIZ—XYvtE—2RFIT—XYtE—2 & HIZRRVPN 3000 Concentrator & 11K 9 "Message: No
proposal chosen(14)" o chik, Eﬁﬁltx |\FEﬂ_C‘ﬁ'7b*L_C WBEHTTY,

LW—BFRETRE, I-FRACBREALETOR—YILAETTRBELSTIEA VANI—HKTS
LS BIEFT IPSec Z7OR—FIAREENTVET,



RSTAYVIERETDRANEED., FWERERBRZYND—IODFTIOEAJVARNTEEE O
TVWET, ChEBETDICE, OB RNL—ZFD8IIL—FETOOELHKICHSTIIL—Z
ZTOR—FILDNEICTICRENZDELSICLET,

ChICKY), REDKRANIRGAC—HBLET,

20:44:44: IPSEC(validate_proposal_request): proposal part #1,
(key eng. msg.) dest= 192.0.2.15, src=198.51.100.6,
dest_proxy= 10.0.0.76/255.255.255.255/0/0 (type=1),
src_proxy= 198.51.100.23/255.255.255.255/0/0 (type=1),
protocol= ESP, transform= esp-3des esp-md5-hmac ,
1ifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
20:44:44: IPSEC(validate_transform_proposal):
peer address 198.51.100.6 not found

IPsec Packet has Invalid SPI

COIZ— AV E—JOHEIHRFROESTY,

%PIX|ASA-4-402101: decaps: recd IPSEC packet has
invalid spi for destaddr=dest_address, prot=protocol, spi=number

§1§ L= |PSGC/\°'7' b4 I\ & N = T?—T:i_: L Security Parameters Index (SPI)73~ Wz ?E'E LTW Security Associations
Database (SADB)E To CNIEIANDERIC LD — BN BIRETH D AEMEN B ET,

« IPSecE7RBNDI—2 2 JIZH T B 7538 Security Sssociations (SA) WA B V) £ T
c A=A SANTITENTVS.
« BOEENTY NN IPsec ETICK > THEFENL.
ChEREOARMENBY) XTI,
HRLE

E7E. O—ALSAHF VI TENLCEZ2RBLBVAREANBYET, O—HIL IIL—2H5
FLVWERARLIENDE, 2DOOETHAERICBRIUENDEEN HVET. 550V, BE
DRENBHBICEERSBVBER, BREZHMAICHEIL THZD, FERETOEEREICH
WEHLEZET,

PSEC(initialize_sas) : &% 7'"O0F 1D

COIZ—E, BELEZOFZIDY, TORAVARTEREENTVWA7OF2IDE—HLE
W & Z15757 IPSEC(initialize_sas): invalid proxy IDs" RLTVET,



WA —BLTVWRELE2BAODICIE, debug ANV RHEDZERIELE T,

ZTAOR—HI)ILERD debug AN R AT, access-list 103 permitip 10.1.1.0 0.0.0.255
10.1.0.0 0.0.0.255 "—BHL TWEE A,

TOERBAVANE, —HAOWTRERY ND—JBBETHY, LD TERANEETT,

21:57:57: IPSEC(validate_proposal_request): proposal part #1,
(key eng. msg.) dest= 192.0.2.1, src=192.0.2.2,
dest_proxy= 10.1.1.1/255.255.255.0/0/0 (type=4),
src_proxy= 10.2.0.1/255.255.255.0/0/0 (type=4)

Reserved Not Zero on Payload 5

ChiF ISAKMP F—A—HL TVWREVWC L Z2BRLE T, ERIC—HTEBIICE, F—0BEXK
FREUEY N ZITLET,

Hash Algorithm Offered does not Match Policy

BREENEISAKMP RS —A", UE—KN ETFICE 2> TERRENERUS—E—HLAVEE
CIL—RIEF 65535 F 7 AN RUS—EHITLET,

FTNTE—HLEWVESE. ISAKMP X3 I—>3a kB UET,

dA—HFk, ILl—R ETE LS H D Hash agorithm offered does not match policy!"*Encryption algorithm offered does not match
policy" BRI XY £—J B Z TEY) £ 9,

<tfroot>

=RouterA=

3d01lh: ISAKMP (0:1): processing SA payload. message ID = 0

3d01h: ISAKMP (0:1): found peer pre-shared key matched 203.0.113.22
ISAKMP (0:1):

Checking | SAKMP transform 1 against priority 1 policy

ISAKMP: encryption 3DES-CBC

ISAKMP: hash MD5

ISAKMP: default group 1

ISAKMP: auth pre-share

ISAKMP: Tife type in seconds

ISAKMP: Tife duration (VPI) of 0x0 Ox1 O0x51 0x80

ISAKMP (0:1):

Hash al gorithm of fered does not match policy!
ISAKMP (0:1):

atts are not acceptable. Next payload is O

=RouterB=
ISAKMP (0:1):



Checking | SAKMP transform 1 against priority 65535 policy

ISAKMP: encryption 3DES-CBC

ISAKMP: hash MD5

ISAKMP: default group 1

ISAKMP: auth pre-share

ISAKMP: Tife type in seconds

ISAKMP: Tife duration (VPI) of 0x0 Ox1 O0x51 0x80

ISAKMP (0:1):

Encryption al gorithm offered does not match policy!
ISAKMP (0:1):

atts are not acceptable. Next payload is O

ISAKMP (0:1):

no offers accepted!

ISAKMP (0:1):

phase 1 SA not acceptabl e!

HMAC Verification Failed

CHDIZT—XYtE—2F, IPSec/NT Y N TORREEIZ KB U 7= 155 Hash Message Authentication Codel $R &5
ThET, ChEFBE. NTY RASHOFTHIELTVWSRFEICEIYET,

<#froot>

Sep 22 11:02:39 203.0.113.16 2435:
Sep 22 11:02:39:

9YVOTCR- 1- ERROR: not cr _crypto_cal | back() nmotcr return failure

Sep 22 11:02:39 203.0.113.16 2436:
Sep 22 11:02:39:

9YVOTCR- 1- PKTENGRET_ERROR: MOTCR Pkt Eng Return Val ue = 0x20000,
Pkt EngRet ur n_MACM sconpar e

COIT— XY E—IHNEEELEERTENDERR. BRTERT, LAL., ECLETRYIRE
Nn3EER. NTYNOBIBORRAZAEITZIHENf HBVET,. BSTI7ESL—FOXRMBH R
RTH2BENHYNET,

Remote Peer Not Responding

CHDIZ— XV tE—2F, FFURTA—LEY NOF—BHNHZIBEICRTENET, WAHD
E7T—HIBNTATA—LEY MIRETNATVD L ZRABLET,

All IPSec SA Proposals Found Unacceptable

CODIZ— XY tE—2F, 7T—X2IPsec NFX—ZAO—HAILERFVE—N 4 NOET



—HLBWEECHRELET,

COBBZFERTDICE, ThSA—HL., EEZVPNARBIUEIhDKRSIC, NTFUAT#—
LY NTEUNZA—Z2ZEELET,

Packet Encryption/Decryption Error

COIZ— AV E—JOHEIHRFROEHTY,

HW_VPN-1-HPRXERR: Virtual Private Network (VPN) ModuleO/2: Packet Encryption/Decryption
error, status=4615

COIZ—XYE—D0RER., ROVThADARENAHY ET,

s V7SO XF—=23a> : 75X MEENLEESANTY RA7ORRA RAAMYFT&
NET, ChickY, J7ARNAAYFoTENENTY R, 7O0CAARAYFT&
NENTY NKVYERIC VPN A— RICEBIVICEEEINET,

TOAEARAYF OO NTY REKYWERICREBEND T 7ANAAYF OO NTY "MHELBSD
. TOCARAARAMYF I NTYRODESP EHEGEAH S —T 2 ABENFH<EY, Thsn/N
TYRNHF VPN OD—RIZBIBEITDEEICEF, >—T 2 ABSNFUTL AN ET,

chk, FRTZATEICICEUTAHELERGRESPY—TABEIS— (ThTNR 4615 L
4612 ) DREERVET,

c BLB2EFYYIATIVNI  COIT—HRETIHNOHNE., 77ARNRAYTF F+
VA TIVRNIUAELSEY, FYVIIAIRBEZFSIBAONT Y RATOERARSY F2
JEhBBETY,

(] 38 5

1.3DES hT VA7 A—AL Y FTIXTOBEDOFEFLZ A 7ICL T, ESP-DES/3DES Zf§
BALET, Chicky, BE/TFIVTLARENSNRNICEDICAY), [EFOFRER
(BELLE)IPSechZ 714V UICEETZ/NT Y NEET S —ABHLEE %HW_VPN-1-HPRXERR:

Hardware VPNO/2: Packet Encryption/Decryption error, status=46151 FK T,

2. CCTCHAITAERICEHAENDEEEDIDIE., BEAN —LAOYH A Maximum Transmission
Unit MTU) A Z1400/N 1 R ERBICEEET B ETT, SERAANI—LDBREEIZY N
(MTU ) B4 X% 1400 N1 R&K W PELKRETDICIEE, ROOANRZAALET,

ip tcp adjust-mss 1300

B.AMA—RZEMILEXT,



A)N—BRAVR—TIAATT]7ANCEF R4 YF T %FT7I_LET, 77—ARNARAY
FoOREBRTBICE, 1 F—TIA AR 74F21L—23F—RTROIOIVRE
FERLET,

no ip route-cache

Packets Receive Error Due to ESP Sequence Fail

CHDIT— XY tE—T0HZRIZRLET,

%C1700_EM-1-ERROR: packet-rx error: ESP sequence fail

COIT— AV E—DRBE. LTOVWTFhADREZRLTVET,

* QS XAZAXLNBO>THREENTVSEDHIZ, IPsec BEILNT Y MBS —RIC&K
2TCABYRIEFTEEEND,

s FEAFNAATNTY NOIEFAZEEEh1-HIC, BEIL—XTEEL L IPsec NTY B
DIEFAFR2>TWVD,

« ZELEIPsec NTY R TS50 X M h, FiAEREESOHIICChZUT T
FTRIVLENHD,

(] 36 5%
1. BEIL—REZEFEIL—RTIPsec RZ714YIM QoS ZEMIZLET,
2. BEIIL—32D IPsec BRIV Z I XT3V ZBMILET,

<#root>
Router(config-if)#

crypto i psec fragnmentation before-encryption

B.7TUXYMLIBBENBEVWH A XIZ MTU EZRRELE T,

<#root>
Router(config)#

interface type [slot_#/]port_#



<#root>
Router(config-if)#

ip mu MU size_in_bytes

4. FORNLAVTHEATEZREHMDLERA X—IC Cisco I0OS® A X—2# T Y7 JL—R
LEXT,

WTFNADL—RTMTUH A XEBETHE, TOA Y E—T I/ ATRIELTLBTRTO N
RILFIFEnET,

COEBRE, ATV1-NEhiTd TV I LAOBIIOAKETIDLSFHEIL T LT,
7600 =X )IL—Z2TVPN R R ZBIUTIENOIS—

7600 V=X )L—RTVPN RURILZEBIULKRSELEEEIL, COIT—Z2ZTBYET,

crypto_engine_select_crypto_engine: can't handle any more

COIT—IE, 76002 ) —AN—ZFTYTRNIITHBEBINFHFR—REATVWEVESICREL
E£FF, 7600 > —X J)L—R Tk, IPsecSPA/N\— R ITF7HBLTIPsec b X)LiKkix%EHR—
RTEEBA, 7600 )L—2 T IPSEC-SPA H— REFEATDHBEICOIK VPN FHR—KEhE
9,

PIXD7/I\NY T

show crypto isakmp sa

COOXVREF, ETEICHEES N ISAKMP SA ZRLET,

dst src state conn-id slot
10.1.0.2 10.1.0.1 QM_IDLE 1 0

show crypto isakmp sa® H A Tlk, REREIZQLIDLETH D HBEN HV) ET, REN
MM_KEY_EXCH TH»%B 5k, REENEZEIHEF—AHNELLBVDL, ETDOIP 7 RLAN
EExHo>TLVET,

<tfroot>



PIX(config)#

show crypto isaknp sa

Total 12
Embryonic : 1
dst src state pending created
192.168.254.250 10.177.243.187 MM_KEY_EXCH O 0

COBERF, ELVWIP7RLAFLEEIENHAEF—EREIDETHBETEET,
show crypto ipsec sa

COIOXVRE, ETHETEEEI NIz IPsecSAZRLET. XY DT —%10.1.0.0 & 10.1.1.0
NDEZRND NS 7 14v URIC10.1.01 £ 10.1.02 DBICES{EL N RILFBRERENET,

BEASLUVRERTESREEINE2 DOESPSA ZHETEEXT, AHSAA VWS, AH E6E
AehFxzrtA,

C NN RO Flshow cryptoipsecsaZ IR DH A ICRLET,

<#root>

interface: outside
Crypto map tag: vpn, Tlocal addr. 10.1.0.1
Tocal ident (addr/mask/prot/port): (

10. 1. 0. 0/ 255. 255. 255. 0/ 0/ 0

)
remote ident (addr/mask/prot/port): (

10. 1. 0. 2/ 255. 255. 255. 255/ 0/ 0

)
current_peer: 10.2.1.1

dynami c all ocated peer ip: 10.1.0.2

PERMIT, flags={}

#pkts encaps: 345, #pkts encrypt: 345, #pkts digest 0

#pkts decaps: 366, #pkts decrypt: 366, #pkts verify 0

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0,

#pkts decompress failed: 0, #send errors 0, #recv errors 0
Tocal crypto endpt.: 10.1.0.1, remote crypto endpt.: 10.1.0.2
path mtu 1500, ipsec overhead 56, media mtu 1500
current outbound spi: 9ad6ecae
inbound

esp

sas:
spi: 0x50b98b5(84646069)
transform: esp-3des esp-md5-hmac ,
in use settings ={

Tunnel



slot: 0, conn id: 1, crypto map: vpn
sa timing: remaining key Tifetime (k/sec): (460800/21)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:

inbound pcp sas:

outbound
esp

sas:
spi: Ox9a46ecae(2588339374)
transform: esp-3des esp-md5-hmac ,
in use settings ={

Tunne

slot: 0, conn id: 2, crypto map: vpn
sa timing: remaining key Tifetime (k/sec): (460800/21)
IV size: 8 bytes
replay detection support: Y
outbound ah sas:

debug crypto isakmp

COIXZ RTIF IPSec HEBEICERTBT/NY JHERAKRE N, MRTEREABTVLEHICESR
ThERUIOBMEEY RFREIhET,

28 B OBE(DESO KD V) IZ3DES% & 1T L Secure Hash Algorithm (sHA) TZ (T AN S 1, ISAKMP SAY
BEINET,

T, 2OFNYIRO—DIL 7=ILHr5DOIPF7RLRA(10.3281) ZZFANDIZAVIT
VT OSATIMNNDSEHIENE T, ISAKMPSA AR Eh3 &, IPSec BN RO IT—
Reh, ZBHANTEERBZENET,

TDE, PIXIFRODESIZ IPSec SA ZRELEFT, DN RO B 6% IR I Rdebug crypto
isskmpL £ J o

<tfroot>

crypto_isakmp_process_block: src 10.1.0.1, dest 10.1.0.2

OAK_AG exchange

ISAKMP (0): processing SA payload. message ID = 0

ISAKMP (0): Checking ISAKMP transform 1 against priority 1 policy

ISAKMP: encryption DES-CBC
ISAKMP: hash MD5

ISAKMP: default group 1
ISAKMP: auth pre-share
ISAKMP (0):

atts are not acceptable



. Next
ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

ISAKMP

payload is 3

()

: Checking ISAKMP transform 3 against priority 1 policy
encryption 3DES-CBC
hash SHA
default group 1
auth pre-share

0):

atts are acceptable

. Next
ISAKMP

ISAKMP:

OAK_QM
ISAKMP
ISAKMP
return

payload is 3

()

: processing KE payload. message ID = 0

Created a peer node for 10.1.0.2
exchange

(0:
(0:

0): Need config/address
0): initiating peer config to 10.1.0.2. ID

2607270170 (0x9b67c91a)

status is IKMP_NO_ERROR

crypto_isakmp_process_block: src 10.1.0.2, dest 10.1.0.1

ISAKMP_TRANSACTION exchange

ISAKMP (0:0): processing transaction payload from 10.1.0.2.
message ID = 2156506360

ISAKMP: Config payload CFG_ACK

ISAKMP (0:0):

peer accepted the address!

ISAKMP (0:0): processing saved QM.
oakTley_process_quick_mode:

OAK_QM_IDLE

ISAKMP (0): processing SA payload. message ID = 818324052

ISAKMP :
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

Checking IPSec proposal 1

transform 1, ESP_DES

attributes in transform:
authenticator is HMAC-MD5
encaps is 1

IPSEC(validate_proposal): transform proposal
(prot 3, trans 2, hmac_alg 1) not supported
ISAKMP (0):

atts not acceptable.

Next payload is O

ISAKMP :
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

Checking IPSec proposal 2

transform 1, ESP_3DES

attributes in transform:
authenticator is HMAC-MD5
encaps is 1

ISAKMP (0):

atts are acceptable.

ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP

0):
0):
0):
0):
0):

processing NONCE payload. message ID = 818324052
processing ID payload. message ID = 81
ID_IPV4_ADDR src 10.32.8.1 prot O port O
processing ID payload. message ID = 81
ID_IPV4_ADDR dst 10.1.0.1 prot O port O

INITIAL_CONTACTIPSEC(key_engine): got a queue event...

debug crypto ipsec

COIAN RIE, IPSec #E#tICBIT 3 debug EHZERLE T,



<ffroot>

IPSEC(key_engine): got a queue event...

IPSEC(spi_response): getting spi 0xd532efbd(3576885181) for SA
from 10.1.0.2 to 10.1.0.1 for prot 3

return status is IKMP_NO_ERROR

crypto_isakmp_process_block: src 10.1.0.2, dest 10.1.0.1

OAK_QM exchange

oakTley_process_quick_mode:

OAK_QM_AUTH_AWAIT

ISAKMP (0):

Creating | PSec SAs
i nbound SA from 10.1.0.2 to 10.1.0.1
(proxy 10.32.8.1 to 10.1.0.1.)
has spi 3576885181 and conn_id 2 and flags 4
outbound SA from 10.1.0.1 to 10.1.0.2
(proxy 10.1.0.1 to 10.32.8.1)
has spi 2749108168 and conn_id 1 and fl ags 4l PSEC(key_engi ne):
got a queue event..
I PSEC(initialize_sas

)i,
(key eng. msg.) dest= 10.1.0.1, src=10.1.0.2,

dest_proxy= 10.1.0.1/0.0.0.0/0/0 (type=1),

src_proxy= 10.32.8.1/0.0.0.0/0/0 (type=1),

protocol= ESP, transform= esp-3des esp-md5-hmac ,

Tifedur= 0s and Okb,

spi= 0xd532efbd(3576885181), conn_id= 2, keysize= 0, flags= 0x4
IPSEC(

initialize_sas

)i,
(key eng. msg.) src=10.1.0.1, dest= 10.1.0.2,

src_proxy= 10.1.0.1/0.0.0.0/0/0 (type=1),

dest_proxy= 10.32.8.1/0.0.0.0/0/0 (type=1),

protocol= ESP, transform= esp-3des esp-md5-hmac ,

Tifedur= 0s and Okb,

spi= 0xa3dc0fc8(2749108168), conn_id= 1, keysize= 0, flags= 0x4
return status is IKMP_NO_ERROR

IL—ZREVPNIOZAT > NOBO—iRH 75 ERE
VPN R ZILADHTZY NZTIOERATERWN : ATUY NN X)L

RDOIN—ZFREHDOHFIE, VPNEEORATVY NN RILZEMCTEDHEEZRLTVET,

O slittunne > Rk, ONY RTEREES N ETIL—TZBES F S cryptoisakmp dlient configuration group
hw-client-groupnameﬂ x£9,

ChiZ&kV)cisovendaient, FIL—ZEFEAL T, VPNRRILO—BTREVENIOYTZY NZ
TORATEEXT,

IPSec #HtDEF1UT A ZBES &AL, ShFTHOIAET, 1920218 XY hTJ—T LIC



RRILAFERENET,

OX Y RTERENTVEBVFNAARA (A VEZ—FRY MR E ) Naceesslis 1500 RTZ 7 4 Y o 70—
FES{tEhERA,

<#root>

!
crypto isaknp client configuration group hwclient-groupnane
key hw-client-password

dns 192.0.2.20 198.51.100.21

wins 192.0.2.22 192.0.2.23

domain cisco.com
pool dynpool

acl 150

access-list 150 pernit ip 192.0.2.18 0.0.0.127 any

PIX& VPN V254 TF7 > MOEO—iXHY & EE

COtEU>a>noREY U Tk, VPNClient3x ZFHL TIPSec IC PIX ZRETHAEICEL S
— RO BEEBECOVTHBALTVET, PIXDREFIK., N—23 2 6xICETVTVET,

RORILODBIALBICNT 71y IO FRABY  PXEEOXY NJ—2 KR T ping
TER

CHRBL—TAVITICEETZ—RNEEETT. AMICMHLEL., BHEALAD2EALHTRY MNMIE
BEEENATVEVRYRD—JDIL—KA PIX ICREENATVWD & Z2HBIEL TS EE L,

iz, ABRYND—=DICR. 94T RNTRLAZ7=ILHAOT RLAAIC, PIXIZRDI)L—
NEBETT,

RIZHE DBl ZRLET,

I--- Address of PIX 1inside interface.
ip address inside 10.1.1.1 255.255.255.240
l--- Route to the networks that are on the inside segment. !--- The next hop is the router on the insid

route inside 172.16.0.0 255.255.0.0 10.1.1.2 1



I--- Pool of addresses defined on PIX from which it assigns !--- addresses to the VPN Client for the I
ip local pool mypool 10.1.2.1-10.1.2.254
l--- On the internal router, if the default gateway is not !--- the PIX inside interface, then the rout

ip route 10.1.2.0 255.255.255.0 10.1.1.1

hNRILOTYTE, A=Y —HA2 32—V NEeSRTEZV : ATUYKNRY
xI
COMBEORE—RNEREGE. VPN V54TV RAS PIXAD IPSec RV R T, $XTO
NZZ74YIONRNYRILEBUTPIX77AT7I4—)LICESNhBETY,

PIX DHEETIE, RFT7AYIEZFLEAVE—TI(ALTIORI 7MY IEREYRT L
BHFAEhTVERA, LEN 2T, 1VE—XYRBTORST 1Y VRBELERA,
COMBEEBERTZICE, OV REFEApitunmd LET. COBER, 1 DEFREDORNT 7 4

YORKNRIBHTIERL, BYDKZ 714V VRN RIBATREESAZ—RY NZE
Bxronad, EVWSEXFICEIVTLVET,

<#root>
vpngroup vpn3000 split-tunnel 90

access-1list 90 permit ip 10.1.1.0 255.255.255.0
access-1list 90 permit ip 172.16.0.0 255.255.0.0

255.255.255.0
255.255.255.0

2o

0.1.2.0
0.1.2.0

vpngroup vpn3000 split-tunnel 0 N AN > Rk, ZFEALTATUY MM R ZBIZ LU F T accesslist

number 900

accesslist number W D IAN > Rk, EORNZ T4V INF N RN EBBIZHIMEEEL, BRYIET
DEAVANDRETERENET,

TOEAJARNE, denyon PIXERU T & % % E D & Network Address Translation (NAT) V) T T o
ROZIWDOTYTHE, BEOT7VT5—3ashF#$ELEY . OFA4TRTO
MTU A%

NORILDNBILIENDE, PXTT7ATIOF=)OERIZHZDZXYRND—U LD 2 IlpingZER
TTEEITH. Microsoft ZBEDHBENDT 7V r—>a > 2EHATEXRLA

REL

K<RESh®@ERF. NTY NOBKEEIZY N (MTU) Y41 AXTT, IPSec AYVEA—FHRKX
T50 ~60 NA NCBBZEANBY, CHATONTY MIEMEIET,



NTYRODYA XN 1500 (A Z—FXY ROFT7AIILKN) ZBAEHEE, FINAATNTY &
T5TAXNMETBIBENHYNET, ik, IPSecAYAE—2EBML ERE, Y14 XIF
1496 ( IPSec TOH/RKAME ) REIZKEWET,

C MO dshowinterfaceX >~ Rk, PO ATERIL—ZXFLEBROIIL—FLOBENDA > Z2—T I
A AODMTUZRRLE T,

RELHNSHEEETOIXNTONAOMTUZHBITR =HIZ, EEENETF—2T T LAHFMTUK
WREVWHEBIZLCDIZ—AYE—IHARERICENRENDELSIZ, SEITEEFASADT—
RIS LD E Y DoNot Fragment OF) N ZEREL TEEFEENET,

frag. needed and DF set

ROEABIE, IP7RLA10.1.1.2 B RV 172.16.1.56 DRARNBEDO/NAD MTU Z2RD2F% 5
EEZRLTVERT,

<#root>
Router#
debug ip icnp

ICMP packet debugging is on

!--- Perform an extended ping.

Router#
pi ng

Protocol [ip]:
Target IP address:

172.16.1.56

Repeat count [5]:
Datagram size [100]:

1550

Timeout in seconds [2]:

I--- Make sure you enter y for extended commands.

Extended commands [n]:

y
Source address or interface:

10.1.1.2

Type of service [0]:



l-—-- Set the DF bit as shown.

Set DF bit in IP header? [no]:

y

Validate reply data? [no]:

Data pattern [0OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 1550-byte ICMP Echos to 172.16.1.56, timeout is 2 seconds:

2w5d: ICMP: dst (172.16.1.56): frag. needed and DF set.
2w5d: ICMP: dst (172.16.1.56): frag. needed and DF set.
2w5d: ICMP: dst (172.16.1.56): frag. needed and DF set.
2w5d: ICMP: dst (172.16.1.56): frag. needed and DF set.
2w5d: ICMP: dst (172.16.1.56): frag. needed and DF set.
Success rate is 0 percent (0/5

1--- Reduce the datagram size further and perform extended ping again.

Router#
pi ng

Protocol [ip]:
Target IP address:

172.16.1.56

Repeat count [5]:
Datagram size [100]:

1500

Timeout in seconds [2]:
Extended commands [n]:

y
Source address or interface:

10.1.1.2

Type of service [0]:
Set DF bit in IP header? [no]:

y

Validate reply data? [no]:

Data pattern [0OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 1500-byte ICMP Echos to 172.16.1.56, timeout is 2 seconds:

2w5d: ICMP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2w5d: ICMP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2w5d: ICMP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2w5d: ICMP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2w5d: ICMP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2



Success rate is 100 percent (5/5), round-trip min/avg/max = 380/383/384 ms

VPN 9ZAT7NCRE MTUREBI-FTAUTAARBLTHY, I—FRBFhEFERALT
Cisco VPN Client ® MTU ZFRETE £ T,

PPP over Ethernet ( PPPoE ) 754 7> ~h A—H0OH&EE. PPPoE 7H 720 MTU ZH/EL
EC IS

VPN OZAT7ROMIUID—TFT AT 1 Z2FABITBICE. ROFIEZETLET,
1. 3Z3R start > Programs> Cisco System VPN Client > Set MTU.

2. &8N U Local AreaConnection, 1400F 723> REA#0 )Y OLET,
3. 7)Y Jok.

£\ Cisco Systems SetMTU x|
LaAUTION: MTU changes can altect your PL's performance on the netwoik.

— Mehwork Adapters [IPSec only)

Dialup Hetworking
Local Area Connmsction

— MTU Ophions

" Defaul {" 576 (= 1400 " Customn I

| Ok | Cancel | Help |

4. F)E1%Z#")IRL . Dial-up Networking.

5576 7)Y O LEIAT>avREZT7 )Y IL, ok



£ Cisco Systems SetMTL) .;; X

LAUTION: MTU change: can atect your PL's peflormance on the nelwailk.

— Metwork Adapters [IPSec only)

Loca Aiea onnscinon

— MTL Options

" Default {+ 576 (" 1400 {" Custom I

| ak. I Cancel | Help |

sysopt AN ROXE

PIX®IPSeci& E T sysopt connection permit-ipsec ¥ - RZH L. check ofconduit accesslis‘commandX &
FERACTICIPSechTZ 7 A Y ONPIXTFAT I A—ENAARAIL—TBEZFHALET,

F7AIRNTEE, IXTOBEEEY> I, conduitE 7= [Faccessliscommand X (2 & 2 TEARIYIZ
HAENBIUEN HYET, IPSecRENTF 714V ITR, ZRABTIOELAVANFIVIN
TRICESTEMEN BV ET,

IPSecHFRA/MESILBEEY AVAEICHATADILSICTRICE. SOV RZEHsysopt

connection per mit-ipsec LET,

TOEAHE) AN (ACL ) DAL

BED IPSec VPN RETRK 2 20T VLA VANEHERALET, —FAOT7I7EA VAR,
VPN RZRIWIZETSNIERNT 74V UZ NAT JOCADSHRATRLHICEDNET,

E5—BEOTIEA VARG, BELTHRS T4 v EEELET. COTIRAVANIR
. LAN Fa‘i%ﬁ;i@ﬂ%% ACL &l E)E— I\7"7'|z7\5&7'£0)7\7°') YyRNRERD */7 ACL b"%‘ih
9,



S0 ACL B >TRESNLEY, BA212WTFBDE, NFTAYIRRVPN RO XRILZE—F
FAOKICBEBIZL, 2K M RILZBBLBEVEENHYVET,

IPSec VPN SREICHABBINTODT VLA VAR BREZRHTHI L, B8RTFThSOTIE
AVARTRZ 74V INELKERENTVR CEZHBREL TS EEL,

COUANICIE, IPSec VPN OREIEBEOREN ACL THHERDONBIBESICERINEEENE
FNTVWET,

« NATBRINACL EBESELACL TR 74 Y INELKEEEThTVA L ZHRELET,

« BHO VPN ORI EBHOBESILACLFHZBEE. TSSO ACLAEEL TLAEW
CEERBRELET,

« ACLZ 2EHEALAVT EE L, NAT BRA\ACL LEES{LACL TRIL NS 7 1 v U418
EENDHATE, 2 20BRBBFTIEA VANEBALTIEEL,

s NATBRAACL ZEAT A RSICTFNA ANRECNTVBR L ZRBRBLET, 2FVY, 1
N RIEFEIL—Zroutemap TEAL ., N> Rnat (0 EPIXELIEASATHERL £9, NAT BRAL
ACL I&., LAN-to-LANREEVE—RN PO AREOHBICHETT,

ACLAT—RMAUNZHEEITHEFEOFHMICODVTE., TR BEIL2LBLTIVE—KRT7I21EA
IPSec VPN QRBORN SN2 —F42F0, O TACLAELVWZ L %#HERTD, o3y
ESRBLTLSEE,

BYIE 5 ¥

« IPSec 2> T—>3aVIKEZOMJIICET R HR—K R—=D
« PIXICBIFBHR—K R=D

s TUO_HAIN/—b

s TUO_HAIN HHR—BERFI XD - Cisco Systems



https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#Solution9
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#Solution9
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#Solution9
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#Solution9
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#Solution9
https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#Solution9
https://www.cisco.com/c/ja_jp/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/obsolete/security/cisco-pix-500-series-security-appliances.html
https://www.cisco.com/c/ja_jp/obsolete/security/cisco-pix-500-series-security-appliances.html
https://www.cisco.com/c/ja_jp/obsolete/security/cisco-pix-500-series-security-appliances.html
https://www.cisco.com/c/ja_jp/obsolete/security/cisco-pix-500-series-security-appliances.html
https://www.cisco.com/c/ja_jp/obsolete/security/cisco-pix-500-series-security-appliances.html
https://www.cisco.com/c/ja_jp/tech/security-vpn/ipsec-negotiation-ike-protocols/tsd-technology-support-troubleshooting-technotes-list.html
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



