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VPN ClientZRE T B ICIE. XOFIEZETLERT,

1. [Start] > [Programs] > [Cisco Systems Inc. VPN client] > [Certificate Manager] ® JEIZiEIR L
T. VPN Client Certificate ManagerZ &8 L £9,

Accessories
Skartup L4

i

Recycle Bin Internet Explorer

Cutlook Express
Microsoft Qutlook

Boson Saftware F

.......... : pop
Mew Office Dacument
: Microsofk Excel
%‘- Open Office Document Microsaft Word
uflly Internet Apps: 3

- Windows Update M3 Messenger Service:

Windows Media Player

Cadr ans 3 ! -
PRGNS Microsaft TechMet »
Microsoft FrontPage

Fix-Ik Ukilities 3.0

Dacurments k

Settings : Administrative Tools

Y AP v e e v Be e BB Y Rl 43 @

&) e M @ ) 8 L é

'.
'P.
] Jasc Software 2
c Search k .
:;ll_.a Tools. »
L
o Help v VMmare 3
E Windows Media ~
™ Rt HyperTerminal Private Edition
0N
; WS_FTP Pro 2
-E LG i atol o arw Cisco TRTP Server &7 Certificate Manager
= : -
E Shut Dawr. ., Miceasuft PawetPaidt ﬁ Help |L|:n:ati|:|n: G:Pro
. 1 MusicMatch b gd Log iewer
o [ -
el || s Mapster ¥ Bl Uninstall vPn Client

> A B Cisco Systems Inc PN Cliert b &) VPN Didler
2. [Personal Certificates] 2 7 ZiZRL ., [New]Z2 VUYL &KT,




&5 Cisco Systems ¥PN Client Certificate Manager x|
Fersonal certificates identify you to people and hosts vou communicate with and
are zigned by a certificate autharity.
&, certificate authonty [CA] 12 an organization that izzues cerhificates.
Enrollment requests are certificate requests that a Ca has vet to approve.
Ferzonal Certificates | CA Certificates | Enroliment Requests
Certificate Shore
Stares: |m||> j [ew [ptiore, =
Irnport... | Cloze
¥ : VPNi#E

BO 11— 2RI TAHNT VIAAER., IPsecTEETTEREA,

3.VPN Clienth 8 NAT—ROAhZROSNhES, SIRAEZREIDLEHD/NAT—RZIE
ELEXT, SIAZSOMBF—\NOT IV LA EMBELIIBRELZGETITDICE. BETEhEN
AD—RHFBETY,



Certificate Password Protection __ EI

Fazaword protecting vour certificate provides an
additional level of zecurty. Thiz password iz optional.

Gisco SYsTEMS

By choosing to protect pour certificate with a pazsword,
any operation that requires access to the certificate's
private key will require the specified pazaward to
continue,

Maote - File bazed enrollments require the pazsword
uzed here to be re-entered when the approved
certificate iz imported.

Paszword:

LConfirmation Pazsward;

|

¢ Back I Meut » I Cancel Help

4. [Enrollment] X—< T[File] #&RL . PKCS #10FE X &AL CAHEEERL T, RIS
. Next] 82UvY 5 LET,



Enrollment - Network or File . x|

The enrollment wizard allows pou to request a personal
identity certificate from a Certificate Autharity [CA).

Gisco SrsTems

Metwark bazed enrollment allowes you to connect directly
o a Ca over a network, coninechion.,

File bazed efrallment will produce a certificate request
file which pou need to subrmit to pour administrator.

Fleaze zelect the method you wish to proceed with:

— Ermallment type:

™ Metwork

.........

< Back I Meut » Cancel | Help |

5. [Browse]Z27 )Yy UL, SEAEERTV7AINODT7AINBZIEBELET., 771 OEEL
L T. [PEM Encoded Request File (*.req)]Z#RL, [RE]ZV VY I LET,

Saveds 2| x|

Save in: Im Desktop ll e i
My Documents @ client2.req
Am] My Compuker a clients.reg

L5E My Mebwork Places
| cases

3 jazib

_lvpn

File nare: clients.req Save I

Save az type: |PEM Encoded Request File [*.req) j Cancel

6. [VPN Client Enroliment]R—< T[Next]Z2 2 U Y JLE T,



Enrollment - File Location |

To create an enrallment request file, pleaze select the
tppe of file you wizh to generate.

Cisco SYSTEMS

Contact your network. administrator if you are not sure
which encoded file bype iz required.

When you select a file extenzion in the Browse dialog the
azzociated file tppe will be zelected on thiz page.

File name: *

C:Aby Documentshclienth.req

— File type:
¥ Base 64 encoded [ req)
™ Binary encoded [pl0)

* Required Field

< Back Mewut » Cancel Help

7. 87 A—LDT71A—)LRIZCAHLET, ROBlE., 71—ILRZRLTVET, HBER=
User1&BF9= IPSECCERT(Z ©ld. VPN 30000+t L —Z QEZE G (OU)E T IL—T
BE—HIBIMBENHYES). @=2AqM=/—AHDOF A FE=KEEFX—)L=
Usert@email.comlP7 RL A=(F7> 3 ; SIEAEERDIPF RLAZEETA-HICHEA
ENB)RX A =ciscocomZTET LS, [Next) Z0UY I LET,



Enrollment - Form

E nter pour certificate enrollment infarmation in the fields
provided below.
Cisco SrsTEMS e e
Department [ou): IPSECCERT
Corpary [o]: Cisco Spstems
State [st]: MarthCarolina
Country [c]: U5
Email [e]: U zerl @email. com
|P Address:
Cromair: ClZC0. Com
* Required Field
< Back I Meut » Cancel | Help

JZET1Z2VYOLT, BREHITLET,

Enrollment - Summary

Cisco SYSTEMS

Thiz iz a suramary of the information you have provided for

thiz certificate enrollment request.

Select Finizh to proceed with the enrollment or Back to

make modifications.

W
Enrallment: File - clients.req

Cerhificate Store: Cisco
Common Mame: Uszerl
Department: IPSECCERT
Compary: Cizco Systemns
State: MorthCarolina
Country: LIS

Email: Uzerl @email. com
P &ddress:

Clomair: cisco.com

< Back I

Finizh I Cancel

Help




9. [Enrollment Requests]&® 7 Z3&R L T, VPN Client Certificate ManagerO EsR Z#BL £
&4 Cisco Systems ¥PN Client Certificate Manager x|

Fersonal certificates identify you to people and hosts you communicate with and
are zigned by a certificate authority,

&, certificate autharby [CA) iz an organization that izsues certificates.

Enrollment requests are certificate requestsz that a Ca haz pet to approve.

Perzonal Certificates I CaA Certificates  Enrollment Requests

Certificate Store

Optiohz

|rnpuort.... Cloze

o

10. REER(CA)H —/VEVPN Clientf > 2 —7 T A EARKICEEL T, EREREELET.
11. [Request a certificate] Zi#IRL, CAY—/N\T[Next]Zz2 U Y I LE T,




A Memoredi Ll wale Yerswes  Hporman® nbeyeed b apbass

e Oy (e i 'liél o
ot 2R Sd S K

.'i_hl_'lln H mt |'I.'|r|‘u.-\.

o) S TS sl S0 Lo FeURc] B Cortife @ T ywoar visshs Doinees e, e mad CHanT, OF O SECumg procaim. O il goouine @ Caniicals, v
vl b abda 0 SRRy RSNy wodpr sl 10 oFsr peofde owal thia weh, S Wil email Messages, SCVE o a-mall meseagas, and man
depanding upon the o of cohoale you neouest
Select 2 task:

£ Brimigres s 8 Carlfioaie of oorlib o rawl (oo ls]

7 Fagues! & cefificabe

ik on 8 pending osilicate

] T I o

12. ESROBEI(CH L T[Advanced request]ZiZIRL . [NextiZo U YO LET,

g kicrnenit Cectilicsin Smyvicae - Hmeenil inlareet Faplam

| Fle Edt Miew  Fovoses  Tods  Help

[ -ﬂ B ﬁ‘!l ;ﬂ EH ;'.i TaSa s )
|Mﬂm}g;dbflﬂz1.ﬂea.1-tehfce¢-wm

Lkt ™

Microsoft Canificate Senices & winZkzerar

Choose Request Type

Flease select the hpe of request you would like to make

& Lker cedificate request

& Ackvanced request

I | It

B

13. [Advanced Certificate Requests] T, [Submit a certificate request using a base64 encoded

PKCS #10 file or a renewal request using a base64 encoded PKCS #7 file]Z®#R L .
[NextiZ2 VY O LET,



ﬂ kicrnenit Cectilicsin Smyvicae - Hmeenil inlareet Faplam

Microsoft Carificate Senices - winldksersar

Advanced Certificate Requests

“foul can request a cemificats for yourssd, another user. or a computer using ons of the following methods . Rate that the policy of the cenification
athorty (2 AL will determrene the cemificates thal you can obiain

© Zubrmit & certficate request to this CA using a fomn
= Zubmet @ cerbficate request using a basebd encodad PRCS 10 file or a renevwal reguest using 3 basedd encoded PHKCS #7 Rile

= Fequest a certficats for a smart card on behak of ancther user using the Smart Cand Erncliment Station
Youw musl have o evwolimend agand cenldioads o suhimidl & reques! far sooiber usar

Ivh:lh-l

Do ]

e e [ e e

=)

14. VPN ClientER 7 7 /4 )L 58T KR L. [Saved Request]® FDCAH—/NICBEV FITE T,
R, [Submitl ZO2 Y OLET,

3 Microenlt Ceclificsin Servicar - Mool inlamrsk Eaploam

Submit A Saved Reguest

Faste a baselid encoded FRCS #10 cefdificats requast or FKICS #7 reneveal request generated by an extemal application (such as a wsh
SErver) into e request feld to submit the reguest to the cemificabon authonty (CAJ

Saved Reguest

-—-—-DEGIN WEW CERTIFICATE REQUEST----- =
EIIBGACExOIEADD I HRAWDgTINACODF LY X 1 OZ3IMN0
Basefd Encoded [E0EwD0Y Y OIEF LI HRp I2 EXETAPEQHVEACTCGEY
Certfiats Reguest [TTELMARGAL VEBENCAYHW D ANEggh 1 G w0 BAQEF
(PECS #0 0 &) |eelcac ) ebRIGS [Evdigyuludie YT ha s TV ub5en
L3 yEas A AL AF AN OC Sl S TG LOEERAUAAOER =
| | 3

Erowse for a file fo inserd

Additional Attribuies:

.l12|||:|'|J %I
rl.i*.1 _.rl

‘Submit ¥

15. CAY—/NT, VPN ClientZRDIDIAAZEZRITLE T,



[ Certification Authority

[ aton pon || == B@E BE &

Tm!

i | Binary Regue pequast Depostcn Message | & ok Submesicn Calka Lo Mams Ra L
[ Certncacon muarry (Locall - AL A -
A T IR T
= ; 1:_1'.1-!'-
=) Fevoked CeetRicobes Refresh -
{1 ssund CestFicabes
i Perdding Requests ey

I [Z0 Failad Roguests

16. )L— NEEEAE L IDRERIE ZVPN Clientlc V> O—RULE T, CAHY—/VT, [Checkona

pending certificate] 28R L, [Nex}Z 2 U Y ILET,

Welcome

Wiou use this veeb Site 1o request & camiicals for your web browessr, aamail clisnl, of olfver secure program. Once you Scquite & cemificals, you
vl D S0k DO S ey Odanify WoUrS el 10 Ot De0pie over Te weh_ S0 Your &-misl| MesSSages, encryDl Wour e-mail IMeSSa0es, and mons
dapending upon the type of carbificats you request

Select a task:
© Retrieve the CA caitificate or certificate revocation list
T Request a certificate
# Check on a pending ceraficate

[ e ]
17. [Base 64 encoded] Zi#IRL £9, RIC. CAY—/VT[Download CA certificate]& 2 1) v &
LET,
[Microsoft Coticats Sorvces — anonpe —————Hams|
Certificate lssued

The certificate you requested was Issuad o you

: =
 DER encodad of & B x|
- A R ' ; _—

Sanving
coman - S S — i)
[ o I+ =
2 Emnljhﬂ.lm j = & =
My Docurernits
My Compiar
My Matwerk Macss
/ J:m
& =
Cioshiog ._LJ""ITI

Hialey

Wy Clocipimids

3]

=
Wy Compidm

Fia rana: M{lﬂ‘cﬂ 3 | L I

Brvesmbpe  |Secuily Crithcate | Cancsl

oy Mrwiwark P,

18. [Retrieve the CA Certificate or Certificate Revocation List) R— A SKX UV O—RTB T 7

AILZERL, CAYH—/NDII—FEABZEIBLET. RIS, [Next] 209UV I LET,



MChoS0fE L eniC Al SEriles franii Hisiie
Retrieve The CA Certificate Or Certificate Revocation List
Instail this CA cerification path to allow your computer to trust cestificates issued from this cermfication authonity
| ,
Itis not necessany (o manually instal i ety =LIX e from this camficabon auhority,
because the CA certificaiion path wall i l .
Choose file to download: -
CA Cartificate Sang .
Erenious [fshim-pc(1)] I_m_ 2 x
Frevious [firahimrpc) Euibad Ssvein [T Desten =] - gy
Dorriinad b
© DER encoded of + Tiansie s 3&?’""‘““”
AT
Diowriload CA cedificg P Deeth My Magkuserk Places
Dovmioad CA cenifica Jcaes
sk
Dowmlogd latest carifi v
Erh'l_r.uﬂ.cu
SEEUN  Fis e Jeberi_jcon_cetl e = 1 Save I
Py Ml sk
ahinn Saveashpe | Secuy Certhicate = Covenl L

19. [Certificate Manager] > [CA Certificate] > [Import on the VPN Client] Zi#RL ., JL—KCA7
FANEERLT, I—bEIAEECIDRIAEZA AR —ILET,

e TP

zation that izsues cartificates. L |:§3 Dicekiug :’ - 55 eF __
L=sts that & CA has vet to approve. —— i
My Docurerts Ediﬂl‘lt_l:ﬂl“t.l:ﬂr
i | Ervclrnent Hﬁwﬂfﬁl == My Computer = client_root_cert,cer
' ) My Mebwork Places
|| Store | cases
jazb
Import Certificate - Source lvpn
The certifi
impartad fi .
Cisco SvsteMs | impoiingi Filename:  fclient root_certcer Open
bedow.
A Cartfina TS of e [4.503 DER Files [*.der.".cer) | Cancel

™ Microsoft cenificats:

| =

{* File:
I Browse |
Irnpart passwornd

Bk | News | cacel | Hep |

20. [Certificate Manager] > [Personal Certificates] > [Import] Zi2ZIRL ., IDFIRRET7 7 1)L % &
RUET,



Import Certificate - Source: X|

The certificate source identifies where the certificate is
imported fram. Additionally, if the certifcate you are
Gisco Svstems imparting iz protected by a passwaord, please enter it
below.

— Certiticate source:

™ Microzoft certificate:

% File:

I Browsze |

Import pazsword:

& B el | Mewt = | Cancel | Help |

i e .4
" Look in: | 7] Desktop MEE F=2=k
E My Documents = client_cerk,cer

My Compukter client_rnnt_cert.cer
= ISE My Metwork Places

_cases

| jazib

_lvpn

File name:; client_cert.cer Upen I

Files of type: 1509 DER Files [* der;* cer) j Cancel |

o

21. IDFEBA & A [Personal Certificates] R 7 ICRRENTVWB L ZBRELFE T,




&5 Cisco Systems ¥PN Client Certificate Manager |
Ferzonal certificates identify you to people and hosts pou communicate with and
are zigned by a certificate authority.,
&, certificate authonty [CA] 1z an organization that izzues certificates.,
Enrallment requests are certificate requests that a Ca has vet to approve.
 Personal Certificates i CA Certificates | Enrollment Reguests
Certificate Store
Uzerh Cizco
Stares: I{.-i'-.ll} j Mew Options -
Irnport... | Cloze

22. )L— NEEBAEN[CA Certificates] R 7 IR RENTVD L 2BRELE T,



&5 Cisco Systems ¥PN Client Certificate Manager x|
Perzonal certificates identify vou to people and hosts you communicate with and
are zigned by a certificate autharity.
A, certificate authanty [CA] 1z an organization that izzues certificates.
E nrollment requests are certificate requestz that a Ca& haz pet to approve.
Perzonal Certificates ;“"If,'éi,"ifé}fifiﬁéfééfl E nrollment Requests
Certificate | Store
frahirn-pic C,
Staores: Ic:.-'-‘-.ll:r j Optiong
Impart.. | Cloge

fREE
B, CORECHEATE SRRTMESH Y EH A
N L | 7 Rl

Microsoft CAH—/NICEBRL LS5 ETHE, AODIT— XAV E—INERET D AEMNF BV E
9,

Initiating online request
Generating key pair

Generating self-signed Certificate
Initiating online request

Recei ved a response fromthe CA
Your certificate request was denied

CNDIS—AXAYE—IUHNRRENEIBEIFE. Microsoft CAOOY THMEEETZHH, Chom



)Y —ATHMZHBLTEET W,

- EREZVEIIRIEBNIE2AVELA
.XCCC:EFXF1T7HBLEBOIPAELEERTD L. "Your Certificate Request was Denied 1 TS

— XYV E—INFRREND

BOE 1T ¥R

. IPSec XJ>I—>3a/IKEZORKRINL
T AN HYR—PE RFI XD -Cisco Systems



http://support.microsoft.com/default.aspx?scid=kb;en-us;Q271861
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q321953
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q321953
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
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