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IPsec+ GRE N7 7> R AR—2 (n=1, 2, 3, ..)

172.16.1.1

10.0.0.2/30

SPOKE] ‘

192.168.0.0/2

10.0.0.1/30
"

10.0.0.5/30

SPOKEZ ‘

192168 1.0/2

192.168.2.0/2

e L S€C Encrypted

GRE Tunnel
10.0.0. =4n+1=/30

172.17.0.1

172.16.<n=.1
10.0.0.6/30 10.0.0.<4n+2=/30
172.16.2.1
=SPOEE<n=

Onbr-2 O

version 12.3
!

hostname Hub
|

authentication pre
crypto isakmp key c
!

mode transport
!
crypto map vpnmapl
crypto map vpnmapl
set peer 172.16.1.
set transform-set
match address 101
crypto map vpnmapl
set peer 172.16.2.
set transform-set
match address 102

crypto map vpnmapl
set peer 172.16.

interface Tunnell
bandwidth 1000

ip address 10.0.0.
ip mtu 1400

delay 1000

crypto isakmp policy 1

-share
isco47 address 0.0.0.0

local-address Ethernet0

10 ipsec-isakmp
1
trans2

20 ipsec-isakmp
1
trans2

<10*n> ipsec-isakmp

1 255.255.255.252

crypto ipsec transform-set trans2 esp-des esp-md5-hmac

192168 <n=>.0/f



tunnel source Ethernet0

tunnel destination 172.16.1.1
1

interface Tunnel2

bandwidth 1000

ip address 10.0.0.5 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0

tunnel destination 172.16.2.1

!

!

interface Tunnel

|
interface EthernetO
ip address 172.17.0.1 255.255.255.0
crypto map vpnmapl
|
interface Ethernetl
ip address 192.168.0.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.0.0 0.0.0.255
no auto-summary
!
access-list 101 permit gre host 172.17.0.1 host
172.16.1.1
access-list 102 permit gre host 172.17.0.1 host
172.16.2.1

access-list

O Spoke1 JL—#& O

version 12.3
!
hostname Spokel
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0

crypto ipsec transform-set trans2 esp-des esp-md5-hmac

mode transport
1

crypto map vpnmapl local-address Ethernet0
crypto map vpnmapl 10 ipsec-isakmp

set peer 172.17.0.1

set transform-set trans2

match address 101




interface Tunnel0
bandwidth 1000
ip address 10.0.0.2 255.255.255.252
ip mtu 1400
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.1
!
interface EthernetO
ip address 172.16.1.1 255.255.255.252
crypto map vpnmapl
|
interface Ethernetl
ip address 192.168.1.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.1.0 0.0.0.255
no auto-summary
!
access-list 101 permit gre host 172.16.1.1 host
172.17.0.1

O Spoke2 JL—#& O

version 12.3
!
hostname Spoke2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto map vpnmapl local-address Ethernet0
crypto map vpnmapl 10 ipsec-isakmp
set peer 172.17.0.1
set transform-set trans2

match address 101
1

interface Tunnell

bandwidth 1000

ip address 10.0.0.6 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1

!

interface Ethernet0

ip address 172.16.2.1 255.255.255.252
crypto map vpnmapl

|

interface Ethernetl

ip address 192.168.2.1 255.255.255.0
!
router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.2.0 0.0.0.255

no auto-summary

access-list 101 permit gre host 172.16.2.1 host




172.17.0.1
O Spoke<n> JL—A& O

version 12.3
!
hostname Spoke<n>
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto map vpnmapl local-address Ethernet0
crypto map vpnmapl 10 ipsec-isakmp
set peer 172.17.0.1
set transform-set trans2
match address 101
!
interface Tunnel0
bandwidth 1000
ip address 10.0.0.<4n-2> 255.255.255.252
ip mtu 1400
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.1
!
interface Ethernet0
ip address 172.16.<n>.1 255.255.255.252
crypto map vpnmapl
|
interface Ethernetl
ip address 192.168.<n>.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.

LEROBETE., ACLZFEALT, EQORZTAV IV ERSILIDNEERLET. /\T IL—&
EAR=D IL—2DOEET, COACLD&KIE GRE RVRILIPNTY NE—HEEBILBEND
WET, EE5PDAITRY RD—IUHNEDKRSICEEENTE, GREIP hXRIL NTY NE
BEENBZEVED, COACLZEETIZLERHY XA,

X :CiscolOSY 7RI ITN—=23212213)T& Y a2 A T28HE@. GRENVXRILA &R
—7 I A A(Tunnel<x>)&¥EB A > Z—7 I A A(Ethernet0)® % | crypto map vpnmap15%E
I REBATBIHREFHYET, CiscolOS /N—J 3> 122(13)T BT ThUETE,
crypto map vpnmap1 88BN RZWEB A X —T7 T4 A (Ethernet0 ) COKEALEF,

NTFUORAR=I V—BQOIN—TF 12T T—TILDOH

Quwr—sor—5124957—7) O




172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, Ethernet0
10.0.0.0/30 is subnetted, <n> subnets

C 10.0.0.0 is directly connected, Tunnell

C 10.0.0.4 is directly connected, Tunnel2

C 10.0.0.<4n-4> is directly connected, Tunnel<n>

C 192.168.0.0/24 is directly connected, Ethernetl

D 192.168.1.0/24 [90/2841600] via 10.0.0.2,
18:28:19, Tunnell

D 192.168.2.0/24 [90/2841600] via 10.0.0.6, 2d05h,
Tunnel?2

D 192.168.<n>.0/24 [90/2841600] wvia 10.0.0.<4n-2>,
2d05h, Tunnel<n>

© spoket L—20IL—F 129 5—7), O

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, EthernetO
10.0.0.0/30 is subnetted, <n> subnets

C 10.0.0.0 is directly connected, Tunnell

D 10.0.0.4 [90/2841600] via 10.0.0.1, 23:00:58,

TunnelO

D 10.0.0.<4n-4> [90/2841600] via 10.0.0.1,

23:00:58, TunnelO

D 192.168.0.0/24 [90/2841600] via 10.0.0.1,
23:00:58, TunnelO

C 192.168.1.0/24 is directly connected, Loopback0
D 192.168.2.0/24 [90/3097600] via 10.0.0.1,
23:00:58, TunnelO

D 192.168.<n>.0/24 [90/3097600] wvia 10.0.0.1,
23:00:58, TunnelO

© spoke<n> L—20N—F 1249 7—7), O

172.16.0.0/24 is subnetted, 1 subnets

c 172.16.<n>.0 is directly connected, EthernetO
10.0.0.0/30 is subnetted, <n> subnets
D 10.0.0.0 [90/2841600] via 10.0.0.1, 22:01:21,
TunnelO
D 10.0.0.4 [90/2841600] via 10.0.0.1, 22:01:21,
TunnelO
c 10.0.0.<4n-4> is directly connected, TunnelO

D 192.168.0.0/24 [90/2841600] wvia 10.0.0.1,
22:01:21, TunnelO
D 192.168.1.0/24 [90/3097600] wvia 10.0.0.1,
22:01:21, TunnelO
D 192.168.2.0/24 [90/3097600] wvia 10.0.0.1,
22:01:21, TunnelO

C 192.168.<n>.0/24 is directly connected, EthernetO

ChZEETA-ODEEANBERETHY, DMVPN VU1 -3 0 #FRALERY EMEETE
ELBITZ-HORBRELTERALES., BYINOEETR., N7 IL—ROBREHAAXZRHS L
£FF, CchEPBOAR—T IL—ZFDBERFEETEHYEBAD, 50 ~ 1002 XD AR—



TIN—BHHBBEREEICRYET,

NT L—32EEY 1 XOHIE

ROBITE, NTL—RZEWVWT, BEOGRERAVNY—RAV N NIV A2B—=T 14
ANBSE—DGRENILFRAVKE RVRILAVE—TIAACREBEROEEN CAhTVET,
ChiE DMVPN YU 1—=23 2 OFRIDATY T T,

NT L—2ICF, BAR—T IL—2OBEIY TEEEERIDLHONEENRES A 70
YIONHYET, COREBA TR, FAR—V IL—FOES ACL E GRE U RIL 41X —
TIAAZERLE T, ChSOEFMHEE. IP 7 RL A (setpeer.... tunnel destination ... ) ZB&
E, IXNTOAR—IUTRIERBUTT,

NT IL—BZOLEBNHREZRDE, AR—V I—RZEILERETNEE13THRI N DALY
£, BEIYIC41T. BEACLIZ19T. GRERNRIL AVEZ—TIAAIZ81TTT, AR
— 9 )L—2HK 300 lHZEE. RETOMRKIE 3900TTT, £, FERXILVIDTRL
Y UTIZE, 300 (/30) DHTRY REMSBETT, COHAANEREFEENFEEICHL L,
VPN RY RD—=ODOKRZTIN21—TFT 4TS5 ICHBETT, COEZBSTICE, T4
YIOBBEIY T ZEALET, chllkY), EEEOREAN 1200 THIRTE, 300 DAKR—T X
Y RND)—I Tk 2700 fTICHEVYET,

X AATIVIORBBIVITEFERATREHEE, IPseclEFIL N R AR—VII—RIZK 2 TH
BRENBDMBENHYET, £/, ip unnumbered <interface> Z#EAL T GRE PRI ICHER
H72Y NREHIBTACEETERTN, BEERNSTND1—F 10T 2T50FELLE
PBEHNFBYVET,

DMVPN YU 1—=232iCkt), NTL—FLTE-—OIILFRAVNGRE 2RI 412 52—
J7IAAER—DOIPsec 7O77ANZREL T, INTDAR—T )—RZERBTB_EHNT
EET, ChlZkY, VPNRY RT—JICEBMENDAR—T L—20BIAADST, N7
L= LEOREY A A ZE—EBICRDODENTEEXRT,

DMVPN V) 1—>3> Tk, XOFHFLLWIIXY RFEAEThEL L,

crypto ipsec profile

crypto ipsec profile <name> X REA A/ F IV VEBIVFORSICEAEh, MOXIL 1
JB=T7IAABACKRHEATVET, COOX VR, AR—VENTEABLVOCAR—IE
D VPN NI ED IPsec EEIUNTX—REZEERTHDEHICERAEIhET, cOTOT774
LOTTREBE—DONTXA—ZE, RZVATA—L Y NTT, IPsecET P RLAE
IPsec 7’0 < M match address ... filk, GRE R>ZJIL®O NHRP XY E>JH S BEBNICEHE
EhFET,

tunnel protection ipsec profile <name> XY > Rk, GRE R RN 12 Z—T7 T4 ABR T TRE
Eh, GRENRIL AV BR—TIAA%Z IPsec 7O7 74 L ICBHRERITIEHICERAEhET

o F = tunnel protection ipsec profile <name> V> Rk, RA > NY—FRSL > N GRE b2 XRI
TELEATEET., CNDHBA. tunnel source ... 3 KU tunnel destination ... BEN S IPsec DE



TERE7OFVEREMBLET. ChIZk!) IPsecETERES ACLATEICKED -8, /E
NERILENIhET,

3 : tunnel protection ... > Ri&., GREAZEILEA/NT Y NMIEBIME N iR ICIPseckES{LA
ThhdEZEBELET,

chSOHBRAD2D20FLVWINY RIF, BEY Y 7%ZREL. crypto map <name> IV K%
FALT, BEXYTZA2E—T7 I/ AKLCBAYNETROLELATVERT, REXEVR, HLL
ONRTR, BEILTENTY MCEDETIPsecE7 PRLAFLEFE ACL ZEEETIHE
ABVWCETT, CNSDODNTFX—ZRIE, MGRE MR AR —T I A AND NHRP Y Y E
VODSHBNICERENET,

¥ : XL A 2 RZ—T I A4 ATtunnel protection .. AN REFERATH L., WENBREA X
—7IAATcryptomap ... RFREEhFH A,

B#EOFLVWIN > K, ip nhrp map multicast dynamic A I3 &lCkV), AR—2 )IL—&
A" mGRE+IPsec N> XL ZBABL, IZF Y ANNHRPYYE>JTZEETSHE., NHRP AT
ILFFYANNHRPYXYEJICAR—T I—RZBBWICEMTDENTEERT, chiF
EAFEVO IN—T 42T TAORINNNT ERR—I B O mGRE+IPsec k> )L THEEE
PEHICHETT, COOAXY REFRATERL 2 EHBE, NT L—REBAR—IANDOIILF
FYANIVEITOLOICEBORETER OLENf HYET,

¥:ZOBRETEK., \NTIL—Z2FAR—VICHT2BEHREFALTRETNATLAEWVED, AR
— ) —ZEMGRE+IPsech > R EGZRBITHIHEN HV)ET, L DMVPN TlE, AR
—J )L—2OREEIC MmGRE+IPsec R RILABEMNICHBES ., EICEERENI HIFELD
L, CchidBEREICEZEYREA,

EROBIE. ZR—UN—BORAY NY—FRAYRGRERYRILA Y R—TTARE, NT
L—SROMGRE R XL EHHK— R TBEHINTL—REAR—TL—ROBHCBME h i
NHRPEETERL TV ET, REZEBROLSHY TT,

Onwr—z(m) O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.16.1.1
set transform-set trans2
match address 101

crypto map vpnmapl 20 IPsec-isakmp
set peer 172.16.2.1
set transform-set trans2
match address 102

crypto map vpnmapl <10n> IPsec-isakmp
set peer 172.16.

!

interface Ethernet0
ip address 172.17.0.1 255.255.255.0
crypto map vpnmapl

!

access-list 101 permit gre host 172.17.0.1 host




172.16.1.1
access-list 102 permit gre host 172.17.0.1 host
172.16.2.1

access-list

Ombr—z(w) O

crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
no ip split-horizon eigrp 1
delay 1000
tunnel source EthernetO
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface EthernetO
ip address 172.17.0.1 255.255.255.0

O Spoke<n> JL—%& (1H) O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set transform-set trans2
match address 101
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.<4n-2> 255.255.255.252
ip mtu 1400
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
!
interface Ethernet0
ip address 172.16.<n>.1 255.255.255.252
crypto map vpnmapl

access-1list 101 permit gre host 172.16.<n>.1 host
172.17.0.1

C}Spoke<n> =3 (§) O




crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set transform-set trans?2
match address 101
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.

delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
!
interface Ethernet0
ip address 172.16.<n>.1 255.255.255.252

crypto map vpnmapl
1

!
access-1list 101 permit gre host 172.16.<n>.1 host
172.17.0.1

AR=D =BTk, 7Y N XARAIHFEEEN, NHRPOXZ RA RN RIL 412 2—T T
AABTICEBMEAELE, CAICKYNT IL—2H NHRP ZFALTAR—T ORI 1>
Z—TIAAIPTRLAZAR—TDOYEAER—TIAAIPTRLACIVEYTID=®
« NHRP ONX 2 RABEICEW T,

ip address 10.0.0.

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

tunnel key 100000

H7ZXRYRMERBODRDLYIZ 24 IZB)ET, LEANDT, IXTO/—RRBBIZOHTRY ~
TREKBEAUHTZRYRNELCHYET, AR—VRBRAKNY—RANGRE NXRIL 412 &
—J7IAAZFEALTVBR LS, EDSTAR—VBNZ 71V I ZNTRBBATERFLET. ip
nhrp authentication .... ip nhrp network-id ..., & tunnel key ... AN > Rk, NI NTVY
RENHRP NTY RHFNTTEREEThELEEZEL, ChSEELWIILFRSANGRE hXIL
AB—TILAENHRP XY RD—O LI VYETTDEHICERENET, ip nhrp map
LB ETipnhrpnhs .Y RiE, AR—PU ONHRPY Y E>4(10.0.0.<n+1> —>

172.16.<n> N)ENTICT RNZLXTBEHIC, AR—Y LEONHRPICE > THEREhET,
® 10.0.0.<n+1> 7 RLAR MR 122 —T T4 AD ipaddress ... AN RHA SEEEh,



172.16.<n>1 P RLAK N RIL 41 > B —7 T 4 AD tunnel destination ... AN > RASE@EE
n¥Y,

AR—2D JL—RH 300 AHBHEE. COEEICKY, \NTLOFETOEIE 3900 T7H 5 16 1T
ICHIBTEERT (3884 TOHIR ) o BAR—Y IL—FDOHRER 6 TEMLET,

AR=—IDTOEAFZEV YO FPRLADYER—b

Cisco L—ZTl&, IPsec ORI EZRETDHIIC, & IPsec ETICMED IPsecET D IP 7 RL
AZBRETIMBEN HYET, AR—T IL—FFYBA 2 EZ—TIAALIAAFTZIV I TRL
AEFEOD>TVEHE (DSLELERT—TIL VD IOBHETERENATVRIL—ZFTRE BB ). =
NEITSOSBRICEAENBELETT,

TED (&, BS{tHFBEBZRRTOT—Z NTY MO IPIET KL A4 5HI% Internet Security
Association and Key Management Protocol ( ISAKMP ) /Ny R&EEETH &K 2T, 12
D IPsec ET7HBID IPsec ET7ZR D285 NBEKSICLET, BIREHE. CONTY R,
IPsec R NTY NERUBBICHDRY NT—VZBIBITBDETT, cONTY NIt
WD IPsec EFICK2TEY ITYTEN, ThNBRAOETICRELET, 2ND220)L—&
(&, ISAKMP & IPsec ¥ 21574 7Y I—23> (SA)ZXxdI—KL, IPsec NXI
ZREBLET, chiF, BSLEnB3F—2NTYNIN—TFT1 2 TqEZEIPT7 RLAZED
BEICOXAMELET,

TED &, BIOEY> 3>V TRELIEGRE R RIEHAEDETHEATERT, CnFTAD
BHRTEELETA. CiscolOS Y7 RITITOUBON—23 2 ICENTFHYY KL, TD
NTERE, TEDH GRE RRILNTY RERFTELS, 220 IPsec E7EDIXTD IP k7
74V 0 2BHENICHESHKLTILESEVSEDTT, DMVPN YD1 -3 FCOMEEEE
IR 2 RUEL K TN, RAMN AV E—FXYNIL—TFTAVJAREBIPTRLAZEATIL
ENBL, 70T NTYRNEBENTY NeEEITIHBEEHNERA. DTN EBEEE
manE, ROV a>ORELEAL T, AEPNBA O EZ—T I/ ALICBNEIP T RL
AEEFDAR—T L—REHYR—RNTDENTERT,

Onw n—x (zmEnL) O

crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
no ip split-horizon eigrp 1
delay 1000
tunnel source Ethernet0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface EthernetO
ip address 172.17.0.1 255.255.255.0




OSpoke<n> =% (I18) O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set transform-set trans2
match address 101

access-list 101 permit gre host 172.16.

i:}Spoke<n> IL—% () O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set transform-set trans2
set security-association level per-host

match address 101
!

access-list 101 permit gre any host 172.17.0.1

HMULWAR—IVRETHEATNDIBERIRDELY T,

-GRE RRIL AV EZ—TIAANRBETDE, NHRP BE&NT Y NO/NT IL—2ZANDEE
PRBENET, NS5O NHRP BEFR/NT Y M IPsec DR Z N H—LET, AKR—7
JL—Z T, setpeer <peer-address> & & U' match ip access-list <ACL> V¥ > RIFFRREZ h
F£9. ACLEZORIIELTGRE ZEL, EERTIC any ZEEL, BEIC/NTIPT
RLAZEELET, F:ACLOEEFEREL TCanyMEFEAEATVWS ZEITFELTLSEEY
o AR—=TIIL—ZDIPTRLARZEBNTHZ L, MBSV EZ—TIAANTIT1712%
PENCETATH DD, COBEELETOITHIBENBYVET, FAFTIVI AR—DU A
VER—TIAATRLANEOHTZY NAOT RLAILHRENATVWREHEE, IPH XY
NZE ACL DIEETELTHERATEET,

. set security-association level per-host AY > RZEAL, AR— IPsec 7OF 2 D IP EfF
%%, ACLD Tany, TREL, AR—VDREOYEBL >V ARA—TIAAFTRLA(/32)
LET. ACL®D Tany, A IPsec Z7OF L DEFTE L THERENEEES, HOAKR—T )L
—B2EZD/NTED IPsec+tGRE RV ZHRETERLSBYET, ChiF, TORKRNT
£ o IPsec 77O% > 7 permit gre host 172.17.0.1 any ERZFICHK B EHTT, chid. IX
THDAR—IVFETODINTD GRE hFIL NT Y MBEELEh, NTEDM R ER
ACBIULEAR—VIZEFENDZ L ZERLET. ChiE, TD IPsec 7OF A TN
TOAR—=TVDOGRENTY NE—BTBHEHTT,

. IPsec RRIINEEEND E, NHRP BBN\NT Y "', AR—T IL—FHSEES X
DANKY T H—=/)N (NHS) ICEFENET, NHSIEZDONT T RAR—Y XY R —
JONT L—2TF. NHRP BENT Y M, CORR—V L—FZONHRPIYYE> T %
ERTBDLEODONT L—ROERZERHBLET, cONYEVTEEATRE, N7 IL—&
F. CORR—=D IL—BZAOI1_FvANIPFT—Z N7V N%Z mGRE+IPsec b XILEZH



TEHEETEET, k. \NTEAR—=V IL—RZZFONHRPIIILFF¥AKNIVEVT U
ANZEMULET, RICNTRE, FAFZVIIPIL—FAT INLFFY¥ANNTYRD
AR=IOANODEEZERBLET (ZAFIV I IIN—FT1420J Z7ORJIHFREETNTVSE
B)o RICAR=VRENTOIN—FT1427 70N ZAN—ZBY), =T 12 TEH
ERXBLET,

IPsec + mGRE /\7 P> R AFR—2

192.168.0.0/2

e [P5€C Encrypted

HUE GRE Tunnel
10.0.0.1/24 172.17.0.1
Dynamic Addresses
10.0.0.2/24 10.0.0.4/24
10000324
SPOEE1 ‘ SPOKEZ ‘ SPOEE<n=
192.168.1.0/2 152.168.2.0/2 e 192.168.<n=.0/

Onwp—x O

version 12.3
!
hostname Hub
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key ciscod7 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans?2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
no ip split-horizon eigrp 1
delay 1000




tunnel source Ethernet0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address 172.17.0.1 255.255.255.0
!

interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.0.0 0.0.0.255

no auto-summary
|

ERONTORETE., AR—T L—F2DIPTRLAFBZEEN TV BV EICEFELTLSE
TV, AR—TDONBYEBA 2V R—TIAREARAR—TIDR RN AVE—TIAAIPTRL
ANDOIYYEZTIE, NHRP BEHT/NTABNICEZLET., chiZkl), AR—TOANBYE
A223—T7IARAIPTRLAZHNICEN HTZZEANTERY,

OSpoke1 IL—2 O

version 12.3
!
hostname Spokel
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto map vpnmapl local-address EthernetO
crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set security-association level per-host
set transform-set trans2
match address 101
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.2 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
!
interface EthernetO
ip address dhcp hostname Spokel
crypto map vpnmapl
|




interface Ethernetl
ip address 192.168.1.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.1.0 0.0.0.255
no auto-summary
!
access-list 101 permit gre 172.16.1.0 0.0.0.255 host
172.17.0.1

O Spoke2 JL—#& O

version 12.3
!
hostname Spoke2
|
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
|
crypto map vpnmapl local-address EthernetO
crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set security-association level per-host
set transform-set trans?2
match address 101
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.3 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
|
interface EthernetO
ip address dhcp hostname Spoke2
crypto map vpnmapl
|
interface Ethernetl
ip address 192.168.2.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.1.0 0.0.0.255
no auto-summary
|
access-list 101 permit gre 172.16.2.0 0.0.0.255 host
172.17.0.1

AR—=TDREILODVTERINEEXRZRBHRROEBY T,



- NP A R —T T A A (ethernetd ) ® IP 7 RL Al DHCP B THH T, ip
address dhcp hostname Spoke2
. BB ACL (101) &k, Y7 XY h&E IPsec 7OF T DEEFETE L TEEL £, access-list
101 permit gre 172.16.2.0 0.0.0.255 host 172.17.0.1
- IPsec EENYZOROIANV RIFE, EFa1VFT4 FYII—2IaUHNRANIEILKD &
SEEL E T, setsecurity-association level per-host
CIRTORNFRILENT L—BREORUXILFRA N GRE 412 —7 I A4 ABHATESLS
ENTVWB Y, ALY TERY NO—ETT, ipaddress 10.0.0.2 255.255.255.0
M5 320X RZEHAEDEDE, AR—DVOHNENEA > Z—TIAAIPTRLA%E
BRETDIMLENBLSEYET, FAEND IPsec 7OF T, H7RY MR—ATRELKAR
N—AICEYET,

AR—D )L—2 & IPsec+tGRE R R ZFHIBTEIHBENHDH. AR—T II—2DKREICE
INTIL—=ZDOIP T RLANEREENTWET, Spokel & Spoke2 NERENELSRIZEBEL T
KEEV, N8 22UTVBRIETTEL, IXNTOAR—I I—RFOEREELUTVET, F
EAEDHE, IXNTDAR—DVRBAVE—TIAALT—EDIPT7RLAZXVEEL, BYD
REGRBUICEYYET, chilkY), ZLKODAR—T I—FZHEICEREL., BHETDIENT
XTI,

NHRP F—ZRE /N7 EAR—=TTRDOEDIZBVYET,

Onwr—z O

Hub#show ip nhrp
10.0.0.2/32 via 10.0.0.2, TunnelO created 01:25:18,
expire 00:03:51
Type: dynamic, Flags: authoritative unique
registered
NBMA address: 172.16.1.4
10.0.0.3/32 via 10.0.0.3, TunnelO created 00:06:02,
expire 00:04:03
Type: dynamic, Flags: authoritative unique
registered
NBMA address: 172.16.2.10

10.0.0.<n>/32 via 10.0.0.<n>, TunnelO created
00:06:00, expire 00:04:25
Type: dynamic, Flags: authoritative unique
registered
NBMA address: 172.16.<n>.41

OSpoke1 IL—2 O

Spokel#sho ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 4d08h,
never expire
Type: static, Flags: authoritative
NBMA address: 172.17.0.1

FALFTIVIINFRANNT TR AR=Y

FRORR—Y L—ROFEE DMVPN YU 1—2 3> OEEICHELBWES, AK—2 )L
— 2N~ 3> 12.2(13)T &Y BIO Cisco I0S Y 7RI T PEERFTTEES., NTL—2DR




TEld DMVPN OBEEICMKIZT D -8, CiscolOS N—2 32 122(13)T B RV TNLUEZRTT
BPDREBEHNFHYVET, chlCkY), TTICBATNTVEIAR—T IL—RZVDODOKRATTYTY
L—RIDUBENHINEFRERICRODENTEXRT, AR—D JL—X T Cisco I0S /N\—2 =
12213 T FERFEFNURZEITLTVWRIEE, AORSICAR—VDOREEZBRILTEET

o

O Spoke<n> JL—#& ( Cisco 10S 12.2(13)T & V& )

O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set security-association level per-host
set transform-set trans2
match address 101
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.<n+1> 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.1
tunnel key 100000
!
interface Ethernet0
ip address dhcp hostname Spoke<n>
crypto map vpnmapl

access-list 101 permit gre any host 172.17.0.1

C‘Spoke<n> JL—2% ( Cisco I0S 12.2(13)T LAR ) O

crypto ipsec profile vpnprof

set transform-set trans2

!
interface TunnelO

bandwidth 1000

ip address 10.0.0.<n+1> 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1

tunnel key 100000

tunnel protection ipsec profile vpnprof




interface EthernetO

ip address dhcp hostname Spoke<n>
|

RDEXZRBEXRTHBDEIEBRLTLSEEV,

1. crypto map vpnmap1 10 ipsec-isakmp V¥ > RZHIBRL, crypto ipsec profile vpnprof Ti&
EWMAEL I,

2. Ethernet0 1 > X —7 T A4 AN S crypto map vpnmap1 X > KRZHIEBRL, tunnel protection
ipsec profile vpnprof 1Y > R% Tunnel0 1 2 —7 I/ AICRELEL 1=,

3. B ACL, access-list 101 permit gre any host 172.17.0.1 ZHIBRL £ L %=,

CDFE, IPsecET7 PRLAEZOFZ (B tunnel source ... $ &K T tunnel destination
CRENSHBEIET, ET7ETOFRFROESY) T (show cryptoipsecsa A KD
HOACRRENET ).

local ident (addr/mask/prot/port): (172.16.1.24/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.17.0.1/255.255.255.255/47/0)

local crypto endpt.: 172.17.1.24, remote crypto endpt.:172.17.0.1

BT HE. UTFOTILEEIC R, EADE (IPsectGRE/NT PY R AR—2 ) ABCCET
C bR T OEEN 2 ENET,

Onup —5 O

version 12.3
!
hostname Hub
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
no ip split-horizon eigrp 1
delay 1000
tunnel source Ethernet0
tunnel mode gre multipoint
tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface EthernetO




ip address 172.17.0.1 255.255.255.0
|

interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.0.0 0.0.0.255

no auto-summary

NTORECEERFHY EEA,

OSpoke1 W—% O

version 12.3
!
hostname Spokel
|
crypto isakmp policy 1
authentication pre-share
crypto isakmp key ciscod47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
|
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.2 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface EthernetO
ip address dhcp hostname Spoke2
|
interface Ethernetl
ip address 192.168.1.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.1.0 0.0.0.255

no auto-summary
|

OSpokeZ =% O

version 12.3
|




hostname Spoke2

!
crypto isakmp policy 1

authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!
crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.3 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address dhcp hostname Spoke2

|

interface Ethernetl

ip address 192.168.2.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.2.0 0.0.0.255

no auto-summary
|

HAAFZY O IINFRA> B IPsec VPN

COEUTAVOBEERETIE, DMVPN DI X TOMAEERLET, NHRP &, AR—2 )L
— XN VPN XY RDO—OURADOHDAR—Y L—ZOABYEA > RX—TIA AT RLAZEH
CHEBIIMMEERRBLET, Chid. AR—=T IL—3H., HORKR—Y I—RICEE
IPsec+tmGRE N R ZBNICBETHLEOICT O BBEREF ODOCEEEKRLET, COAKR—
TBTF—Z RNZ 714V INNT I—2BHTREEFEENEBEE, BEMW/ESLLIZIHENHY,
NT IN—ZLTOEBELEERN 2MBEAD LD, ChiFEFTT. COMEEFERTDICE. A
R—D L—2%RAL Y —RA> N GRE ( p-pGRE ) # 53 ILFRA> b GRE (mGRE ) k
VELNAVE—TIA RPN BADVENHYVET, FEMOAR—T L—FONXILIP
TFRLADIPZRIVARNKY TZFERALT, HORR—VOERTHRAAERE (V7 )XY hD—
DEZBIIVENBYET, AR—T )L—RE. NTED IPsec+mGRE R XL ZNL TR
AENBEALFIVIIPIL—FT42F Z7ORINBAHT, chsn (T )XY KND—U%%F
BLET,

CONT N—BTEFENTVREASAFTIVIIPI—FT4>2F7 7O0RINE. 1 DOAR—Y
AeFEZFLEIL—RE, MOITXNTOAR—IANOELAE—T I AICRBMULRT LS IZER
ETEXETH, BEChSOIL—REDIPRIVARNKYTE, NTHFZDI—FEEBLEAR
— O IL—2TREL, \TIL—RICKEYET,



X HAFTIVION—TFT42T77ORINBNT T RAR—=DVVITOHEEL, F4F 3
YORAR=DV—AR—=DV D) IOTREEELEEA,

CORAFZIVv O IL—FT4>F 7O (RIP, OSPF, 8K EIGRP) &, N7 ILl—& L
T, L—RZEMGRE R RN AVER—TIAARAILRTEKSTRNEZALAALET, FhI—K%
HDAR—VICRTEDIT RNZRAARENEEEZIL, 1 DDAR—IHSZEZLEZTDOIL—ND
BEXAR—T IL—FRZIPXIVANKRYTICRETIHENf HVET,

=740 Z7ORJINOBREEHRFRXOESY T,

RIP

NTDMGRE RV Z) AV R—TIARALET, ATUY N KSA XV EATLTIREN B Y
£F. TITHEWESE, RPEMGRE AV Z— 7 I/ RENLTHBLEL—NERLU A2 B—
JIAALRT&STRNRIZALE Ao

no ip split-horizon

TOMDEERIHVEHKLA, RIPE, ChoDIL—KZ2ZBLEOERLAEZ—TI(A
ICRIERSITRNZAXTBIL—KT, REXOIPZXIANKY T Z2ABNICEALET,

EIGRP
NTDMGRE RV Z) AV R—TIARALET, ATUY N KSA XV EATLTIREN B Y

£F¥T, TO5THVIES, EIGRPEMGRE AV EZ—TJ I A RAZNLTEBLEEIL—NERLUAY
B—TIAALRTELSTRNZLAALEE A

no ip split-horizon eigrp

T7AILBRDFRETE, EIGRP &, I—hZ2ZFBLEAVEZ—TI(AELRAUAEZ—T7I(A
ETIL—KZET7 RNRAXTRFEETE, PRITARNKY TEIC, PRNZRAXTBIL—ED/\
TIL—2&RELET, COBE. ChSOIL—RNETRNRAXTRDEZILRERD IP XD
ARKRYTZ#ERATSELS EIGRP ICIERTBICE, ROREINY RABETT,

no ip next-hop-self eigrp

¥ : no ip next-hop-self eigrp <as> <> Rl&. Cisco IOSU ) —AR12.32)LABTHEATEE T,
12.2(13)T & 12.3(2) B® Cisco 10S U —A T, KDEXETSBENF B ET,



cAR—=VBAAFTIVY MR ZFERALAVES, LEOONY REFETY,

. spoke-to-spoke ¥4 2V U NOFILZFERATREHEE. AR—V IL—ZFORXRIL A4V A
—TJ7IMALTTORR RAYF I ERTRIHEN HYET,

- ThUADFERF. DMVPN TRIOL—T 14> J ZORJLZFEATIBEN BV ET,

OSPF

OSPFIEVIOARAT—RMI—FT427 70 INDESD, ATUYRNKSAAXOBEBREHY)
FtHA. BENILFRADNAVEZ=TIAADHE., OSPF XY ND—0 ZATIZRAVRNY
—SRILFRABNEERELETH, chiZkl) OSPFLatZ'J' IN—=B2ODIN—F14>20T F—7
JWICHRARN IL—REZEBILET, ChSODKRANIIL—NICEL2T, HORAR—Y I—2DE#E
CHDRYRIT—UBBTONT Y MNE, HORAR—VICEEEGEE KT, N\TEHTEHEEELE
T, COBEEREITZ LS, COONREFEALT, 7JO0—RFYARNTS 0OSPF XY KD
— 0 RATBEBRELET,

ip ospf network broadcast

Fho N7 IL—2H IPsec+tmGRE XY RDJ—INDRRIL—R (DR) ICBBD L E2BRATIHNE
FHVET, Chlk, OSPF 74 AT 14 2NT LT 1KY KREL, AR—UV LT OKY
RELKRETDETRITEET,

- \7 : ip ospf priority 2
. A7R—7 : ip ospf priority 0

DMVPN =>4 ) N7

192 163.0.0/2
Ntatic

Dsmamic

HUE-1

10.0.0.1

1721701

10.0.0.2

W 10.0.0.<nrt1>
% 10.0.0.3 %

=POKE] ‘ SPOEE=n= |

192168 <n=.0/

SPOEEZ ‘
192,165, 1.0/2

152.168.2.0/2



Onup —5 O

version 12.3

!
hostname Hub

!
crypto isakmp policy 1

authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!
crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.1 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp holdtime 600

ip ospf network broadcast

ip ospf priority 2

delay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface EthernetO

ip address 172.17.0.1 255.255.255.0
!

interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.0.0 0.0.0.255 area 0

NTREDHE—DOZEERIE, L—T4>Y Z7ORJILHN EIGRP TlkE< OSPF THBZETT
o OSPF XY RD—9 ZATICTO—RFYARNEREEN, TSAFIVTAIZ2HNREENT
WBZEIEBELTLKEETW, OSPFRY RD—T A4 IC7TO—RFYARNERET D L,
OSPFIFIPRXVARNKY T FRLAZFEDAR—V I—ZFOERI_HZDZXYND—TDI—bK
B, TOAR—T I—Z2DOGRE hFILELTAAM=ILET,

IC}Spoke1 IW—= O

version 12.3
!
hostname Spokel
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0




crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!

crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.2 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast 172.17.0.1

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

ip ospf network broadcast

ip ospf priority 0

delay 1000

tunnel source Ethernet0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address dhcp hostname Spokel

|
interface Ethernetl

ip address 192.168.1.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.1.0 0.0.0.255 area 0

COAR—D IL—RDOFRERF. NTOBREEFELCISUTVET, BLVREROESYTT,

cOSPF7ZSA A VT A HFOICREENTVET, AR—VI)—&F, mGREFTO—RF ¥R
RYLFT7OEANBMA)ZRY RD—JDDRIZTBCERBTEFRA, NT L—Z2D&HNT
RNTDAR=T =B NODEBEAZT 1Y VEENF TELT, DRIENBMARY RNT—JD
IRXTDOXN—ICT IV EATERIHLENHNET,

N7 NL—B2ACEREENIZNHRP IZF ¥ AN IVYEVTERLFEYANIVEDTH
HYET,

ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1

LBIDERETIE, GRE R RIANRA NY— f*f‘/l\'(&?f‘f'&)‘ ip nhrp map
multicast dynamic... A REBEH W EBATLE, TOHE, YILFFYANNTY N
F. 1 DDAEEBEENDORNXILZEL T, BBNICHATEI{LENET, AR—U GRE
ROZRIDFRILFRARNIEEEN, BEROTELEENFETD LS, REKOIX
VRFBEICEYVET,

N7 NL—=BRIZBERAR—T L—RICBEITRIRHEAFIBREENATHEST. AR—T IL—RIZEFIP
T RLANBWICEI) HTSnD S, AR—V I—2FBBLEEEIC, NTEDODRNVX
LWEREZRBITDIVENFfHVET, AR—T L—ZEEZ. NHRPNHS & UTNTHFEE
ENTVET,

ip nhrp nhs 10.0.0.1



FREROOAX REFERATDE, RAR—T IL—RE. NHRP EENT Y N&2/\NT )L—ZIC
MGRE+IPsec N> XL ZBL TEHHICEFBLET. chsOEENTY N, N7 IL—2
DNAR=D IN—=ZRICNTYRZERNZUIULTRILEDHICHER, AFR—I NHRP YV E
vUERERELET,

IC}Spokez =3 O

version 12.3
!
hostname Spoke2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans?2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.3 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
ip ospf network broadcast
ip ospf priority 0
delay 1000
tunnel source Ethernet0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface Ethernet0
ip address dhcp hostname Spokel
|
interface Ethernetl
ip address 192.168.3.1 255.255.255.0
!
router ospf 1
network 10.0.0.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

OSpoke<n> IL—=& O

version 12.3
!
hostname Spoke<n>
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0




crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!
crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.<n+1> 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast 172.17.0.1

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

ip ospf network broadcast

ip ospf priority 0

delay 1000

tunnel source Ethernet0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address dhcp hostname Spoke<n>

|

interface Ethernetl

ip address 192.168.<n>.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.

FTRTDAR—T L—ZOBRENFFBIILTVWREICEFBLTLKEZV, E—0EWE, O—
ANAVE—TILAALDIPTRLATY, Chid,. ZBROARAR—T7 IL—2ZRBRETIEEIC
BIABET, IXNTODAR—I -2 ZZEL2ICEAULSICRETE, O—AILIPAR—TI

AATRLAETZEMTZDHENFHYET,

CDEERT, Hub, Spokel, KT Spoke2 L—Z EDI—FT 1420 =TI ENHRP X Y E

VO F—7IN%ESBL., WHIREE ( Spokel & Spoke2 L—R ZiBEEH ). KU Spokel &
Spoke2 ICL>TEDOEDRAFIVY U IFERENEEOREZEZELET,

HEPRE

OHub L—20ms O

Hub#show ip route
172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl




¢} 192.168.1.0/24 [110/2] via 10.0.0.2, 00:19:53,
TunnelO
¢} 192.168.2.0/24 [110/2] via 10.0.0.3, 00:19:53,
TunnelO
Hub#show ip nhrp
10.0.0.2/32 via 10.0.0.2, TunnelO created 00:57:27,
expire 00:04:13
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.1.24
10.0.0.3/32 via 10.0.0.3, TunnelO created 07:11:25,
expire 00:04:33
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.2.75
Hub#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
204 EthernetO 172.17.0.1 set HMAC_SHA+DES_56_CB
0 0
205 EthernetO 172.17.0.1 set HMAC_SHA+DES_56_CB
0 0
2628 TunnelO 10.0.0.1 set HMAC_MD5
0 402
2629 TunnelO 10.0.0.1 set HMAC_MD5
357 0
2630 TunnelO 10.0.0.1 set HMAC_MD5
0 427
2631 TunnelO 10.0.0.1 set HMAC_MD5
308 0

C}Spoke1 IL—2 DOER O

Spokel#show ip route
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.24 is directly connected, Ethernet0
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

0 192.168.0.0/24 [110/2] via 10.0.0.1, 00:31:46,
TunnelO
C 192.168.1.0/24 is directly connected, Ethernetl
0 192.168.2.0/24 [110/2] wvia 10.0.0.3, 00:31:46,
TunnelO
Spokel#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel0 created 01:42:00,
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
Spokel#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
2 EthernetO 172.16.1.24 set HMAC_SHA+DES_56_CB

0 0

2064 TunnelO 10.0.0.2 set HMAC_MD5

0 244

2065 TunnelO 10.0.0.2 set HMAC_MD5
276 0

OSpokeZ IL—2DERH O

Spoke2#show ip route
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.2.0 is directly connected, Ethernet0




C 10.0.0.0 is directly connected, TunnelO

¢} 192.168.0.0/24 [110/2] via 10.0.0.1, 00:38:52,
TunnelO

¢} 192.168.1.0/24 [110/2] via 10.0.0.2, 00:38:52,
TunnelO

C 192.168.2.0/24 is directly connected, Ethernetl

Spoke2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 01:32:10,
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
Spoke2#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
17 EthernetO 172.16.2.75 set HMAC_SHA+DES_56_CB
0 0
2070 TunnelO 10.0.0.3 set HMAC_MD5
0 279
2071 TunnelO 10.0.0.3 set HMAC_MD5
316 0

10.0.0.0/24 is subnetted, 1 subnets

COEAT, 192.168.1.2A 5192.168.2.3\CpingZ £FLETF. chSOF KLARK. ThZh
Spoke1)L—R &ESpoke2)L—RDERICHBDRANATY, BEEAR—I B mGRE+IPsec b X
N ZBETEREOD, RO—EDQDARRINFRELET,

1.

Spoke1)L—& &, %8%192.168.2.3Mping/N\7 Y REZELET, L—FT1IF—TIIT
CHBEZBREL, CONTY RZTunnel0Af > RX—T7 I A AN SIPRIVANKY S
10.003ICERETIHVEN BB EZRELET,

. Spoke1 JL—&E%E% 10.0.0.3 DO NHRP I Y E>VY F—7 )L ##EL., I RNUHFEWV

CENDHVET, Spokel L—2IE NHRP ERER/NT Y &KL, NHS (N7 IL—
2)ICERFELERT,

N\TIIL—&F. 8%E10.0.03CHTBANHRPY Y E Y F—T I E#FIv oL, PRLA

17216.2.75ICXYEVTJENTWVWB ZEEZREBLET, /N7 IIL—RENHRPHEERIGZE/NT v
N#Z/ER L. Spokel)l—ZIZEELET,

. Spoke1)L—Z ENHRPEERGZEZZEL. NHRPYYE> I F—7)L1210.0.0.3

—>172.16.2.75Xk v E T AHNLET, NHRPIYYE T ZEBMTRE, ThHANUH—
eV, ET7 17216275 £D IPsec N RIILABEBENIET,

. Spoke1 JL—& & 172.16.2.75 T ISAKMP ZBi%A L. ISAKMP & IPsec SA ZFX > IT— b

LET, IPsec ZOF <&, TunnelO tunnel source <address> 1Y R&E NHRP XY EY
IHhsHBLET,

local ident (addr/mask/prot/port): (172.16.1.24/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.2.75/255.255.255.255/47/0)

IPsec NZRIDEBEATTITDE, 192.168.2.024 HT XY RADTRTOTF—X NT v

NI(EE#E Spoke2 ICEEENE T,

.192.168.2.358 TCD/NT Y RARARNIEEEhizE, COKRANE192.168.1.2ICR Y /NT

Y NEREELET, Spoke2)L—R ik, 192.168.12DZDNT Y NEIL—F 1T F—T
ILTREL, 2ONTY RZEIPRYVARKY 710.0.0.21CTunnel0f > X —7 I 4 AICEEY
PHENHVYNET,

. Spoke2 JL—AF%E5 10.0.02 AD NHRP IV E>Y F—7IIL&2®E L, I NUABEWV

CENDAV)ET, Spoke2 JL—R & NHRP BRERNT Y NZEHERL, NHS (/N7 IL—
R)IDEELET,



9. N7 I —A&&, 3HK10.0.02I-xFBNHRPY Y E I TF—T I E#FITYv UL, PRLA
172161241y EV T EnTVBR e Z#RELET . /N7 IL—RIENHRPERISZE/NT v
NZ/ER L. Spoke2)l—ZRIZEEFELET,

10. Spoke2)L— R [ENHRP#EREZEEZZEL. NHRPYYE> T 7—7)L1210.0.0.2 —
172.16.1.24Xk v E> TR ADLET, NHRPIYE T EZBNMNTRE, ThHFRNIH—&
V), ETF 172.16.1.24 £D IPsec N RILHNFEBENETH. §TICET 172.16.1.24
EDIPsec ORI FEETD LD, ChULEMAETIHERFHY FHA,

11. ZhiZ k), Spokel & Spoke2 FNTY NZEWZEBEEATEDRSICHEYEL I,
NHRP XY EI N, REBEOBNT Y NOEEIZERAEhBEVESE, NHRPYYEY
JFHIBRENET, NHRPIYYEVYT IO NUZHIBRTD &, IPsec lFDEREI >IN
M IPsec SA ZHIBRL £ 9,

Spoke1 & Spoke2 B AL FZYV I VU ERE =B ORE

OSpoke1 IL—2 D1EHK O

Spokel#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 02:34:16,
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.0.3/32 via 10.0.0.3, TunnelO created 00:00:05,
expire 00:03:35
Type: dynamic, Flags: router unique used
NBMA address: 172.16.2.75
Spokel#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
2 EthernetO 172.16.1.24 set HMAC_SHA+DES_56_CB
0 0
3 EthernetO 172.16.1.24 set HMAC_SHA+DES_56_CB
0 0
2064 TunnelO 10.0.0.2 set HMAC_MD5
0 375
2065 TunnelO 10.0.0.2 set HMAC_MD5
426 0
2066 TunnelO 10.0.0.2 set HMAC_MD5
0 20
2067 TunnelO 10.0.0.2 set HMAC_MD5
19 0

IC}Spokez IL—20O1BE O

Spoke2fshow ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 02:18:25,
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.0.2/32 via 10.0.0.2, TunnelO created 00:00:24,
expire 00:04:35
Type: dynamic, Flags: router unique used
NBMA address: 172.16.1.24
Spoke2#show crypto engine connection active
ID Interface IP-Address State Algorithm
Encrypt Decrypt
17 EthernetO 172.16.2.75 set HMAC_SHA+DES_56_CB




0 0
18 Ethernet0 172.16.2.75 set HMAC_SHA+DES_56_CB

0 0

2070 TunnelO 10.0.0.3 set HMAC_MD5
0 407

2071 TunnelO 10.0.0.3 set HMAC_MD5
460 0

2072 Tunnel0 10.0.0.3 set HMAC_MD5
0 19

2073 Tunnel0 10.0.0.3 set HMAC_MD5
20 0

EEROEHNA S, Spokel & Spoke2 AM'NTIL—ZFZASEEVADO NHRP XY E T EZEEL,

MGRE+IPsec N>R I EZBEL, FRALEZEN DAY ET, NHRP IV E>YIE 5 DEICEND
%) ET (BED NHRP RERFE =300% ), NHRPIXYEINEMICKZERICERE

hizi84. NHRP REREBEN EEETH, TV RNUNHIBRENDEIICEHRFENET, T5T
BWEE, NHRP Y YE>JIZHIBRE N, IPsec IC&k 2T IPsecSAN I UTENET,

TAFPN NTEBRIEFAFZY O INFRAL2 b IPSec VPN

AR—=D IL—RICBITORETZEMTSD LT, TREDESHOFT2ITIL ( FEEEHD ) /)
TIN—REBETEET, 1T7J)L/\7 DMVPN 2B ETBICIE. 2 2OFENHYET,

cBAR—=DIZADORINFRAVNGRE MRV AVBR—TIAR%EFSE, XTARNKRY
7H—/N(NHS) ELT2DO0EBBNT&ETZ YU DMVPN XY RNDO—0, N7 )L
—ZIZE, 1 DODOXILFRAKNGRE RRIL A VBEZ—=TIA ALY B EB A,
CBAR—=DIZ2DOGRE N RN AVBR—TIAAR(RAVRKNY—RARNELERETILF
RAVKN)ZES, ThTENDO GRE NN ELRZNT IL—RICEHEEnE, F1T7I)L
DMVPN XY RD—9, COHBEE, N7 IL—ZICE. 1 DOXILFRAVNGRE X
WAVEZ—=—TILALDEBYEEA,
ROBITIE, F2T7IL/NTDMVPNDOINS 2 DOEBRDZFUADREICDODVTHALET,
EE550BEE. NMMTARENEEWVWE, DMVPN O T ) NTREICEELTVET,

FAFILINT -2 DMVPN LAFTDO B

SVUIDMVPN LAT7ORNOFATIL NTRRENFEECEETTHN,. 1T DMVPN L
ATIROF2T7I N7 FEE DMVPN 2 B3N —FT 1 T 24 TEDHITTEHYEFRA.
DBENDEZFE., IXNTONT (ZOBEE22 ) EFTRNTOAR=IHN D1 20T XY K~
( TOTOR, ) ICEREENE, VU DMVPN TOSOR, #8228 TT. ZOARR—Y
PESNTADAEZTAY I NHRP X YEV TR, FA4FIV O II—FT4>0 Z7ORNJIKFET
TNBDARXTAY T IPsectmGRE U 9% RELES, XA FZIv o IIN—FT4>27 7083
. AR—VBDOFAFZY 9 IPsectmGRE UV LETRRE[TENEBA. COAKR—T )L—
Rk, BUMGRE R ZIN AV EZ—TIAALONT L—BZ2TRAN—Z)—FT14>5L TV
2O, VDDIOFRREBFAVE—TIAADEV (XKUY D, AN, BE, FLETEHELZE
) ZFE2T, 22ONTHARBEBLTVREEIZ1I DONTEES 1 DONTRYBETDLS,
RAFZIVION—TFT42F 7ORIN XNV YO RZTETDLFETEEFEFRA, COTVT T
LY AN BERGEE, AL SIIL—FT 120 Z7ORINORENDT I Y VR ERTIHE
NFHYVET, CcOED, FAFZIVv O I—FT4>7 7ORJLICIE OSPF Tl <., EIGRP £
FERPZFERALEANRVEENF HYET,

X LRROMER, BE, \NTIL—2HFEUSMIIBEBEhTVRBEICOARELET, Th
SHABUSBMICBEEEATVWVEWEES., N7 IIL—SBHTHEERY NT—VICEETESHAT



&, BEOAAFTIVIIIN—FTAVINELWNT -2 Z2BETHAEMENE<BEVET,

F1FINNT ->2JIDMVPN LA FI b

192.168.0.0/2

172.17.0.5

172.17.0.1

SPOEE!] ‘ SPOEE=n= ‘

SPOEE2 ‘

192.168.1.0/2 192,168 <n=. 0/

192.168.2.0/2

Chwr—s O

version 12.3
!
hostname Hubl
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
ip ospf network broadcast
ip ospf priority 2
delay 1000

Static
Dynamic




tunnel source Ethernet0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address 172.17.0.1 255.255.255.0
!

interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 1
network 192.168.0.0 0.0.0.255 area 0

Ohu2 -5 O

version 12.3
!
hostname Hub2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 900
ip address 10.0.0.2 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.1
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
ip nhrp nhs 10.0.0.1
ip ospf network broadcast
ip ospf priority 1
delay 1000
tunnel source Ethernet0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface Ethernet0
ip address 172.17.0.5 255.255.255.0
!
interface Ethernetl
ip address 192.168.0.2 255.255.255.0
!
router ospf 1
network 10.0.0.0 0.0.0.255 area 1
network 192.168.0.0 0.0.0.255 area 0




Hub1 OEREICH TAE—DEERIEF. 2 DOOIVT2HEATSELD OSPF ZEEITSHETY
o TUT0R2OONTDOERICHZDZRY ND—VICEAEH, TU7 1 & DMVPN XY KD —
28, AR=DV IIL—B2DOBRLHZDZRY ND—VICERENET, OSPFIF 1 DOIT U7 =R
TERIN., CCTREHRNDOSPFIUTOREZRILEDH, 2 20T )T ZEALTVET,

Hub2 MEREXEARRIZ Hub1 DEREELEFBL T, IP7RLAANBIICEEEIATVET, T4
WD 12k, Hub2 A" Hub1 DAR—D (FEWEIFATUR)TEHY, Hib1 7S5 4<X V)
NTIZ, Hb2 "2 A R ) NTILBBETT, ChAREENDE, Hub2 A" mGRE kX%
JLET Hub1 @ OSPF X4 /N—IZ%V)E ¥, Hubl [k OSPFDR TH37/=%. mGRE /1 > &% —7
IA4AA(NBMAXRY RD—2 ) LOMOITNTOD OSPF IL—REBREERIDILEN BV ET,
Hub1 & Hub2 BOER) I EWE ., Hubl £EEL TWSIEEIZ,. Hub2 & OSPF )L—F 4
OIS MUEE A, Hub1 20> 95 &, Hub2 Ik DMVPN ( NBMA XY RJ—% ) @ OSPF
DRICZVWET, Hubl1 AEIHTSE. DMVPN O OSPFDR THAZ & &G EHEET,

Hub1EHUb2D ERICH DI —RIE, GRENRILA 2 E—T I 4 ADFEHIEA Hub1Z2 AR—7
ZYRND—DICEEIREHIEFEALET, ChIZHL, Hub2M900 Kb/seclCRREE N TVET
o ChlE, NTIL—2DOBRIZHZRY NT—UDONTY NEHub1EHUb2IZEE L ETHAR
—ION=BUERZRNAE=TIAANFBY), 220FJANL—KFHY KT, NTY R E
ODO—RNZUIVIFERAEATVREE., CAICKUNTY NOIEFOE NN EE S A8
FHYNERT,

OSpoke1 L—& O

version 12.3
!
hostname Spokel
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans?2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.11 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
ip nhrp nhs 10.0.0.2
ip ospf network broadcast
ip ospf priority 0
delay 1000
tunnel source EthernetO
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof




|

interface Ethernet0

ip address dhcp hostname Spokel

|

interface Ethernetl

ip address 192.168.1.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 1
network 192.168.1.0 0.0.0.255 area 1

AR=T L—BZOREDEVRROEH) T,

CFLVRETRE, AR—TICHUWD2 NDAZT A4 YT NHRP XY EVIHFREES N, Hub2
FROVANKY T H—NeLTEMENET, FUDFI):

ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp nhs 10.0.0.1

FLL

ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5

ip nhrp nhs 10.0.0.1

ip nhrp nhs 10.0.0.2

c AR=T IL—2DOSPF TUTFRIVT 1 ICEEEhEL I,

NTDAR—T )L—RTCARXTAY I NHRPIVEVTENHS BEETBDET, CORUXE
WETHAFEVION—TFT 42T ORIV ERTITREILBYET, ChiE/NT TR A
R=O N—TFTAVITFEERFRAN—FYND)—VEERZLET, HIL2BEITXTOAR—ID/\
TTHY) ., HIHIDARAR—ITEHYET, Chickt), DMVPNY U 1—> 3> & ERATHEIC
 NILFLAYNT T RAR=DZFY ND—U DR, RE. BLRUVZEENBRICEYET,

O Spoke2 JL—#& O

version 12.3
!
hostname Spoke2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans?2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.12 255.255.255.0
ip mtu 1400
ip nhrp authentication test




ip nhrp map multicast 172.17.0.1

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp map multicast 172.17.0.5

ip nhrp map 10.0.0.2 172.17.0.5

ip nhrp network-id 100000

ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
ip nhrp nhs 10.0.0.2

ip ospf network broadcast

ip ospf priority 0

delay 1000

tunnel source Ethernet0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address dhcp hostname Spokel

|

interface Ethernetl

ip address 192.168.2.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

O Spoke<n> JL—#& O

version 12.3
!
hostname Spoke<n>
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.<n+10> 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
ip nhrp nhs 10.0.0.2
ip ospf network broadcast
ip ospf priority O
delay 1000
tunnel source Ethernet0
tunnel mode gre multipoint
tunnel key 100000




tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address dhcp hostname Spoke<x>

|

interface Ethernetl

ip address 192.168.<n>.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.

ZDEESRT, Hub1, Hub2, Spokel, Spoke2 L—R EDI—F14>9 F—7 )L, NHRP IV E
29 F—7). B IPsec EHEESRBL, MHIRE ( Spokel & Spoke2 L — & % RBE %
) ERRTEET,

B REEESE

O hubt L—2oms O

Hubl#show ip route
172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets

C 10.0.0.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl
0 192.168.1.0/24 [110/2] via 10.0.0.11, 00:02:17,
TunnelO

0 192.168.2.0/24 [110/2] via 10.0.0.12, 00:02:17,
TunnelO

Hubl#show ip nhrp
10.0.0.2/32 via 10.0.0.2, TunnelO created 1w3d, expire
00:03:15
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.17.0.5
10.0.0.11/32 via 10.0.0.11, TunnelO created 1w3d,
expire 00:03:49
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.1.24
10.0.0.12/32 via 10.0.0.12, TunnelO created 1w3d,
expire 00:04:06
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.2.75
Hubl#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
4 EthernetO 172.17.0.1 set HMAC_SHA+DES_56_CB
0 0
5 EthernetO 172.17.0.1 set HMAC_SHA+DES_56_CB
0 0
6 EthernetO 172.17.0.1 set HMAC_SHA+DES_56_CB
0 0
3532 TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB

0 232




3533 TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB

212 0

3534 TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB
0 18

3535 TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB
17 0

3536 TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB
0 7

3537 TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB
7 0

Ohub2 L—20ms O

Hub2#show ip route
172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets

C 10.0.0.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl

0 192.168.1.0/24 [110/2] via 10.0.0.11, 00:29:15,
TunnelO
0 192.168.2.0/24 [110/2] via 10.0.0.12, 00:29:15,
Tunnel0
Hub2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 1lw3d, never
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.0.11/32 via 10.0.0.11, TunnelO created 1w3d,
expire 00:03:15
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.1.24
10.0.0.12/32 via 10.0.0.12, TunnelO created 00:46:17,
expire 00:03:51
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.2.75
Hub2#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt

4 EthernetO 171.17.0.5 set HMAC_SHA+DES_56_CB
0 0

5 EthernetO 171.17.0.5 set HMAC_SHA+DES_56_CB
0 0

6 EthernetO 171.17.0.5 set HMAC_SHA+DES_56_CB
0 0
3520 TunnelO 10.0.0.2 set HMAC_MD5+DES_56_CB
0 351
3521 TunnelO 10.0.0.2 set HMAC_MD5+DES_56_CB
326 0
3522 TunnelO 10.0.0.2 set HMAC_MD5+DES_56_CB
0 311
3523 TunnelO 10.0.0.2 set HMAC_MD5+DES_56_CB
339 0
3524 TunnelO 10.0.0.2 set HMAC_MD5+DES_56_CB
0 25
3525 TunnelO 10.0.0.2 set HMAC_MD5+DES_56_CB
22 0

OSpoke1 L—2OEH O

Spokel#show ip route




172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

O IA 192.168.0.0/24 [110/11] wvia 10.0.0.1, 00:39:31,
TunnelO
[110/11] via 10.0.0.2, 00:39:31,
TunnelO
C 192.168.1.0/24 is directly connected, Ethernetl
0 192.168.2.0/24 [110/2] via 10.0.0.12, 00:37:58,
TunnelO
Spokel#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 00:56:40,
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.0.2/32 via 10.0.0.2, Tunnel0 created 00:56:40,
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.5
Spokel#show crypto engine connection active
ID Interface IP-Address State Algorithm
Encrypt Decrypt

1 EthernetO 172.16.1.24 set HMAC_SHA+DES_56_CB
0 0

2 EthernetO 172.16.1.24 set HMAC_SHA+DES_56_CB
0 0
2010 TunnelO 10.0.0.11 set HMAC_MD5+DES_56_CB
0 171
2011 TunnelO 10.0.0.11 set HMAC_MD5+DES_56_CB
185 0
2012 TunnelO 10.0.0.11 set HMAC_MD5+DES_56_CB
0 12
2013 TunnelO 10.0.0.11 set HMAC_MD5+DES_56_CB
13 0

O Spoke2 JL—2 O 1EH O

Spoke2i#show ip route
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.2.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

O IA 192.168.0.0/24 [110/11] via 10.0.0.1, 00:57:56,
TunnelO
[110/11] wvia 10.0.0.2, 00:57:56,
TunnelO
0 192.168.1.0/24 [110/2] via 10.0.0.11, 00:56:14,
TunnelO
C 192.168.2.0/24 is directly connected, Ethernetl
Spoke2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 5wé6d, never
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.0.2/32 via 10.0.0.2, TunnelO created 6wé6d, never
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.5
Spoke2#show crypto engine connection active
ID Interface IP-Address State Algorithm
Encrypt Decrypt




2 EthernetO 172.16.2.75 set HMAC_SHA+DES_56_CB
0 0

3 EthernetO 172.16.2.75 set HMAC_SHA+DES_56_CB
0 0
3712 TunnelO 10.0.0.12 set HMAC_MD5+DES_56_CB
0 302
3713 TunnelO 10.0.0.12 set HMAC_MD5+DES_56_CB
331 0
3716 TunnelO 10.0.0.12 set HMAC_MD5+DES_56_CB
0 216
3717 TunnelO 10.0.0.12 set HMAC_MD5+DES_56_CB
236 0

Hub1, Hub2, Spokel, B & Spoke2 DIL—TFT 1T FT—TIIZIk, W< DA OEFRRVERE

FHYWEYS,

CHENT V=2 AR—=T L—2OERICHZDERY

TW&ET, Hubt:

0 192.168.1.0/24
0 192.168.2.0/24
Hub2 :

0 192.168.1.0/24
0 192.168.2.0/24

[110/2] via 10.0.0.11,
[110/2] via 10.0.0.12,

[110/2] via 10.0.0.11,
[110/2] via 10.0.0.12,

RD—JERFOIAN L—KZHF

00:02:17, TunnelO
00:02:17, TunnelO
00:29:15, TunnelO
00:29:15, TunnelO

ZhilE, Hubl & HUb2 A AR—V L—Z0BRILHZDZY ND—2ERAUIIANE, N\T
IL—BROBRICHDZRYRNIT—TIDIN—ZRICTRNEZAATEDEEZEZERLET, HEXE
. 192.168.0.0/24 LAN [CEEEZH 2N TWBIL—2, ROI—F 129 T—TILIERD &

DI ERT, R2:

o] IA 192.168.1.0/24

o] IA 192.168.2.0/24

CZR— —RE. TWEONT L— R

[
[
[
[110/12] wvia 192

NIL—KZFBEFET, Spokel :
[110/11] wvia 10.0.0.1,
[110/11] wvia 10.0.0.2,

(¢} IA 192.168.0.0/24
Spoke2 :
(e} TA 192.168.0.0/24

Hub1 :

interface tunnel0

ip ospf cost 10

Hub2 :

interface tunnell

110/12] wvia 192.
110/12] wvia 192.
110/12] wvia 192.

168.0.
168.0.
168.

168

[110/11] wvia 10.0.0.1,
[110/11] wvia 10.0.0.2,

AR= L—=FHFNTY RCEDO—R N2 T7T>TVWBREHE., JEFHNAELLSEZW

INTY NEZTES e BH V) T,
2O00ONTAQV)IOBT, ERHIN—FT 1A TFEENTY RZEOO—R NS THNT
PABVKSICTRICRE, AHATI DOAR—TENTBONAEBETELS, L—FT 1
J7O0RINZEHRETIHBEN HYET, Hub1 Z27TAXUIC, HUIL2 ZNY OTFT Y TIZT 3
k. NI hoRILAVEZ—TIAADOSPF JANEZERBZEIZKRELE T,

o O O o

T
A

1, 00:00:
2, 00:00:
1, 00:00:
2, 00:00:

26,
27,
27,

27

Ethernetl1/0/3
Ethernetl1/0/30
Ethernetl1/0/3
Ethernetl1/0/3

NT L—2B&OFY NDO—2EEUIR

00:39:31,
00:39:31,

00:57:56,
00:57:56,

TunnelO

TunnelO

TunnelO

TunnelO



ip ospf cost 20

D—hERDES CERENET,

Hub1 :

(0] 192.168.1.0/24 [110/11] wvia 10.0.0.11, 00:00:28, TunnelO

(0] 192.168.2.0/24 [110/11] wvia 10.0.0.12, 00:00:28, TunnelO

Hub2 :

0 192.168.1.0/24 [110/21] via 10.0.0.11, 00:00:52, Tunnel0

0 192.168.2.0/24 [110/21] via 10.0.0.12, 00:00:52, Tunnel0

R2:

0 IA 192.168.1.0/24 [110/31] via 192.168.0.1, 00:01:06, Ethernetl1/0/3
0 IA 192.168.2.0/24 [110/31] via 192.168.0.1, 00:01:06, Ethernetl1/0/3

CNT, 2200NT IL—32F, AR—V I—Z20BRI.LHZDZXYRND)—IADI—KTELS]
AREFHEDILSICBYET, ChiE, I—FXR2THEETESDELSIZ. HIDIAAR—DI)—&IZ
RST7AYVIREETDEOICBAETNDEEERLET., Chik, LREORIOEREET
HBAENTVWBRIERHRIL—T 1 JOBBICH QML ET,

tR2FBEEHOEREZTHALLE, AROERHIL—FT A TREEEFELET, T4V
O NM—FT42F 7O ELTOSPF 2#EA T35S, AFR—U D router ospf 1 BB T T
distance ... AV RZFEAL, Hub2 BEHTEE L E)—M &Y Hub1 EFHTEHLEIL—NE
BEESEBRHCET, ChERBTEET,

Spoke1 :

router ospf 1
distance 111 10.0.0.2 0.0.0.0 1
access-list 1 permit any

Spoke2 :

router ospf 1
distance 111 10.0.0.2 0.0.0.0 1
access-list 1 permit any

L=HRRBRODISICRRENET,

Spoke1 :
0 192.168.0.0/24 [110/11] wvia 10.0.0.1, 00:00:06, TunnelO
Spoke2 :
o] 192.168.1.0/24 [110/11] wvia 10.0.0.1, 00:00:10, TunnelO

LROIN—TFTA2ITREILLY ., EXAHIL—FT 12 THSKRE L., BRI Hub1 AT FBE
Hub2 IC7 T =LA —N—TFBENTEET, chlE, MAONTHFBELTVWDEER,
Hub1 ZG M ERAEhDI e ZERLET, 7I—-IA-—N—REZERAL. FER_BIL—FT 1>



JEREAETIC. NTEORR—VONST U AZEYBFSEAEONT B#EATHEES. IL—F
AT BRENEMICRDEENHVYET, OSPF 2FH T2 BSEBICEMICAYET, DL
H, ROFIFILDMVPNLATIORNOFITIL NTHFELTVWET,

FAFPILNT -FaAFIDMVPNLAFTIb

F1FILDMVPN LA T7IOROTFITIL NTRFERENF2PLEL VTTA, DMVPN 28BS I)L—F
A0 %K)BYICHEATEES, Z2X 5. 22032 ODMVPN "TO95DR, #28FD>2¢&T
To ENT (ZDOBE22)E12ODMVPNHTRY KN ( TO9TTIR, ) ICEHKEN, AR

—JB>EAEDDMVPN HTZRY N ( TOTTR, )ICEHEENET, CORR—T IL—2EF. 2
DOGRE RENAVER—TIAARALEOBEONT L—3RTERAN—&IL—FT12LTVS
EH, AVE—T I/ ARENEY (FTHEHIE. AN BELZE)EZFE2>T, 2 O00/N\THES

LTVWBREZEIZ1DONTZES 1 DONTRVBETDERS, XAFZVIN—TFT12T 7

ORI AXARNVYOZEETEXT,

X LROBER. %, \T—2AEUSHCRETATLVZBALOXBELET, Th
SHARAUBHCRES ATOVEWEE, \T L—S@EHTREXY ND— Y CHETE2BAT
&, BEOXAFTIVI N—FTAVIHNELWNT L—ReBETHTREN BB ET,

COAR—Y IL—ZTlE, ppGRE FEIWE MGRE RZRIL AV RZ—TIAAOVWT A ZFEH
TEET, AR—VIN—FLOEEDp-pGREA > Z—T I A Ak, AUNRILYV—A%ZEH
TEET, IP7PRLATITN., AR—IINL—ZELEOEBROMGREA > Z—T7IAAICIE. — 20
NOZRILYV—ABFBETT, IPT7RLRA, Chld, IPsec DBEBEORIND/NT Y M, mGRE
RZRILD 1 DEBEENTRIRENSHS ISAKMP /NTY RO ESHTT, ISAKMP /N7 Y MNIZE.
COBEERTZETSIBEIPTPRLA(JVE—NIPsecE7 PRLA) ULABYWEEBA, COT
RL A& tunnel source ... F RLAEBEEZIETH, WAHD S XILEEL tunnel source ... 7
RLAZFHE DS, EICBRIO MGRE NRIL AV E—TIMAALQBULET. chik, =2E
FTAIININFFYANTF—EZNTYRDE2>EMGREA X —T7IAAICEERN TSN, Z4F
SO N—TFTA4T0 7J7ORINZBHE>TLESHEMNI BB ZZRLET,

GRE /N7 Y RBEHEIZIE., SO 2 DO MGRE 1 2 —7 T4 A%ZXBIT % 7=8% D tunnel key ... &
FHoHEd, CORMBBEUERA. CiscolOSYTRITIT YU—2R123(5) 8L 12.3(7)T
&V, COFBREHBRTD O, BIMNTXA—FHNEAEIhELE : N XIRM....sharedZ D
shared ¥—7D— Kk, @BO MGRE /A —T7 I 4 AN, AU EXBRXIPFZRLAZ®D
IPSec BB{LEFEAHITDICEEZRLET, CcNUFEIOVI—ANDEFEE, COF1F7J)L DMVPN L
ATIRDTFIFTIN NTTp-pGRE N>R\ ZFEATEET, ppGRENIRILDBE, M X
LOREEREM I ZINOREOHAEN..IPPRLAZBEIZEATEETT, COHITIE. p-pGRE
ROZRIADACOFIFTIDMVPNLATIROFITI N7 TERE N, shared 85+
csnEB A

F1FN N7 -F21FIDMVPN LLFI N



152, 168.0.0/2 Static
Dynamic

172.17.0.5

1721701

7 —S——— .
oot S

=POEE=n=

192.168.1.0/2 122,168 <n=.0f

SPOKE? ‘

152 168.2.0/2 ..

RONATARENTVREERRE, ZEORETHALLEAANFIVIIILTFRANNTS
FEAR—TVDREICHELTVET,

Ohupt —5 O

version 12.3
!
hostname Hubl
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
no ip split-horizon eigrp 1
delay 1000
tunnel source EthernetO
tunnel mode gre multipoint




tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address 172.17.0.1 255.255.255.252
|

interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!
router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.0.0 0.0.0.255

no auto-summary
|

Otz —5 O

version 12.3

!
hostname Hub2

!
crypto isakmp policy 1

authentication pre-share
crypto isakmp key ciscod47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!
crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.1.1 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100001

ip nhrp holdtime 600

no ip split-horizon eigrp 1

delay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100001

tunnel protection ipsec profile vpnprof
|

interface EthernetO

ip address 172.17.0.5 255.255.255.252
!

interface Ethernetl

ip address 192.168.0.2 255.255.255.0
!

router eigrp 1

network 10.0.1.0 0.0.0.255

network 192.168.0.0 0.0.0.255

no auto-summary
|

CDIFE. Hubl & Hub2 OERERFPUTVWET, THEVE, ThEIRN ERS DMVPN O/\T
THBDETT, EDMVPN FEBZDXODEOEFEALET,



IPH 7 %Y N (10.0.0.0/24, 10.0.0.1/24 )

- NHRP ¥ K—% ID ( 100000, 100001 )

- N> X)L F— (100000, 100001 )
BALFZIv O IN—FT4>F 7Ok OSPF S EIGRP Il &Z S5 hEL L. XEDHEE
THBETDELSIC, EIGRP ZFHALTNBMA XY ND—U%RE,. EBEITHIHANEERZELEDT
9,

O Spoke1 JL—2& O

version 12.3
!
hostname Spokel
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans?2
!
interface Tunnel0
bandwidth 1000
ip address 10.0.0.11 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface Tunnell
bandwidth 1000
ip address 10.0.1.11 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp network-id 100001
ip nhrp holdtime 300
ip nhrp nhs 10.0.1.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.5
tunnel key 100001
tunnel protection ipsec profile vpnprof
|
interface EthernetO
ip address dhcp hostname Spokel
|
interface Ethernetl
ip address 192.168.1.1 255.255.255.0
|

router eigrp 1




network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.1.0 0.0.0.255
no auto-summary

BAR—Y L—2TE 220 p-GRE RV X)L AR —T I AHK. 220 DMVPN DZFhZh
IC1D2FI2EREENTVWET, <O ipaddress .... ip nhrp network-id ..., tunnel key ..., 88X
tunnel destination ... DfElk, O 22O R RILZXBFTRDEOHICEAETIhET. X1FIV D
=742 ORI OEIGRP &, WA D p-pGRE MR T XY NTEITEN, 120
p-pGRE 1 > Z—T7 I A4 A (DMVPN) ZHDEDDHA SBIRT D EHICHEHENET,

O Spoke2 JL—4& O

version 12.3
!
hostname Spoke2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface Tunnel0
bandwidth 1000
ip address 10.0.0.12 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface Tunnell
bandwidth 1000
ip address 10.0.1.12 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp network-id 100001
ip nhrp holdtime 300
ip nhrp nhs 10.0.1.1
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.5
tunnel key 100001
tunnel protection ipsec profile vpnprof
|
interface Ethernet0
ip address dhcp hostname Spoke2




|

interface Ethernetl

ip address 192.168.2.1 255.255.255.0
!
router eigrp 1

network 10.0.0.0 0.0.0.255

network 10.0.1.0 0.0.0.255

network 192.168.2.0 0.0.0.255

no auto-summary

O Spoke<n> JL—#& O

version 12.3
!
hostname Spoke<n>
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key ciscod47 address 0.0.0.0 0.0.0.0
!
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface Tunnel0
bandwidth 1000
ip address 10.0.0.

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Tunnell

bandwidth 1000

ip address 10.0.1.

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp network-id 100001

ip nhrp holdtime 300

ip nhrp nhs 10.0.1.1

delay 1000

tunnel source EthernetO




tunnel destination 172.17.0.5

tunnel key 100001

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address dhcp hostname Spoke<x>

|

interface Ethernetl

ip address 192.168.<n>.1 255.255.255.0
!
router eigrp 1

network 10.0.0.0 0.0.0.255

network 10.0.1.0 0.0.0.255

network 192.168.<n>.0 0.0.0.255

no auto-summary
|

C DEFR T, Hub1, Hub2, Spokel, Spoke2 L—R LD ) —F 14 >Y 7—7 )L, NHRP YV E
29 F—7). B IPsec EHEESRBL, MHIRE ( Spokel & Spoke2 L — & % RBE %
) ERELTHEL &5,

B REEESE

DHub1 IL—2DEH O

Hubl#show ip route
172.17.0.0/30 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 2 subnets

C 10.0.0.0 is directly connected, TunnelO

D 10.0.1.0 [90/2611200] wvia 192.168.0.2,

00:00:46, Ethernetl

C 192.168.0.0/24 is directly connected, Ethernetl

D 192.168.1.0/24 [90/2841600] via 10.0.0.11,
00:00:59, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.0.0.12,
00:00:34, TunnelO
Hubl#show ip nhrp
10.0.0.12/32 via 10.0.0.12, Tunnel0 created 23:48:32,
expire 00:03:50
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.2.75
10.0.0.11/32 via 10.0.0.11, TunnelO created 23:16:46,
expire 00:04:45
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.1.24
Hubl#show crypto engine connection active
ID Interface IP-Address State Algorithm
Encrypt Decrypt
15 Ethernet0 172.17.63.18 set

HMAC_SHA+DES_56_CB 0 0
16 Ethernet0 10.0.0.1 set
HMAC_SHA+DES_56_CB 0 0
2038 TunnelO 10.0.0.1 set
HMAC_MD5+DES_56_CB 0 759
2039 TunnelO 10.0.0.1 set
HMAC_MD5+DES_56_CB 726 0
2040 TunnelO 10.0.0.1 set
HMAC_MD5+DES_56_CB 0 37

2041 TunnelO 10.0.0.1 set




HMAC_MD5+DES_56_CB 36 0

O Hub2 JL—&Z 0158 O

Hub2#show ip route
172.17.0.0/30 is subnetted, 1 subnets

C 172.17.0.4 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 2 subnets

D 10.0.0.0 [90/2611200] wvia 192.168.0.1,

00:12:22, Ethernetl

C 10.0.1.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl

D 192.168.1.0/24 [90/2841600] via 10.0.1.11,
00:13:24, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.0.1.12,
00:12:11, TunnelO
Hub2#show ip nhrp
10.0.1.12/32 via 10.0.1.12, Tunnel3 created 06:03:24,
expire 00:04:39
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.2.75
10.0.1.11/32 via 10.0.1.11, Tunnel3 created 23:06:47,
expire 00:04:54
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.1.24
Hub2#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
4 EthernetO 171.17.0.5 set
HMAC_SHA+DES_56_CB 0 0
6 Ethernet0 171.17.0.5 set
HMAC_SHA+DES_56_CB 0 0
2098 TunnelO 10.0.1.1 set
HMAC_MD5+DES_56_CB 0 722
2099 TunnelO 10.0.1.1 set
HMAC_MD5+DES_56_CB 690 0
2100 TunnelO 10.0.1.1 set
HMAC_MD5+DES_56_CB 0 268
2101 TunnelO 10.0.1.1 set
HMAC_MD5+DES_56_CB 254 0

O Spoke1 JL—Z D& O

Spokel#show ip route
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Ethernet0
10.0.0.0/24 is subnetted, 1 subnets

C 10.0.0.0 is directly connected, TunnelO

C 10.0.1.0 is directly connected, Tunnell

D 192.168.0.0/24 [90/2841600] via 10.0.1.1,
00:26:30, Tunnell
[90/2841600] via 10.0.0.1,
00:26:30, TunnelO
C 192.168.1.0/24 is directly connected, Ethernetl
D 192.168.2.0/24 [90/3097600] via 10.0.1.1,
00:26:29, Tunnell
[90/3097600] via 10.0.0.1,
00:26:29, TunnelO
Spokel#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 23:25:46,
never expire
Type: static, Flags: authoritative




NBMA address: 172.17.0.1
10.0.1.1/32 via 10.0.1.1, Tunnell created 23:24:40,
never expire
Type: static, Flags: authoritative
NBMA address: 172.17.0.5
Spokel#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
16 EthernetO 172.16.1.24 set
HMAC_SHA+DES_56_CB 0 0
18 EthernetO 172.16.1.24 set
HMAC_SHA+DES_56_CB 0 0
2118 TunnelO 10.0.0.11 set
HMAC_MD5+DES_56_CB 0 181
2119 TunnelO 10.0.0.11 set
HMAC_MD5+DES_56_CB 186 0
2120 Tunnell 10.0.1.11 set
HMAC_MD5+DES_56_CB 0 105
2121 Tunnell 10.0.1.11 set
HMAC_MD5+DES_56_CB 110 0

O Spoke2 JL—Z D1EH O

Spoke2#show ip route
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.2.0 is directly connected, Ethernet0
10.0.0.0/24 is subnetted, 2 subnets

C 10.0.0.0 is directly connected, TunnelO

C 10.0.1.0 is directly connected, Tunnell

g

192.168.0.0/24 [90/2841600] via 10.0.1.1,
00:38:04, Tunnell
[90/2841600] via 10.0.0.1,
00:38:04, TunnelO
D 192.168.1.0/24 [90/3097600] via 10.0.1.1,
00:38:02, Tunnell
[90/3097600] via 10.0.0.1,
00:38:02, Tunnell
C 192.168.2.0/24 is directly connected, Ethernetl
Spoke2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel0 created 1d02h, never
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.1.1/32 via 10.0.1.1, Tunnell created 1d02h, never
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.5
Spoke2#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
8 EthernetO 172.16.2.75 set
HMAC_SHA+DES_56_CB 0 0
9 EthernetO 172.16.2.75 set
HMAC_SHA+DES_56_CB 0 0
2036 TunnelO 10.0.0.12 set
HMAC_MD5+DES_56_CB 0 585
2037 TunnelO 10.0.0.12 set
HMAC_MD5+DES_56_CB 614 0
2038 Tunnell 10.0.1.12 set
HMAC_MD5+DES_56_CB 0 408
2039 Tunnell 10.0.1.12 set

HMAC_MD5+DES_56_CB 424 0




ZZTH, Hubl, Hub2, Spokel, #&Tf Spoke2 DIL—F 12T F—=TIICE, W<2HDE
KRVWRA B KT,

CHENT V=2, AR=V L—R2OBERICHZDRY ND—JEBEOTIAN L—NEHE>
TWERT, Hubt:

D 192.168.1.0/24 [90/2841600] via 10.0.0.11, 00:00:59, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.0.0.12, 00:00:34, TunnelO

Hub?2 :
D 192.168.1.0/24 [90/2841600] via 10.0.1.11, 00:13:24, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.0.1.12, 00:12:11, TunnelO

ik, Hubl & HUL2 A" AR—T IL—RDBRICHDZRY ND—VERUIARANE, N7
L—=BOERBRILHDRYRNDI—IDIN—ZRITRNEZARXTBZDEZERLET, X
. 192.168.0.0/24 LAN IZEEEZHEETNTVRIL—2, RROIL—FT 129 T—=TILREXD &
SICBVET, R2:

D 192.168.1.0/24 [90/2867200] wvia 192.168.0.1, 00:51:51, Ethernetl/0/3
[90/2867200] wvia 192.168.0.2, 00:51:51, Ethernetl/0/3

D 192.168.2.0/24 [90/2867200] wvia 192.168.0.2, 00:52:43, Ethernetl/0/3

[90/2867200] wvia 192.168.0.1, 00:52:43, Ethernetl/0/3

cAR—=V =B, @AONT IL—2ZAT, N7 IL—32EBZOZXY  ND—VLERALUOA
NIL—KNZHFSBE5ET, Spokel :

D 192.168.0.0/24 [90/3097600] via 10.0.1.1, 00:26:30, Tunnell
[90/3097600] via 10.0.0.1, 00:26:30, TunnelO

Spoke2 :
D 192.168.0.0/24 [90/3097600] via 10.0.1.1, 00:38:04, Tunnell
[90/3097600] via 10.0.0.1, 00:38:04, TunnelO

AR—G L—BHFNTY RCEDOA—R NTV IV TEF>TVEHE, JEFFEL AL

Ny NES TS THEEN &Y ET,
2OONTADUVIET, FHHIL—T AV IELRNTY RTEOO— K NFV I AT
DABWES TR, MABT I DOAR—VENTBONAEBETDELD, L—FT 1>
S 7ORINERETBHENBYET. Hubl 2T SATUIC, Hb2 BNV I F Y TIZF S
ik, N7 RURL AV B—TIA AOBEERBEICHELET,

Hub1 :

interface tunnel0
delay 1000

Hub2 :

interface tunnel0

ééiay 1050

X COBITIE, HUL2O R RILA 2V Z—T T4 AOEBEICS0MBMMENEL ., i, 20
D/\7 (100)E DEthenetl 4/ X —7 I A ADBELYENEVEHTT, hiC&kt), Hub2lE
AR=TIN—=ZIZNTY NEBEEEELEFTH, HUb1KR Y EEXLLLBZWVWIL—NMZEHub1E

Hub2OEBRIZH DI —FICT RNZAAXLET, BEN100A LEML B 4E. Hub1&Hub2®
BB ICHDIN—FEFHWDWIZNLTEELETAR—II—RIZEELET,

L=—RERDISIZRRENET,

Hub1 :



D 192.168.1.0/24 [90/2841600] via 10.0.0.11, 00:01:11, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.0.0.12, 00:01:11, TunnelO

Hub2 :

D 192.168.1.0/24 [90/2854400] via 10.0.1.11, 00:00:04, TunnelO
D 192.168.2.0/24 [90/2854400] via 10.0.1.12, 00:00:04, TunnelO

R2:

D 192.168.1.0/24 [90/2867200] wvia 192.168.0.1, 00:02:18, Ethernetl/0/3
D 192.168.2.0/24 [90/2867200] wvia 192.168.0.1, 00:02:18, Ethernetl/0/3

220ONTIN—2F, AAR—IVIL—ROBRELCHDZYRNIT)—UI—ROOAANNELZD LS. C
NHBEE. R2THERTEDZELSIZ, HILINAR—=IIL—ZFZAOKRNT T4 Y VEREICBLAENE
T, chik, LROBYOEXEEZ THAL EBECHLLET,

LR 2 BEENEFZFEE THHALLABRREFELRIN, 2 D20 ppGRE 2RI 12 82—7
IA AN BB, CORRILA2VE—T T4 AILfERIIC delay ... ZBREL., EIGRP X MV
Y 9% Hubl & Hub2 A SEBULIEL—NCEETERT,

Spoke1 :

interface tunnel0
delay 1000

interface tunnell
delay 1050

Spoke2 :

interface tunnel0
delay 1000

interface tunnell
delay 1050

L=—RERDISIZRRENET,

Spoke1 :

D 192.168.0.0/24 [90/2841600] via 10.0.0.1, 00:15:44, TunnelO
D 192.168.2.0/24 [90/3097600] via 10.0.0.1, 00:15:44, TunnelO

Spoke2 :

D 192.168.0.0/24 [90/2841600] wvia 10.0.0.1, 00:13:54, TunnelO
D 192.168.1.0/24 [90/3097600] wvia 10.0.0.1, 00:13:54, TunnelO

ERBOIN—FAVITREICEKY), FXRHIL—F 1> THhSREL, BEIC HIbI X DT E
Hub2 IC7 I =) A—/N—TBENTEET, Chik, AAO/NTHFEBHLTVWDEZ G,
Hubl Z A ERE D CEZ2ERLET,

7I-)A-—N—REZFEAL., IIHIN—FT 1T %2FRETIC. NTRAODAR—IDNT>
AEYBHFSHADODNT ZERATRZHE, L—TAVIREFGRYEMICEYETH, EIGRP
EERATZIHEICINATETT, ChEERTDICEKE. NTIL—RORRILAR2—TIA
AD delay .. ZELKTDELIICRMELTH, S, RAR—T JL—2 T offset-list <acl> out <offset>



<interface> V> REMAL, GRE N RIL AV E=TIAADPSNYITFT YT NTICF RIS
BAXENEL—RDEIGRP XM Y U %EBPLET . AFR—I D Tunneld & Tunnell O A >
R—TIAABOELL K\ delay ... FE|IEHREFEAET D =D, AR—7 =23 7147V
NTN—5%BELET, AR—T IL—2OZEERRIODESYTY,

O Spoke1 JL—#& O

version 12.3
|

hostname Spokel
|

|

interface TunnelO

bandwidth 1000

ip address 10.0.0.11 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Tunnell

bandwidth 1000

ip address 10.0.1.11 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5

ip nhrp network-id 100001

ip nhrp holdtime 300

ip nhrp nhs 10.0.1.1

delay 1500

tunnel source EthernetO

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof

|

router eigrp 1

offset-list 1 out 12800 Tunnell
network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.1.0
distribute-list 1 out

no auto-summary

access-list 1 permit 192.168.1.0
|

O Spoke2 JL—24& O

version 12.3
!




hostname Spoke2
|

|

interface TunnelO

bandwidth 1000

ip address 10.0.0.12 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1500

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
|
interface Tunnell

bandwidth 1000

ip address 10.0.1.12 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5

ip nhrp network-id 100001

ip nhrp holdtime 300

ip nhrp nhs 10.0.1.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof
|

|

router eigrp 1
offset-1list 1 out 12800 Tunnell
network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.2.0
distribute-list 1 out
no auto-summary

|

access-list 1 permit 192.168.2.0
!

X A7t Y NME12800(50%256) k. 25600(100*256)k V) £/hE Wi=s, EIGRPX KUY JICE
EhELE, Z0OfE (25600) &, N7 IL—RBETEFEENLIL—RDEIGRP XKUY I
BiMEN3ENDTT, Offsetlist IV RT 12800 AT E, KXVIFYT NT IL—2E,
ChsONTY NEAR—IDTSAIVNT IL—2%8&Y), 1 —YZY NEHATEXTHNDT
BEL, NTYPMEAR—Y L—RCEBBEELET., \T L—RIZK2TTRNRLARENE
I=RDOXRNIUYOEF, ELVWTSAIV NT IL—BHFBEEIhDEDICBEYET, RAR—TD
¥oE Hb1 Z7Z4X ) )L—RELTHERAL, BYOEDE H2 Z7Z4/4X ) )L—R&ELT
FEALET,

i A7y MEN25600(100%256) A EICEML =BE. N7k, NTOBRIZHDIL—FINA
R—=OIL—RIINTYNEREETDIEHICELWNTZEBETRIHEETE, £E5—FHO/N\T %2R
HEBHTTAR—IIL—RICNTY NZEEEELET,

E:AR—IVEDI1DORZILAB—TILRAZALTIDONTIL—E A SEFBLIEL—bH



Z, E31DOORZLEZNLTRONTICT RNRAXTES -4, distribute-list 1 out 1< >
REBMENEL =, distribute-list... AN Rk, AR—=2 JL—RXFBEOIL—NEFET RN
BRAXTEDCLERIELET,

EAR—IN—BZTREBENTIN—BTI—TFTAITTRNEZAZXA N2&HIHTZ5EE,
AR—D T < /\7)L—2 Toffset-list <acl1> in <value> <interface>_1< > R & distribute-list
<acl2>AV Y RZBRETEE T, <acl2> access-list ICFTXTOAR—IDOBEEHLSDIL— R
IJARNE N, <acl1>access-list (CEBIONT L—BZHF 754X NTILBBDAR—IHS5DI
—KNEFNAIVRARNENET,

CNSDEEICKY, L—REROKSICHEYET,

Hub1 :

D 192.168.1.0/24 [90/2841600] via 10.0.0.11, 00:12:11, Tunnel2
D 192.168.2.0/24 [90/2854400] wvia 10.0.0.12, 00:13:24, Tunnel2

Hub2 :

D 192.168.1.0/24 [90/2854400] via 10.0.1.11, 00:09:58, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.10.1.12, 00:11:11, TunnelO

R2:

D 192.168.1.0/24 [90/2867200] wvia 192.168.0.1, 00:13:13, Ethernetl/0/3
D 192.168.2.0/24 [90/2867200] wvia 192.168.0.2, 00:14:25, Ethernetl/0/3

Spoke1 :

D 192.168.0.0/24 [90/2841600] via 10.0.0.1, 00:16:12, TunnelO
Spoke2 :

D 192.168.0.0/24 [90/2841600] wvia 10.0.1.1, 00:18:54, Tunnell

DMVPN Y 1—>32 @, RPEEREELK IPsec VPN XY RT—JICEDE T KRB NT S 12
O, ROBEZRHLET,

DMVPN IZ& VW, I X2 21F LGP A Y1 IPsec VPN DKV BVWART—U 2 THT
BEICBEYET, chlk, AR—VBERNZ 71 Y IFEENBEES (LEAE, £2AR—IH
BILHOEAR—VILTF—REEELTVRDIFTRAVELE ), BIZEATY, AKR—7
BOERE IPEGENIHIRY., EORR—VEMODAR—VICERTF—KEREETEET,

. DMVPN &, BIICEIY HTShET RLAZRE D IPsec /—R (7 —7 )L, ISDN, DSL %
E)EYR—KNLET, chid, NTT7UYRAR—IBLREAYSI 1 Y ND—VICERAE
hET, DMVPN FEICERBL TVWREDICENTASAR—IAND I INFBETT,

-DMVPN [ VPN /—ROEBMEZBRILLET, HILWAR—I IL—RZEBMTDHEE.

AR=DV L—REREL, RYRND—VIZERITBDLETTERET (LEL, NTLETHL
WAR—I DIHBE, ISAKMP FRIAMEHREEMTIHENHYET ), NTREHFLVWAR—S
COVWTEMICEEL, RAFIv o II—FT4207 7O0R N, NTBRTMHOITXNTO



AR—IDANDIN—T 1T %EBLET,

- DMVPN (&, VPN ADIXNTDIL—R THELZREDY A1 XA ZHIHL £F, GRE+IPsec /\
TT7RAR—VERA VPN RY RDJ—ODOBEELEKETT,

. DMVPN (& GRE #fEHT57%, VPNRED IPINLFF ¥ ARNBLOAAFTIvI IL—F
AT RNST74990%YR—NLET, ChiF, FA4FZIv O IIN—F1427J 7O %
FRATE, IRA "N\7L, Z2Z07ORIINTHR—RNTEZCEEERLET, VILFF
YANT7VT—=23> EHR—RENTVET,

-DMVPN FAR—=DVTORTIY N RRUTEYR—KNLET,

BAE1E R

- Dynamic Multipoint VPN ( DMVPN )
. IPSec ICBEgAHR—KN R—D
- T ZAHIYEKR—D - Cisco Systems
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