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nameif ethernet0 outside security0

nameif ethernetl inside securityl100

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname PIXRTPVPN
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domain-name cisco.com
fixup protocol ftp 21
fixup protocol http 80
fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol ils 389
fixup protocol rsh 514
fixup protocol rtsp 554
fixup protocol smtp 25
fixup protocol sglnet 1521
fixup protocol sip 5060
fixup protocol skinny 2000
names
!--- Interesting traffic to be encrypted to the
Checkpoint™ NG. access-list 101 permit ip 192.168.10.0
255.255.255.0 10.32.0.0 255.255.128.0
!--- Do not perform Network Address Translation (NAT) on
traffic to the Checkpoint™ NG. access-list nonat permit
ip 192.168.10.0 255.255.255.0 10.32.0.0 255.255.128.0
pager lines 24
interface ethernet(0 1l0baset
interface ethernetl 10full
mtu outside 1500
mtu inside 1500
ip address outside 172.18.124.158 255.255.255.0
ip address inside 192.168.10.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm
pdm history enable
arp timeout 14400
global (outside) 1 interface
!--- Do not perform NAT on traffic to the Checkpoint™
NG. nat (inside) 0 access-list nonat
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00
h323 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute
aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius
aaa-server LOCAL protocol local
no snmp-server location
no snmp-server contact
snmp-server community public
no snmp-server enable traps
floodguard enable
!--— Permit all inbound IPsec authenticated cipher
sessions. sysopt connection permit-ipsec
no sysopt route dnat
!--- Defines IPsec encryption and authentication
algorithms. crypto ipsec transform-set rtptac esp-3des
esp-md5-hmac
!--- Defines crypto map. crypto map rtprules 10 ipsec-
isakmp
crypto map rtprules 10 match address 101
crypto map rtprules 10 set peer 172.18.124.157
crypto map rtprules 10 set transform-set rtptac
!--- Apply crypto map on the outside interface. crypto
map rtprules interface outside
isakmp enable outside
! --- Defines pre-shared secret used for IKE
authentication. isakmp key ******** address




172.18.124.157 netmask 255.255.255.255

!--- Defines ISAKMP policy. isakmp policy 1
authentication pre-share

isakmp policy 1 encryption 3des

isakmp policy 1 hash md5

isakmp policy 1 group 2

isakmp policy 1 lifetime 86400

telnet timeout 5

ssh timeout 5

terminal width 80
Cryptochecksum:089b038c8e0dbc38d8cebca72cf£920ab
: end
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Network Properties - CP_inside x|

General | MAT |

M ame:

IP &ddressz: |10.32.0.0

Met Mazk: [255.265128.0

Comment:  |CFINSIDE

Calor: ] -rl

|' Broadcast address:

* |ncluded " Mot included

] I Cancel Help




Network Properties - PIXINSIDE X|

General | MAT |

M ame:

IP &ddress: [192.168.10.0

Met Mazk: [255.265.255.0

Comment:  |Fizinside

Calar: I -
Broadcast address:
|7'f:' |ncluded ™ Mot included
] I Cancel Help

2. CheckpointTM NG& & UPIXAIND T — 9 AF—3 a7 PT7VT5 Kk LET, ChEHT
SIZIE. [Manage] > [Network Objects] > [New] > [Workstation] ® JIEIZEIRL £,
CheckpointTM NG OHHIFLE DBRICHER U 7= CheckpointTM NG D—9 AT —>3a> A7 1 O NEFERATE
FTe P RF— AV ES—RNIIA B LCHEEATAEVPNF/NA RELTRET S
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i Topology
— MAT
VPN
— Authentication
i Management
|_ Advanced

Workstation Properties - ciscocp

m General

Marne: |-:isu:n:p

IP addiess:  |17218.124.157 Get address |

Comment; IEhEH:kpuint Extemnal IP

Color: I- -rl

Type: ™ Hozt & Gateway
Check Point Products
¥ Check ot products installed *.r'ars'rmING “"I E=) "-.:’E'sinr“l
iwWPM-1 & Firg' a1 i’
[w|FloadGate-1
[ Policy Server
[] Primary b anagement Station ;I
Qbject b anagement

% Managed by this M anagement Senver [Intemal]

£ Menaged by anothen M anagement Sever [Extemal]

Secune |nternal Communication

Comrrunicatiar.. | NG Innmp_mgrrt,n-nienmp..pvzfna

[T Intercnenstle VPN Device

1]8 Cancel

Help




Workstation Properties - PIX

m General

i Topology

- NAT MNarne: IF'IH

VPN

 Advanced IP &ddiess:  |17218.124.158 Get address

Comment; IF‘IH Firewall

Colar: I- -rl

Type: I Hozt © Gateway

Check Point Products

[ Check Point products installed: ‘qr'eraiunING "'I [Fet Y emin |

|}
[]WPM-1 & Fire'' -1 il
[CJFloodGate-1

[CJPoficy Server
[t anagement Statior ;J

Qbject b anagement

€ Wanaped by this (Management Senver Intemnal]

r Menaged By ancthern Menagement Server [Extenal]

W Interoperable VPN Device

oK Cancel |  Heb |

3. [Manage] > [Network objects] > [Edit] Zi#IRL . CheckpoinfTM NGO —J AT—>3> ( C
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AVE—TIAAOT7ANT 1 EZEBELET,



Workstation Properties - ciscocp

General Topology
i Topology
- NAT Laet Interfaces |
zm o, Hame [ IPAddess [ Netwodk Mask . | IP Addiesses behine
W =" EE” E100B0 10.32.50.50 2552551280  CP_inside
- Managems E100B1 17218124157 2552552550  Eslemdl
[+ Advanced
|
Bemowve Show |
Show al IPs behind Gateway |
YPM Domain
* AP Addresses behind G atewap based on T opology Shaw
informatian =
™ Marusally Defined j S
[T Exportable for Secul emate

ok | Cancel |  Hel
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Interface Properties |

General T'I'II"I"DEL'r'IE!DS I

Topology

i External [leads out to the internet)

IP &ddrezzes behind this interface:

™ Mot Defined

™ Metwork defined by the interface IP and Met kazk

* Specific: LL P inside j
A nki-5 poafing

v Perform &nti-Spoofing bazed on interface topology

Spoof Tracking: ¢ Mone % Log ¢ Alert

] I Cancel Help
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VR—TIAA%ZERL, Edit|j22VYIOLTAVER—TIAAOTONT 1 ZHRELE
T NRODEABELTEETSZ AT a > &BIRL, [OKZOVYILET,



Interface Properties |

General TDP'J'DEI}'IIJDS I

Topalogy

(¢ Estemal leads out to the intemet]

i Intemal [leads ta the local network]
P &ddreszes Bebimd thiz mterface;
" Mot Defined
£ Metwork defined by the interface [P and ket kazk

" Specific: j

Anb-Spoafing
v Perform Anti-S poofing bazed on interface topology

Spoof Tracking: € Mone & Log € Alett

Q. Cancel Help
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Workstation Properties - ciscocp ; x|

General ¥PN
i Topal
| P Encryption schemes
Enticatiun set default IKE properties
i Management O Fi?

[+ Advanced

Edit... |

Cartificate List
Mickname | DN | Cetificate Authodity
4| | ]

Add.. Eeli | Remove: |

ok | Cancel | Hep |

7. KEZONT 1 2R ELE T, IDESHESILO AT 3V ZBRL T, IKEZONT 15
isakmp policy # encryption 3des X > REEBRMZR OKSICLET ., IKEZ’ONT 1A
crypto isakmp policy # hashmd5 1Y > REB#BMEZFOKSIZ, MD5O AT 3> #iBIR



IKE Properties x|

General |

— Suppart key exchange encryption with: - — Support data integrity with; —

[0 & ces -] ¥ MDS
O &= cast
[T SHa1
— Support authentication methiods;
W Pre-Shared Secref Edit Secrets. ..
[ Public Key Signatures Specifiy.

I YERA & Firew sl authentication for Secul emate [Hubrid Mode)

Advanced ... |

ak. I Cancel Help |

LE¥rT,
8. Pre-Shared SecretsDFBEEA 7> 3 > & B#IRL, Edit Secretsz V)Y VLT, EaiEF+—

%PIX Y > Risakmp key address address netmask netmask& EMMEA B D LS ICREL

F9, Edit|22)YIOLT, CCIERFTRSICF—ZANL, [Set]. [OKIDIEICO VYD

shared Secret |
— Shared Secrets List:
Feer Mame Shared Secret
Flll'}{: FEEE Edlt
Remove
Erter secret: ICiSCDrtd Set
OF. Cancel | Help
LET,

9. IKEZANT 14> RUT, [Advanced..]ZVUYIL., ROREZLXELET, "7V
LY T7E—REYR—b1 OFXTS a2 ZBRBRLET, [TT7FY hOF—XHBrzY
R—KNIBATa2EBRLET., TTLES, [OK|ZIVYILET,



Advanced IKE properties x|

[ Use UDP encapsulation

UDP PR PSEC encaps. j

Suppaort Diffie-Hellman groups

| Group 2 (1024 bit]
[Group 5 (1536 bit)

Rekeying Parameters

Renegotiate IKE secunty aszociations 1440 ::I Minutes

Fenegotiate IPSEC Security azzociations every  |2600 ::I Seconds
[ RBenegotiate IPSEC Security associations every | 50000 ::I F.Butes

Misc

[~ Support IP compression for SecureClient

[T Support aggresive mode
v Support key exchange for subnets

O Cancel Help

10. [Manage] > [Network objects] > [Edit] ZiZIRL T. PIX®[Workstation Properties]V 1 > R
DZEREET, V12 RUOEROZFERE A S[Topology] ZiZIRL ., VPNRX A2 ZF &
TEZELET., COFRETR., PXAHERY NT—2 (PIXOAZFEERY NT—2 ) VPN R
XA ELTERENATVET,



Workstation Properties - PIX

T opology

Get Interfaces |

s heoroed M ame: | IPAddiess | Network Mask . |

fAdd... Edit, Hermewe

BEemove Shaw

Shovn &l [Ps Betid Gateway

YPH Domain

" &)l IP Addiesses behind Gateway bazed on Topalogy

= Ezportable for Seculemate

oK Cancel |  Help

j 5 Sk
information. B ——

" Manually Defined |.I.|.I. PIXINSIDE j Shaw

1. 742 RODOERIORBIRBA S[VPN]ZBIRL, BEES{LAFREL T[IKE]ZBIRLET,
[EditjZ22 Yy O ULTIKEZONT 1 ZRELET,



Workstation Properties - PIX : x|

General ¥PH
i T opal
: Niﬁ.mw Encryption schemes

=y e

Edit... |

aK Cancel | Hep |

12. RD&SICIKEZONT 1 2RELE T, IDESESILOAFAT> a2 #BRL T, IKEZ'O
INT 1 Hisakmp policy # encryption 3des 1N > REERMERF OLSICLET ., IKEZ'O
INT 1 A crypto isakmp policy # hashmd5 1Y > REBE#MEZFE DL SIZ, MD5O AT =3



13.

14.

[~ Public Key Signatures

IKE Properties
General |

— Support key exchange encryption with: 1 — Support data integrity with; —
O & pes ¥ MD5
O = cast

=1 3DES ™ SHal

— Support authentication methods:

W Pre-Shared Secret Edit Secrets...

M atching Critera...

[ WPH- % Firew sl authentication for Secul emate (Hobrid Made]

Advanced ... |

Ok,

Cancel Help

CEBRLEY,

Pre-Shared SecretsDFRFEA 72 3 > ZiBIR L, Edit SecretsZz VU Y VLT, EHHEF
—%PIX~ > Risakmp key address address netmask netmask& BN B & 5 ICRE
[OKIDMELEIUYILET,

LEY, [Edit|z22 )Y O LTH— EAle/ [Set].

Shared Secret x|
— Shared Secrets Lizst:
Feer Mame Shared Secret
CIZCOCP s Edi
Bermove
............ EIK Cancel Help

IKEZ'Q/NT 474> RUT, [Advanced..]Z29V )Y VLT, chsSOREZEELERT,

IKEZ'O/NF 4 (Zi# U /=Diffie-HellmanZ JL— 7" Z2IRL £ ¥,
R—N1 OFT2a>E2BRBIRUET, [P 7TXY hOF—
VEBRLET, TTLES, [OK], [OKIDIEIC S

DY IL& T,

"FOILYSTE—RZEY
REYR—NTBR|ATS 3



Advanced IKE properties

W Uze UDE encapsulation

UDP /PR PSEC. encapsl, j

Suppart Diffie-Hellman aroups

Dﬁrnup 1 [¥63 bit)

[w|Group 2 [1024 bit)
[Group 5 [1536 bit)

Hekeying Parameters

Misc

Renegotiate |KE securty aszociations 1440 :I Minutes
Fenegotiate IPSEC Securnty azzociations eveny 3600 :I Seconds
[ RBenegotiate IPSEC Securnty associations every | 50000 :I k.Butes
™| Support [P compression far SecureClient
[T Support aggresive mode
v Support key exchange for subnets
k. I Cancel Help
15. [Rules] > [Add Rules] > [Top] ZEIRL T, KU —OBES{LIL—ILZEE

L &9, Policy

Editory 4 > R9T, R#ETEFREDTS O S LIZCP_inside(Checkpoint ™ NG M 1B
%Y NJ—%4)EPIXINSIDE ( PIXDREBZRY RD—2 ) DY —AEEDIL—ILEBALE
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Encryption Properties |

General |

— Encryption zchemes defined: —

@Ee

0 [Faz Pz

Edi. |

aF. Cancel Help

17. [IKE Properties]”V 1 > RJ T, crypto ipsec transform-set rtptac esp-3des esp-md5-hmac]
IV ROPIXIPSech TV A7 #—LE—HITBDRSCTONT 1 ZEELE T,
Transform7 7°< 3 > % Encryption + Data Integrity(ESP)ICEE L . Encryption Algorithm%
3DESIZE%E L. Data IntegrityZMD5IZ5%E L. Allowed Peer GatewayZ A ZPIXT — K™

I(EE—HIHRERELET (CCTHHELET ), OK|ZIVYILET,

X|

IKE Properties

General

Tranzfarm
¥ Encryption + Data Integrity [ESF)
™ Data lntegrity Only [&H)

Encroption &lgorithm: J0ES

=
D ata Integrity MO5 j
=

Cormpreszsion rmethod: M one

Allowed Peer Gateway:

™ Use Perfect Forward Secrecy
Usze DH Group: IGTDUF' 1 [768 bit] j

[~ Perfarm [P Poaol HAT

aF. Cancel Help




LEY,

18. CheckpointTM NGZEREL =%, R —%R1EL. [Policy] > [Install] Zi&IR L THIIC

" CISCOCP - Dheedle Posnd Padacy Edifor - Stamdand

Fie Edl View Mansge Rules polcy Topolsgy Sesrdh Window el
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ek PLINSIDEL
ﬂ Donar
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8] embeddad Dievics
[ Group
] Logesl Serves
1H] Address Riangs | 1|
E] Gatmagy Chntm
5] Dymamic Cbject || hame I | Commart
.!."' RO 172, 0124057 Oreckpoant Extienal P
[ P 172,08, 124.158  PIX Frewal
Ak P e NUELO0 OFINSIDE
Ayt BEINSIDE 152, R0 Bronsde

RIZ—=AAVNANENBEEICRF, A VARNL—232 T4 2 RUICESBREN KRR

ThET,

Install Policy

Standard.\w: Secunty Policy Scrpt generated into Standard. pf
Standard:
Cornpiled OF.

1A

R=ILT42RIIC, RUS—DAVARN=IAFRTLIECENTENIZEE, U]

2UvOLT, FIRZKRTLET,




Install Policy X

Standard. W Secunty Policy Script generated into Standard. pf ﬂ
Standard:

Compiled OF.

Inztalling YFH-1Fietwfall-1 policy On: ciscocp ...

YEM-T/Firetwall-1 policy installed succeszsfully on cizcocp. ..

WPM-1Firetwfall-1 policy [nstallation for all modules was successful

f Ny

il

2
PIX ERIE D #%EE

Tk, BENERICHELTVWRLESHZEFELET,

(]
(]

TORTYINAVER=TVR Y= (BRI—YERH) (OIT) F, HED show I RZEYH

R—bhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

2ODTTAR—RNFRY ND—VRBOBFEETANTREDHIC, T7TAR—KRIXYRT—TD1D

ABHDTSAR—RZY NT—IADpingZBHLET, CORETRE. pingH PIXHE
(192.168.10.2) A & CheckpointTM NGy #E:2 v KD —%(10.32.50.51)IC%Ex hE L 1=,

. show crypto isakmp sa : BEETFICHDFTXTHDIKESAZRRLET,

show crypto isakmp sa
Total 01
Embryonic : 0

dst src state pending created

172.18.124.157 172.18.124.158 QM IDLE 0 1

. show crypto ipsecsa : IRED SA THEAETIAhTVRREZRRLET,

PIX501A#show cry ipsec sa

interface: outside
Crypto map tag: rtprules, local addr. 172.18.124.158

local ident (addr/mask/prot/port): (192.168.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.32.0.0/255.255.128.0/0/0)
current_peer: 172.18.124.157
PERMIT, flags={origin_is_acl,}
#pkts encaps: 19, #pkts encrypt: 19, #pkts digest 19
#pkts decaps: 19, #pkts decrypt: 19, #pkts verify 19
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 1, #recv errors 0


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

local crypto endpt.: 172.18.124.158, remote crypto endpt.: 172.18.124.157
path mtu 1500, ipsec overhead 56, media mtu 1500
current outbound spi: 6bl5a355

inbound esp sas:
spi: 0xced238c7(3469883591)

transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 3, crypto map: rtprules
sa timing: remaining key lifetime (k/sec): (4607998/27019)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x6b15a355(1796580181)

transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 4, crypto map: rtprules
sa timing: remaining key lifetime (k/sec): (4607998/27019)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:

outbound pcp sas:
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;f CISCOCP - Check Point System Status

File Wiew Modules Products Tools Window  Help

DG [T R BB B EE W RP

tModules IP Address YPR-1 Details
=2 oscoce Status: Ok
IS8 ciscocp 17218124157 | o, o peats
- £ Firgw/all- Encrypted: 20
ﬂf FloodG ate-1 Decrypted: 20
..... & Management. Errors
----- N . Foundation Encryption errars: 0
----- B Decryption errors: 0
IKE events errors: [0
Hardware
Hw wendar Mame: naone
HWW Status: none

hZ70231—b

PXBRED RSN a—F12T

TORTYINAVE=T IR YY) (BFI—YEAH) (OIT) F, HE®D show AN RZEYH

R—BLETF, OIT ZFEAL T, show ANV ROH IO DMERRLET,

X :debug AN REMFHTDHEIIC,

ROOAX > RZEFEAL T, PIXFirewallOF NNy T 2BHMIZLET,

- debug crypto engine : BES{LE BBLEITOBEBILIV IV ICRATATFNYI XvE—S%

®RRLET,

- debug cryptoisakmp : IKE A1 X NZETRIX Y E—DZRTLET,

VPN Peer: ISAKMP: Added new peer: ip:172.18.124.157 Total VPN Peers:1l

Tdebug OV ROBELEH. 25RBL T<EEL,

VPN Peer: ISAKMP: Peer ip:172.18.124.157 Ref cnt incremented to:1 Total VPN Peers:1l

ISAKMP

crypto_

(0) : beginning Main Mode exchange
isakmp_process_block: src 172.18.124.157, dest 172.18.124.158

OAK_MM exchange

ISAKMP
ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

ISAKMP
ISAKMP

(0) : processing SA payload. message ID = 0

(0) : Checking ISAKMP transform 1 against priority 1 policy
encryption 3DES-CBC

hash MD5

default group 2

auth pre-share

life type in seconds

life duration (VPI) of 0x0 O0xl 0x51 0x80

(0): atts are acceptable. Next payload is 0

(0): SA is doing pre-shared key authentication using id type ID_IPV4_ADDR
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return status is IKMP_NO_ERROR

crypto_isakmp_process_block: src 172.18.124.157, dest 172.18.124.158

OAK_MM exchange

ISAKMP (0): processing KE payload. message ID = 0
ISAKMP (0): processing NONCE payload. message ID = 0
ISAKMP (0): ID payload

next-payload : 8

type : 1

protocol : 17

port : 500

length : 8

ISAKMP (0): Total payload length: 12

return status is IKMP_NO_ERROR

crypto_isakmp_process_block: src 172.18.124.157, dest 172.18.124.158

OAK_MM exchange

ISAKMP (0): processing ID payload. message ID = 0
ISAKMP (0): processing HASH payload. message ID = 0
ISAKMP (0): SA has been authenticated

ISAKMP (0): beginning Quick Mode exchange, M-ID of 322868148:133e93b4 IPSEC (key_engine) :

queue event...

IPSEC (spi_response) : getting spi Oxced238c7(3469883591) for SA

from 172.18.124.157 to 172.18.124.158 for prot 3
return status is IKMP_NO_ERROR

ISAKMP (0): sending INITIAL_CONTACT notify

ISAKMP (0): sending NOTIFY message 24578 protocol 1
ISAKMP (0): sending INITIAL_CONTACT notify

crypto_isakmp_process_block: src 172.18.124.157, dest 172.18.124.158

OAK_QM exchange

oakley_process_guick_mode:

OAK_QM_IDLE

ISAKMP (0): processing SA payload. message ID = 322868148
ISAKMP : Checking IPSec proposal 1

ISAKMP: transform 1, ESP_3DES

ISAKMP: attributes in transform:

ISAKMP: encaps is 1

ISAKMP: SA life type in seconds

ISAKMP: SA life duration (basic) of 28800

ISAKMP: SA life type in kilobytes

ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0xO0
ISAKMP: authenticator is HMAC-MD5

ISAKMP (0): atts are acceptable. IPSEC(validate_proposal_request):

(key eng. msg.) dest= 172.18.124.157, src= 172.18.124.158,
dest_proxy= 10.32.0.0/255.255.128.0/0/0 (type=4),
src_proxy= 192.168.10.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-3des esp-md5-hmac ,

lifedur= 0s and Okb,

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

ISAKMP (0): processing NONCE payload. message ID = 322868148
ISAKMP (0): processing ID payload. message ID = 322868148
ISAKMP (0): processing ID payload. message ID = 322868148
ISAKMP (0): processing NOTIFY payload 24576 protocol 3

spi 3469883591, message ID = 322868148

ISAKMP (0): processing responder lifetime

ISAKMP (0): processing NOTIFY payload 24576 protocol 3

spi 3469883591, message ID = 322868148

ISAKMP (0): processing responder lifetime

ISAKMP (0): Creating IPSec SAs

proposal part #1,

inbound SA from 172.18.124.157 to 172.18.124.158 (proxy 10.32.0.0 to 192.168.10.0)

has spi 3469883591 and conn_id 3 and flags 4
lifetime of 28800 seconds
lifetime of 4608000 kilobytes

outbound SA from 172.18.124.158 to 172.18.124.157 (proxy 192.168.10.0 to 10.32.0.0)

has spi 1796580181 and conn_id 4 and flags 4
lifetime of 28800 seconds

got a



lifetime of 4608000 kilobytesIPSEC (key_ engine): got a queue event...

IPSEC (initialize_sas): ,

(key eng. msg.) dest= 172.18.124.158, src= 172.18.124.157,

dest_proxy= 192.168.10.0/255.255.255.0/0/0 (type=4),

src_proxy= 10.32.0.0/255.255.128.0/0/0 (type=4),

protocol= ESP, transform= esp-3des esp-md5-hmac ,

lifedur= 28800s and 4608000kb,

spi= 0xced238c7(3469883591), conn_id= 3, keysize= 0, flags= 0x4

IPSEC (initialize_sas): ,

(key eng. msg.) src= 172.18.124.158, dest= 172.18.124.157,

src_proxy= 192.168.10.0/255.255.255.0/0/0 (type=4),

dest_proxy= 10.32.0.0/255.255.128.0/0/0 (type=4),

protocol= ESP, transform= esp-3des esp-md5-hmac ,

lifedur= 28800s and 4608000kb,

spi= 0x6b15a355(1796580181), conn_id= 4, keysize= 0, flags= 0x4

VPN Peer: IPSEC: Peer ip:172.18.124.157 Ref cnt incremented to:2 Total VPN Peers:1
VPN Peer: IPSEC: Peer ip:172.18.124.157 Ref cnt incremented to:3 Total VPN Peers:1
return status is IKMP_NO_ERROR
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