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F. XAVEFE—RMMETILYSTE—RD2ODE—RAEZRENTVET,
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Main Mode
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VERBIALET, XA I—arFaRicaly), REALSZRAOIDF VT TFANTES
hE,

IPsecE—R ( 7T —X2)

Quick Mode

IPSecx A I—232 (V4 YIE—R)RBTILYZTE—ROKERIS I -3 VICMUT
VWETAH, ROZI—-232%KRE, IKESANTREITIHVEN HBVET, 714V TE—RI,
T—2ESEOSAZZRI T —HML, TDIPSec SADF—MBEZEELFT,

IKEFEEE
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D=L TATABTHEEFIVT A BHERIUTEIETT, SAICKK. BESLTIL
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« RUHA—ID(VID)E, ETANATRSN—HI), FY RET7HREBEE, 7579 X>FT—>3
VIBERYR—RNLTVWBIHLESHZHTEDHICMEBENET,
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R|ITBDHETT,



- IPSectEF*—lk, DHZBEFRA L TEL2HEAMEPFS)ZHR TS A, TODHR R Z L
BNEBULERBS—VLYNIEHITD_ETHBETEERT,

XA 2VE—RNTY N RHR
ZISAKMP/ST Y NZlE, RYRILERTTB1HORAO— REBFEENTVES, IKERS

ETR, ROKICRTEIDIIC, XAVF—RTONTY RBORAMO—RRABO—ZPEL T
IKEOBEEZHBAL TVWET,

MAIN MODE
INITIATOR | RESPONDER
MM1 | —
» [
| MM2 [ | NEGOTIATE
| | CRYPTO
| SETTINGS
j: |
S !

3E| MM3 |

o @

Hi=aa— -

is 1 MM4

[ = - | S—

07 | <<Tonce,KE, VID, [CERT-REQ] SECRET KEY
| — EXCHANGE
|
l
| —_—

E i

38 -

3% | MM6 | PROVE

i | « oty

z 3

55 !

]
PHASE 1 COMPLETE- ENCRYPTL.D & AUTHENTICATED

XA > F— R1(MM1)
ISAKMPZR A I—>3a>O&BE{RETDICE. XEEUISAKMPRY S —%ERLET,

- E7DOIDERIET BRRAHF RN

« F—REREL., TTAN—ZHRIDE-HDOESLAER,

s REEOETERIEL, XV E—JHNREPICEECNTVEVC L EZRIETEDEHD/\Y
21Xy b—IRHFI— KRHVMAC)H Ko
EEERET IO XLDEE % RE T BDiffie-Hellman IL—7". EFXF1UFA T 54
TFOoARZOTILOAVXLZFERALT, BEF—EN\YI1F—FWMBLET,

s EX AT AT T SAT AN RBENDHICEESF—2FEHAITHEMOHIR,

RIZRTESIE, FRONTY NFIKERIZ I3 VDA I—RICK2>TEBEIET

o



Initiator Responder

HDR

cookie:
« initiator = X (randomly generated number per session)

« responder = 00000000,
SA (multiple crypto policies),

Vendor 1Ds — String or hash value. Used to advertise support
for capabilities not defined in standard (i.e. NAT-T)

__

Unencrypted — Unauthenticated

N A VE-RIBKERTY I -2 3V 0BHONT Y RTTF, LA >T, AZ5T
—ZSPIRZ VA LBEICREEN, LARVHASPIROICHREENE T, 2EBONTY b
(MM2) T, IERIOSPICH L METRHETDLEANHY), R I -3 V24 TRHRU
SPHEN #IFENET,

MM1A™F ¥ 7 F v & h, Wireshark®xY NDO—O7ORILNTFFZA YN ERENDHE, RIC
T KD, SPHEInternet Security Association and Key Management Protocol(ISAKMP) D A
BOHHENTT,

Ethernet II, Src: ©0:00:00_00:00:00 (P9:00:00:90:00:00), Dst: 00:09:P0_00:00:90 (PP:00:00:20:00:00)
Internet Protocol Version 4, Src: 170.49.116.268, Dst: 289.134.162.158
User Datagram Protocol, Src Port: 5080, Dst Port: 500
v Internet Security Association and Key Management Protocol
Initiator SPI: &f88c@380efebdfd
Responder SPI: 0000000000000000
Next payload: Security Association (33)

N MMINT Y RFNRTEDREY . MM2EEA VMBS, KEXIYT—3 3> TS
AERERCETAECMMIOBEREEN BEEhET, COBAT, 1=V T—RFRD
203 T—3avABURNUH—cn2dECRAUSPIERIBELET,

S EUn  REABLUBEAOSPIORAE. AUVPNOEHROZIS T—2 3> 5HBIL
L ZOYTI—2a OREERYACOICEECRISET,

2720REKRITIT—23a> 0O#E 5

Cisco IOS®XEZ'ZY R 7 #—ATlE, VUE—KRIP7 RLANFREES N EZHGEZFEALT, M
ZINCEITFNYTZTAINRI)ITTEXRT, L, ABXII—->3aEOJICERRE
naid, 74INRIVIJGETEFELA. FETITSHEN HYET, siRLEKXSIC, XO>
T—23>247T, REALRAEZRTRALUSPHEN #FENET, BLETIPP RLANSNT Y



REZEFLEDN, RO I—2aVFBEREORABICETZHICEHE hI-EESPIN—HL
BEWES, RICRT&SIC, ALE7OROXISI—23> T,

ISR4451

2ABF14E40D6GABEZS

*Apr 29 16:ST:GG,QEE_‘I_KE\&:{SESSIGH ID = 27621,54 ID = 1):Sending Packet [Te 198.19.252.1:508/From 10.11.6.2:588/VRF i6:¥0] |
Initiater SPI : 2ABF14E4BDG48E2E - Responder SPI : ©000022EE0000000 Message id: @

IKEv2 IKE_SA_INIT Exchange REQUEST

Payload contents:

SA KE N VID VID VID VID NOTIFY(MAT_DETECTION_SOURCE_IP) MOTIFY(MAT_DETECTION_DESTINATION_IP) NOTIFY(IKEVZ_FRAGMENTATION_SUPPORTED) VID

*Apr 29 16:57:42.200: IPSEC:(SESSION ID = 27621) (key_engine) request timer fired: count = 1,
(identity) local= 18.11.6.2:8, remote= 198.19.252.1:0,
local_proxy= 8.0.8.8/8.8.8.8/256/8,
remote_proxy= 8.0.0.8/0.0.9.0/256/0
*Apr 29 16:57:42.200: IPSEC(sa_request): ,
(key eng. msg.) OUTBOUND local= 10.11.6.2:588, remote= 198.19.252.1:509,
local_proxy= 6.9.0.8/0.9.98.9/256/8,
remote_proxy= 0.09.0.8/0.0.8.8/256/8,
protocol= ESP, transform= esp-aes 256 esp-sha-hmac (Tunnel),
lifedur= 28888s and 4294967295kb,
spi= @x@8(@), conn_id= @, keysize= 256, flags= @x@
on2-sitels 5638222923EA3C5A
*Apr 29 16:57:53.763: IKEv2:Received Packet [From 198.19.252.1:580/To 10.11.6.2:588/VRF i@:f8)
Initiator SPI : 5638222923EA3C5A - Responder SPI : DOOQOOQ00O000B00 Message id: @
IKEvZ IKE_SA_INIT Exchange REQUEST
Payload contents:
S4 KE M NOTIFY(MAT_DETECTION_SOURCE_IP) MOTIFY(MAT DETECTION_DESTIMATION_IP) NOTIFY(IKEVZ_FRAGMENTATION_SUPPORTED) NOTIFY(Unknown - 16431) MOTIFY(REDIRECT SUPPORTED)

N cofitl. 2TPT—2 a2 MM)OBRIONT Y NCHTAEBERZISTI—v 3>
ERLTVET, ££L. ChREEOXIST—3a2RIY N TRETDTEMN 5 V)
£T, BEOTRTONTY M. BEAISPIN0E RRBEBEEEHIBEN Y ET

o

XA VF— K2 (MM2)

XAVFE—RINTY R TR, LARAF—HLEZ7OR—YILICKHLU TEIRLERD S —%1%
FEL., LARADOSPIRZ A LABEICEREENET, XA I—>3 246 TRIUSPHEN #
BEhEzET, RICRTESIC, MM2IEMMIIZISZE L, SPIRERIIFOE FEBDEICREENE
9,



Initiator Responder
HDR
cookie:
« initiator = X (retained)
responder =Y (randomly generated per session),
SA (the selected crypto policy),

Vendor IDs — String or hash value. Used to advertise support
for capabilities not defined in standard (i.e. NAT-T)

e

Unencrypted — Unauthenticated

MM2A % ¥+ 7’F v & h, WiresharkxyY NDO—O7ORINTF AN ERENDEE, 1=
S I—5SPIE L ARVASPIOEREICRT &S IZInternet Security Association and Key
Management Protocol(ISAKMP)D A AN &R IZ V) £3,

+ Ethernet II, Src: ©9:00:00_P9:00:00 (P0:00:00:00:00:00), Dst: ©0:00:00_00:00:00 (©9:00:00:00:00:00)
Internet Protocol Version 4, Src: 209.134.162.158, Dst: 170.49.116.200
» User Datagram Protocol, Src Port: 50, Dst Port: 580
v Internet Security Association and Key Management Protocol
Initiator SPI: &f88cP@380efsbdfd
Responder SPI: 2bcB6438c94e88dc
Next payload: Security Association (33)

XA 2 F— R3B & T4MM3-MM4)

MM3& KOMMANT Y NEBESILE LVRIAEET N TH ST, MEF—OIBHITOIET,
MM3EMMAA RICRENTVWET,

MM3 (HDR, Nonce, KE, VID) Secret
key
MM4 (HDR, Nonce, KE, VID, [CERT-REQ)) exchange

a

XA > E— K58 & '6(MM5-MM6)

MM5& L TMME/NT Y NI TICHESILENTVWERTH, EFELEZNATLVEREA, chsO/N
TYRTRE, RORICRT RS ICFRALSTOIET,



Initiator Responder

HDR: ISAKMP header

IDi: Initiator ID
Authentication:

*  With Shared Secret (HASHi)
* With Signatures (SIGi, CERT)

MMS5 (HDR, ID;, AUTH [HASH;],[CERT],[SIG;])

MMG6 (HDR, ID,, AUTH [HASH,],[CERTL[SIG,])

e

Encrypted but
Unauthenticated

Phase 1 complete — Encrypted & Authenticated

24y 2FE—KR (QM1, QM2, B&LTQM3)

DAY IDF—RIEFE, XAVE—REIKEN 7 I—X1TEFI1T7 R RILEEBILERICETE
9, V4V IF—RIEK, IPSectFa)F4F7ILIVXLDHEEIPSec R —%#ZJI—H
L. IPSec SARBBI D= NDF—RMEBEEBLET, 7oA., FLLHEERZF—BHREZERL
 ERENTEBOSALYSOUTLATRY VEMSEHIZERAETNET,

RICRTLSIC, COTI—XTRER3IDONTY hFRBEhET,

Initiator Responder
SA (Transform sets, SPI)
Nonce (for replay protection)
[Key Exchange] (if PFS is desired)
Proposed Traffic Selectors
NAT address information

QM1 - Request

Just an ACK
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TILYZTE—RTR, IKESAROSI—232F320NTY MRS h, SACHERTAN
TOTF—ENA I —2HSEEIET,

« LARERGZTOR—YI, F—XTUTI, SLPIDZEFL, RONTY RTEYS 3
VERIAELFET,

s AZSVI-ZHARBEL, By a3 aFBALET,

« XOAVI—> 3R, REAESEZRAODNVVTTFARNTEEINET,



KOG, TILY S TE—RTRBENLEIDONT Y NORAO—ROPNBFZRLTVET,
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XLVE—RETILYSTE—R
AL VE—REWBLT, FPILYYTE—RTHIDDNYT—TIHHYET,

o AM1IEMM1EMM3ZRIRL £,

o AM2iE, MM2, MM4, B RTMM6ND —HBERIRT D, T, FIL Y TE—RDIEES
MAELCET, AM2EEIDrERRIAZRBENLETICBRALET, XA VE—REGERY, C
NERFESLENET,

« AMBIZIDIEERFZRHLET, ChoDERESLERET,



Main Mode vs Aggressive Mode
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IKEV2E IKEVID /N Y N3cHa

IKEV2ZRO2T—>32Tlk, NORILEBIAUTRIEHICRBENZI XY 2—IHFDELAEYF
Fo IKEV2EADDXY =T ZFRALET, IKEVIEEDDXY E—D (XA 2E—R) &
3IDDOXYE—T (FULYSTE—R) ZFEALET,

KEV2X Y =2 847G, BEREWEORTELTERENET, XORIEF, IKEV2EIKEVID
NTY NEBBRORAO—-—RABFZRLTVET,

IKEv2 vs IKEvl (MM)
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13 L I
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3 E3 k
55 '

I
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QEE:ZWH#JXDFTE\MEQNTWhﬁmEDVT@%L<ﬁ%L¥ﬁAO%MED
WTR, TIKEV2ONT Y hRBETORTDILRILTFNY T 22RBLTEE,

RS —R—AEI)—RIMKR—RA

K1) —~R—AVPN

BHNFRTEDIC, RUS—R—AVPNIF, RS —O—BEEEBLTHRRNS T4 v IHD
RYS—FH3a2%EDIPSec VPNR Y ZIILTTF, YAOATFNAADES., PIEAUAR
(ACLINSREEN, VPNIZUSA AL I RENTEREEILEND RS 74V IEEBETREHICT
T7RIYVTIBRENET,
RST74v9+ELYIREF,. RICRTEDIC, RUS—TEEENEYTZY NELRFKAANTT

o

POLICY BASED VPN
D e €D

Traffic Selectors Traffic Selectors

10.10.0.0/16 10.20.20.0/24

190.168.0.0/24 10.20.30.0/24
ip access-list extended TS ip accg;s—list extended TS
permit ip 10.10.0.0 0.0.256.255 10.20.20.0 0.0.0.255 permit ip 10.20.20.00.0.0.25510.10.0.00.0.255.255
permit ip 10.10.0.0 0.0.255.255 10.20.30.0 0.0.0.255 permit ip 10.20.30.00.0.0.255 10.10.0.00.0.255.255
permit ip 192.168.0.00.0.0.255 10.20.20.0 0.0.0.255 perm!l ip 10.20.20.00.0.0.255192.168.0.00.0.0.255
permit ip 192.168.0.00.0.0.255 10.20.30.0 0.0.0.255 permit ip 10.20.30.00.0.0.255 192.168.0.00.0.0.255
exit exit

L—KrXR=ANDVPN

RID—RBBEHVELA NFT1YIRBIL—NEZEALTRRILICUFALIRNEA, b
DRENVAVE—TIAATOEAFTIVIIN—TFT AT R-NLET, RICTTELSIC, b
7749V 01wL IR (VPNTHESILENENZ 7499 )ETF74)L8T0.0.0.0 ~ 0.00.0TT

o


https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html

ROUTE BASED VPN

*  Supports dynamic routing over the tunnel interface.

Traffic Selectors
0.0.0.0

Traffic Selectors
0.0.0.0

interface: Tunnel100001
Crypto map tag: Tunnel100001-head-0, local addr 10.0.21.17

protected vrf: 1
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

N NZT74Y0ELIEX0000THBLS, IXNTORANKLERYTRY NFICEFE
NET, LEN 2T, SARIDEFERENET, A FIVIRRILVICEBIAN BV &
To CORFIXNTR, FAFIVIRIIRILEDVTREALEE A,

RID—BELFIL—IXR—ADOVPNE, RICRTLSICRRTEET,

ISAKMP-IPSEC Tunnel

Route based VPN

*** Edges only support this.

. A
e-— [ 0.0.0.0/0 €-—->0.0.0.0/0 -
v

Policy based VPN
IOS XE

FTD
« 34 party devices

10.10.10.0/25 €---—> 192.168.10.0/24

- 10.10.20.0/25 €-—--> 192.168.20.0/24 - -
10.10.30.0/25 €----> 192.168.30.0/24
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