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U7 RMACLTHEENERY RI—IUDARTAYIL—NZEBNICERTEET. DK
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crypto isakmp policy 10

encryption aes

hash sha256

authentication pre-share

group 14

!

crypto isakmp key ciscol23 address 192.0.2.2

1

crypto ipsec transform-set TSET esp-aes 256 esp-sha256-hmac
1

crypto map CMAP 10 ipsec-isakmp

set peer 192.0.2.2

set transform-set TSET

match address CACL

!

ip access-list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255
1

interface GigabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0

crypto map CMAP

IL—2B

crypto isakmp policy 10

encryption aes

hash sha256

authentication pre-share

group 14

!

crypto isakmp key ciscol23 address 192.0.2.1

1

crypto ipsec transform-set TSET esp-aes 256 esp-sha256-hmac
1

crypto map CMAP 10 ipsec-isakmp

set peer 192.0.2.1

set transform-set TSET

match address CACL

!

ip access-1list extended CACL

permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
permit ip 172.16.2.0 0.0.0.255 172.16.1.0 0.0.0.255



1

interface GigabitEthernet0/0/0

ip address 192.0.2.2 255.255.255.0
crypto map CMAP

IL—ZAZIIIFSAVTIRREICBITIDICE. XOFIEZETLET, I—FBEFVERENEE
Cg2CeE, ARICBRETDCEETEET,

1.AVBR—=TIALANSOVTRIY T ZHIBRLET,
interface GigabitEthernet0/0/0
no crypto map

2.IPsec7O7 7 AN EERLET, UN—RAL—KE, VE—RZFYRT—VDARRT 1Y
OIN—KFBENICIL—T 1097 —7IIICBNEND&SICATS AV TREENET,
crypto ipsec profile PROF
set transform-set TSET
reverse-route

B RILAVER—TIAREHRELET, BESILACLIE. IPsec’ R —E L TR XRILER
EBICEAEhET, MRILAVE—TIAACKETNATVBIPT RLARBEZRS Y EHE
AN, ASHDEZRETIHLENHVET, COIPF7 RL A, ipunnumbered AN > RIZ
&V), WLC CLI CTHHEIZTREhET,

interface TunnelO0
ip unnumbered GigabitEthernet0/0/0
tunnel source GigabitEthernet0/0/0
tunnel mode ipsec ipv4
tunnel destination 192.0.2.2
tunnel protection ipsec policy ipv4 CACL
tunnel protection ipsec profile PROF
4. FTDHE, VVT7RNIVTIVRNIERLICHIRTEERT,

no crypto map CMAP 10

BRNEZIL—2ADRRE

crypto isakmp policy 10

encryption aes

hash sha256

authentication pre-share

group 14

!

crypto isakmp key ciscol23 address 192.0.2.2

1

crypto ipsec transform-set TSET esp-aes 256 esp-sha256-hmac
1

crypto ipsec profile PROF

set transform-set TSET

reverse-route

!

ip access-1list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255
!

interface GigabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0

!

interface TunnelO

ip unnumbered GigabitEthernet0/0/0

tunnel source GigabitEthernet0/0/0

tunnel mode ipsec ipv4

tunnel destination 192.0.2.2

tunnel protection ipsec policy ipv4 CACL

tunnel protection ipsec profile PROF

DVTRIYTR—=ADIKEV2M X DT ILFSA sVTINDBIT
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crypto ipsec transform-set TSET esp-aes 256 esp-sha256-hmac
1

crypto ikev2 profile PROF

match identity remote address 192.0.2.2 255.255.255.255
authentication remote pre-share key ciscol23
authentication local pre-share key ciscol23

1

crypto map CMAP 10 ipsec-isakmp

set peer 192.0.2.2

set transform-set TSET

set ikev2-profile PROF

match address CACL

!

ip access-list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255

1

interface GigabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0

crypto map CMAP

IL—2B

crypto ipsec transform-set TSET esp-aes 256 esp-sha256-hmac
1

crypto ikev2 profile PROF

match identity remote address 192.0.2.1 255.255.255.255
authentication remote pre-share key ciscol23
authentication local pre-share key ciscol23

!

crypto map CMAP 10 ipsec-isakmp

set peer 192.0.2.1

set transform-set TSET

set ikev2-profile PROF

match address CACL

!

ip access-1list extended CACL

permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
permit ip 172.16.2.0 0.0.0.255 172.16.1.0 0.0.0.255

!

interface GigabitEthernet0/0/0

ip address 192.0.2.2 255.255.255.0

crypto map CMAP

L—RAZIIIFSAVTIREICBITISZICK., ROFIEZRITLET, I—FBRHEVRENDEE
IRt ARICBRETDCELEETERT,

1. AVE—TIAANS IV IVT NIV T ZHIBRLET,
interface GigabitEthernet0/0/0
no crypto map

2. 1Psec7O7 7ANZHERLET, [ reverseroute AN Rk, VE—RRYRD—TDAR
TAYII—RMNBBNICIL—T AT T—TIICBINENDESICAT AV TERES L
£9,

crypto ipsec profile PROF
set transform-set TSET



set ikev2-profile PROF
reverse-route

BKRNRILNAVE—TIAREZRELET, BSILACLIEF. IPsec’ R > —&EL TR RILER
EBICBAEZNET, RORILAVE—T I/ ACREETNTVRIPTRLAKBERHDY FE
AN, AISHDEZRETIHLENHYET, <OIPF RL AR, ipunnumbered AN > RIC
&), WLC CLI THIEICRENE T,

interface TunnelO
ip unnumbered GigabitEthernet0/0/0
tunnel source GigabitEthernet0/0/0
tunnel mode ipsec ipv4
tunnel destination 192.0.2.2
tunnel protection ipsec policy ipv4 CACL
tunnel protection ipsec profile PROF

4. 2VTKIY T E2ZELICHKRLET,

no crypto map CMAP 10

BRERABZIL—RAORE

crypto ipsec transform-set TSET esp-aes 256 esp-sha256-hmac
1

crypto ikev2 profile PROF

match identity remote address 192.0.2.2 255.255.255.255
authentication remote pre-share key ciscol23
authentication local pre-share key ciscol23

1

crypto ipsec profile PROF

set transform-set TSET

set ikev2-profile PROF

reverse-route

!

ip access-list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255

1

interface GigabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0

!

interface TunnelO

ip unnumbered GigabitEthernet0/0/0

tunnel source GigabitEthernet0/0/0

tunnel mode ipsec ipv4

tunnel destination 192.0.2.2

tunnel protection ipsec policy ipv4 CACL

tunnel protection ipsec profile PROF

YILFSAVTINDVRFREIUT NI Y 7O8T
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ip vrf fvrf

ip vrf ivrf

1

crypto keyring KEY vrf fvrf

pre-shared-key address 192.0.2.2 key ciscol23

1

crypto isakmp policy 10

encryption aes

hash sha256

authentication pre-share

group 14

1

crypto isakmp profile PROF

vrf ivrf

keyring KEY

match identity address 192.0.2.2 255.255.255.255 fvrf
1

crypto ipsec transform-set TSET esp-aes 256 esp-sha256-hmac
1

crypto map CMAP 10 ipsec-isakmp

set peer 192.0.2.2

set transform-set TSET

set isakmp-profile PROF

match address CACL

1

interface GigabitEthernet0/0/0

ip vrf forwarding fvrf

ip address 192.0.2.1 255.255.255.0

crypto map CMAP

1

interface GigabitEthernet0/0/1

ip vrf forwarding ivrf

ip address 192.168.1.1 255.255.255.0

1

ip route vrf ivrf 172.16.2.0 255.255.255.0 GigabitEthernet0/0/0 192.0.2.2
ip route vrf ivrf 192.168.2.0 255.255.255.0 GigabitEthernet0/0/0 192.0.2.2
1

ip access-list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255

NILFSAVTIINOBITICHEBRFIBEIXOESY T,

! vrf configuration under isakmp profile is only for crypto map based configuration
1

crypto isakmp profile PROF
no vrf ivrf

!

interface GigabitEthernet0/0/0
no crypto map

!
no crypto map CMAP 10

!

no ip route vrf ivrf 172.16.2.0 255.255.255.0 GigabitEthernet0/0/0 192.0.2.2
no ip route vrf ivrf 192.168.2.0 255.255.255.0 GigabitEthernet0/0/0 192.0.2.2
!

crypto ipsec profile PROF

set transform-set TSET

set isakmp-profile PROF

reverse-route

1

interface tunnel0



ip vrf forwarding ivrf

ip unnumbered GigabitEthernet0/0/0
tunnel source GigabitEthernet0/0/0
tunnel mode ipsec ipv4

tunnel destination 192.0.2.2

tunnel vrf fvrf

tunnel protection ipsec policy ipv4 CACL
tunnel protection ipsec profile PROF

BIERNZVRFAISDERE

ip vrf fvrf

ip vrf ivrf

!

crypto keyring KEY vrf fvrf

pre-shared-key address 192.0.2.2 key ciscol23
1

crypto isakmp policy 10

encryption aes

hash sha256

authentication pre-share

group 14

!

crypto isakmp profile PROF

keyring KEY

match identity address 192.0.2.2 255.255.255.255 fvrf
!

crypto ipsec transform-set TSET esp-aes 256 esp-sha256-hmac
1

interface GigabitEthernet0/0/0

ip vrf forwarding fvrf

ip address 192.0.2.1 255.255.255.0

!

interface GigabitEthernet0/0/1

ip vrf forwarding ivrf

ip address 192.168.1.1 255.255.255.0

!

ip access-1list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255
!

crypto ipsec profile PROF

set transform-set TSET

set isakmp-profile PROF

reverse-route

!

interface tunnel0

ip vrf forwarding ivrf

ip unnumbered GigabitEthernet0/0/0

tunnel source GigabitEthernet0/0/0

tunnel mode ipsec ipv4

tunnel destination 192.0.2.2

tunnel vrf fvrf

tunnel protection ipsec policy ipv4 CACL
tunnel protection ipsec profile PROF

TR, RENERCHELTLVRIANES P ERFELET,

Cisco CLI Analyzer(B#& 1 —HER) Tk, ROBENA T R—KFENTVEXRT show IV REH
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TUE T, CiscoCLIZFTZA4 & ERAL T, show INX > RS

ROZRINEEICRISI—RENLEAESHEBRTBICE., NORILAVE—TIL1ADA
?_QZEEEE;JI}:\Téi?O Eaifﬁa)ZEU — Status & Protocol — 7\7_'—77\0)'%2/7_? up h)?\)b#lib'ﬂzbf
WB5EE :

RouterA#show ip interface brief | include Interface|Tunnel0
Interface IP-Address OK? Method Status Protocol
TunnelO 192.0.2.1 YES TFTP up up

BEOESEEY a2 OAT—FADFMIC DOWVWTIE, showcrypto session TT—A"RREND
BENBHYET, T sessionstatus ( UP-ACTIVE ke Y A UAELLK RO I —hEhkZlE%ER
LE¥rT,

RouterAf#fshow crypto session interface tunnel0
Crypto session current status

Interface: TunnelO

Profile: PROF

Session status: UP-ACTIVE

Peer: 192.0.2.2 port 500

Session ID: 2

IKEv2 SA: local 192.0.2.1/500 remote 192.0.2.2/500 Active

IPSEC FLOW: permit ip 172.16.1.0/255.255.255.0 172.16.2.0/255.255.255.0
Active SAs: 2, origin: crypto map

IPSEC FLOW: permit ip 192.168.1.0/255.255.255.0 192.168.2.0/255.255.255.0
Active SAs: 2, origin: crypto map

JE—RRYRNDT=IANOIL—TFTAVIFELORZRILAVE—T I/ AZELTVWD L%
BELET,

RouterA#show ip route 192.168.2.0

Routing entry for 192.168.2.0/24

Known via "static", distance 1, metric 0 (connected)
Routing Descriptor Blocks:

* directly connected, via Tunnel0

Route metric is 0, traffic share count is 1

RouterA#show ip cef 192.168.2.100

192.168.2.0/24
attached to TunnelO

N =Tl X
CCTlR, BEORS TN 1—F AT ERTERERERLET,

IKEZORINLNZRASI—232bF7MN21—FT4209321C1, ROFNYT=2EALE
ER

¥ EATBEIC., Tdebug X ROEBEELERHR Z25BL T EEWdebug AN R%E
BITLET,

! For IKEvl-based scenarios:
debug crypto isakmp
debug crypto ipsec


https://www.cisco.com/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

! For IKEv2-based scenarios:
debug crypto ikev2
debug crypto ipsec

*L<FEShDHHEMB (FAQ)

RZIBCERNCEBLETY. LG, PRIV ZEBIZILEOCENT TV IOFBETTY
o

EENYTERERY, JILFSAVIINZRILE, BSACLIL—HYT2TF—2KZ714vOHI
—REBBITRIHAESH I P DST, BENICRIEAET, FORILE. HIRNZ 7195
FRVEETE, BLTYTREIIBEVET,

RZ74Y OXFVIIRATIL—T A2 TJENTE, RFT71YIDEBRFLEREBEF O X
L DIPsec RIS —E LTREE NI VT MACLE—BLBVBERES B ETH,

COESBIFIFRYR—RENTVEEA, BEILZBENELENZ T4V IEHERN X
WAVE=TILA AN —TFTAVITTRIRENFHBYNET, RUZ—R—A)—FT 12T (PBR)IF
REDORZTAVIOREGEVIICL—T A TS21-OICERATEET. PBRIEEIPsec’R) > —
ACLZEAL T, VIICIL—T 12 TENBRNT T4V IV ZRETEET,

BENTY NEEREENLIPsec RS —ICBSLTFIVIEN, BEACLE—BIBILENHV)
£F¥9, —BLAWES, BSLEhT, NORILEBRAVE—TIAANPSTVTTFARNT
EEEhET,

B LU WEVRF(VRF)E 7O RVRF(FVRAAMEAE hTWVWSHESE(VRF =fVRF), L—71 2T )L
—7HFREL, NTY MERZMAFTROY 7ENET pvdroutinger. CO XS ROY 7 O#HK
STIE#RIE. show platform hardware qfp active statistics drop 1~ -/ RIZ& V), WLC CLI THREICRE
£¥9,

RouterA#show platform hardware qfp active statistics drop
Last clearing of QFP drops statistics : never

Ipv4RoutingErr 5 500

VRFATVRFEERY), IVRFTRZRILIZAY ., IPsec’ RS —&—HLBEWNT Y ME, fVRFD
RORLWEBRAVE—TIAANSVIVTTFANTHAEhET, VRFEICIL—FT12T)
—THFFELAVESD., ChSEREEENFEA,

RILFSAVTITE., VRF, NAT, QoSBEENDHMERYR—RENTVWERTH,
FEWe ChSDOBEERIANT, BEOVTINRIILERUBETHR—bEIET,
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