Cisco XY RD)—O LA VYOREB{LDOEREE NS
TINSo1—F1424 : BRSP-F 15

A&

BE

Bl R SR

EZ#®

FAITRIVR—F b

RELE

FYRI—=U LAVESILOERBERE RE
EE{LDE =HA

Cisco I0S ZY RD—J LAY DOREE{LDERE

ATY T 1:DSSF—RT7DFFHER

ATY7 2 .DSS NEXF—2ETEFHTRRITS (FIb- A7 NR)
SREHI1 - EAHY > DCisco IOSERE

BREHI 2 IILNFRA T L—AL'Y L —®DCisco IOSERTE
BREHI 3 IIL—FENLEESIL

5] 4 : DDR & DEEH

BI5: IPRRIVICBHFRIPXRT 714V ODBEE1L
Bl6:L2F b RILDOEESAE

NS a—TFT42T

ESA T3 Cisco7200 D "SIV a—F 1429
ESAZFERATBDVIP2ORS N a1—F 129

EBEN

Bz

CcHDRFIXDNTIE, IPSec & KT Internet Security Association and Key Management
Protocol ( ISAKMP ) IZ& 2 AADXRY ND—U LA VES{LORBREE N TN 1 —FT12T
ZRFL. KYRNT—UL A VESILOERERD RV IPSec & ISAKMP (ZB8T 2 EAWEERE
EDOVWTHHBALET,

LI Sua

B
CORFIXINCHBOEHESY EH A,




FATAIIR—F b

CORFIXVNOERE. ROVIKRIITEN—RIITON—IIVICEIKEDTT,

- CiscolOS® VY7 RIITTF U)—R 11.2 LA

CORFIXVNOERE, FEOFARRELHADTNARACETVWTEREhELEZ, COR
FIAXNTEATEIINTOTFNA ARG, A (F7FIIN ) REDRELSEBELTVERT
o MRORY ND—UNFEBRBHRTHRHFEICE. EORSBOANURIZDVTE, ZTOEEN
FEIIODVTHRICERL THLENBYEXT,

RECE

RFIXDRREOFME, RO TIHANTAYTAOREES 2ZRLTEEL,

XY BRD—=9 LAVESHEOEREREFRE

XY RND—ORBOES{L#EEIE. CiscolOS®Y 7RI ITF7U—AM12TEAThELE, COD
HEEX, EFXF17B8TF—REGEOEOOXNZALZEREL, XN2D0O0DVR—F NTERE
hTOWET,

J—BRRE : BS{tEhERNTZ 74y 0ZBITEIC. 2 DO —2H, Digital Signature
Standard ( DSS; 2RI T ZF viRiE ) OLRF—EEAL L 1 ERY O T EERE %
TV, SURLBFYLODIZHSALET,

- RYRND—OLAVESE : IPRAO—RESILOFE, )L—XE, Diffie-Hellman F—3
MEFALT, DES (40 £k 56 EY h £v3 3> F—) . Triple DES - 3DES ( 168 £
YN), EEE122(13)T TEBAE hizE S5ICH L LV Advanced Encryption Standard -
AES (128 EY R (F7#)K), 192EY RN, EhF 256 EY N $— ) BRSICERLE
I, ILWEYSZaY F—F, RETEBEBEICEREIhET, BESLR)Z—F crypto
map o & 2 TERES N, cryptomap LR IP 7OEAZFEAL T, L—RICBVWTHESE
I2FYRND—0, 7Y N, KRAN, FEEZ7ORILORTEEZLET,

ES{LOE R

ESLOPHETE, BEOMTILERIENNTLVET, #EHOSVEEOREBR. BSOE
FOREAETHLONZET—NTLE, BHlLER, F—REMSHPOFRARLBERICERTS
CETT, BEHLOBENE, BROBVENIBSILENLET—RERDZENTELELTER
BIDASBVRSICERERL T, 774NV EFRETY, BSILEBEESILOETT,
SENETF—REA2 TV MEERICEBRLET,

SLEEBSHICREMAS P OUMBEOBHREZERAITZIHLEN BV, BER "F—1 EHENKT,
Eﬁﬁﬁ“é EEUXNZALICE> TR, BES{LEESKOMABICAUF—ZEATEET, D
AXNZAXLTR, BEHLEESHICEREThZF—FREIFEIHUET,

TORNBRARBEDF—OFMBEICRFIXNEZRHOFG, 722N RALARZ T RHEBE
DRZADERIZRFIX NEFFRFTET, ChSOBESHEXANZALZFERALT, HEF A

AV RS47, BELZEFIUTADAAN=), RA4/N\—E 21— ( PPV, pay-per-view ) DT
LE Fy R BECHITBZDTIVEAZFHHETEERT,

R OBSAEMEZIRIEYESZHRTTVERITS, BENCHERORBSBES SV XTI,


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml 

FESR#ETHHIEREF. BESLENEEXYE—J0BSER, FORIILNENOBERE, #
RIZEF—ZHILBENHDEHTT, e, BED/\YVD LEZERTEIAY E—J0RERE
E, ERTI2ONTENICHBETHDEEEHTT,

BEILDPBENAESTEIOICHY), BELLERXKZEQDERRBZVENZXATIREEHVEV
ZB2TVET, SHOBSHEMICE, ﬁﬂz&'&.%ﬁ’&?&?—ﬂ’]Fﬁzﬁ@ﬁ’fi(’_ﬁﬁ?éﬁ‘}ftFt'T\FFJ@ﬁﬁ
BAFREENTVET, BEERBFIESANZXLEZFESISELTHY, BEEHREIEBESERE
%ﬁn/hb%ﬂ&'&béjfc T HTY,

8
COEIYaIVTR, CORFIXAY N THEAENIBEATEEEL TVET,

R BELET—ZNRBRICZTCILRENTVIEEEN SESNEENTHD LA
BFE,

. Confidentiality ( & ) : ERL EZEECEABIDAZIHFZTAUAOEDICEDA S K
WESICTRDBEEDEM,

- Data Encryption Standard ( DES; F— 2 5% ) : DES Tk, ERAFAN L EFIE DX
MBAFRANEAETNATVET, Chik, F—2FALTF—207O0Y 7 2ESILLEEE

\BUF—%2FEALTESHLIZIMEN BB EEERL, LENDT '%ﬂﬁt@"?ﬂﬁ'(ﬂ
L/=\= EERATILENHYET, CORS %ﬂﬁ)'v“ﬁ(iﬂ%ﬂ@%d)'cf'<’\Faﬁéhfb\iﬁb"
 RICHSNhTVRIREOHEBFZEATKDOFRICELDEDICAYET, BHLENE
7Ov 218U TE—F—%HL. IEL/<ﬁ$m'C€-SZ;7§‘é:ob"é;ﬂ’\ét(DT@'o 7’0t v
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#¥ Digital Signature Standard ( DSS; 2RI 9 ZF v B ) ICEVWTLRBELZED T,
KEBF O Capstone 7O TV MO—ET T, NIST & NSA . REBHFOFT> XILFER
BEELTDSS ZERULEL ., COEEFE 1994 ¢ 519 BHICARAEhTWET,
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DI VRIRNTOR—NOBES{LRI —2BEEBLET, VIP2ZERATDTSY NTF—A
Sk, BROBSLIVSUNFH)ET, 12ECiscolOSIC, €512 R VIP2ICEAZ h
iﬂ'o VIP20) EEtI oV, R—REDKR—MNOES{LEHBELET,
- XY, BELAICEREATVWR A EZ—TIA AN TV IONEBTRRIFRELT
<7‘*é\,\ cryptomap AEAENEEDOUADA 2V R—TIAAICEBELENS 71V T
L BABLUICEEEIETD,
CF—RBETSBRIC, MAOIL—BZAODY =) (FERERE ) TIVLAZAEICLET
o F—EBFOTVIBICEHAE/N\JEEDENTEET,


//www.cisco.com/en/US/docs/ios/11_3/feature/guide/ipsec.html

. CPU QETRICEIL TR, cfb-8 &) cfb-64 DAENVNEBMENAEB>TVWET,

=2, FRHITIES 71 —RNY J(CFB)E—RTHEATHITZIIVXLZERTLTWVDS
BENFHYVET, FAX=DOFT7AIRNE, cb-64DA X—TF (6561 BE ) TH,

F—BAALATIORNDEEZBRFNLET, T7FIILMD 0D TREREITEET, 1H (1,440 %
) ETHERPLTHTLSEZL,

F—OBMHRAYNZ LFICTOIEF—0BFXIS I3>8, IPMNZ714v90F
BEREEhET,

CFAESICESILIDBEOHDIRNT T4V IETZERBIRULET (CPUS A UL ZEWNTE
F9 ),
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o

A UATECRIBFFINTHRENATVLRT,
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7IAATcryptomap A BAENZE, 1 2HD2VEEBOVIP TIOSY I RELET
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CORFIXDNTRTY Cisco IOS REDEBEY > TN, ZRODIL—Z0ENEZZDREMRE
ALTLWEY, ZEERE, BROBVA I EZ—T I/ ADREEZERLECELETTT, T
RIERRINT, A2V PNKLEBIORFIXVNORED "BERFH, otr>a>
TRENTVBR VYA SERTRREEATVET,

CHORFIXNDEREHIETNT, CiscolOSYTRITFTII)—A113DEDTT, Cisco
IOSY 7 RJDIFUU—RMM2OX > RICE., XROBFOEMEE, WSOHMDEENHYEL
o

- —EOF—REIN RTO dss.

. —&B® show X R& cryptomap X RTO cisco. chldk, ATEE DSt
(CiscolOS Y7 RIITFT UV—AM2LURICEENDED ) & CiscolOSY 7RI IT
1)1)—ZA 11.3(2)T @ IPSec ZXF|TB=HDEDTT,

E:ChSOREFTEATATVBIPTRLAK, PAOAOTRTI VA ALICEREL, T2
(RANEBET RLATT,

ATY 7 1:DSSHE—ARTFOFEER

DSS F¥— R7 ("AF—EWEF— ). BESLEYSIVIESMIDIN—FIEILFHTE
KIBDBENFHYVET, 2FY), BEELEYZIVESMIDIXNTOIL—XIZ, MBED DSS
F—HAEL>TLVRIHBENBYNET, BEHLIVDUE, I —RICHEBIT% DSS £—
ZADEWEICENTEERY, DSSF—E RSAF—ZXB|I TS /=%, CiscolOS Y7 R T
T UU—A M3 TREF—T—R Tdssy FEMENELE. L—ZHMBED DSS F—IC&F, X
NDEMEZEETEXRT (LEL, L—FOKRANBZERTZI_LZHBHLET ), g
DKL CPU ( Cisco 2500 ) —Xx & ) Tk, F— RTOERICHEATESHREADLIET,

L—BEF. RIERTF—ORTZ2ERLET,

CABF— (BT, BEEYYIVIEBMIBIL—RCEEENET ),

 RBR(CNRBMEOELEREYRBLEYTEEOTES Y T A. ZEICIE. NVRAMD

BOEIS I REEATVET (RRTEELA ),
ERENEIL—FODSS F— KPR, TOL—ROBEMIIE—BNCHERNTShE
¥, KOOAXY REHOBIE, F— RTOERERLELEDTT,

di al -5(confi g) #crypto key generate dss dial5s
Generating DSS keys . ...
[X]

di al - 5#show crypto key mypubkey dss
crypto public-key dial5 05679919

160AA490 5B9B1824 24769FCD EES5EOF46 1ABBD343 4C0CAA03 4B279D6B OEES5F65F
F64665D4 1036875A 8CF93691 BDF81722 064B51C9 58D72E12 3E1894B6 64B1D145
quit

di al - 5#show crypto engine configuration

sl ot: 0
engi ne name: dial5

engi ne type: sof tware

serial nunber: 05679919
platform rp crypto engine

crypto lib version: 10.0.0

Encryption Process I|nfo:



i nput queue top: 43
i nput queue bot: 43
i nput queue count: O

di al - 5#
N—BZEBRTDF— RT7E1I2LAEKTEBZLVOT, tOF—2Z2LEELLS, BELTY
JI-2aVAOINTOL—RICARF—ZEBELETHLENf HYET, AOINT REHHI
F. ChZRLEZEDTT,

St Hel en(confi g) #crypto key generate dss barney

% Cenerating new DSS keys wi |l require re-exchangi ng
public keys with peers who al ready have the public key
naned bar ney!

Generate new DSS keys? [yes/no]: yes

Generating DSS keys . ...

[X]

St Hel en(config)#
Mar 16 12:13:12.851: Crypto engine 0O: create key pairs.

ATYT 2:DSS RBAF—EETFEFHTRRTS (FPUb FT- XU K)

g5ty a o7V I—2a v aEBAUTRIRADATY 7'k, IL—FIMBE® DSS F— X
TEERTRDETLE, ROATY T TR, HOIXNTOL—RENRAF—EXMLET. &
#IZ show crypto mypubkey AN RZANLTI—R D DSS NEF—ZRRITDET, 2H
F—ZFHTALNTEERT, TOR, DEF—ZRBL (BEFX—ILBKET). crypto key
pubkey-chaindss N> RZFEAL T, E7 L—ROLBEF—ZIL—ZRICHY N TR R=R
NLET,

F &, crypto key exchangedss AN RZFEAL T, L—RICLAFEF—ZEBNICRBEELD
CEETEEXT, HENB G ZZHEATRHEER. F—XBUIERATZIAX—TITM4RAIC
cryptomap AT— R X M BV e ZBREL T EE W, T debug crypto key A& 2 31
5&7,

X ERBIBHICETICpIgEERTIZELEEBBOLET,

Loser #ping 19.19.19.20

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 19.19.19.20, tineout is 2 seconds:

Loser (confi g) #crypto key exchange dss passive

Enter escape character to abort if connection does not conplete.
Wait for connection from peer[confirn

Waiting . ...

St Hel en(confi g) #crypto key exchange dss 19.19.19.19 barney
Public key for barney:

Serial Nunber 05694352

Fi nger print 309E D1DE B6DA 5145 D034

Wait for peer to send a key[confirni



Public key for barney:
Serial Number 05694352
Fi ngerprint 309E D1DE B6DA 5145 D034

Add this public key to the configuration? [yes/no]:yes

Mar 16 12:16:55.343: CRYPTO KE: Sent 2 bytes.
Mar 16 12:16:55.343: CRYPTO KE: Sent 4 bytes.
Mar 16 12:16:55.343: CRYPTO KE: Sent 2 bytes.
Mar 16 12:16:55.347: CRYPTO KE: Sent 64 bytes.

Mar 16 12:16:45.099: CRYPTO KE: Received 4 bytes.
Mar 16 12:16:45.099: CRYPTO KE: Received 2 bytes.
Mar 16 12:16:45.103: CRYPTO KE: Received 6 bytes.
Mar 16 12:16:45.103: CRYPTO KE: Received 2 bytes.
Mar 16 12:16:45.107: CRYPTO KE: Received 50 bytes.
Mar 16 12:16:45.111: CRYPTO KE: Received 14 bytes.

Send peer a key in return[confirni
Whi ch one?

fred? [yes]:
Public key for fred:
Serial Number 02802219
Fi ngerprint 2963 05F9 ED55 576D CF9D

Waiting ....
Public key for fred:
Serial Number 02802219
Fi ngerprint 2963 05F9 ED55 576D CF9D

Add this public key to the configuration? [yes/no]:

Loser (config)#

Mar 16 12:16:55.339: CRYPTO KE: Sent 4 bytes.
Mar 16 12:16:55.343: CRYPTO KE: Sent 2 bytes.
Mar 16 12:16:55.343: CRYPTO KE: Sent 4 bytes.
Mar 16 12:16:55.343: CRYPTO KE: Sent 2 bytes.
Mar 16 12:16:55.347: CRYPTO KE: Sent 64 bytes.
Loser (config)#

Mar 16 12:16:56.083: CRYPTO KE: Received 4 bytes.

Mar 16 12:16:56.087: CRYPTO KE: Received 2 bytes.

Mar 16 12:16:56.087: CRYPTO KE: Received 4 bytes.

Mar 16 12:16:56.091: CRYPTO KE: Received 2 bytes.

Mar 16 12:16:56.091: CRYPTO KE: Received 52 bytes.

Mar 16 12:16:56.095: CRYPTO KE: Received 12 bytes.

Add this public key to the configuration? [yes/no]: yes
St Hel en(confi g) #4z

St Hel en#

"B DSS F—DXM|MABALDT, XAOIX REHATRILSICLT, BADIL—XRICHEF
AORNEF—HDHY, TSN —BIBDEZHAELET,

Loser #show crypto key mypubkey dss

crypto public-key fred 02802219

79CED212 AF191D29 702A9301 B3E06602 D4FB26B3 316E58C8 05D4930C CE891810
C0064492 5F6684CD 3FC326E5 679BCA46 BB155402 D443F68D 93487F7E S5ABE182E
qui t



Loser #show crypto key pubkey-chain dss
crypto public-key barney 05694352

B407A360 204CBFA3 F9AOCOBO 15D6185D 91FD7D3A 3232EBA2 F2D31D21 53AE24ED
732EA43D 484DEB22 6E91515C 234B4019 38E51D64 04CB9F59 EE357477 91810341
quit

St Hel en#show crypto key mypubkey dss
crypto public-key barney 05694352

B407A360 204CBFA3 F9AOCOBO 15D6185D 91FD7D3A 3232EBA2 F2D31D21 53AE24ED
732EA43D 484DEB22 6E91515C 234B4019 38E51D64 04CB9F59 EE357477 91810341
quit

St Hel en#show crypto key pubkey-chain dss

crypto public-key fred 02802219

79CED212 AF191D29 702A9301 B3E06602 D4FB26B3 316E58C8 05D4930C CE891810
00064492 5F6684CD 3FC326E5 679BCA46 BB155402 D443F68D 93487F7E 5ABE182E
quit

BREHI1: ER'Y > U DCisco IOSERTE

BIN—Z2TDSSF—Z4EHKL., DSS 2HAF—&EXRMLU IR, 12X —7 T4 AIC crypto map
N REHBERATEEY, cryptomap THERAENTWATFIEA VANE—HBITERNTT1VvI%
Y MTDET, BESLEYaUNFRBLED,

Loser #write terminal
Bui | di ng configuration...

Current configuration:

!

! Last configuration change at 13:01:18 UTC Mon Mar 16 1998
! NVRAM config | ast updated at 13:03:02 UTC Mon Mar 16 1998
!

version 11.3
service timestanps debug datetinme nsec
no service password-encryption
1
host nane Loser
1
enabl e secret 5 $1$AeuFSM7Q Dhpgj LKc2VQvbeCO
1
ip subnet-zero
no i p domai n-1 ookup
crypto map ol dstyle 10
set peer barney
mat ch address 133
1
crypto key pubkey-chain dss
nanmed- key bar ney
seri al - number 05694352
key-string
B407A360 204CBFA3 F9AOCOBO 15D6185D 91FD7D3A 3232EBA2 F2D31D21 53AE24ED
732EA43D 484DEB22 6E91515C 234B4019 38E51D64 04CB9F59 EE357477 91810341
qui t
!
interface EthernetO
i p address 40.40.40.41 255. 255.255.0
no i p nroute-cache
1
interface SerialO
i p address 18.18.18.18 255.255.255.0



encapsul ati on ppp
no i p nroute-cache
shut down

nterface Seriall

i p address 19.19.19.19 255. 255.255.0
encapsul ati on ppp

no i p nroute-cache

cl ockrate 2400

no cdp enabl e

crypto map ol dstyle

1

ip default-gateway 10.11.19. 254

ip classless

ip route 0.0.0.0 0.0.0.0 19.19.19.20

access-list 133 pernit ip 40.40.40.0 0.0.0.255 30.30.30.0 0.0.0.255
!

line con O
exec-timeout 0 O
line aux O

no exec

transport input al
line vty 0 4
password ww

| ogin

!
end

Loser #

St Hel en#write terminal
Bui | di ng configuration...

Current configuration:

!

I Last configuration change at 13:03:05 UTC Mon Mar 16 1998
I NVRAM config | ast updated at 13:03:07 UTC Mon Mar 16 1998
!

version 11.3
service timestanps debug datetinme nsec
no service password-encryption
!
host nane St Hel en
!
boot system flash ¢2500-i s56-
enabl e password ww
!
partition flash 2 8 8
!
no i p domai n-1 ookup
crypto map ol dstyle 10
set peer fred
mat ch address 144
!
crypto key pubkey-chain dss
naned- key fred
seri al - number 02802219
key-string
79CED212 AF191D29 702A9301 B3E06602 D4FB26B3 316E58C8 05D4930C CE891810
00064492 5F6684CD 3FC326E5 679BCA46 BB155402 D443F68D 93487F7E 5ABE182E
quit



nterface EthernetO
i p address 30.30.30.31 255.255.255.0

nterface Ethernetl
no i p address
shut down

nterface SerialO
no i p address
encapsul ati on x25
no i p nroute-cache
shut down

nterface Seriall

i p address 19.19.19.20 255. 255.255.0
encapsul ati on ppp

no i p nroute-cache

| oad-interval 30

conpress stac

no cdp enabl e

crypto map ol dstyle

1

ip default-gateway 10.11.19. 254

ip classless

ip route 0.0.0.0 0.0.0.0 19.19.19.19

access-list 144 pernit ip 30.30.30.0 0.0.0.255 40.40.40.0 0.0.0.255
!

line con O
exec-timeout 0 O
line aux O
transport input al
line vty 0 4
password ww
| ogin
!
end

St Hel en#

BREF2: JIIFRABZL—AL"Y L —®DCisco IOSERTE

RODAX Y REABIE, HUBIL—RASDEDTT,

Loser #write terminal
Bui | di ng configuration...

Current configuration:

!
I Last configuration change at 10:45:20 UTC Wed Mar 11 1998
! NVRAM config | ast updated at 18:28:27 UTC Tue Mar 10 1998
!

version 11.3

service timestanps debug datetinme nsec

no service password-encryption

!

host nane Loser

!

enabl e secret 5 $1$AeuFSM7Q Dhpgj LKc2VQvbeCO

!

ip subnet-zero

no i p domai n-1 ookup
!



crypto map ol dstuff 10
set peer barney
mat ch address 133
crypto map ol dstuff 20
set peer wilnma
mat ch address 144
1
crypto key pubkey-chain dss
naned- key bar ney
seri al - number 05694352
key-string
1D460DC3 BDC73312 93B7E220 1861D55C EOODA5D8 DB2B04CD FABD297C 899D40E7
D284F07D 6EEC83B8 E3676EC2 D813F7C8 F532DC7F 0A9913E7 8A6CB7E9 BE18790D
quit
named- key wi |l ma
seri al - number 01496536
key-string
C26CB3DD 2A56DD50 CC2116C9 2697CE93 6DBFD824 1889F791 9BF36E70 7B29279C
E343C56F 32266443 989B4528 1CF32C2D 9E3F2447 ASDBE054 879487F6 26A55939
quit
1
crypto cisco pregen-dh-pairs 5
1
crypto cisco key-timeout 1440
1
interface EthernetO
i p address 190.190. 190. 190 255. 255. 255.0
no i p nroute-cache
1
interface Seriall
i p address 19.19.19.19 255.255.255.0
encapsul ati on frame-rel ay
no i p nroute-cache
cl ockrate 500000
crypto map ol dst uff
1
1
ip defaul t-gateway 10.11.19. 254
ip classless
ip route 200.200.200.0 255.255.255.0 19.19.19.20
ip route 210.210.210.0 255.255.255.0 19.19.19.21
access-list 133 permt ip 190.190.190.0 0.0.0.255 200.200.200.0 0.0.0. 255
access-list 144 permt ip 190.190.190.0 0.0.0.255 210.210.210.0 0.0.0. 255
1
line con O
exec-timeout 0 O
line aux O
no exec
transport input al
line vty 0 4
password ww
| ogin
!
end

Loser #

ROAXY REABIE, VE—R YA RNADLSODEDTT,

WAN- 2511a#write terminal
Bui | di ng configuration...

Current configuration:



version 11.3
no service password-encryption
!
host nane WAN- 2511a
!
enabl e password ww
!
no i p domai n-1 ookup
!
crypto map nmymap 10
set peer fred
mat ch address 133
|
crypto key pubkey-chain dss
naned- key fred
seri al - number 02802219
key-string
56841777 4F27A574 5005EO0F0 CF3C33F5 C6AADO00 5518A8FF 7422C592 021B295D
DO95AAB73 01235FD8 40D70284 3A63A38E 216582E8 ECLF8BOD 0256EFF5 OEE89436
quit
!
interface EthernetO
i p address 210.210.210. 210 255. 255. 255.0
shut down
!
interface SerialO
i p address 19.19.19.21 255.255.255.0
encapsul ati on frame-rel ay
no fair-queue

crypto map nymap
|

ip default-gateway 10.11.19. 254
ip classless
ip route 190.190.190.0 255.255.255.0 19.19.19.19
access-list 133 permt ip 210.210.210.0 0.0.0.255 190.190.190.0 0.0.0. 255
1
line con O

exec-timeout 0 O
line 1

no exec

transport input al

line 2 16

no exec

line aux O

line vty 0 4

password ww

| ogin

!

end

WAN- 2511a#

ROAXY REABIE, VE—R YA KRBLSODEDTT,

St Hel en#fwrite terminal
Bui | di ng configuration...

Current configuration:

!

! Last configuration change at 19:00: 34 UTC Tue Mar 10 1998
I NVRAM config | ast updated at 18:48:39 UTC Tue Mar 10 1998
!



version 11.3
service timestanps debug datetine nsec
no service password-encryption
1
host nane St Hel en
1
boot system fl ash ¢2500-i s56-
enabl e password ww
1
partition flash 2 8 8
1
no i p domai n-1 ookup
1
crypto map wabba 10
set peer fred
mat ch address 144
1
crypto key pubkey-chain dss
naned- key fred
seri al - number 02802219
key-string
56841777 4F27A574 5005E0F0 CF3C33F5 C6AADO00 5518A8FF 7422C592 021B295D
D95AAB73 01235FD8 40070284 3A63A38E 216582E8 ECLF8BOD 0256EFF5 OEE89436
quit
!
interface EthernetO
i p address 200.200. 200. 200 255. 255. 255.0
1
interface Seriall
i p address 19.19.19.20 255. 255.255.0
encapsul ati on frame-rel ay
no i p nroute-cache
crypto map wabba
1
ip default-gateway 10.11.19. 254
ip classless
ip route 190.190.190.0 255.255.255.0 19.19.19.19
access-list 144 permt ip 200.200.200.0 0.0.0.255 190.190.190.0 0.0.0. 255
1
line con O
exec-timeout 0 O
line aux O
transport input al
line vty 0 4
password ww
| ogin
!
end

St Hel en#

RODAX Y REAGIE, 7L—LVL— RS YTFHASDENTT,

Current configuration:

!

version 11.2

no service password-encryption
no service udp-snall-servers
no service tcp-snall-servers

!

host nane wan- 4700a

!

enabl e password ww



1
no i p domai n-1 ookup
frame-relay switching

1

interface SerialO

no i p address

encapsul ati on frame-rel ay

cl ockrat e 500000

frame-relay intf-type dce

frame-relay route 200 interface Seriall 100
1

interface Seriall

no i p address

encapsul ati on frame-rel ay

frame-relay intf-type dce

frame-relay route 100 interface Serial 0 200
frame-relay route 300 interface Serial2 200
1

interface Serial2

no i p address

encapsul ati on frame-rel ay

cl ockrat e 500000

frame-relay intf-type dce

frame-relay route 200 interface Seriall 300

B3 L—RENL AL

E7 IIL—Z2E0ERHE. 1KY TTHIMBEBEEHYEFEA, VE—NIL—FREETUT 1Y
2AVEERTDEETEEXET, XOHFITIE., 180.180.180.0/24£40.40.40.024D . H LV
180.180.180.0/24 £ 30.30.30.024DENDIXRTO XY RNIT—I RS T4 v U BB TH %R
BEELTWET, 40.40.40.0/24&30.30.30.0240BDO RS 7 1 v U DOEESLICETHRBEREH
EBA,

JL—2 wan-4500b Tl& Loser & DE., H KV StHelen ENEICES{tEY>3a> FYSI—
AUNHY)ET, wan-4500b DA —HZRY N EITX KA S StHelen DA —HZRY N 2T X
RETORS T4V O %ZBEEILTDET, Loser COERABESILATY SZBBTEET,
Loser FESILENIERNT 74 v O REHIZ StHelen D UTI A2 —TIAAIZEL, NS
74V IRGEFCTESHENET, ChlZkY), Loser L—ZTOIPNNTY NCRTBRNT T 4
Y OIBIEE CPUS A I RBPDLET, SSICEEREELT, Loser ICBHEENVTERNS
TAVIEZRIWMBDENTERVDT, DATADEFIVT AN KRIBICELELET, Loser
MRS T4y 0EBHNTRIE, EELeNETF—2Z2ERETNDAEENI B ET,

[ wan- 4500b] <Ser 0>- - ---<Ser0> [Loser] <Ser1>-- ----<Ser 1>[ St Hel en]

180. 180. 180/ 24 40. 40. 40/ 24 30. 30. 30/ 24

wan- 4500b#write terminal
Bui | di ng configuration...

Current configuration:

!

version 11.3

no service password-encryption
!

host nanme wan- 4500b
!



enabl e password 7 111EOE

user nane cse password 0 ww

no i p domai n-1 ookup

1

crypto map toworld 10
set peer |oser

mat ch address 133
crypto map toworld 20
set peer sthelen

mat ch address 144
1

crypto key pubkey-chain dss

naned- key | oser

seri al - nunber 02802219

key-string

FOBE2128 752D1A24 F394B355 3216BA9B 7CAE8677 29C176F9 A047B7D9 7D03BDA4
6B7AFDC2 2DAEF3AB 393EE7C7 802ClA95 B40031D1 908004F9 8A33A352 FF19BC24

quit
named- key st hel en

seri al - nunber 05694352

key-string

5C401002 404DC5A9 EAED2360 D7007E51 4A4BB8F8 6F9B1554 51D8ACBB D3964C10
A23848CA 46003A94 2FC8C7D6 OB57AE07 9EBSEF3A BD71482B 052CF06B 90C3C618

quit
!
interface EthernetO

i p address 180. 180. 180. 180 255. 255. 255. 0

!
interface SerialO

i p address 18.18.18.19 255. 255. 255.0

encapsul ati on ppp
crypto map toworld
!
router rip

network 18.0.0.0
net wor k 180.180.0.0
1

ip classless

ip route 0.0.0.0 0.0.0.

0 30.30.30.31

ip route 171.68.118.0 255.255.255.0 10.11.19. 254

access-list 133 permt
access-list 144 permt
!
line con O
exec-timeout 0 O
line aux O

password 7 044ClC
line vty 0 4

I ogin | oca

|
end

wan- 4500b#

Loser #write terminal

i p 180.180.180.0 0.0.0.255 40.40.40.0 0.0.0.255
i p 180.180.180.0 0.0.0.255 30.30.30.0 0.0.0.255

Bui | di ng configuration...

Current configuration:
!

I Last configuration change at 11:01:54 UTC Wed Mar 18 1998
I NVRAM config | ast updated at 11:09:59 UTC Wed Mar 18 1998



!
version 11.3
service timestanps debug datetine nsec
no service password-encryption
!
host nane Loser
!
enabl e secret 5 $1$AeuFSMk7Q Dhpgj LKc2VQvbeCO
!
ip subnet-zero
no i p domai n-1 ookup
ip host StHel en.cisco.com19.19.19. 20
i p domai n-nane ci sco.com
!
crypto map towan 10
set peer wan
mat ch address 133
|
crypto key pubkey-chain dss
nanmed- key wan
seri al - number 07365004
key-string
A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4A F86DED86 3830E66F
2ED5CA76 CFF234D3 3842BC98 3CA4A5FB 9089556C 7464D2B4 AF7E6AEB 86269A5B
quit

nterface EthernetO
i p address 40.40.40.40 255. 255.255.0
no i p nroute-cache

nterface SerialO

i p address 18.18.18.18 255.255.255.0
encapsul ati on ppp

no i p nroute-cache

cl ockrate 64000

crypto map towan

nterface Seriall

i p address 19.19.19.19 255. 255.255.0
encapsul ati on ppp

no i p nroute-cache

priority-group 1

cl ockrate 64000

1

1

router rip
network 19.0
network 18
net wor k 40
1

ip default-gateway 10.11.19. 254

ip classless

access-list 133 pernit ip 40.40.40.0 0.0.0.255 180.180.180.0 0.0.0. 255
!

.0.0
.0.0.0
.0.0.0

line con O
exec-timeout 0 O
line aux O

no exec

transport input al
line vty 0 4
password ww

| ogin

!

end



Loser #

St Hel en#write terminal
Bui | di ng configuration...

Current configuration:

!

I Last configuration change at 11:13:18 UTC Wed Mar 18 1998
I NVRAM config | ast updated at 11:21:30 UTC Wed Mar 18 1998
!

version 11.3
service timestanps debug datetine nsec
no service password-encryption
!
host nane St Hel en
!
boot system flash ¢2500-i s56-
enabl e password ww
!
partition flash 2 8 8
!
no i p domai n-1 ookup
!
crypto map towan 10
set peer wan
mat ch address 144
!
crypto key pubkey-chain dss
nanmed- key wan
seri al - number 07365004
key-string
A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4A F86DED86 3830E66F
2ED5CA76 CFF234D3 3842BC98 3CA4ASFB 9089556C 7464D2B4 AF7EG6AEB 86269A5B
quit
!
interface EthernetO
no i p address
!
interface Ethernetl
i p address 30.30.30.30 255.255.255.0
!
interface Seriall
i p address 19.19.19.20 255.255.255.0
encapsul ati on ppp
no i p nroute-cache
| oad-interval 30
crypto map towan
!
router rip
network 30.0.0.0
network 19.0.0.0
!
ip default-gateway 10.11.19. 254
ip classless
access-list 144 pernit ip 30.30.30.0 0.0.0.255 180.180.180.0 0.0.0.255
!
line con O
exec-timeout 0 O
line aux O
transport input al
line vty 0 4



password ww
| ogin
|

end

St Hel en#

wan- 4500b#show crypto cisco algorithms
des cfb-64
40-bit-des cfb-64

wan- 4500b#show crypto cisco key-timeout
Session keys will be re-negotiated every 30 m nutes

wan- 4500b#show crypto cisco pregen-dh-pairs
Nurmber of pregenerated DH pairs: O

wan- 4500b#show crypto engine connections active

1D Interface | P-Address State Algorithm Encrypt
1 Serial0 18. 18. 18. 19 set DES_56_CFB64 1683
5 Serial0 18. 18. 18. 19 set DES_56_CFB64 1693

wan- 4500b#show crypto engine connections dropped-packet

Interface | P- Addr ess Drop Count
Serial0 18.18.18.19 52

wan- 4500b#show crypto engine configuration

sl ot : 0

engi ne nane: wan

engi ne type: sof tware

serial nunber: 07365004

pl atform rp crypto engine

crypto lib version: 10.0.0

Encryption Process |nfo:
i nput queue top: 303
i nput queue bot: 303
i nput queue count: O

wan- 4500b#show crypto key mypubkey dss
crypto public-key wan 07365004
A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4A F86DED86
2ED5C4A76 CFF234D3 3842BC98 3CA4A5FB 9089556C 7464D2B4 AF7E6AEB
quit

wan- 4500b#show crypto key pubkey-chain dss
crypto public-key | oser 02802219
FOBE2128 752D1A24 F394B355 3216BA9B 7CAE8677 29Cl76F9 A047B7D9
6B7AFDC2 2DAEF3AB 393EE7C7 802ClA95 B40031D1 908004F9 8A33A352
quit
crypto public-key sthel en 05694352
5C401002 404DC5A9 EAED2360 D7007E51 4A4BB8F8 6F9B1554 51D8ACBB
A23848CA 46003A94 2FC8C7/D6 0B57AE07 9EBSEF3A BD71482B 052CF06B
quit

wan- 4500b#show crypto map interface serial 1
No crypto maps found

wan- 4500b#show crypto map

Crypto Map "toworld" 10 cisco
Connection Id = 1 (1 established, 0 fail ed)
Peer = | oser

Decr ypt
1682
1693

3830E66F
86269A5B

7D03BDA4

FF19BC24

D3964C10
90C3C618



PE = 180.180.180.0
UPE = 40.40.40.0
Ext ended | P access |ist 133
access-list 133 permt ip
source: addr = 180.180.180.0/0.0.0. 255
dest : addr = 40.40.40.0/0.0.0. 255

Crypto Map "toworld" 20 cisco
Connection Id = 5 (1 established, 0 fail ed)
Peer = sthel en
PE = 180. 180. 180.0
UPE = 30.30.30.0
Extended | P access list 144
access-list 144 permt ip
source: addr = 180.180.180.0/0.0.0. 255
dest : addr = 30.30.30.0/0.0.0. 255

wan- 4500b#

Loser #show crypto cisco algorithms
des cfb-64
des cfb-8
40-bit-des cfb-64
40-bit-des cfb-8

Loser #show crypto cisco key-timeout
Session keys will be re-negotiated every 30 mnutes

Loser #show crypto cisco pregen-dh-pairs
Nurmber of pregenerated DH pairs: 10

Loser #show crypto engine connections active
1D Interface | P-Address State Algorithm Encrypt
61 SerialO 18. 18. 18. 18 set DES_56_CFB64 1683

Loser #show crypto engine connections dropped-packet

Interface | P- Addr ess Drop Count
SerialO 18.18. 18. 18 1

Seriall 19.19.19.19 90

Loser #show crypto engine configuration

sl ot : 0

engi ne nane: | oser

engi ne type: sof tware

serial numnber: 02802219

pl atform rp crypto engine

crypto lib version: 10.0.0

Encryption Process |nfo:
i nput queue top: 235
i nput queue bot: 235
i nput queue count: O

Loser #show crypto key mypubkey dss
crypto public-key | oser 02802219

Decr ypt
1682

FOBE2128 752D1A24 F394B355 3216BA9B 7CAE8677 29C176F9 A047B7D9 7D03BDA4
6B7AFDC2 2DAEF3AB 393EE7C7 802ClA95 B40031D1 908004F9 8A33A352 FF19BC24

quit

Loser #show crypto key pubkey-chain dss
crypto public-key wan 07365004

A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4A F86DED86 3830E66F



2ED5CA76 CFF234D3 3842BC98 3CA4A5SFB
quit

Loser #show crypto map
No crypto maps found.

Loser #show crypto map
Crypto Map "towan" 10
Connection Id =
Peer = wan
PE = 40.40.40.0
UPE = 180.180.180.0
Ext ended | P access |ist 133
access-list 133 permt
source: addr
dest: addr =

ci sco
61

St Hel en#show crypto cisco algorithms
des cfb-64

St Hel en#show crypto cisco key-timeout
be re-negoti ated every 30 m nutes

Sessi on keys will

(0 established,

ip
= 40. 40. 40.0/0.0.0. 255
180. 180. 180. 0/ 0. 0. 0. 255

9089556C 7464D2B4 AF7EGAEB 86269A5B

interface serial 1

0 fail ed)

St Hel en#show crypto cisco pregen-dh-pairs

Nurmber of pregenerated DH pairs: 10

St Hel en#show crypto engine connections active

1D
58

Interface | P- Addr ess

Seriall

State
19.19.19. 20 set

Al gorithm
DES_56_CFB64

Encrypt
1694

Decr ypt
1693

St Hel en#show crypto engine connections dropped-packet

Interface | P- Addr ess Drop Count
Et hernet 0O 0.0.0.0 1

Seriall 19.19.19.20 80

St Hel en#show crypto engine configuration

sl ot : 0

engi ne nane: st hel en

engi ne type: sof tware

serial numnber: 05694352

pl atform rp crypto engine

crypto lib version: 10.0.0

Encryption Process |nfo:

i nput queue top: 220
i nput queue bot: 220
i nput queue count: O

St Hel en#show crypto key mypubkey dss
crypto public-key sthel en 05694352
5C401002 404DC5A9 EAED2360 D7007E51
A23848CA 46003A94 2FCBC7D6 0B57AEQ7
quit

St Hel en#show crypto key pubkey-chain
crypto public-key wan 07365004
A547B701 4312035D 2FC7DOF4 56BC304A
2ED5CA76 CFF234D3 3842BC98 3CA4ASFB
quit

4AABB8F8 6F9B1554 51D8ACBB D3964C10
9EBS5EF3A BD71482B 052CF06B 90C3C618

dss

59FA76C3 B9762EAA F86DED86 3830EGG6F
9089556C 7464D2B4 AF7EGAEB 86269A5B



St Hel en#show crypto map interface serial 1
Crypto Map "towan" 10 cisco
Connection Id = 58 (1 established, 0 fail ed)
Peer = wan
PE = 30.30.30.0
UPE = 180.180. 180.0
Extended | P access list 144
access-list 144 permt ip
source: addr = 30.30.30.0/0.0.0. 255
dest: addr = 180.180.180. 0/0. 0. 0. 255

St Hel en#show crypto map
Crypto Map "towan" 10 cisco
Connection Id = 58 (1 established, 0 fail ed)
Peer = wan
PE = 30.30.30.0
UPE = 180.180. 180.0
Extended | P access list 144
access-list 144 permt ip
source: addr 30. 30.30.0/0.0.0. 255
dest: addr 180. 180. 180. 0/ 0. 0. 0. 255

St Hel en#

$l 4 : DDR E OBEE

Cisco IOS X ICMP ZFIHL TSty >3 2BITH5NDT, DDRU U THREILEITS S
Bk, ZA4AVZ VDARNTICMP RS 7149v 0% TSHR, ELTHDEITHIHENHYET,

¥ E#EIECiscolOSY 7RI I TV —AMM3TREBELETH. BEE{LENETF—RICHLT
FI—HICE2THOTRBYEBA, BEIENEF—ZERATFERBLCSOALICEDD
T. EZT > TEMEBNELBZDETTT, EEL, BE{ehTOVWEVWRNRS 71y olICwL
TRHREBEEMCLTHEVTAETVEEA.

MRRICE2TRE, BUIL—ZICRTEDIRAVILNY OT Y THFBEIZREYYET, EEAE.
WAN XY RDO—UTORED) > IVDEZICHTHIRBEELTEMTT, BLETICHL T2
DDA VER—TIAANHBDEHEEE, MAEDARZ—T I A ATRELU cryptomap ZFEATEERT
o COMEBENELKBETRILEDICE. NVITYTAVE—TIA R EERITIHLENHYE
T NVIOTYTDORFITIL—ZNBORY DRIZAAVILTBHEE. BID crypto map & ¥ERK
L, ThICRH--TETZREITIHSEN HYET, < ZT%H, backupinterface AN RZfEH
TEIRENHYET,

di al - 5#write terminal
Bui | di ng configuration...

Current configuration:

|

version 11.3

no service password-encryption

servi ce udp-smal |l -servers

service tcp-small-servers

!

host nane dial -5

!

boot system c1600-sy56-1 171.68.118.83
enabl e secret 5 $1$0NelwDbhBdcN6x9Y5gf uM qhl0
!

usernane dial -6 password 0 cisco



isdn switch-type basic-nil
1
crypto map dial 6 10
set peer dial6
mat ch address 133
1
crypto key pubkey-chain dss
naned- key di al 6
seri al - number 05679987
key-string
753F71AB E5305AD4 3FCDFB6D 47AA2BB5 656BFCAA 53DBE37F 07465189 06E91A82
2BC91236 13DCAAA8 7EC5B48C D276E5FE 0D093014 6D3061C5 03158820 B609CA7C
quit

nterface EthernetO
i p address 20.20.20.20 255.255.255.0

nterface BRI O

i p address 10.10.10.11 255. 255.255.0
encapsul ati on ppp

no i p nroute-cache

| oad-interval 30

dialer idle-timout 9000

dialer map ip 10.10.10.10 nane dial -6 4724118
di al er hol d- queue 40

dialer-group 1

i sdn spidl 919472417100 4724171

i sdn spid2 919472417201 4724172
conpress stac

ppp aut hentication chap

ppp multilink

crypto map dial 6
1

ip classless
ip route 40.40.40.0 255.255.255.0 10.10.10. 10
access-list 133 permt ip 20.20.20.0 0.0.0.255 40.40.40.0 0.0.0. 255
dialer-list 1 protocol ip permt

1
line con O

exec-timeout 0 O
line vty 0 4

password ww

| ogin

!
end

di al - 5#

di al - 6#write terminal
Bui | di ng configuration...

Current configuration:

!

version 11.3

no service password-encryption

service udp-smal |l -servers

service tcp-small-servers

|

host nane dial -6

!

boot system c1600-sy56-1 171.68.118.83
enabl e secret 5 $1$VdPYuA/ Bl VeEnBUAFEm PPJFc.



1
usernane dial -5 password 0 cisco
no i p domai n-1 ookup
isdn switch-type basic-nil
1
crypto map dial5 10
set peer dial5
mat ch address 144
1
crypto key pubkey-chain dss
naned- key di al 5
seri al - number 05679919
key-string
160AA490 5B9B1824 24769FCD EE5EQ0F46 1ABBD343 4C0CAA03 4B279D6B OEE5F65F
F64665D4 1036875A 8CF93691 BDF81722 064B51C9 58D72E12 3E1894B6 64B1D145
quit
!

nterface EthernetO
i p address 40.40. 40. 40 255. 255.255.0

nterface BRI O

i p address 10.10.10.10 255. 255.255.0
encapsul ati on ppp

no i p nroute-cache

dialer idle-timout 9000

dialer map ip 10.10.10.11 nanme dial -5 4724171
di al er hol d- queue 40

di al er | oad-threshold 5 outbound
dialer-group 1

i sdn spidl 919472411800 4724118

i sdn spid2 919472411901 4724119
conpress stac

ppp aut hentication chap

ppp multilink

crypto map dial5
1

ip classless
ip route 20.20.20.0 255.255.255.0 10.10.10.11
access-list 144 permt ip 40.40.40.0 0.0.0.255 20.20.20.0 0.0.0.255
dialer-list 1 protocol ip permt

1
line con O

exec-timeout 0 O

line vty 0 4

password ww

| ogin

!

end

di al - 6#

PI5: IPRZRILICETBDIPXRS 714V IOREE

COBITE, IPRRILADIPX RS 74 Y O RBESILET,
E:CORRILIPXHHADRZ 74V IDXNBEBILENET, TOHIXTOIP RNTT AV
JREStEnETE A,

WAN- 2511a#write terminal
Bui | di ng configuration...



Current configuration:

!

version 11.2

no service password-encryption

no service udp-small-servers

no service tcp-small-servers

!

host nane WAN- 2511a

!

enabl e password ww

!

no i p domai n-1 ookup

i px routing 0000.0c34. aaba

!

crypto public-key wan2516 01698232
B1C127B0 78D79CAA 67ECADS0 03D354B1 9012C80E 0Cl1266BE 25AEDE60 37A192A2
B066D299 77174D48 7FBABS5FC 2B60893A 37E5CB7B 62F6D902 9495733B 98046962
qui t

!

crypto map wan2516 10

set peer wan2516
mat ch address 133

!

!

nt erface Loopbackl
i p address 50.50.50.50 255. 255.255.0

nterface Tunnel 1

no i p address

i px network 100

tunnel source 50.50.50.50
tunnel destination 60.60.60.60
crypto map wan2516

nterface EthernetO
i p address 40.40. 40. 40 255.255.255.0
i px network 600

nterface SerialO

i p address 20.20.20.21 255.255.255.0
encapsul ati on ppp

no i p nroute-cache

crypto map wan2516

nterface Seriall

no i p address

shut down

1

ip default-gateway 10.11.19. 254

ip classless

ip route 0.0.0.0 0.0.0.0 20.20.20.20

access-list 133 permit ip host 50.50.50.50 host 60.60.60.60
|

line con O
exec-timeout 0 O
password ww
| ogin

line 1 16

line aux O
password ww
| ogin

line vty 0 4
password ww



| ogin
!

end

WAN- 2511a#

WAN- 2516a#write terminal
Bui | di ng configuration...

Current configuration:
!
version 11.2
no service pad
no service password-encryption
service udp-smal |l -servers
service tcp-small-servers
!
host nane WAN- 2516a
!
enabl e password ww
!
no i p domai n-1 ookup
i px routing 0000.0c3b.ccle
!
crypto public-key wan2511 01496536
C8EA7C21 DF3E48F5 C6C069DB 3A5E1B08 8B830AD4 4F1DABCE D62F5F46 EDO8C81D
5646DC78 DDC77EFC 823F302A F112AF97 668E39A1 E2FCDCO5 545E0529 9B3C9553
qui t
!
crypto map wan2511 10
set peer wan2511
mat ch address 144
!
!
hub ether 0 1
l'i nk-test
auto-polarity
!
I <other hub interfaces snipped>
!
hub ether 0 14
l'i nk-test
auto-polarity

nt erface Loopbackl
i p address 60.60.60. 60 255.255.255.0

nterface Tunnel 1

no i p address

i px network 100

tunnel source 60.60.60. 60
tunnel destination 50.50.50.50
crypto map wan2511

nterface EthernetO
i p address 30.30.30.30 255.255.255.0
i px network 400

nterface SerialO

i p address 20.20.20.20 255.255.255.0
encapsul ati on ppp

cl ockrate 2000000



crypto map wan2511

1
interface Seriall

no i p address

shut down

1
interface BRI O

no i p address

shut down

1
i p default-gateway 20.20.20.21
ip classless
ip route 0.0.0.0 0.0.0.0 20.20.20.21
access-list 144 permit ip host 60.60.60.60 host 50.50.50.50
access-list 188 permt gre any any
1

line con O

exec-timeout 0 O

password ww

| ogin

line aux O

password ww

| ogin

nodem | nQut

transport input al

fl owcontrol hardware

line vty 0 4

password ww

| ogin

!

end

WAN- 2516a#

WAN- 2511a#show ipx route

Codes: C - Connected prinmary network, ¢ - Connected secondary network
S - Static, F - Floating static, L - Local (internal), W- |PXWAN
R- RP, E- EIGRP, N- NLSP, X - External, A - Aggregate
s - seconds, u - uses

3 Total IPX routes. Up to 1 parallel paths and 16 hops al |l owed.

No default route known.

C 100 ( TUNNEL), Tul
C 600 (NOVELL- ETHER), EtO
R 400 [151/01] via 100. 0000. 0c3b. ccle,  24s, Tul

WAN- 2511a#show crypto engine connections active
1D Interface | P-Address State Algorithm Encrypt Decrypt
1 SerialO 20. 20. 20. 21 set DES_56_CFB64 207 207

WAN- 2511a#ping 400.0000.0c3b.ccle
Transl ati ng "400. 0000. Oc3b. ccle"

Type escape sequence to abort.

Sendi ng 5, 100-byte | PX ci sco Echoes to 400. 0000.0c3b.ccle, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/35/48 s



WAN- 2511a#show crypto engine connections active
1D Interface | P-Address State Algorithm Encrypt Decrypt
1 SerialO 20. 20. 20. 21 set DES_56_CFB64 212 212

WAN- 2511a#ping 30.30.30.30

Type escape sequence to abort.
Sending 5, 100-byte | CMP Echos to 30.30.30.30, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/5/8 ns

WAN- 2511a#show crypto engine connections active

1D Interface | P-Address State Algorithm Encrypt Decrypt
1 Serial0 20. 20. 20. 21 set DES_56_CFB64 212 212
WAN- 2511a#

$16:1L2F PRI DEEE1L

COBPITE, FAVILAVFTDI—HFDOEODL2F hZ T4 Y I FICEBSILERATVET,
user@cisco.com AMHICH S "DEMO2,; & LS HEBOA—HIL7 Network Access

Server (NAS; XY RD—O 7OEAH—N)ZHTELT, R—ALATF—KRIJIA CDICHTS
Ny ZILERILET, TXNTODEMO2 RS 74v 9 (#0D L2F BEEORS 74 v R
BIC)BES{tenhEd, L2F IE UDP R— K 1701 ZFERATBNDT, CCTRIKDBHFETT Y
ERAUARNZERL, ChIZKRVESILTDRZ 71 Y ONFREYET,

X ES{CORERIFrEERETATVEVESE., REENRIICLZFAN > RILZFUHL
THERLIEATHZE5E. BSLOBEEFTORECEEN REL LS, REENFROY T
NDAREEN HYVET, TOBNEBEND CPU ZBALEIL—RF TR, COXDIBIERFREL
FtA. T, BSEOEY NRTYTETATREOUNFATE—VOBERICETFTODIhD LS
. keytimeout DEZ RKEKFTBDEETEERT,

ROIXY REABIE, VE—RDONASHASDENDTY,

DEMX2#write terminal
Bui | di ng configuration...

Current configuration:
|
version 11.2
no service password-encryption
no service udp-small-servers
no service tcp-small-servers
|
host nanme DEMO2
!
enabl e password ww
!
user nane NAS1 password O SECRET
user nane HomeGat eway password O SECRET
no i p domai n-1 ookup
vpdn enabl e
vpdn out goi ng ci sco.com NAS1 i p 20.20.20. 20
!
crypto public-key wan2516 01698232
B1C127B0 78D79CAA 67ECADS0 03D354B1 9012C80E 0Cl1266BE 25AEDE60 37A192A2



B066D299 77174D48 7FBABS5FC 2B60893A 37E5CB7B 62F6D902 9495733B 98046962
qui t

!
crypto map vpdn 10

set peer wan2516

mat ch address 133

!
crypto key-tineout 1440

!
nterface EthernetO
i p address 40.40. 40. 40 255. 255.255.0

nterface SerialO

i p address 20.20.20.21 255. 255.255.0
encapsul ati on ppp

no i p nroute-cache

crypto map vpdn

nterface Seriall
no i p address
shut down

nterface G oup-Asyncl

no i p address
encapsul ati on ppp
async node dedi cat ed

no peer default ip address

no cdp enabl e

ppp authentication chap pap
group-range 1 16

1
ip default-gateway 10.11.19. 254
ip classless
ip route 0.0.0.0 0.0.0.0 20.20.20.20
access-1list 133 permt udp host 20.20.20.21 eq 1701
host 20.20.20.20 eq 1701

1

!
line con O

exec-timeout 0 O

password ww

| ogin
line 1 16

nodem | nQut

transport input al

speed 115200

fl owcontrol hardware
line aux O

I ogin | oca

nodem | nQut
transport input al
fl owcontrol hardware

line vty 0 4
password ww
| ogin

!

end

DEMOR #

ROIAIY REABIE, R—LT—RITIAHAS5DEDTT,

CD#twrite terminal



Bui | di ng configuration...

Current configuration:

!

version 11.2

no service pad

no service password-encryption

service udp-smal |l -servers

service tcp-small-servers

!

host nane CD

!

enabl e password ww

!

user nane NAS1 password O SECRET

user nane HomeGat eway password O SECRET
user nane user @i sco. com password 0 ci sco
no i p domai n-1 ookup

vpdn enabl e

vpdn i ncomi ng NAS1 HoneGateway virtual -tenplate 1
!

crypto public-key wan2511 01496536
C8EA7C21 DF3E48F5 C6C069DB 3A5E1B08 8B830AD4 4F1DABCE D62F5F46 EDO8C81D
5646DC78 DDC77EFC 823F302A F112AF97 668E39A1 E2FCDCO5 545E0529 9B3C9553
qui t

!

crypto key-tineout 1440

!

crypto map vpdn 10

set peer wan2511
mat ch address 144

!

!

hub ether 0 1
l'i nk-test

auto-polarity
!

nt erface LoopbackO
i p address 70.70.70.1 255.255.255.0

nterface EthernetO
i p address 30.30.30.30 255.255.255.0

nterface Virtual - Tenpl atel

i p unnunber ed LoopbackO

no i p nroute-cache

peer default ip address pool default
ppp aut hentication chap

nterface SerialO

i p address 20.20.20.20 255. 255.255.0
encapsul ati on ppp

cl ockrat e 2000000

crypto map vpdn

nterface Seriall
no i p address
shut down

nterface BRI O

no i p address

shut down

!

ip local pool default 70.70.70.2 70.70.70.77



i p default-gateway 20.20.20.21
ip classless
ip route 0.0.0.0 0.0.0.0 20.20.20.21
access-list 144 permt udp host 20.20.20.20 eq 1701 host 20.20.20.21 eq 1701
1
line con O

exec-timeout 0 O

password ww

| ogin
line aux 0O

password ww

| ogin

nmodem | nQut

transport input al

fl owcontrol hardware

line vty 0 4
password ww
| ogin

!

end

SN a—TF4142Y

—&IIZ, BLORSTIN2—F14200 v arazRBIT2RENDHFEE, XD show I
REFEAL TBEREWNETDICETT, PAFRURY (*) BEBICKICIODON RERLTVE
T, FHMERICOWVWTIE, FIPSecurity DS TN 21—F 14> -debug IR ROEELF
o #8BLTLEEL,

—#BD show AXY KBFIRTY R AV B—FTUBY—JLIc&2THR—PENTVET (B
BI1-—YERA)., COY—LEEBIBEILEIT, show ANV REIDDHBRERRT
%Y.

3 :debug OV REFEATHHEIIC,
(A

Fdebug XY RICBHT2EELIER, 28RBL TS EE

OV R

show crypto cisco key-
timeout

* show crypto engine
connections active

show crypto cisco algorithms

show crypto cisco pregen-dh-
pairs

show crypto engine

show crypto engine

connections dropped-packet | configuration
show crypto key mypubkey * show crypto key
dss pubkey-chain dss

show crypto map interface
serial 1

* show crypto map

debug crypto engine

* debug crypto sess

debug cry key
crypto zeroize

clear crypto connection
no crypto public-key

- show crypto cisco algorithms- EES{L ZITSMOET I—REBFEITRLEHICEATIIANT
? Data Encryption Standard ( DES; F—ZEES#HE ) PIdVXLZBMICTIHEN H V)
£9, DESTILIVXLZBMILTWAWE, BTeryptomap ICTDTILIV X AL%ZE
WETRSELTE, COTINIAVALRFEATEERRA,. HBIL—XHNFET IL—REDRE
BtBEEY 3 EEYRNTYTLELDELESE, MKT2 DOI—XHFRELU DES 7
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LADZXLZBRIZLTVEVE, BSLEY2 a3 BEABRLET, 1 DTEHBED DES 7
IOV AL THETEMICE>TVWEHEERK., BELEYy > a>aEiTTEET, X : Cisco
IOSY 7 RO I TV —A11.3Tldciscot WO RDBEEN R REN, CiscolOSY 7RI I
TO)—A1M2TRSNBIPSect A IMBENOES{LEXBI TR EHICHETT,

Loser #show crypto cisco algorithms
des cfb-64
des cfb-8
40- bit-des cfb-64
40-bit-des cfb-8

- show crypto cisco key-timeout - M & h =FEB{LEFEY > a &, BEOKMZFHEMIC
BOTVET, COBFRBNIEBRTRE, Ev2a @B RAMALATINLET, BSLEhi-E
EEzHTDICE, FLLVEY a3 EXxdI—ML, ILWDES (LY 3y ) F—%4&E
RIBDMBENDYNET, BELLBEREY A VHNHERIN (ZALATIN) ICBBZETOR
BREEZZETHICE, COONY REZFEALET,

Loser #show crypto cisco key-timeout

Session keys will be re-negotiated every 30 minutes
DES #F—ABRXII—NEhBETORBORTEZERETSICE., ROON REFEAL
£

St Hel en#show crypto conn

Connecti on Tabl e

PE UPE Conn_id New_id Al gorithm Ti me

0.0.0.1 0.0.0.1 4 0 DES 56_CFB64 Mar 01 1993 03: 16: 09
fl ags: TI ME_KEYS

St Hel en#show crypto key
Session keys will be re-negotiated every 30 m nutes

St Hel en#show clock
*03:21:23.031 UTC Mon Mar 1 1993

. show crypto cisco pregen-dh-pairs - EES{ttEY> 3>k, DHESOBEEORTZHEAL
T ILLWEYZIVHFBAUTNBECIC, ILVWDHBEERTZERTILBEN B X
T, BV IUNRTIRE, ChSDBESEHRENET, LV DHBESRTOLERHE
CPUICERONNBEXETHY., Ev23a>oty N7TYTHFESBZDAgBENI HYET,
B, O—IROL—-ZRICEEENHYVET, 2V IOy RNTYTEMETS 2D
Lk, BELEBODHESKRTEZHSHUHERL., FleE L TREFLTHSZENTE
T, TOHE, BSLEGEYIVNFEYRNTYTEh2EELR. COFHILSDHE
ERTHIRMENET, DH BEBSRTHFERAEhD L, FHIZEHLV DH ESRTHFED
MICHRENDOT, BECEATRE DHBESARTHIEETDCELBYET, L—25E
BOBESKttEYy>a 2B Y NTYTIBEOICHSHAUHERENATVD FiED
DH BERTOHN 1 EX 2 ATREFETERASNATILESOTHEVRY, BER. 5
PUHLERLTHL DHESRTOHIF 1 HELEF 2ETHHTY,

Loser #show crypto cisco pregen-dh-pairs

Nurmber of pregenerated DH pairs: 10

- show crypto cisco connections active)X IC R DIk, COIAN ROEHFITT,

Loser #show crypto engine connections active

I D Interface | P-Address State Algorithm Encrypt Decrypt
16 Seriall 19. 19. 19. 19 set DES_56_CFB64 376 884
- show crypto cisco engine connections dropped-packetX I RI DIE, ZOIX > RO EH HHI
T3,
Loser #show crypto engine connections dropped-packet
Interface | P- Addr ess Drop Count
Seriall 19.19.19.19 39

- show crypto engine configuration ( Cisco IOS Y 7 R T 7 Ul)—X 11.2 TR show crypto



engine brief TLAE ) RIZRI DIk, COOX ROBHFITT,

Loser #show crypto engine configuration

sl ot : 0

engi ne nane: fred

engi ne type: software

serial nunber: 02802219

pl atform rp crypto engine

crypto lib version: 10.0.0

Encryption Process |nfo:
i nput queue top: 465
i nput queue bot: 465
i nput queue count: O

- show crypto key mypubkey dss)RICRT DIk, COOAN ROEHBITT,

Loser #show crypto key mypubkey dss
crypto public-key fred 02802219
79CED212 AF191D29 702A9301 B3E06602 D4FB26B3 316E58C8 05D4930C CE891810
00064492 5F6684CD 3FC326E5 679BCA46 BB155402 D443F68D 93487F7E 5ABE182E
qui t
show crypto key pubkey-chain dss)XICRT DIk, cHOIAN ROEHAHITT,
Loser #show crypto key pubkey-chain dss
crypto public-key barney 05694352
B407A360 204CBFA3 FO9AO0COBO 15D6185D 91FD7D3A 3232EBA2 F2D31D21 53AE24ED
732EA43D 484DEB22 6E91515C 234B4019 38E51D64 04CB9F59 EE357477 91810341
qui t

- show crypto map interface serial 1 )X IC "I DIk, COOAXY ROEAHFITT,

Loser #show crypto map interface serial 1
Crypto Map "ol dstyle" 10 cisco
Connection Id = 16 (8 established, 0 failed)
Peer = barney
PE = 40.40.40.0
UPE = 30.30.30.0
Extended | P access list 133
access-list 133 permt ip
source: addr = 40.40.40.0/0.0.0. 255
dest: addr = 30.30.30.0/0.0.0.255

ping N> RZFEALEEEDKFDEVISEEL TSEEL,

wan- 5200b#ping 30.30.30.30

Type escape sequence to abort.

Sendi ng 5, 100-byte | CWP Echos to 30.30.30.30, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 52/54/56 s
wan- 5200b#

wan- 5200b#ping 30.30.30.31

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 30.30.30.31, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 52/53/56 s

wan- 5200b#ping 19.19.19.20

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 19.19.19.20, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 20/ 21/ 24 s

show crypto map interface serial )XIZRI Dk, COIXY ROBEHFITT,

Loser #show crypto map



10 cisco
16

Crypto Map "ol dstyl e”
Connection Id =
Peer = barney
PE = 40.40.40.0
UPE = 30.30.30.0

Extended | P access list 133

access-list 133 pernit
source: addr
dest: addr

. debug crypto engine)X IZ R T D&,

Loser #debug crypto engine
Mar 17 11:49:07.902: Crypto engine

(8 established,

0 failed)

ip

= 40.40.40.0/0.0.0. 255
= 30. 30.30.0/0.0.0.255

COOXRY ROENEITT,

0: generate alg param

Mar 17 11:49:07.906: CRYPTO ENG NE: Dh phase 1 status: 0

Mar 17 11:49:07.910: Crypto engine 0O: sign nessage using crypto engine
Mar 17 11:49:09.894: CRYPTO ENG NE: packets dropped: State = 0

Mar 17 11:49:11.758: Crypto engine 0: generate al g param

Mar 17 11:49:12.246: CRYPTO ENG NE: packets dropped: State = 0

Mar 17 11:49:13.342: CRYPTO ENG NE 0: get syndrone for conn id 25

Mar 17 11:49:13.346: Crypto engine O0: verify signature

Mar 17 11:49:14.054: CRYPTO ENG NE: packets dropped: State = 0

Mar 17 11:49:14.402: Crypto engine 0O: sign nessage using crypto engine
Mar 17 11:49:14.934: Crypto engine 0: create session for conn id 25
Mar 17 11:49:14.942: CRYPTO ENGA NE 0: clear dh nunber for conn id 25
Mar 17 11:49:24.946: Crypto engine 0: generate al g param

- debug crypto sessmgmtXICRT DIk, COANY ROBELBITT,

St Hel en#debug crypto sessmgmt

Mar 17 11:49:08. 918:

Found

| P: s=40.40.40.40 (Seriall),
an | CMP connecti on nessage.

d=30. 30. 30. 30, |en 328,

17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:

49:
49:
49:
49:
49:
49:
49:
49:
49:
49:
49:
49:
49:
49:
49:
49:
49:

08.
08.
09.
09.
11.
11.
12.
12.
12.
12.
15.
15.
16.
16.
26.
26.
28.

922:
926:
978:
994
594
598:
134:
142:
146:
154
366:
370:
430:
434:
438:
438:
050:

CRYPTO. Dequeued a nessage: CIM

CRYPTO SDU: Key Ti neout, Re-exchange Crypto Keys
CRYPTO. Verify done. Status=K

CRYPTO. DH gen phase 1 status for conn_id 22 slot 0: K
CRYPTO. DH gen phase 2 status for conn_id 22 slot 0: K
CRYPTO Syndrome gen status for conn_id 22 slot 0: K
CRYPTO. Sign done. Status=CK

CRYPTO. | CWP nessage sent: s=19.19.19.20, d=19.19.19.19
CRYPTO SDU: act_on_nnc_req: NNC Echo Reply sent

CRYPTO Create encryption key for conn_id 22 slot 0: K
CRYPTO. Dequeued a nessage: CCM

CRYPTO Syndrome gen status for conn_id 22 slot 0: K
CRYPTO. Verify done. Status=K

CRYPTO. Replacing -23 in crypto maps with 22 (slot 0)
CRYPTO. Need to pregenerate 1 pairs for slot O.

CRYPTO. Pregenerating DH for conn_id 32 slot O

CRYPTO DH phase 1 status for conn_id 32 slot 0: K
This is good ---------- > ~

cryptomap TELLK BUVETHFRETHTVREEREF, ROIT— AV E—J2FZ TR F
E

Mar 2 12:19:12.639: CRYPTO SDU. Far end authentication error:
Connecti on nmessage verify failed
BSTZILIVALYN —BLEWEERE, AOIT— XV E—2ZZFERYET,
Mar 2 12:26:51.091: CRYPTO SDU:. Connecti on
failed due to inconpatible policy
DSS F—A"BWHEE., FLEEMEBEERE. ROIZ— XvE—2Z2ZFRYET,
Mar 16 13:33:15.703: CRYPTO SDU. Far end aut hentication error:
Connecti on nmessage verify failed

- debug crypto key) X ICRIDIFE., COOXY ROEAHBITT,



St Hel en#debug crypto key

Mar 16 12:16:45.795: CRYPTO KE: Sent 4 bytes.
Mar 16 12:16:45.795: CRYPTO KE: Sent 2 bytes.
Mar 16 12:16:45.799: CRYPTO KE: Sent 6 bytes.
Mar 16 12:16:45.799: CRYPTO KE: Sent 2 bytes.
Mar 16 12:16:45.803: CRYPTO KE: Sent 64 bytes.

Mar 16 12:16:56.083: CRYPTO KE: Received 4 bytes.
Mar 16 12:16:56.087: CRYPTO KE: Received 2 bytes.
Mar 16 12:16:56.087: CRYPTO KE: Received 4 bytes.
Mar 16 12:16:56.091: CRYPTO KE: Received 2 bytes.
Mar 16 12:16:56.091: CRYPTO KE: Received 52 bytes.
Mar 16 12:16:56.095: CRYPTO KE: Received 12 bytes.

clear crypto connection’X IC "I DIF., CHOOAXY ROEABITT,

wan- 2511#show crypto engine connections act

1D Interface | P-Address State Algorithm Encrypt Decrypt
9 Serial 0 20. 20. 20. 21 set DES 56_CFB64 29 28

wan- 2511#clear crypto connection 9

wan- 2511#

*Mar 5 04:58:20.690: CRYPTO Replacing 9 in crypto maps with 0 (slot 0)
*Mar 5 04:58:20.694: Crypto engine 0: delete connection 9

*Mar 5 04:58:20.694: CRYPTG Crypto Engine clear conn_id 9 slot 0: K
wan- 2511#

wan- 2511#show crypto engine connections act

1D Interface | P-Address State Algorithm Encrypt Decrypt

wan- 2511#
crypto zeroize)XIZRIDIF., OO ROEABITY,

wan- 2511#show crypto mypubkey

crypto public-key wan2511 01496536

11F43C02 70COADB7 5DD50600 A0219E04 C867A5AF CAOAAFE5 CE99CCAB ABECA840
EBO95FBEE D727ED5B FOA6F042 BDB5529B DBB0698D DB0B2756 F6CABES8F O05E4B27F
qui t

wan- 2511#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
wan- 2511(confi g) #crypt o zeroi ze

War ni ng! Zeroize will renove your DSS signature keys.

Do you want to continue? [yes/no]: yes

% Keys to be renpved are named wan2511.

Do you really want to renove these keys? [yes/no]: yes

% Zer oi ze done.

wan- 2511(confi g) #+2

wan- 2511#

wan- 2511#show crypt o mypubkey
wan- 2511#

no crypto public-key)X ICRT DIk, cOIANY ROEAHITT,
wan- 2511#show crypto pubkey
crypto public-key wan2516 01698232
B1C127B0 78D79CAA 67ECADS0 03D354B1 9012CB0E 0Cl266BE 25AEDE60 37A192A2
B066D299 77174D48 7FBABSFC 2B60893A 37E5CB7B 62F6D902 9495733B 98046962
qui t

wan- 2511#configure terminal
Enter configuration conmands, one per line. End with CNTL/Z.
wan- 2511( confi g) #crypto public-key ?

WORD Peer nane

wan- 2511(confi g) #
wan- 2511(confi g) #no crypto public-key wan2516 01698232
wan- 2511(confi g) #4z



wan- 2511#
wan- 2511#show crypto pubkey
wan- 2511#

ESA Z{#HT2 Cisco7200 D STV a—F424

Cisco 7200 U —X )L—RATHEBILZTSHIZ, ESA L HENDZ/N—RIIT7XEATS 3
UNFREEATVWET, ESA K, VIP2-40 h—RAOR—KN PR 7R, £i=l& Cisco 7200 AD
A2 RO R—NTETEZOFREICE>TVWET, COTFLUDICKY, N\—ROITT7 T
RATREEGFEVIP2YT7RNIDIT7 IS0V TnAZERAL T, Cisco 7500 VIP2 A—R®D A
VBR—TJIAAFBLTIRESEENZT—2OES{HEESILEITSZENTEET, Cisco
7200 Tl&, Cisco 7200 > ¥ —> DEENDA 2V RA—T IAATORNT T 1Y IDOBEF{LE/\—R
DITPTXETEFT, BELXEMEEFERAIZ LT, BEEXCPUHAIILZEHNL T,
JL—T 14 >%% Cisco I0S D NHEER ED=OICFERATEET,

Cisco 7200 Tlk, AR RF7OY R—KN PR T RE, CiscolOS Y7 NI TSIV D>
EF2EKEUKDICRESNET, =L, N—RIOITH., BLTBESLETSI DV
(VZIRDITEREEN—RDIT ) ZRETHDEHICEFFERAEADEMNINY RV DA
HYET,

FTROKSIC, L—BZN—RIITESILAICERBLET,

wan- 7206a( confi g) #
% R-6- REMCARD: Card renpved fromslot 3, interfaces disabled
*Mar 2 08:17:16.739: ...switching to SWcrypto engine

wan- 7206a#show crypto card 3

Crypto card in slot: 3

Tanper ed: No

Xt ract ed: Yes
Password set: Yes

DSS Key set: Yes

FW ver si on 0x5049702
wan- 7206a#

wan- 7206a( confi g) #

wan- 7206a( confi g) #crypto zeroize 3

War ni ng! Zeroize will renove your DSS signature keys.
Do you want to continue? [yes/no]: yes

% Keys to be renpved are naned hard.

Do you really want to renove these keys? [yes/no]: yes

[OK]
RIZRFESIELT, N=RIVITHESILEZREVDRLEEEMDCLET,

wan- 7206a( confi g) #crypto esa shutdown 3
...switching to SWcrypto engine

wan- 7206a( confi g) #crypto esa enable 3
There are no keys on the ESA in slot 3- ESA not enabl ed.

RIZ, ESAZBMICTBHIC, ESARAOF—ZERLET,



wan- 7206a( confi g) #crypto gen-signature-keys hard

% lInitialize the crypto card password. You will need
this password in order to generate new signature
keys or clear the crypto card extraction |atch.

Passwor d:
Re- ent er password:
Generating DSS keys ....

[ K]

wan- 7206a( confi g) #

wan- 7206a#show crypto mypubkey

crypto public-key hard 00000052

EE691A1F BD013874 5BA26DC4 91F17595 C8CO6F4E F7F736F1 ADOCACEC 74AB8905
DF426171 29257F8E B26D49B3 ASE11FBO A3501B13 D3F19623 DCCE7322 3D97B3804
quit

wan- 7206a#

wan- 7206a( confi g) #crypto esa enable 3

.switching to HWcrypto engi ne

wan- 7206a#show crypto engine brie

crypt o engi ne nane: har d
crypto engi ne type: ESA
serial nunber: 00000052
crypto engine state: installed

crypto firmmvare version: 5049702
crypto engine in slot: 3

wan- 7206a#

ESAZFEHATAVIP2ORSTINa1—F1424

VIP2 A— RO ESAN—RIIT R—K TETRE, VIP2 A—ROA22—TIARAZELT
#W‘Eéh%ﬁ-" REBEILBLTEFTHTIEDICERAENET, Cisco 7200 @i% ERERIC
. Bt EMEEEER TR LT, BEACPUHA VI ESNTEERT, CDHEE, ESAH
EEENTWDE, ESAR—KN FTHATENVIP2 A—ROR—MNIHTEIHEELETS>DT,
crypto esa enable AN RiEH V) EB A, ESAR—KN TFHATR2EZDO TS TEHEE, £
FALTHASEYFIFEL EBEE. cryptoclear-latch ZFTNDAOY NMZBRAITZHENHY E
9,

Router#show crypto card 11

Crypto card in slot: 11

Tanper ed: No

Xt ract ed: Yes
Password set: Yes

DSS Key set: Yes

FW ver si on 0x5049702
Rout er #

ESABSED1—/ILZRYALLEOT, TOAOY MIXL T crypto clear-latch X > RZE4T
TDIETE, ROIT— XV E—IHNRRENET,

*Jan 24 02:57:09.583: CRYPTO Sign done. Status= Extraction |atch set. Request not all owed.

Rout er (confi g) #crypto clear-latch ?



<0- 15> Chassis sl ot nunber

Rout er (confi g) #crypto clear-latch 11
% Enter the crypto card password.
Passwor d:

Rout er (confi g) #+2z

BDAENZBIV HTENAD— RESNZIHFE. crypto clear-latch N> RO H V) IC crypto
zeroize N> R&EFERAL T, ESAZUEY NUET, crypto zeroize AN RZERITL =&,
DSSF*F—Z4RMUEBEL THEXRITDLEN HVET, DSSF—ZHBERTDEEE, HLL
NAT—REERTDELSICERENET, RIZHZRLET,

Rout er #
YSYS-5- CONFI G_| : Configured from consol e by consol e
Rout er #show crypto card 11

Crypto card in slot: 11

Tanper ed: No

Xt ract ed: No
Password set: Yes

DSS Key set: Yes

FW ver si on 0x5049702
Rout er #

Rout er #show crypto engine brief

crypt o engi ne nane: TERT

crypto engi ne type: sof tware

serial nunber: 0459FC8C

crypto engine state: dss key generated
crypto lib version: 5.0.0

crypto engine in slot: 6

crypt o engi ne nane: WAAA

crypto engi ne type: ESA

serial numnber: 00000078

crypto engine state: dss key generated
crypto firmmvare version: 5049702
crypto engine in slot: 11

Rout er #

Rout er (confi g) #crypto zeroize

War ni ng! Zeroize will renmove your DSS signature keys.
Do you want to continue? [yes/no]: yes

% Keys to be renpved are naned TERT.

Do you really want to renove these keys? [yes/no]: yes
% Zer oi ze done.

Rout er (confi g) #crypto zeroize 11

War ni ng! Zeroize will renove your DSS signature keys.
Do you want to continue? [yes/no]: yes

% Keys to be renpved are naned WAAA

Do you really want to renove these keys? [yes/no]: yes

[ K]

Rout er (confi g) #+2z
Rout er #show crypto engine brief



crypt o engi ne nane: unknown

crypto engi ne type: sof tware
serial numnber: 0459FC8C
crypto engine state: installed

crypto lib version: 5.0.0
crypto engine in slot: 6

crypt o engi ne nane: unknown
crypto engi ne type: ESA
serial nunber: 00000078
crypto engine state: installed

crypto firmmvare version: 5049702
crypto engine in slot: 11

Rout er #

Rout er (confi g) #crypto gen-signature-keys VIPESA 11

% lInitialize the crypto card password. You will need
this password in order to generate new signature
keys or clear the crypto card extraction |atch.

Passwor d:
Re- ent er password:
Generating DSS keys ....

[ K]

Rout er (confi g) #

*Jan 24 01:39:52.923: Crypto engine 11: create key pairs.
nZ

Rout er #

Rout er #show crypto engine brief

crypt o engi ne nane: unknown

crypto engi ne type: sof tware
serial nunber: 0459FC8C
crypto engine state: installed

crypto lib version: 5.0.0
crypto engine in slot: 6

crypt o engi ne nane: VI PESA

crypto engi ne type: ESA

serial numnber: 00000078

crypto engine state: dss key generated
crypto firmmvare version: 5049702
crypto engine in slot: 11

Rout er #

Rout er #show crypto engine connections active 11

1D Interface | P-Address State Algorithm Encrypt Decrypt
2 Serial 11/0/0 20. 20. 20. 21 set DES_56_CFB64 9996 9996

Rout er #

Rout er #clear crypto connection 2 11

Rout er #

*Jan 24 01:41:04.611: CRYPTO Replacing 2 in crypto maps with 0 (slot 11)
*Jan 24 01:41:04.611: Crypto engine 11: del ete connection 2

*Jan 24 01:41:04.611: CRYPTO Crypto Engine clear conn_id 2 slot 11: K
Rout er #show crypto engine connections active 11

No connecti ons.

Rout er #
*Jan 24 01:41:29.355: CRYPTO ENG NE: Nunber of connection entries
received fromVIP O



Rout er #show crypto mypub

% Key for slot 11:

crypto public-key VI PESA 00000078

CF33BA60 56FCEE01 2D4E32A2 5D7ADE70 6AF361EE 2964F3ED A7CE08BD A87BF7FE
90A39F1C DF96143A 9B7B9C78 5F59445C 27860F1E 4CD92B6C FBCACBCC 32D64508
quit

Rout er #show crypto pub
crypto public-key wan2516 01698232

C5DE8CA6 8A69932C 70C92A2C 729449B3 FD10ACAD 1773A997 7F6BA37D 61997AC3
DBEDBEA7 51BF3ADD 2BB35CB5 B9126B4D 13ACF93E ODFOCD22 CFAACLA8 9CE82985
quit

Rout er #
interface Serial 11/0/0
i p address 20.20.20.21 255.255.255.0
encapsul ati on ppp
i p route-cache distributed
no fair-queue
no cdp enabl e
crypto map test

Rout er #show crypto eng conn act 11

1D Interface | P-Address State Algorithm Encrypt Decrypt
3 Serial 11/0/0 20. 20. 20. 21 set DES_56_CFB64 761 760
Rout er #

*Jan 24 01:50:43.555: CRYPTO ENG NE: Nunber of connection
entries received fromVIP 1

Rout er #

EEH
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