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Net wor k Security policy:

1- Myconn
My Identity = ip address
Connection security: Secure
Renote Party ldentity and addressing
I D Type: | P subnet
88.88.88.0
Port all Protocol all

Connect using secure tunnel
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ID Type: | P address
99.99.99.1
Pre-shared key = ciscol23

Aut henti cation (Phase 1)
Proposal 1
Aut henti cati on nethod: pre-shared key
Encryp Al g: DES
Hash Al g: M5
SA life: Unspecified
Key Goup: DH 1

Key exchange (Phase 2)
Proposal 1
Encapsul ati on ESP
Encrypt Al g: DES
Hash Al g: M5
Encap: tunne
SA life: Unspecified
no AH

2- Ot her Connections
Connection security: Non-secure
Local Network Interface

Name: Any
| P Addr: Any
Port: All

=2

version 12.0

service tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
!

host nane router

!

enabl e password ww

!

usernane cisco password O cisco
!

clock tinmezone EST -5

i p subnet-zero

cns event-service server
|

crypto isakmp policy 1

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 0.0.0.0

crypto isakmp client configuration address-pool local
ourpool

.

crypto ipsec transform-set transl esp-des esp-md5-hmac
1

crypto dynamic-map dynmap 10

set transform-set transl
crypto map intmap client configuration address initiate
crypto map intmap client configuration address respond

crypto map intmap 10 ipsec-isakmp dynamic dynmap
!




interface EthernetO

ip address 99.99.99.1 255.255.255.0
no ip directed-broadcast

no i p route-cache

no i p nroute-cache

crypto map intmap

!

interface Ethernetl

i p address 88.88.88.1 255.255.255.0

no ip directed-broadcast
!

ip local pool ourpool 10.2.1.1 10.2.1.254
ip classless

no ip http server

!
line con O
exec-timeout 0 O
transport input none
line aux O

line vty 0 4

password ww

| ogin

!
end
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. debug crypto engine : EEB{tEhENS 71V VO ERRLET,
. clearcryptoisakmp : 7I—X1 ICBAELEEF21)FT1 PYSI—2320%20VUFLET
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