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Current configuration:

!

version 12.0

service timestamps debug uptime
service timestamps log uptime

no service password-encryption
|




hostname dr_whoovie

!

enable secret 5 $1S$KxKv$cbgKsZtQTLJLGPN.tErFz1

enable password ww

!

ip subnet-zero

!

cns event-service server

!--- Configure the Internet Key Exchange (IKE) !---
policy and preshared key for each peer: !--- IKE policy
defined for peers. crypto isakmp policy 1
authentication pre-share

!-—-- Preshared keys for different peers. crypto isakmp
key ciscol70 address 150.150.150.2

crypto isakmp key ciscol80 address 150.150.150.3
crypto isakmp key ciscol90 address 150.150.150.4

!--- Configure the IPSec parameters: !--- IPSec
transform sets. crypto ipsec transform-set 170cisco esp-
des esp-md5-hmac

crypto ipsec transform-set 180cisco esp-des esp-md5-hmac
crypto ipsec transform-set 190cisco esp-des esp-md5-hmac
1

crypto map ETHO 17 ipsec-isakmp

I--- Set the peer. set peer 150.150.150.2

!--- The IPSec transform set is used for this tunnel.
set transform-set 170cisco

!--- Interesting traffic for peer 150.150.150.2. match
address 170

crypto map ETHO 18 ipsec-isakmp

I--- Set the peer. set peer 150.150.150.3

!--- The IPSec transform set is used for this tunnel.
set transform-set 180cisco

!--- Interesting traffic for peer 150.150.150.3. match
address 180

crypto map ETHO 19 ipsec-isakmp

!--- Set the peer. set peer 150.150.150.4

!--- The IPSec transform set is used for this tunnel.
set transform-set 190cisco

!--- Interesting traffic for peer 150.150.150.4. match
address 190

!

interface Ethernet0

ip address 150.150.150.1 255.255.255.0

no ip directed-broadcast

no ip route-cache

no ip mroute-cache

no mop enabled

!--- Apply crypto map on the interface. crypto map ETHO
1

interface Serial0

ip address 160.160.160.1 255.255.255.0

no ip directed-broadcast

no ip mroute-cache

no fair-queue

!

ip classless

ip route 170.170.170.0 255.255.255.0 150.150.150.2

ip route 180.180.180.0 255.255.255.0 150.150.150.3

ip route 190.190.190.0 255.255.255.0 150.150.150.4

no ip http server

1

!--- Access list that shows traffic to encryption from
yvertle. access-list 170 permit ip 160.160.160.0
0.0.0.255 170.170.170.0 0.0.0.255




!--- Access list that shows traffic to encryption from
thidwick. access-list 180 permit ip 160.160.160.0
0.0.0.255 180.180.180.0 0.0.0.255

!--- Access list that shows traffic to encryption from
sam-i-am. access-1list 190 permit ip 160.160.160.0
0.0.0.255 190.190.190.0 0.0.0.255 dialer-1list 1 protocol
ip permit dialer-list 1 protocol ipx permit ! line con 0
transport input none line aux 0 line vty 0 4 password ww
login end

sam-l-am O E]E

Current configuration:

!

version 12.0

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname Sam-I-am

!

enable secret 5 $1$HDywSqubSJdgfICOfl1VLvHmg/PO

enable password ww

!

ip subnet-zero

!

isdn switch-type basic-5ess

isdn voice-call-failure 0

cns event-service server

!--- Configure the IKE policy and preshared key for the
hub: crypto isakmp policy 1

authentication pre-share

crypto isakmp key ciscol90 address 150.150.150.1

!--- Configure the IPSec parameters: !--- IPSec
transform set. crypto ipsec transform-set 190cisco esp-
des esp-md5-hmac

!--—- Crypto map definition for the hub site. crypto map
ETHO 19 ipsec-isakmp

I--- Set the peer. set peer 150.150.150.1

!--- IPSec transform set. set transform-set 190cisco
!--- Interesting traffic for peer 150.150.150.1 (hub
site). match address 190

!

interface Ethernet0

ip address 150.150.150.4 255.255.255.0

no ip directed-broadcast

no ip route-cache

no ip mroute-cache

no mop enabled

!--- Apply crypto map on the interface. crypto map ETHO
1

interface Serial0

ip address 190.190.190.1 255.255.255.0

no ip directed-broadcast

no ip mroute-cache

no fair-queue

!

ip classless

ip route 160.160.160.0 255.255.255.0 150.150.150.1

no ip http server

!--- Access 1list that shows traffic to encryption !---
for the hub site (dr_whoovie). access-list 190 permit ip
190.190.190.0 0.0.0.255 160.160.160.0 0.0.0.255




dialer-1list 1 protocol ip permit
dialer-1list 1 protocol ipx permit
!

line con 0

transport input none

line aux 0

line vty 0 4

password ww

login

1

end
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Current configuration:

!

version 12.0

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname thidwick

!

enable secret 5 $1$Pcpo$fj4FNS1IdEDY91Gg3Ne6bFK1
enable password ww

!

ip subnet-zero

!

isdn switch-type basic-5ess

isdn voice-call-failure 0

cns event-service server

!--- Configure the IKE policy and preshared key for the
hub: crypto isakmp policy 1

authentication pre-share

crypto isakmp key ciscol80 address 150.150.150.1
!--- Configure the IPSec parameters: !--- IPSec
transform set. crypto ipsec transform-set 180cisco esp-
des esp-md5-hmac

!--—- Crypto map definition for the hub site. crypto map
ETHO 18 ipsec-isakmp

I--- Set the peer. set peer 150.150.150.1

!--- IPSec transform set. set transform-set 180cisco
!--- Interesting traffic for peer 150.150.150.1 (hub
site). match address 180

!

interface Ethernet0

ip address 150.150.150.3 255.255.255.0

no ip directed-broadcast

no ip route-cache

no ip mroute-cache

no mop enabled

!--- Apply crypto map on the interface. crypto map ETHO
!

interface Seriall

ip address 180.180.180.1 255.255.255.0

no ip directed-broadcast

clockrate 4000000

!

interface BRIO

no ip address

no ip directed-broadcast

shutdown

isdn switch-type basic-5ess




1
ip classless
ip route 160.160.160.0 255.255.255.0 150.150.150.1
no ip http server
!--—- Access 1list that shows traffic to encryption !---
for the hub site (dr_whoovie). access-list 180 permit ip
180.180.180.0 0.0.0.255 160.160.160.0 0.0.0.255
dialer-1list 1 protocol ip permit
dialer-1list 1 protocol ipx permit
!
line con 0
transport input none
line aux 0
line vty 0 4
password ww
login
1

end

yertle M F&E

Current configuration:

!

version 12.0

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname yertle

!

enable secret 5 $15me5Q$2kF5zK1PPTVHEBAGiEZ9m/
enable password ww

!

ip subnet-zero

!

cns event-service server

!--- Configure the IKE policy and preshared key for the
hub: crypto isakmp policy 1

authentication pre-share

crypto isakmp key ciscol70 address 150.150.150.1
!--- Configure the IPSec parameters: !--- IPSec
transform set. crypto ipsec transform-set 170cisco esp-
des esp-md5-hmac

!--—- Crypto map definition for the hub site. crypto map
ETHO 17 ipsec-isakmp

I--- Set the peer. set peer 150.150.150.1

!--- IPSec transform set. set transform-set 170cisco
!--- Interesting traffic for peer 150.150.150.1 (hub
site). match address 170

!

interface Ethernet0

ip address 150.150.150.2 255.255.255.0

no ip directed-broadcast

no ip route-cache

no ip mroute-cache

no mop enabled

!--- Apply crypto map on the interface. crypto map ETHO
!

interface Serial0

no ip address

no ip directed-broadcast

no ip mroute-cache

shutdown




no fair-queue

!

interface Seriall

ip address 170.170.170.1 255.255.255.0

no ip directed-broadcast

!

ip classless

ip route 160.160.160.0 255.255.255.0 150.150.150.1
no ip http server

!--—- Access 1list that shows traffic to encryption for !-
-- the hub site (dr_whoovie). access-list 170 permit ip
170.170.170.0 0.0.0.255 160.160.160.0 0.0.0.255
dialer-1list 1 protocol ip permit

dialer-1list 1 protocol ipx permit

1

tftp-server flash:/c2500-jos56i-1.120-7.T
tftp-server flash:c2500-jos56i-1.120-7.T
tftp-server flash:

!

line con 0

transport input none

line aux 0

line vty 0 4

password ww

login

1

end
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