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Current configuration:

!

version 12.3

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption

!

host nane routerl

!

boot - st art - mar ker

boot - end- mar ker

!

!

clock timezone EST O

no aaa new- nodel

i p subnet-zero

!

!

192.168.3.0/24

Ethernetd
192.168.3.1




ip audit po nmax-events 100

no ftp-server wite-enable
!

!--- Configure Internet Key Exchange (IKE) policy and !-
-- pre-shared keys for each peer. !--- IKE policy
defined for peers. crypto isakmp policy 4

authentication pre-share

!--- Pre-shared keys for different peers. crypto isakmp
key xxxxxx1234 address 100.228.202.154

crypto isakmp key xxxxxx1234 address 200.154.17.130

!
!

!--- IPSec policies: crypto ipsec transform-set encrypt-
des esp-des

!

!

crypto map conbi ned | ocal -address Serial 0

!--- Set the peer, transform-set and encryption traffic
for tunnel peers. crypto map combined 20 ipsec-isakmp
set peer 100.228.202.154
set transform-set encrypt-des
match address 106
crypto map combined 30 ipsec-isakmp
set peer 200.154.17.130
set transform-set encrypt-des
match address 105
1
1
interface SerialO
i p address 100.232. 202. 210 255. 255. 255. 252
ip nat outside
serial restart-delay 0O

!--- Apply the crypto map to the interface. crypto map
combined
!
interface FastEthernetO
i p address 192.168.1.1 255.255.255.0
ip nat inside

ip classless

ip route 0.0.0.0 0.0.0.0 100.232.202. 209
no ip http server

no ip http secure-server

!--- Define traffic for NAT. ip nat inside source route-
map nonat interface Serial0 overload

!--- Access control list (ACL) that shows traffic to
encrypt over the tunnel. access-list 105 permit ip
192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255
access-list 106 permit ip 192.168.1.0 0.0.0.255
192.168.2.0 0.0.0.255

!--- ACL to avoid the traffic through NAT over the
tunnel. access-list 150 deny ip 192.168.1.0 0.0.0.255
192.168.2.0 0.0.0.255

access-list 150 deny ip 192.168.1.0 0.0.0.255
192.168.3.0 0.0.0.255




!--- ACL to perform NAT on the traffic that does not go
over the tunnel. access-list 150 permit ip 192.168.1.0
0.0.0.255 any

!--- Do not perform NAT on the IPSec traffic. route-map
nonat permit 10
match ip address 150
!
control - pl ane
!
!
line con O
line aux O
line vty 0 4
!
!
end
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Current configuration

!

version 12.3

service timestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

!

host nane router?2

!

boot - st art - mar ker

boot - end- mar ker

!
!

clock tinmezone EST O
no aaa new node

i p subnet-zero

!
!

ip audit po nmax-events 100

no ftp-server wite-enable
!

!--- Configure IKE policy and pre-shared keys for each
peer. !--- IKE policy defined for peers. crypto isakmp
policy 4

authentication pre-share

!--- Pre-shared keys for different peers. crypto isakmp
key xxxxxx1234 address 100.228.202.154

crypto isakmp key xxxxxx1234 address 100.232.202.210

!
!

!--- IPSec policies. crypto ipsec transform-set encrypt-
des esp-des

!
!

crypto map conbi ned | ocal -address Ethernetl

!--- Set the peer, transform-set and encryption traffic
for tunnel peers. crypto map combined 7 ipsec-isakmp
set peer 100.232.202.210




set transform-set encrypt-des
match address 105

crypto map combined 8 ipsec-isakmp
set peer 100.228.202.154
set transform-set encrypt-des
match address 106
1
1
!
interface EthernetO
i p address 192.168. 3.1 255. 255.255.0
ip nat inside
1
interface Ethernetl
i p address 200.154.17. 130 255. 255. 255. 224
i p nat outside

!--- Apply the crypto map to the interface. crypto map
combined

!

ip classless

ip route 0.0.0.0 0.0.0.0 200.154.17.129

no ip http server

no ip http secure-server
!

!--- Define traffic for NAT. ip nat inside source route-
map nonat interface Ethernetl overload

!--- ACL shows traffic to encrypt over the tunnel.
access-list 105 permit ip 192.168.3.0 0.0.0.255
192.168.1.0 0.0.0.255

access-list 106 permit ip 192.168.3.0 0.0.0.255
192.168.2.0 0.0.0.255

!--- ACL to avoid the traffic through NAT over the
tunnel. access-list 150 deny ip 192.168.3.0 0.0.0.255
192.168.1.0 0.0.0.255

access-list 150 deny ip 192.168.3.0 0.0.0.255
192.168.2.0 0.0.0.255

!--- ACL to perform NAT on the traffic that does not go
over the tunnel. access-list 150 permit ip any any

!--—- Do not perform NAT on the IPSec traffic. route-map
nonat permit 10
match ip address 150
1
1
!
control - pl ane
!
!
line con O
line aux O
line vty 0 4
!
!
end
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Current configuration
!
version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

!
host nane router3
!
boot - st art - mar ker
boot - end- nmar ker

!
!

clock tinmezone EST O
no aaa new node

i p subnet-zero

!
!

ip audit po nmax-events 100

no ftp-server wite-enable
!

!--- Configure IKE policy and pre-shared keys for each
peer. !--- IKE policy defined for peers. crypto isakmp
policy 4

authentication pre-share

!--- Pre-shared keys for different peers. crypto isakmp
key xxxxxx1234 address 100.232.202.210

crypto isakmp key xxxxxx1234 address 200.154.17.130

!

!

!--- IPSec policies: crypto ipsec transform-set encrypt-
des esp-des

1

|

!--- Set the peer, transform-set and encryption traffic
for tunnel peers. crypto map combined local-address
Serial0
crypto map combined 7 ipsec-isakmp
set peer 100.232.202.210
set transform-set encrypt-des
match address 106
crypto map combined 8 ipsec-isakmp
set peer 200.154.17.130
set transform-set encrypt-des
match address 105
1
1
interface SerialO
i p address 100. 228. 202. 154 255. 255. 255. 252
i p nat outside
serial restart-delay O

!--- Apply the crypto map to the interface. crypto map
combined
!

interface FastEthernetO

i p address 192.168.2.1 255.255.255.0

i p nat inside




ip classless
iproute 0.0.0.0 0.0.0.0 100. 228. 202. 153
no ip http server

no ip http secure-server
!

!--- Define traffic for NAT. ip nat inside source route-
map nonat interface Serial0 overload

!--—- ACL that shows traffic to encrypt over the tunnel.
access-list 105 permit ip 192.168.2.0 0.0.0.255
192.168.3.0 0.0.0.255

access-list 106 permit ip 192.168.2.0 0.0.0.255
192.168.1.0 0.0.0.255

!--- ACL to avoid the traffic through NAT over the
tunnel. access-list 150 deny ip 192.168.2.0 0.0.0.255
192.168.3.0 0.0.0.255

access-list 150 deny ip 192.168.2.0 0.0.0.255
192.168.1.0 0.0.0.255

!--- ACL to perform NAT on the traffic that does not go
over the tunnel. access-list 150 permit ip 192.168.2.0
0.0.0.255 any

!--- Do not perform NAT on the IPSec traffic. route-map
nonat permit 10
match ip address 150
1
1
!
control - pl ane
!
!
line con O
line aux 0
line vty 0 4
| ogin
!
1

end

j 2

CCTR, BENELKHELTVWA L ZHRRABIDLHICEATIERERLET,

—#0 show IXY KEZIRTY h AV 8—FUR Y= L& THR=RENTOET (B
B1—YEA ). COY—LEEMTHEL LT, show IV KENOSERERRT
EES

. show crypto engine connections active : IPSec E7 MO EES{LE K TFEB{LEhi=/N\T Y b
ERALET,

- showcryptoisakmpsa : EP ICEWTDHRED IKEF21UFT1 FPYSI—>32 (SA) %
ITRXTRRLET,

. show crypto ipsec sa : RTED (IPSec ) SA THEAETNhTLVEIREEZRTLET,
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CoTR. BEONS TNV 1—FA VI ICERATERERERLET,

SN A—F 42T DEHOII K

—E#® show ANV RETZIRTY RN A BZ—FT VR Y—=)IICE2THR—RENTVET (&
BI1—YERH), COYV—I)ILEFATREILELP2T, show AX REHOOMERERRT
EFET,

3 :debug AN REFEHTHENC, Tdebug AV RICHTHIEELER, 2SRLTLKEE
(AT

A ROFNYTE, MADIPSec)l—% (ET7 ) TRTEHTLVWRZENHYERT, SADI
TREZOETTISHEN BN XTI,

- debug cryptoisakmp : 7I—X1DIZ—%ZXRRLET,

. debug cryptoipsec: 7I—X2NDI5—%&ZKRTLET,

- debug crypto engine : EE LA S5 DEHRERRILET,

- clear crypto connection connection-id [slot | rsm | vip] : BEHEITHOES{LEY a3 > #K
TLUET, BE, BStEv>asi@E, F4LTIRNIBRBDEHKRTUET,, connection-id B
ZFNXB (2L, show crypto cisco connections Y RZFEAHLE T,

- clear cryptoisakmp : 7I—X1SAZVUTFLET,

.clearcryptosa: 7I—X2SA%ZVJFLET,

BYE 15 $§

- IPSec ICB8T B HR—K R—=D
- TOZHAINYR—Db - Cisco Systems
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