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CORFIXNTR, RAO—ROBHILERSLE iz b2 X)L/ Transport Layer
Security(TLS) Y > 3> DHIRARETZIEHRE, COXSIBRRTORUAECDODVWTEHAL
9, KEBFICK > TifbE N AOBESIKI I AR—NOHIRICKY) ., securityk9F 1 2>
ATk, KO Mbps ( XHEY M¥)E<DL—KTORAMO—RESLOKNFTE O, F
NAANDOBES{LN 2 RILTLSEY > I OBHAFIRENET T, 85 MbpsH' ADF/NA AILE
AEh&ET,

HRHH

St D &EIPRIE. Crypto Export Restrictions Manager(CERM)3%& ¢ Cisco Integrated Service
Router(ISR)> =X)L —RICBEAENhET., CERMEREE TS L. Internet Protocol
Security(IPsec)/[TLSM > R BE T BHIC, CERMICKRRILOFHZEERLET, TOE,
IPsecld BB S{L/BESILTRDNA M BENTX—RELTEBFEL., BEIL/ESLERITTESDES
FCERMICEBALET, CERMEEZE>TVWAFHEIEZFIYIL, N7y heoEB/ROYT IS
=HICyesnoTHELE T, wHEEEIPSeclC & 2 TE2 AL FHEATVELA, NTY R
EXESTVWARFHEHBICEIVWT, NTY N EREITZIHNEERTSH ZCERMABHICREL £
¥,

IPsechH N RN 2R TEDHENHBDHE., CERMA NV RILEZEZET—ILICEMTED &SI
UEIHCFRENTOVERNR D RLEZBRITDMBEN HVET, HSEC-KIT A 2 AN BEVWE, C
DORFIFERIE2258 2 RILICEREE LE T, show platform cerm-information® & 73 (12X D &
SICRTENET,

rout er# show platform cerm-information
Crypto Export Restrictions Manager (CERM | nfornation:



CERM functionality: ENABLED

Tx Bandwi dt h(i n kbps) 85000 85000
Rx Bandwi dt h(i n kbps) 85000 85000
Nunber of tunnels 225 221

Nunber of TLS sessions 1000 1000

3 : Cisco IOS-XE®H %@ 9 B ISR 4400/ISR 4300 U — X)) —R Tk, FHUF—2 3>
H—EAIL—ZASR)1000> 1) —X)—R ERGEKY), CERMOFIREERAENET,
5k, show platform software cerm-information® i 1 TR TEE T,

FHREEDKRS CRIHEITRTH,

RORLHROFELSZZERITDICE, 7OFVIDZERIDIXENHYET, 7OF>ID%E
TTICEBELTVRIFER. ROV AVIZELIENTEXRT, 7OF2IDIE. IPSect+

IUFATISI—VIVSAICE I TREEND RS T4V I EIEETHIPSecO IV TF R
NTEAEhDAETT. BSETIERAVANOHFITI NI EZ7OF2ID (EWEER7O
*<1D ) 0)F“?ILL3t1‘X]‘10)i'US7§‘“35U$?° A, ROLSICERBENEBESTIEAVAL
7T 3525 éﬁ::\

permit ip 10.0.0.0 0.0.0.255 10.0.1.0 0.0.0.255
permit ip 10.0.0.0 0.0.0.255 10.10.10.0 0.0.0. 255

chiE, 22077OFIDICEBRENET, IPSech 2V RIHATOT1TRBE, IV RERAUB
EXTAVTI—RENZSAORTHADBELEEIDBEELET, ERORNS VA7 —L%ZFERAT

&, IPsec SADART (ESPAICIRT, AHBICIRT, PCPAICIRT ) A& AIRT ETHEM

FTRARMENIHNET, COFE, L—F20HIHSHEFETEET, show crypto ipsec sad H
ZXRICRLETD,

protected vrf: (none)
I ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/6/0)
renote i dent (addr/mask/prot/port): (192.168.78.0/255.255.255.0/6/0) | =>
the proxy id: pernit tcp any 192.168.78.0 0.0.255
current _peer 10.254.98.78 port 500
PERM T, flags={origin_is_acl,}
#pkts encaps: 153557, #pkts encrypt: 153557, #pkts digest: 153557
#pkts decaps: 135959, #pkts decrypt: 135959, #pkts verify: 135959
#pkts conpressed: 55197, #pkts deconpressed: 50575
#pkts not conpressed: 94681, #pkts conpr. failed: 3691
#pkts not deconpressed: 85384, #pkts deconpress failed: O
#send errors 5, #recv errors 62

local crypto endpt.: 10.254.98.2, renote crypto endpt.: 10.254.98.78
path nmtu 1500, ip ntu 1500, ip ntu idb G gabitEthernet0/0.1398
current outbound spi: OxXEE09AEA3(3993611939) <====== see bel ow

for explanation.

PFS (Y/N): Y, DH group: group2

IPsec SAXF (7-_:51:1 ERE ) EXOEHYTY,

i nbound esp sas:
spi: 0x12C37AFB(314800891)
transform esp-aes ,
in use settings ={Tunnel, }



conn id: 2803, flow_id: Onboard VPN: 803, sibling_flags 80000046, crypto
map: beograd

sa timng: remaining key lifetime (k/sec): (4561094/935)

1V size: 16 bytes

replay detection support: N

Status: ACTI VE

i nbound ah sas:

i nbound pcp sas:

spi: Ox8F6F(36719)

transform conp-Izs ,

in use settings ={Tunnel, }

conn id: 2803, flow_id: Onboard VPN: 803, sibling_flags 80000046, crypto
map: beograd

sa timng: remaining key lifetime (k/sec): (4561094/935)

replay detection support: N

Status: ACTI VE

out bound esp sas:

spi : OxEEO9AEA3(3993611939)

transform esp-aes |,

in use settings ={Tunnel, }

conn id: 2804, flow_id: Onboard VPN: 804, sibling_flags 80000046, crypto
map: beograd

sa timng: remaining key lifetime (k/sec): (4547825/935)

1V size: 16 bytes

replay detection support: N

Status: ACTI VE

out bound ah sas:

out bound pcp sas:

spi: 0x9A12(39442)

transform conp-Izs ,

in use settings ={Tunnel, }

conn id: 2804, flow_id: Onboard VPN: 804, sibling_flags 80000046, crypto
map: beograd

sa timng: remaining key lifetime (k/sec): (4547825/935)

replay detection support: N

Status: ACTI VE

COBITIE, SADRTE2DDHTT, cNSD2OORTIE., 7OFIDIC—HIT3EET7TIE
AVARNCRNS 74V IR ETRETSICERETNET, AUL7OFIDEERZETICHER
TE&ET,

3 : showcryipsecsaD H h&FARND &, FTIFATRIVRNIICHTAREORELESF
AVTANTA=RA 2T Y DASPHFOXOTHY), NORINFFREL TVREEREEFD
SPITHB N DALY ET,

CERMOOVTHFARNTR., =R T7IOT4757OFIDIETRTOBENTNLET,
chlE, EExE, BETIVEAVARNZEICI0BEOHFAI NI HZETH10EDHY. Ch
SIRNTODTIELAVANC—HITEZINT T4V INHBHEE. CERMICK > TREN L2250
HIRZEHZ 23000 7OFIDEETRTFHAIRETDEZEKRLET, CERMAEETD N
ZINOBEBREICAHT > NTBIIE, showcryptoipsec sacount Y REFEAL T, RICRT
&S I(CIPsec SADMRBERELE T,

rout er #show crypto ipsec sa count
I Psec SA total: 6, active: 6, rekeying: 0, unused: 0, invalid: 0O



TOHE, MORILOBIE, IPsec SADMRKEZ2TE > THEICFTETEXT,

I8
R

ROXYE—DF, BESLOFRZERZE E(Csyslogic®RT™ENET,

YCERM 4- RX_ BWLIM T : Maxi num Rx Bandwi dth limt of [dec] Kbps reached for Crypto
functionality with tenporary license for securityk9 technol ogy package

YCERM 4- TLS _SESSION_LIM T @ Maxi mum TLS session limt of [dec] reached for Crypto
functionality with tenporary license for securityk9 technol ogy package

YCERME 4- TUNNEL_LIM T : Maxi mumtunnel limt of [dec] reached for Crypto functionality
with tenporary license for securityk9 technol ogy package

YCERM 4- TX BWLIMT : Maxi num Tx Bandwi dth limt of [dec] Kbps reached for Crypto
functionality with tenporary license for securityk9 technol ogy package

BARE

L=BHFFHEY NV BR—TIAAZNLTELREENDIERELLLHYEEA, BIRLEX

S, L—ZF85MbpsDEFELREREICETDE., NFZ74VvIVORAOYTZHKALET,

FHEY RAVB—TIAANMERAET ATV EVEEY, THIBEBOFOEARN ZOHRZHE

ICTE>TVWRHETE, BENS 74 Y INFNN—ANEERZFTOIAEEN HYET, N—ARY

BIOVMOBETE, BELOFHBEHBEOHENZN)H—F20IC+5TT. COXRSHRR

éti\ 85MbpsZEABD NZ 74 Y VI ROY 7E h, show platform cerm-information® H 1 (C
FhET,

rout er #show platform cerm-information | include pkt
Fai |l ed encrypt pkts: 42159817

Fai | ed decrypt pkts: O

Fai |l ed encrypt pkt bytes: 62733807696

Fai | ed decrypt pkt bytes: O

Passed encrypt pkts: 506123671

Passed decrypt pkts: 2452439

Passed encrypt pkt bytes: 744753142576

Passed decrypt pkt bytes: 1402795108

=& 2, Cisco 2911%IPsec Virtual Tunnel Interface(VTI)#&H TCisco 2951 IC kL. /N7 Y b
SIRL—ZEFEALTEEE9mbpsO RS 7 1 v U EBRETZHAE. 6000/57 Y ND50/Y
—ARTTRS 714V UK EBEBEEETNET00 MopsDFE., syslogiC RDESICRRENE
9o

router#

Apr 2 11:52:30.028: %CERM4-TX BWLIMT: Maxi rum Tx Bandwi dth limt of 85000 Kbps
reached for Crypto functionality with securityk9 technol ogy package |license
rout er #show platform cerm-information | include pkt

Fai |l ed encrypt pkt bytes: 62930990016

Fai | ed decrypt pkt bytes: O

Passed encrypt pkt bytes: 747197374528

Passed decrypt pkt bytes: 1402795108

rout er #show platform cerm-information | include pkt

Fai |l ed encrypt pkt bytes: 62931497424



Fai | ed decrypt pkt bytes: O

Passed encrypt pkt bytes: 747203749120
Passed decrypt pkt bytes: 1402795108
router#

ILW—=BEN—ARNS 7149 0%E2F ROYTLTVWET, %CERM-4-TX_BW_LIMIT
syslogX Y=k, 19HEVIXYE—DJICHRBERTVET,

Rout er #

Apr 2 11:53:30.396: UCERM 4- TX_ BW LIM T: Maxi rum Tx Bandwi dth linit of 85000 Kbps
reached for Crypto functionality with securityk9 technol ogy package |icense.

Bl CS#

Apr 2 11:54:30.768: %CERM 4-TX BWLIMT: Maxi mum Tx Bandwi dth linmt of 85000 Kbps
reached for Crypto functionality with securityk9 technol ogy package |icense.

NZ7)L2a—b
#EECERMOHIR IR L /- M
ROATY TERITLET,

1. BEEChEAMYFORNS 74y 0I5 —)ILET,

2. WiresharkZ2fERAL T, F¥7FFyechihL—R%E2 ~ 10T VUM OBEBROBEETT
FTaHLET,
85 MbpsZHBABDNA VON—ARNZEFEOINTZ 714V Ok, BEEhDEETT,

b2 % JL.CERMO B KPFREE I L 7= 8
ROIDDEHEDVTNAERBET DD, COHDEEHNICRELET,

R ZRILOBHACERMOFIRZEBATVET,
cRFRILADRNI)=OFRELTVET (BERITBERICEK > THESENIESILEN X
OB, EBEORN XILOBZEBATVWET ),
. CERMAI > hNU—% ( CERM#EHERTH/EE NBCERMN Y I BAERO N> XK
ZHEATVS )AFRELTVET,
FEATHINRERICRLET,

show crypto eli detail

show crypto isa sa count

show crypto ipsec sa count
show platform cerm-information

COBBEAREL LKA EFIVUTFAKIZA L AZFHE I I—FICHFERY)1—-23 2,

HSEC-KOZ A L A%EMALET. chSsDTA B ADOFMIIDOWTIF, TCisco ISR G2
SECHEIUVHSECDZ AV Ay ZFRLTLSEZ L,

CIp-d

wIHEROEMNZENCHAEELBZVEEDIDOEBRELT, NFT7 1Y IN—-ARNZEABICA
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BRERNS, COEBRIINTOEASFUACEATESLITTREL, FECEVKERB
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