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SHIAFEBNALET, 7O7F7AIINZELCIP TP RLAFELUBIZOF—D2INFTERYFEA
TLWERT, cOZFUATR, ZO7 7ML OBREKRIAZEL T, VPN M R ZHEEED H A
NPESNHEBRTED L ZRLET,

RODETRE, A=Y N F—TIAFIVI (KKE)AMZI—REIKELARIEOWEA
OF—U2TJ 7O77AINOBREECOVTHECHALET, IKELARIEOF—D2Y
TEHBOIPTRLANEAZATVZEE, TOBRBELSBELETS,. BUIPTRLA
EEFE@“%);&:L_J:’J'C RO FTUATRRENEBENIN RELE T,
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SOWEOEENENBECRETHEBEE, TORMEORRCA S Z—XY N F— IIRFIY
S N—T32 2 (IKE2) 7ORILEERTBEHICOVTHALET,

1 \I

REOHETR, IKEAZJI—XREIKELARAOWED IKE Z7O7 7 A OBREEE | G
BT O77AANBRENZEECRETD—MRNBIZ—ERLET,

A74Fa2L—>3>
p:

CiscoCLIZ7F A4 (BBI—HEAH) IF. B5ED show ANV REHR—KLET,
show X REIODHERTTDICE., CiscoCLI 7FHFSAHEFERALET,

debug XV REFAITSEIIC, TNV Y IRV ROBERER, 2B LT EEV

o

hROS

Router! (R1) & Router2 (R2 ) Tk, TOIN—FNYOICTFTOEATHLHIC, REN XL
A4>Z—7IAXA(VTl) ( Generic Routing Encapsulation (GRE ) 1 &2 —7 I A4 X ) NFERE
NTVET, COVTIRRAEZ—Yy 7O 2F21UT 4 (IPsec) ICR > TREENT
WET,

lo0: 192.168.100.1/24 ol 192.168.200.1/24

@ EOQ/0D: 192.168.0.1/24 EOQ/0: 192.168.0.2/24
Tun(; 10.0.0.1/24 Tun(: 10.0.0.2/24

R1

R2

R1ER2OEHICF—VINEBLD 2 DN ISAKMP 7OT7 7 AU EEENTVET, IN
TOF—VDTICEAUNAD—RFREENATVET,

R1%Y ND—2& VPN

R1ZXYKRI—J& VPN ORERFRXDEHTT,

crypto keyring keyringl

pre-shared-key address 192.168.0.2 key cisco
crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco
|

crypto i saknp policy 10

encr 3des

hash nd5

aut hentication pre-share

group 2

crypto isakmp profile profilel
keyring keyringil


http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

match identity address 192.168. 0. 102 255. 255. 255. 255 I non exi sting host
crypto isakmp profile profile2
keyri ng keyring2
match identity address 192.168. 0.2 255. 255. 255. 255 | R2
!
crypto i psec transformset TS esp-aes esp-sha256-hmac
node tunne
!
crypto ipsec profile profilel
set transformset TS
set isakmp-profile profile2
|
interface LoopbackO
description Simulate LAN
i p address 192.168.100.1 255. 255. 255.0
!
interface Tunnel 1
i p address 10.0.0.1 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.2
tunnel protection ipsec profile profilel
!
interface Ethernet0/0
i p address 192.168.0.1 255. 255. 255.

ip route 192.168.200.0 255.255.255.0 10.0.0.2

R2 %Y ND—%Y & VPN

R2EZYRNDJ—2& VPN DERERFXOEHYTT,

crypto keyring keyringl

pre-shared-key address 192.168.0.1 key ci sco
crypto keyring keyring2

pre-shared-key address 192.168.0.1 key cisco
1

crypto i sakmp policy 10

encr 3des

hash nd5

aut henti cation pre-share

group 2

crypto isakmp profile profilel
keyring keyringl
match identity address 192.168. 0.1 255.255.255.255 IRl
crypto isakmp profile profile2
keyring keyring2
match identity address 192.168. 0. 100 255. 255. 255. 255 I non exi sting host
!
crypto i psec transformset TS esp-aes esp-sha256-hmac
node tunne
!
crypto ipsec profile profilel
set transformset TS
set isakmp-profile profilel
!
interface LoopbackO
i p address 192.168.200.1 255. 255.255.0
!
interface Tunnel 1
i p address 10.0.0.2 255.255.255.0
tunnel source Ethernet0/0



tunnel destination 192.168.0.1

tunnel protection ipsec profile profilel
!

interface Ethernet0/0
i p address 192.168. 0.2 255.255.255.0

ip route 192.168.100.0 255.255.255.0 10.0.0.1

FARNTOF—VITRUETZIP 7RLAE/NAT—R "cisco" FEAENET,

R1 Tlk, VPN O#E#HEIC profile2 A"ERAENET, Profile2 Ik, FREND 2 2ENOTO7F7AIT
READ2 DBEOF—DINFERENET, BRLETH, F—VU TV IEFIfrBOTEET
£

>3 1) A

SO FTIATE, RIFISAKMP 41 Z T —2T9, MURIIBGELLKRIZI—hEh,
RS714VvORBEESYICREENET,

22B0YFUATE, AUNRODFEREETH, 71—X 1 0XISI—Y a3V H %MK
LIEBED ISAKMP A1 Z2 I —RE LT R2HAAEENET,

AVBR—FXYNF—TITIARAFIVI N—=232 1 (IKEV1) Tk skey DFEICEaEEF—H
BETF, COF—lF, X4> E—K /N7y k5 (MM5) £ Znlc< IKEvI /37y hOEE
{LIESLICFERE NhET, skey ik Diffie-Hellman (DH ) OFtE L EREEF—A SHHEENE
T COBFHEF—EF, MM3(LARIA)EMMA (A Z2TI—3 ) DEEFEERIREL T,
MM5/MM6 TEREh 3 skey DFEICERATEDIRSICTRIHLEN HYET,

MM3®DISAKMPL AR A TlE, IKEIDAMMSTEFEENERICKRETD O, BHED
ISAKMPZO7 7 A LAEREREENE A, KDY, IXNTOF-—UINERHBF—%
BRREh, JO-NIRED SBAREEREZF—VINMBRENET, COF-U2TE
. MM5OESILEMMENDBESILICERAE A F— 2B T2 LOICEAETNET. MMSDES
fte. ISAKMP7O7 7 A ERETRF—D D IAREE =&, ISAKMPL AR A EEILU F
— DV ITHNBRENTVBIAESHZRIALET, BUF— VD IHFBRERTLVEWVWEER.
B rROY7ERET,

TDRH, ISAKMP LARV R &, TEREWG, BROIV KNI ZFE > BE—0F—U2JZEA
TRIVENHYEXT,

IKES/ZSTIT—2REUTORI(IE)
CDIFIATE,. RIFAIKEAZSI—ZDBEICESBZINICOVWTHIBALET,

1.R1ER2OEAICROFNY T =#FRALET,

R1# debug crypto isaknp
R1# debug crypto ipsec
R1# debug crypto i saknp aaa

22R1 &, FRILERHBLT, RUD—REEZECMMINT Y NEFEEL., IBETMM2 &
ZELET, TORT, MM3 V' EfFEThET,



Rl#ping 192.168.200.1 source lo0 repeat 1

Type escape sequence to abort.

Sending 1, 100-byte |ICMP Echos to 192.168.200.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.100.1

*Jun 19 10: 04: 24.826: | PSEC(sa_request): ,
(key eng. nsg.) OUTBOUND | ocal = 192.168.0. 1: 500, renote= 192. 168. 0. 2: 500,
| ocal _proxy= 192.168. 0. 1/ 255. 255. 255. 255/ 47/ 0,
renmot e_proxy= 192. 168. 0. 2/ 255. 255. 255. 255/ 47/ 0,
protocol = ESP, transform esp-aes esp-sha256-hmac (Tunnel),
|'i fedur= 3600s and 4608000kb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*Jun 19 10: 04: 24. 826: | SAKMP: (0): SA request profile is profile2
*Jun 19 10: 04: 24.826: | SAKMP: Found a peer struct for 192.168.0.2, peer
port 500
*Jun 19 10: 04: 24.826: | SAKMP: Locki ng peer struct OxF483A970, refcount 1
for isaknp_initiator
*Jun 19 10: 04: 24.826: | SAKMP: |ocal port 500, renpte port 500
*Jun 19 10: 04: 24.826: | SAKMP: set new node 0 to QM IDLE
*Jun 19 10: 04:24.826: | SAKMP: (0):insert sa successfully sa = F474C2E8
*Jun 19 10: 04: 24.826: | SAKMP: (0): Can not start Aggressive node, trying
Mai n nmode
*Jun 19 10: 04: 24.826: | SAKMP: (0): Found ADDRESS key in keyring keyring2
*Jun 19 10: 04:24.826: | SAKMP: (0): constructed NAT-T vendor-rfc3947 |ID
*Jun 19 10: 04: 24.826: | SAKMP: (0): constructed NAT-T vendor-07 ID
*Jun 19 10: 04: 24.826: | SAKMP: (0): constructed NAT-T vendor-03 ID
*Jun 19 10: 04: 24.826: | SAKMP: (0): constructed NAT-T vendor-02 ID
*Jun 19 10: 04: 24.826: | SAKWP: (0): I nput = | KE_MESG_FROM | PSEC,
| KE_SA REQ MV
*Jun 19 10: 04:24.826: | SAKMP: (0): A d State = | KE_READY New State =
| KE_I _MvlL

*Jun 19 10: 04: 24.826: | SAKMP: (0): begi nning Mai n Mode exchange

*Jun 19 10: 04: 24.826: | SAKMP: (0): sendi ng packet to 192.168.0.2 mny_port
500 peer_port 500 (1) MVL.NO_STATE

*Jun 19 10: 04: 24.826: | SAKMP: (0): Sendi ng an | KE | Pv4 Packet .

*Jun 19 10: 04:24.827: | SAKMP (0): received packet from 192.168.0.2 dport
500 sport 500 G obal (1) MV.NO STATE

*Jun 19 10: 04: 24.827: | SAKMP: (0): I nput = | KE_ MESG FROM PEER, | KE_MMV EXCH
*Jun 19 10: 04:24.827: |SAKMP: (0): A d State = IKE_I_MML New State =

| KE_I _Mw2

*Jun 19 10: 04: 24.827: | SAKMP: (0): processing SA payl oad. nmessage ID =0
*Jun 19 10: 04: 24.827: | SAKMP: (0): processing vendor id payl oad

*Jun 19 10: 04:24.827: | SAKMP: (0): vendor |ID seens Unity/DPD but major 69
m smat ch

*Jun 19 10: 04:24.827: | SAKMP (0): vendor IDis NAT-T RFC 3947

*Jun 19 10: 04: 24.827: | SAKMP: (0) : Found ADDRESS key in keyring keyring2
*Jun 19 10: 04: 24.827: | SAKMP: (0): local preshared key found

*Jun 19 10: 04:24.827: | SAKMP : Looking for xauth in profile profile2
*Jun 19 10: 04: 24.827: | SAKMP: (0): Checki ng | SAKMP transform 1 agai nst
priority 10 policy

*Jun 19 10: 04: 24. 827: | SAKVP: encrypti on 3DES- CBC

*Jun 19 10: 04: 24. 827: | SAKVP: hash MD5

*Jun 19 10: 04: 24.827: | SAKMP: default group 2

*Jun 19 10: 04: 24.827: | SAKMP: aut h pre-share

*Jun 19 10: 04: 24.827: | SAKMP: life type in seconds

*Jun 19 10: 04: 24.827: | SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

*Jun 19 10: 04:24.827: | SAKMP: (0):atts are acceptable. Next payload is O
*Jun 19 10: 04: 24.827: | SAKMP: (0): Acceptable atts:actual life: O

*Jun 19 10: 04:24.827: | SAKMP: (0): Acceptable atts:life: O

*Jun 19 10: 04:24.827: | SAKMP: (0):Fill atts in sa vpi_length:4

*Jun 19 10: 04:24.827: ISAKMP: (0):Fill atts in sa life_in_seconds: 86400
*Jun 19 10: 04:24.827: | SAKMP: (0): Returning Actual lifetime: 86400



*Jun 19 10: 04:24.827: | SAKMP: (0)::Started lifetine timer: 86400.

*Jun 19 10: 04: 24.827: | SAKMP: (0): processing vendor id payl oad

*Jun 19 10: 04: 24.827: | SAKMP: (0): vendor |ID seens Unity/DPD but major 69
m smat ch

*Jun 19 10: 04:24.827: | SAKMP (0): vendor IDis NAT-T RFC 3947

*Jun 19 10: 04: 24.827: | SAKMP: (0): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Jun 19 10: 04:24.827: |SAKMP: (0): A d State = IKE_I_MW New State =

| KE_I _Mw2

*Jun 19 10: 04: 24.828: | SAKMP: (0): sendi ng packet to 192.168.0.2 ny_port
500 peer_port 500 (1) MV _SA SETUP

&AM S, R1 & ISAKMP profile2 2 T2 BEN HBD L EZRBLTVWET, ik,
TOZ7A7 74N VTIICERENS IPSec 7O77AILNICETVTNAI 2 REND
T,

&2T, ELWF—DU2Y (keyring2 ) N"BIRENET, keyring2 S DEFHEF—7
MM3 NI Y NOEFEHRIZDH Z5TET D EHOF—U 2 IMBE L TEREINET,

R2ZAFOMMINTY NEZELLEEER, £, FHAIXEZ ISAKMP O7 74 %52
BLUTLVEBAN, DHZEERTHDEOOEFREEF—EMBLEELELET, cnd'. R2AT
NTOF—) 2T 2REZLTEOETRHOEREXF—%2RIERTT,

*Jun 19 10: 04:24.828: | SAKMP (0): received packet from 192.168.0.1 dport
500 sport 500 G obal (R) MV _SA SETUP

*Jun 19 10: 04: 24.828: | SAKMP: (0): I nput = | KE_ MESG FROM PEER, | KE_MMV EXCH
*Jun 19 10:04:24.828: |SAKWMP: (0): A d State = IKEER M2 New State =
| KE_LR_MvB

*Jun 19 10: 04: 24.828: | SAKMP: (0): processing KE payl oad. nmessage ID =0
*Jun 19 10: 04:24.831: | SAKMP: (0): processing NONCE payl oad. message ID =0
*Jun 19 10: 04: 24.831: | SAKMP: (0): found peer pre-shared key matching
192.168.0.1

192.168.0.1 DF —HNHEAICERENI=F—U> T (keyringl ) TROAWET,

. TNHET, R2H DH OFEFERE keyringl 'S "cisco" F—ZFEAL T MMA NT Y NE %
fBLET,

*Jun 19 10: 04: 24.831: | SAKMP: (1011): processing vendor id payl oad

*Jun 19 10: 04: 24.831: | SAKMP: (1011): vendor IDis DPD

*Jun 19 10: 04: 24.831: | SAKMP: (1011): processing vendor id payl oad

*Jun 19 10: 04: 24.831: | SAKMP: (1011): speaking to another |OS box!

*Jun 19 10: 04: 24.831: | SAKMP: (1011): processing vendor id payl oad

*Jun 19 10: 04: 24.831: | SAKMP: (1011): vendor |D seens Unity/DPD but major
32 mismatch

*Jun 19 10: 04:24.831: | SAKMP: (1011): vendor ID is XAUTH

*Jun 19 10: 04: 24.831: | SAKMP: recei ved payl oad type 20

*Jun 19 10: 04:24.831: | SAKWMP (1011): Hi s hash no match - this node
out si de NAT

*Jun 19 10: 04: 24.831: | SAKMP: recei ved payl oad type 20

*Jun 19 10: 04:24.831: | SAKMP (1011): No NAT Found for self or peer
*Jun 19 10: 04: 24.831: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Jun 19 10: 04: 24.831: | SAKWMP: (1011): O d State = |KE. R MMB New State =
IKE R_MM3



*Jun 19 10: 04: 24.831: | SAKMP: (1011): sending packet to 192.168.0.1 my_port
500 peer_port 500 (R) MM _KEY_EXCH
*Jun 19 10: 04: 24.831: | SAKMP: (1011): Sending an | KE | Pv4 Packet .

RIAMM4 2ZETHE., IKEID ELFNERENIZIELVWF— (keyring2 S ) ZERAL
TMMENTY NEEBLET,

*Jun 19 10:04: 24.831: | SAKMP (0): received packet from 192.168.0.2 dport
500 sport 500 G obal (1) MV SA SETUP

*Jun 19 10:04: 24.831: | SAKMP: (0): I nput = | KE_MESG FROM PEER, | KE_MV EXCH
*Jun 19 10:04:24.831: ISAKMP: (0): O d State = IKE |_MVB New State =

| KE_I M

*Jun 19 10: 04: 24.831: | SAKWP: (0): processing KE payl oad. nmessage ID =0
*Jun 19 10: 04: 24.837: | SAKWP: (0): processi ng NONCE payl oad. nessage ID = 0
*Jun 19 10: 04:24.837: | SAKMP: (0) : Found ADDRESS key in keyring keyring2
*Jun 19 10: 04: 24.837: | SAKWP: (1011): processing vendor id payl oad

*Jun 19 10: 04:24.837: |SAKMP: (1011): vendor IDis Unity

*Jun 19 10: 04: 24.837: | SAKWP: (1011): processing vendor id payl oad

*Jun 19 10: 04:24.837: | SAKMP: (1011): vendor IDis DPD

*Jun 19 10: 04: 24.837: | SAKWP: (1011): processing vendor id payl oad

*Jun 19 10: 04: 24.837: | SAKWP: (1011): speaking to another | OS box!

*Jun 19 10: 04: 24. 837: | SAKWP: recei ved payl oad type 20

*Jun 19 10:04:24.838: | SAKMP (1011): Hi s hash no match - this node
out si de NAT

*Jun 19 10: 04: 24. 838: | SAKWP: recei ved payl oad type 20

*Jun 19 10: 04: 24.838: | SAKMP (1011): No NAT Found for self or peer

*Jun 19 10: 04: 24.838: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS MAI N_MODE

*Jun 19 10: 04: 24.838: | SAKMP: (1011): O d State = IKE | _MW New State =
| KE_ | M

*Jun 19 10: 04:24.838: | SAKMP: (1011):Send initial contact
*Jun 19 10: 04:24.838: | SAKMP: (1011): sA is doing pre-shared key
authentication using id type ID_IPV4_ADDR
*Jun 19 10: 04: 24.838: | SAKWMP (1011): |D payl oad
next - payl oad : 8

type o1

addr ess : 192.168.0.1
pr ot ocol 17

port : 500

| ength 112

*Jun 19 10: 04: 24.838: | SAKWP: (1011): Total payl oad | ength: 12
*Jun 19 10: 04: 24.838: | SAKWMP: (1011): sending packet to 192.168.0.2 my_port
500 peer_port 500 (1) MM KEY_EXCH

.192.168.0.1DIKEIDZETMMS/NT Y RA", RZLK 2 TEFENET., CORKT, R2F
 NTIT AV ONNAT RENBISAKMPZ O 7 7 41 JL(match identity address 1Y > R)%
e LET,

*Jun 19 10: 04: 24.838: | SAKMP (1011): received packet from 192.168.0.1 dport
500 sport 500 G obal (R) MV _KEY_EXCH

*Jun 19 10: 04: 24.838: | SAKMP: (1011): | nput = | KE_MESG FROM PEER, | KE_MM EXCH
*Jun 19 10: 04:24.838: | SAKMP: (1011): A d State = IKEER MV New State =

| KE_LR_MVb

*Jun 19 10: 04: 24.838: | SAKMP: (1011): processing | D payl oad. nmessage ID =0
*Jun 19 10: 04:24.838: | SAKMP (1011): ID payl oad

next - payl oad : 8

type o1



addr ess : 192.168.0.1

pr ot ocol 117
port : 500
| engt h 112

*Jun 19 10: 04:24.838: | SAKMP: (0):: peer matches profilel profile
*Jun 19 10: 04: 24.838: | SAKMP: (1011) : Found ADDRESS key in keyring keyringl
*Jun 19 10: 04: 24.838: | SAKMP: (1011): processing HASH payl oad. nessage ID =0
*Jun 19 10: 04: 24.838: | SAKMP: (1011): processing NOTIFY I Nl TI AL_CONTACT
protocol 1

spi 0, nmessage ID = 0, sa = OxF46295E8
*Jun 19 10: 04: 24.838: | SAKMP: (1011): SA aut henti cation status:

aut henti cat ed
*Jun 19 10: 04: 24.838: | SAKMP: (1011): SA has been authenticated with
192.168.0.1
*Jun 19 10: 04: 24.838: | SAKMP: (1011): SA aut henti cation status:

aut henti cat ed

LT REMMANTY NAICBBWICERE W EF—U TN, BIRE iz ISAKMP
T7O77AI)BICREENEF—VTJERUNESH ERIIL EFT, keyringl N'EREAD
BADF—)>2T00rH, TTICERENTHEY, SEBRENEEFETT, RIS KL
T. MM6 NTY NEEETEET,

*Jun 19 10: 04: 24.838: | SAKMP: (1011): sA is doing pre-shared key
authentication using id type |D_| PV4_ADDR
*Jun 19 10: 04:24.838: | SAKMP (1011): ID payl oad

next - payl oad : 8

type 1

address : 192.168.0.2
pr ot ocol 117

port : 500

| engt h 112

*Jun 19 10: 04: 24.838: | SAKMP: (1011): Total payload length: 12

*Jun 19 10: 04: 24.838: | SAKMP: (1011): sending packet to 192.168.0.1
ny_port 500 peer_port 500 (R) MV KEY_EXCH

*Jun 19 10: 04: 24.838: | SAKMP: (1011): Sendi ng an | KE | Pv4 Packet .

*Jun 19 10: 04: 24.838: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_COWPLETE

*Jun 19 10: 04:24.838: | SAKMP: (1011): A d State = IKEER MVb New State =
IKE P1_COMPLETE

RINFMME 2ZELETH, RIOONTY RASTTICHOA>TVWDRED, F—U2T%
RIETIBENDYEEA, 1 221X, 49, FHATSISAKMP 7O771)LE*®
N7A77ANICEENSITShEF—D T E2RBLTVET, RN HKIIL T, Phaset
NEEICKRTLED,

*Jun 19 10: 04: 24.838: | SAKMP (1011): received packet from 192.168.0.2
dport 500 sport 500 d obal (1) MM _KEY_EXCH
*Jun 19 10: 04: 24.838: | SAKMP: (1011): processing | D payl oad. nmessage ID =0
*Jun 19 10: 04: 24.838: | SAKMP (1011): ID payl oad

next - payl oad : 8

type 1

addr ess : 192.168.0.2
pr ot ocol 117

port : 500

| engt h 112

*Jun 19 10: 04: 24.838: | SAKMP: (1011): processing HASH payl oad. nessage ID =0
*Jun 19 10: 04: 24. 838: | SAKMP: (1011): SA authentication status:
authenticated
*Jun 19 10: 04: 24.838: | SAKMP: (1011): SA has been authenticated with
192. 168.0. 2



*Jun 19 10: 04: 24.838: | SAKMP AAA: Accounting is not enabl ed

*Jun 19 10: 04: 24.838: | SAKMP: (1011): I nput = | KE_MESG FROM PEER,

| KE_MM _EXCH

*Jun 19 10: 04:24.839: | SAKMP: (1011): A d State = IKE_I_Mvb New State
| KE_I _MvB

*Jun 19 10: 04: 24.839: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Jun 19 10: 04:24.839: | SAKMP: (1011): A d State = IKE_I_MWw New State =
| KE_I _MvB

*Jun 19 10: 04: 24.843: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_COWPLETE

*Jun 19 10: 04:24.843: | SAKMP: (1011): A d State = IKE_I_MWw New State
IKE P1_COMPLETE

*Jun 19 10: 04: 24.843: | SAKMP: (1011): begi nni ng Qui ck Mode exchange, M ID
of 2816227709

9.Phase2 N"EEICFHBKL T, ERICKRTLET,

COFTIANELLEETZOE., R2RTERENEF—VJOELWVERFRANRETT,
VPNt Y 2 a2V ICERTRHXENf $B7O7 7ML TR, BREOZAOF—V 2 INFFERAEhE
ERD

IKE4=I—2ELTHR2 ()

COIFIVATE. RABUNRILZRBLEEEICESBRDDE, RURIABIET L
BHIZOVWTHALET, COFERDOFOEVZREICIZLEHIC. —HOOTHEEENIT
WEd,

1LR2A N RN ZBRIBLET,

R2#pi ng 192.168. 100. 1 source |00 repeat 1

2R2NAZII—RTHD S, ISAKMP 7O7 74N EF—D T #RBELTVET,
keyring1 2 S DEEHEF —EIDHOFEICFERAE N, MM3TEFENET, R2EMM2ZEF
EL., TOF—IZESVWTMM3ZEHFBELTVET,

*Jun 19 12:28:44.256: | SAKMP (0): received packet from 192.168.0.1 dport
500 sport 500 d obal (1) MV NO STATE

*Jun 19 12:28:44.256: | SAKMP: (0): I nput = | KE_VESG FROM PEER, | KE_MM EXCH
*Jun 19 12:28:44.256: |ISAKMP: (0): O d State = IKEI_MML New State =

| KE_| _MVR

*Jun 19 12:28:44.256: | SAKMP: (0): processing SA payload. nessage ID =0
*Jun 19 12:28:44.256: | SAKMP: (0): processing vendor id payl oad

*Jun 19 12:28:44.256: | SAKMP: (0): vendor ID seens Unity/DPD but mmjor
69 m smat ch

*Jun 19 12:28:44.256: | SAKMP (0): vendor IDis NAT-T RFC 3947

*Jun 19 12:28:44.256: | SAKMP: (0): Found ADDRESS key in keyring keyringl
*Jun 19 12:28:44.256: | SAKMP: (0): local preshared key found

*Jun 19 12:28:44.256: | SAKMP : Looking for xauth in profile profilel
*Jun 19 12:28:44.256: | SAKMP: (0): Checking | SAKMP transform 1 agai nst
priority 10 policy

*Jun 19 12:28:44. 256: | SAKMP: encrypti on 3DES- CBC

*Jun 19 12:28:44. 256: | SAKMP: hash MD5

*Jun 19 12:28:44. 256: | SAKMP: default group 2



*Jun 19 12:28:44.256: | SAKMP: aut h pre-share

*Jun 19 12:28:44.256: | SAKMP: life type in seconds

*Jun 19 12:28:44.256: | SAKMP: life duration (VPI) of 0Ox0 Ox1
0x51 0x80

*Jun 19 12:28:44.256: | SAKMP: (0):atts are acceptable. Next payload is O
*Jun 19 12:28:44.256: | SAKMP: (0): Acceptable atts:actual life: O

*Jun 19 12:28:44.257: | SAKMP: (0): Acceptable atts:life: O

*Jun 19 12:28:44.257: | SAKMP: (0):Fill atts in sa vpi_length:4

*Jun 19 12:28:44.257: |ISAKMP: (0):Fill atts in sa life_in_seconds: 86400
*Jun 19 12:28:44.257: | SAKMP: (0): Returning Actual lifetinme: 86400

*Jun 19 12:28:44.257: | SAKMP: (0)::Started lifetine timer: 86400.

*Jun 19 12:28:44.257: | SAKMP: (0): processing vendor id payl oad

*Jun 19 12:28:44.257: | SAKMP: (0): vendor |ID seens Unity/DPD but major
69 mi smatch

*Jun 19 12:28:44.257: | SAKMP (0): vendor IDis NAT-T RFC 3947

*Jun 19 12:28:44.257: | SAKMP: (0): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE
*Jun 19 12:28:44. 257:
| KE_| MR

I SAKMP: (0): O d State = IKE_I_MW New State =

*Jun 19 12:28:44.257: | SAKMP: (0):
500 peer_port 500 (1) MV _SA SETUP

R1IER2ASMM3ZZELET. CORMKT, RIBEDISAKMPZ7O7 7 AN ZEERATSH
ZRBLEBEVEYD, E0XF—V DI ZERThEIVLPZREBLEEA, LEN 2T,
RIGTO—NILBREDRADF—1) > T (keyring)ZFEAL T, RIKDHFEICERIHE
F—RFEAL., MMAZEELET,

sending packet to 192.168.0.1 ny_port

*Jun 19 12:28:44.263: | SAKMP: (0): found peer pre-shared key matching
192.168.0.2

*Jun 19 12:28:44.263: | SAKMP: (1012): processing vendor id payl oad
*Jun 19 12:28:44.263: | SAKMP: (1012): vendor IDis DPD

*Jun 19 12:28:44.263: | SAKMP: (1012): processing vendor id payl oad
*Jun 19 12:28:44.263: | SAKMP: (1012): speaking to another |OS box!
*Jun 19 12:28:44.263: | SAKMP: (1012): processing vendor id payl oad
*Jun 19 12:28:44.263: | SAKMP: (1012): vendor |D seens Unity/DPD but major
151 mi smat ch

*Jun 19 12:28:44.263: | SAKMP: (1012): vendor IDis XAUTH

*Jun 19 12:28:44.263: | SAKMP: recei ved payl oad type 20

*Jun 19 12:28:44.263: | SAKMP (1012): Hi s hash no match - this node
out si de NAT

*Jun 19 12:28:44.263: | SAKMP: recei ved payl oad type 20

*Jun 19 12:28:44.263: | SAKMP (1012): No NAT Found for self or peer
*Jun 19 12:28:44.263: | SAKMP: (1012): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE
*Jun 19 12: 28: 44. 263:
IKE R_MM3

*Jun 19 12:28:44.263: | SAKMP: (1012):
500 peer_port 500 (R) MM KEY_EXC

R2AR1IAS MM4 ZZEL T, keyringl S OEFIHEF—%FHL TDH Z5TEL,
MM5 /N4y K& IKEID %@L £,

| SAKMP: (1012): O d State = |KE R MVB New State =

sendi ng packet to 192.168.0.2 ny_port

*Jun 19 12:28:44.269: | SAKMP: (0): Found ADDRESS key in keyring keyringl
*Jun 19 12:28:44.269: | SAKWP: (1012): processing vendor id payl oad

*Jun 19 12:28:44.269: | SAKMP: (1012): vendor IDis Unity

*Jun 19 12:28:44.269: | SAKWP: (1012): processing vendor id payl oad

*Jun 19 12:28:44.269: | SAKMP: (1012): vendor IDis DPD

*Jun 19 12:28:44.269: | SAKWP: (1012): processing vendor id payl oad



*Jun 19 12:28:44.269: | SAKMP: (1012): speaking to another |OS box!

*Jun 19 12:28:44.269: | SAKMP: recei ved payl oad type 20

*Jun 19 12:28:44.269: | SAKWMP (1012): Hi s hash no match - this node
out si de NAT

*Jun 19 12:28:44.269: | SAKMP: recei ved payl oad type 20

*Jun 19 12:28:44.269: | SAKMP (1012): No NAT Found for self or peer
*Jun 19 12:28:44.269: | SAKMP: (1012): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Jun 19 12:28:44.269: | SAKMP: (1012): O d State = IKE | _MW New State =
IKE_I_MM4

*Jun 19 12:28:44.270: | SAKMP: (1012): SA is doing pre-shared key
authentication using id type |D_| PV4_ADDR
*Jun 19 12:28:44.270: | SAKMP (1012): ID payl oad

next - payl oad : 8

type 1

address : 192.168.0.2
pr ot ocol 117

port : 500

| engt h 112

*Jun 19 12:28:44.270: | SAKMP: (1012): Total payload |length: 12
*Jun 19 12:28:44.270: | SAKMP: (1012): sending packet to 192.168.0.1
ny_port 500 peer_port 500 (1) MV KEY_EXCH

. R1ER1ASMM5ZZELE T, IKEIDA192.168.0CTH B =&, profile2 A BIRENTVERT
o profile2 T keyring2 A" EENTWVWB 2, keyring2 FMBIREhFT, LLATIE, MM4T
ODHOFETE, RIFF—DVJ1ELTHRUMICRELEF—D TV ZBRLTVEL L
o NATD—RBEEZICAUTH>TH, F—UVIJTORKRIAFGEIBMLET, ChiFELDF—
VT ATSIORNTHDEHTT,

*Jun 19 12:28:44.270: | SAKMP (1012): received packet from 192.168.0.2
dport 500 sport 500 d obal (R) MM KEY_EXCH

*Jun 19 12:28:44.270: | SAKMP: (1012): I nput = | KE_MESG_FROM PEER,

| KE_MM_EXCH

*Jun 19 12:28:44.270: | SAKMP: (1012): O d State = |KE R M4 New State =
| KE_.R_MVB

*Jun 19 12:28:44.270: | SAKWP: (1012): processing | D payload. nessage ID =0
*Jun 19 12:28:44.270: | SAKWP (1012): |D payl oad
next - payl oad : 8

type o1

addr ess : 192.168.0.2
pr ot ocol 17

port : 500

| ength 112

*Jun 19 12:28:44.270: | SAKMP: (0):: peer matches profile2 profile

*Jun 19 12:28:44.270: | SAKMP: (1012): Found ADDRESS key in keyring keyring2
*Jun 19 12:28:44.270: | SAKMP: (1012): Key not found in keyrings of profile ,
aborting exchange

*Jun 19 12:28:44.270: | SAKMP (1012): FSM action returned error: 2

BABOENHABF—OFT/NV YT

BEO>FIUATRERUF— ("cisco" ) AMERENEKL L, TOLSH, BE > LEF—UINE
AEhiZHBETE, F—VJORIANRMIBDEH, MMS/XTY RZ2EREICESHLLT, T
ROY 7T TR ENTEERT,

BHEOF—HNERENDZFTIATE, MM5 ZESHTET, ROIT— XY E—IHFRRE
nEd9,



*Jul 16 20:21:25.317: | SAKMP (1004): received packet from 192.168.0.2 dport
500 sport 500 G obal (R) MV _KEY_EXCH

*Jul 16 20:21:25.317: | SAKMP: reserved not zero on |ID payl oad

*Jul 16 20:21:25.317: %CRYPTO-4-IKMP_BAD MESSAGE: |KE nessage from 192. 168. 0. 2
failed its sanity check or is malformed

F—UTBREXE

chid, F—UVIJEREEOHYIUTYT, FMICOVTR., XROBEZSZREL TSEEL,

~ HK¥E (Initiator )
Eifjfa{ RLAZROBEO gewa, 1074%1L—2 30 H50RCETOLOFHRMIC
BU IP7RLAZFOBBMOF REZH, ATHICRESATLVEVES REN FRTELCEY, Y
-2y LAC2ODF—ZRELBEVWTEE L,

CCTR, F7AFIILNF=UT(JO-NIN A0 T714F21L =232 ) EFEOF—-VTD
MAEDEENBEBCREIZIERE, COLSHKEEZ KEV2 ORI Z2FEAL TERRET S E
HICOWTEHBLET,

KEAZ>I—-&2Tox—VU 27 RRIERF

VTI ZERALVERETR., 1 Z2IT—3FBED IPsec 7O7 7ML ZELTVAIHED M X
WAVE—TITARAZERALET, IPsec 7O77AIILTRHREBEEDF—V I ZBTHED IKE
TA77ANHNEREhZD O, FRAINEF-—VVITDREANBEXREA,

BEDF—VVIZECHRED KEZTO7 7ML ZELTVRIEEYY TERAKRICHELET,

EEL, #FLE, FRAIRNEXF—U RO 7JAFIL -3 N SRETEDERREY E
A, FEZAE, IKEZO77AIIUNFZTEETATVEY, DXV, IKEZ7O77A4INEERTS
&SI IPsec ZOAT7 ZAINBREENTVWEWEE T,

crypto keyring keyringl

pre-shared-key address 192.168. 0.0 255.255.255.0 key ci sco
crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco

crypto i psec transformset TS esp-aes esp-sha256-hmac
node tunne

crypto ipsec profile profilel
set transformset TS

interface Tunnel 1

i p address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel

COIKEAZTIT—RFE MM ZIAETREEIC, REEEOF—VJZBRLET,

*Qct 7 08:13:58.413: | SAKMP: Locki ng peer struct 0xF4803B88, refcount 1 for
isakmp_initiator
*Qct 7 08:13:58.413: | SAKMP: (0): Can not start Aggressive node, trying Main node



*QOct 7 08:13:58.413: | SAKMP: (0): key for 192.168.0.2 not available in default
*QOct 7 08:13:58.413: | SAKMP: (0): key for 192.168.0.2 found in keyringl

*Qct 7 08:13:58.413: | SAKMP: (0): 1 SAKMP: Sel ecting 192.168.0.0, 255. 255.255.0
as key

*QOct 7 08:13:58.413: | SAKMP: (0): key for 192.168.0.2 found in keyring2

*Qct 7 08:13:58.413: | SAKWMP: (0): | SAKMP: Selecting 192.168.0.2,255.255.255.255
as final key

*Qct 7 08:13:58.413: | SAKMP: (0): found peer pre-shared key matching 192.168.0.2

AZI—B2HFMME 2ZELTERESCNEIKEZ7O7 74N EELEVED, 7O774
LAY NEF, BBEEE Quick Mode (QM ) AEEICKRTLETT,

Cct 7 08:13:58.428: | SAKMP: (0):: peer matches *none* of the profiles
*Qct 7 08:13:58.428: | SAKMP: (1005): processing HASH payl oad. nessage ID =0
*Qct 7 08:13:58.428: | SAKMP: (1005): SA authentication status:

authenticated
*Cct 7 08:13:58.432: | SAKVP: (1005): I nput = | KE_MESG | NTERNAL,
IKE_PROCESS_COMPLETE

KELARATOX—V2JBREF-BIOIPFPRLA

F—UTORBRICHESEHEN L ARIATEIVNET, F—U2VITTERO IPT7 RLAHNER
ENTLVRHER. EREFFZVTILCBEYET,

IKE LAREAFRODESICHREETNATVNDELET,

crypto keyring keyringl

pr e-shar ed-key address 192.168. 0.0 255.255.0.0 key cisco
crypto keyring keyring2

pr e-shared-key address 192.168.0.2 key cisco2

COLARIANIP FRLA192.168.02 #FDIKEAZSI—2AS MMINNTY N E2SET
&, dV74F1L—2aAQEFNE-TVTE, R (REEED ) —HZBRLE
9,

BRIEFOEEFIRXOEH)TT,

1L.IP7RLAZEFOF—EFHFrEBEIET,

2. &{E/N Y N ® Virtual Routing and Forwarding (VRF ) A"F I v V&chExd ( 7OV NI
R VRF (fVRF) ),

BNTYRNHFFT72INVRFOBEE, JO-NIL F=UDINFRAICFIVIENET,
BREEEBZF— (FRYBMNAIR ) FBREhFET,

4. FT7FIN F—=UTTHF—PDNREOINSBI2EHERE. COVRFE—HTHIIXNTOF
— DI EREEIhET,

5 REEBEAF— (REROXY RNARY ) FRBREENET, LA, 32 DEHN 24 KV E
KEhET,

TINY TN BIREERLET,

Rl#debug crypto isakmp detail
Crypto | SAKMP internal s debugging is on

*Qct 2 11:57:13.301: | SAKMP: (0): key for 192.168.0.2 not available in default
*Qct 2 11:57:13.301: | SAKMP: (0): key for 192.168.0.2 found in keyringl

*Oct 2 11:57:13.301: | SAKMP: (0): 1 SAKMP: Sel ecting 192.168.0.0, 255. 255. 255.0
as key



*Qct 2 11:57:13.301: | SAKMP: (0): key for 192.168.0.2 found in keyring2
*QOct 2 11:57:13.301: | SAKMP: (0): | SAKMP: Sel ecting 192.168.0.2,255.255.255.255
as final key

KELARATOF—VTEREF-BLUIPFPRKLA

F—UVJTRUIPFTRLANEAENTVRHER. BENMRELET. IKEL ARIAHR
DESICHEENTVWRELERT,

crypto keyring keyringl

pre-shared-key address 192.168.0.2 key cisco

crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco

COERERTFRATRREICEY, HR—hEhEFEA, ABUIPPRLAEZ2DOF—ZFZELZEVTL
EEW, RETDE. "R2As IKE Initiator; THREETNTVIEBARELET (FERE)

F—V2TJ JO-NILEE

JO0-NL A2 74F1L -3V TERENEZISAKMP F—RF7 4N F—-U2JIZEL
TVERT,

crypto keyring keyringl

pre-shared- key address 192.168.0.0 255.255.0.0 key ci sco
crypto keyring keyring2

pre-shared- key address 192.168.0.2 key cisco2

crypto i saknp key cisco3 address 0.0.0.0

ISAKMP F—A" Q274 F1L—2a2HNTHRETH2TE, IKELARVATREAICAES
nEY,

Rl#show crypto isakmp key

Keyri ng Host name/ Addr ess Preshared Key
default 0.0.0.0 [0.0.0.0] ci sco3
keyringl 192.168.0.0 [ 255. 255. 0. 0] ci sco
keyring2 192.168.0. 2 ci sco2

ZORS, JO0-NLAVT74F1L -3 EREOF—VIJ0mEEERATR L. 3E
BILEREZETHY), BEBEICRRIDARMENIHYNET,

KEV2 LOF—U> Y - BREBZL

IKEv2 7O ML TR IKEVI EEEROBEAERAE KT, F—U2JTERTEEKOEERE
XA

BRT—ATE, 4 2ONTY REGIRBEhET, LARIATERIANE IKEV2 7’07
FAINERETDIKEDA I D2EONTY RNTAZI—2FLS8EEEThET, 32BONT Y
NEdTICEStEnTVET,

2 ON7ORINDBREREREVE., IKEV2 Tlt skey DEHEIC DH ORELAEAEhEVT
ETE, BHRAF—IF. BEW/ESHICERENS skey OHEICHETRE<SA>TVET

o



IKEv2 RFC (5996, % 2.1478 ) THRRDILDICHREENTVERT,

HEXF—EROIDICETEENET, SKEYSEED E VS EZHIOKE (X, IKE_SA_INIT Har(Z
X|pEND /) ARE, TPRIZEHREE 1D Diffie-Hellman HBMEBELN SHEETNE T,

RFC MEILET, XOELDICEREEThTVET,

SKEYSEED = prf(N | Nr, g"ir)
PEZBHROIXNTHRIAD 2 DO/NTY NTEFEESh, SKEYSEED Z25tETH & E(CEFH
EX—A2FHATHI XENHYEHA,

CNERDEISICHEENTWVS IKERFC (2409, 3321 ) ZHBL TS EE L,

SKEYID &, "PICTIOT A7 T7L—V—ICOHHASNTVBHBORERL) SHEEhEXF
5TY,

SO "FOTFAT TL—FV—ICOHZAMSNTVEIHEONE) FEHREF—TF, RFCOES5
BT, ROXSICHEENTVERT,

ERHBEF—DBA : SKEYID = prf(pre-shared-key, Ni_b | Nr_b)

chid, BRIHEF—0 IKEVI R S<OBEZSIERCITERZHAL TLERT, chso
EElk, AIBAENFELICERE©D IKEvI TRELELEE A,

KE 7’07 7 4 JLiBIRE%E

chiE, IKEZ7O77AINEBERBEDOHIITT, FHFHICOVTR., ROBEZSRL TS EZL

o

ﬁﬁ%(mmmn

SO7 7 1 JLEIR SETDILENHVYET (IPSec7A77AMIINFLERBESIY T TRELET ), ;x
DE—RETRIDOBEDISAKMPZTA77AIIICOK—BTEIHENHYET, E

ST, ME-ATO77AIUNBRENEBRICRETDI BN EIS—ICOVTEHRAL

£,

KEA/Z>T—2TOIKE 707 7 1 I)LBRIERF

VTIA 2V Z—T I A, BE. BEODIKEVO77ANEECHED IPsec 7O7 7 M) %35
LTVET, TOED., I—REFFERAINEIKEZ7O7 74N EZRHBLTVET,

EEIC, BENYZ7RBED IKEZ7O7 7ML ZELTHY, -2 74F1L -3
LR > THEAIRNETOT7AIILZREELTVET,

EEL, Z7O77ALUFEEENABVWIF U, D2 T74F1L -3V SRERATNES
O77ANEEERETERVWSFUFNFHYET, COBITIE. IPsec 7O7 7 A LAT IKE
Z7O77AIILFBRENATVEEA,

crypto i saknp profile profilel
keyring keyring


http://tools.ietf.org/html/rfc5996
http://tools.ietf.org/html/rfc2409

match identity address 192.168. 0.0 255.255.255.0
crypto i saknmp profile profile2

keyring keyring

match identity address 192.168. 0.2 255. 255. 255. 255

crypto i psec transformset TS esp-aes esp-sha256-hmac
node tunne

crypto ipsec profile profilel
set transformset TS

interface Tunnel 1

i p address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel

CDAZIT—2H 19216802 IC MMI NTY RZEFELELSETRE, REEEOZOT7
TILHBRENET,

*Qct 7 07:53:46.474: | SAKMP: (0): SA request profile is profile2

IKE LARIATOH IKE 7’07 7 4 )L BRIEF

IKELARALOZ7O77ALEREFE. REEBOEDHNBEEhDF—U 2 JTERIERF
ERKTT,

RDFBEZRELEXT,

crypto i saknmp profile profilel

keyring keyring

match identity address 192.168.0.0 255. 255. 255.0
crypto i saknp profile profile2

keyring keyring

match identity address 192.168.0.1 255. 255. 255. 255

192.168.0.1 A S DEHEESET B &, profile2 MBRENET,

REENLE7O774IOIEFEBEERD Y FE A, show runnning-config AY > Kk, LK
BEhE7O77M)NEVAMNORBCEEBELET,

LARAIZRAUF V2T ZERTB 22O IKEZ7O77AIUHNE)HETSIBDFEN HYE
T LARVETEESLZ7O77AIUANBRENTE, BREOLEF—VIHNEL TNE,
AL EBICKRTLET,

*Qct 7 06:46:39.893: | SAKMP: (1003): processing | D payl oad. nmessage ID =0
*Qct 7 06:46:39.893: | SAKMP (1003): ID payl oad
next - payl oad : 8

type 1

address : 192.168.0.1
pr ot ocol 17

port : 500

l ength 112

*QOct 7 06:46:39.893: | SAKMP: (0):: peer matches profile2 profile

*QOct 7 06:46:39.893: | SAKMP: (0): key for 192.168.0.1 not available in default
*QOct 7 06:46:39.893: | SAKMP: (0): key for 192.168.0.1 found in keyring

*QOct 7 06:46:39.893: | SAKMP: (0): | SAKMP: Selecting 192.168.0.1,255.255.255.255
as final key



*QOct 7 06:46:39.893: | SAKMP: (1003): SA aut hentication status:

aut henti cat ed
*Qct 7 06:46:39.893: | SAKMP: (1003): SA has been authenticated with 192.168.0.1
*Qct 7 06:46:39.893: | SAKMP: (1003): SA aut hentication status:

aut henti cat ed

*QOct 7 06:46:39.893: | SAKMP: (1003): A d State = IKEER MVb New State =
IKE_P1_COMPLETE

LARZGE QMBERZZEFEL T, ZHAN, IPSec EF 1T 14 NFX—R ATV IR
(SPI) ZEBLESELET, COBITE, DAYRITRILEHIC—BOT/NY THERE
nTVET,

*Qct 7 06:46:39.898: | SAKMP: (1003): Checki ng |1 PSec proposal 1
*QOct 7 06:46:39.898: | SAKMP: (1003): atts are acceptable.
*Qct 7 06:46:39.898: | PSEC(validate_proposal _request): proposal part #1

COREET, LARIANFKRBLT, ELVWISAKMP A7 7AIIUN —HLBEA > Z2HE
LET,

(key eng. nmsg.) INBOUND | ocal = 192.168.0.2:0, renote= 192.168.0.1:0
| ocal _proxy= 192.168. 0. 2/ 255. 255. 255. 255/ 47/ 0,
renot e_proxy= 192. 168. 0. 1/ 255. 255. 255. 255/ 47/ 0,
protocol = ESP, transform= NONE (Tunnel),
i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*Qct 7 06:46:39.898: map_db_check isakmp profile profile did not match
*QOct 7 06:46:39.898: Crypto nmapdb : proxy_match

src addr : 192.168.0.2
dst addr :192.168.0.1
pr ot ocol 147
src port 00
dst port 0

*Qct 7 06:46:39. 898: map_db_check isakmp profile profile did not match
*QOct 7 06:46:39.898: Crypto nmapdb : proxy_match

src addr : 192.168.0.2
dst addr :192.168.0.1
pr ot ocol 147
src port 00
dst port 0

*Qct 7 06:46:39. 898: map_db_check isakmp profile profile did not match
*QOct 7 06:46:39.898: nmap_db_find_best did not find matching map

*QOct 7 06:46:39.898: | PSEC(i psec_process_proposal ): proxy identities not
supported

*Qct 7 06:46:39.898: | SAKMP: (1003): IPSec policy invalidated proposal with
error 32

*Qct 7 06:46:39.898: | SAKMP: (1003): phase 2 SA policy not acceptable
(local 192.168.0.2 renpte 192.168.0.1)

*Qct 7 06:46:39.898: | SAKMP: set new node 1993778370 to QMW I DLE

R2#

*QOct 7 06:46:39.898: | SAKMP: (1003): Sendi ng NOTIFY PROPOSAL_NOT_CHOSEN
protocol 3
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CHRBICEBENTVSEERG., >AOBEEOBETIEAEL, IKEVI Z7ORNJLEEFTOFHIRIC
BERELTVWET, SIAETHEAET NS IKEVI IR NS OFIBEN %<, EREF—CHHAED
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