HAFEYVIODPSAATZIYIADIPSec b
ZI) DOREH

A&

BE

Bl R SR

EZ#®
FERAIRZIAR—F b
BER5H

B

aX ;B
IPsec b 2% JL EF @ Real-Time Resolution
Embedded Event Manager ( EEM; & IAZ AR N XZ—T v ) EFEALERN R DEBED
Xl
o
N 7 Sl
B E B R

B=

CORFIXVNTR, AOIL—2[EIC LANE IPsec RO RIZBETIIHEIC, MiRlICH
AFIVIIPTRLAN BB, FA4FIVY RXA2 R—L AT L (DDNS) AFEREETH
TWREEDBEFECODVWTHALET,

B FRHF

2H
ROEECHT2ABN 6B EFERENET,

. IPSec k2% JL# & U Generic Routing Encapsulation ( GRE ) ZfEA L =% 4 NE VPN
- IPSec Virtual Tunnel Interface ( VTI)
- CiscolOS Y7 RIITFDLEHODAALAFZY U DNS H7R—b



//www.cisco.com/c/ja_jp/td/docs/ios-xml/ios/ipaddr_dns/configuration/15-mt/dns-15-mt-book/dns-dyn-dns-supp-ios.html

EbFHICOWTE, FCisco3900 > J—X, 2900 ) —X, &V 1900 > —X
OYT7RIIF7 A7 4F1L—>32 HA Ry O "VPNORE OE, 8LV "IP
FIAIVFTAZERALERBI RN AV E—TIAADERE EVSREZSRLTLE
=V,

EAITHIR—F> b

CORFIXDNOEHIE, /N—> 32 15.2(4)M6a H' &M@ T S Cisco 2911 H—EAKERIL—
RICETI<KEDTT,

CORFIXNDERE., BEDTARAREBICHDT/NAAICEIVWTHEREELE, COR

FIAIXKRTHERATIINTOFNA R, B (F72IIEK ) REORELASEEBLTVWET

o MRDIZY NI)—INEBBPITHHIHEICEK., ENDKSBIOAIVRICODVTE, TOEEW
FECODVTHERICEMRL THEKMLENHYET,

HRHH

LANE RO RIWZEIAITIHLEN BBDEE, WAD IPSecETDIP 7 RLAZFBEL TVWBD &4
BENOYVET IPTPRLADI OFZAFEVIIPPZRLA(DHCP ICK>TEHIBEEIhDIPT
RLABZE ) DEHICFHELEEE, REFRELTEFSAFIVIBSIV T ZERALET, O
NYTREHBELETH, MoRILFAALTIVIIPTRLAZEIETICK > TOKEILTESE
T, chik, TOETOT7RLAZES—HFOETHFREBELTVEVWEDHTT,

(HAFIYINEARTAY Y, CETBHME. NATEEALEL—2BOL(F IS
ABERART 1Y IAD IPSec DIRE, EBBLTILEEL,

ﬁl{!}
it

IPsec M>% I EF ® Real-Time Resolution

Cisco 10S® N—2321234)T T, IPSecET7DTELEHRX LB (FQDN ) Z#IEETESIHENI FTLSEAE

Lo a7 o2 R UANC—HIBRNT T4 Y O K HBHA. Cisco IOSIEFQDNEERL .
E7OIPTRLAZERBLET, KIC. NUXILOBIERETLET,


//www.cisco.com/c/ja_jp/td/docs/routers/access/1900/software/configuration/guide/Software_Configuration/Secconf1.html#pgfId-1055505
//www.cisco.com/en/US/technologies/tk583/tk372/technologies_white_paper0900aecd8029d629.html
//www.cisco.com/en/US/technologies/tk583/tk372/technologies_white_paper0900aecd8029d629.html
//www.cisco.com/en/US/technologies/tk583/tk372/technologies_white_paper0900aecd8029d629.html
//www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/14131-ios-804.html
//www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/14131-ios-804.html

, Dynamic IP Dynamic IP g

example-a.cisco.com example-b.cisco.com

¥ COMEEICEFIENBHYET, VE—NIPsecE 7 ODNSERIfERIE, 1 Z>I—R¢E
LTHERATATVRIBAICOXMMELET, BELENDELB2TVBRHRIAONT Y N
IC&2T,. DNSIYIOTYTHRIH—ENET, DNSILYVITYTHET T L, &
OINTY MZE2TAUR—FY MF—RB(IKEN RV H—2hET, UTILZA LDE

RSB/ THEEL TE A

COFHERICKHLLTEHA DS RN RILZHBTERDESICTRDED, MADIIL—RICZAF
SVIURBEYY T IR EZREFEEET, Cchilky), BEIKEEREIAFTIVIRESICX
YETTEDELDICBYET, CNMHAVERDE., VT7IEZA LBRBEN BD>EAZT 4
YO IVRIE, BERELTHETSIEZICHFBELBEVWLESHTT,

L—2A

crypto i saknp policy 10

encr aes

aut henti cation pre-share

group 2

!

ip access-list extended crypto-ACL

permt ip 192.168.10.0 0.0.0.255 192.168.20.0 0.0.0.255
!

crypto i saknp key ciscol23 address 0.0.0.0 0.0.0.0
!

crypto i psec transformset nyset esp-aes esp-sha-hnac
!

crypto dynani c-map dyn 10

set transformset nyset

!

crypto map nynmap 10 i psec-isakmp

mat ch address 140

set peer exanpl e-b.cisco.com dynam ¢

set transformset nyset

crypto map nynmap 65535 i psec-i saknp dynanmi c dyn

!

interface fastethernet0/0

i p address dhcp

crypto map secure_b

IL—2B

crypto i sakmp policy 10

encr aes

aut hentication pre-share

group 2

1

ip access-list extended crypto-ACL

permit ip 192.168.20.0 0.0.0.255 192.168.10.0 0.0.0. 255



!

crypto i saknmp key ciscol23 address 0.0.0.0 0.0.0.0
!

crypto i psec transformset nyset esp-aes esp-sha-hmac
|

crypto dynani c-map dyn 10

set transformset nyset

!

crypto map nmymap 10 i psec-isakmp

mat ch address 140

set peer exanpl e-a.cisco.com dynam c

set transformset nyset

crypto map nmymap 65535 ipsec-isaknp dynami c dyn

!

interface fastethernet0/0

i p address dhcp

crypto map secure_b
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crypto i saknp policy 10
encryption aes

aut hentication pre-share
group 2

crypto i saknp key ciscol23 address 0.0.0.0 0.0.0.0 no-xauth

crypto i psec transformset ESP-AES- SHA esp-aes esp-sha-hnac
!

crypto i psec profile ipsec-profile

set transform set ESP-AES- SHA

!

interface Tunnel 1

ip address 172.16.12.1 255.255.255.0

tunnel source fastethernet0/0

tunnel destination exanpl e-b.cisco.com

tunnel node ipsec ipv4

tunnel protection ipsec profile ipsec-profile

L—%2B

crypto i saknmp policy 10
encrypti on aes

aut henti cation pre-share
group 2



crypto i saknp key ciscol23 address 0.0.0.0 0.0.0.0 no-xauth

crypto ipsec transform set ESP-AES- SHA esp-aes esp-sha-hnac
!

crypto i psec profile ipsec-profile

set transformset ESP-AES- SHA

!

interface Tunnel 1

ip address 172.16.12.2 255.255.255.0

tunnel source fastethernet0/0

tunnel destination exanpl e-a.cisco.com

tunnel node ipsec ipv4

tunnel protection ipsec profile ipsec-profile

BIDRENF N RILDBEELTHD 1 DO FQDN Z#FEHALTEHBE D E, FICRTESIC
showrun V¥ RTREFDBEHTREL, IPPRLAFRRENRET. Chik, @ERNF1EE
FTETENBEHTT,

Rout er A(confi g) #do show run int tunn 1
Bui | di ng configuration...

Current configuration : 130 bytes

|

interface Tunnel 1

ip address 172.16.12.1 255. 255. 255. 250

tunnel source fastethernet0/0

tunnel destination 209.165.201.1

tunnel node ipsec ipv4

tunnel protection ipsec profile ipsec-profile
end

Rout er B(confi g) #do show run int tunn 1
Bui | di ng configuration...

Current configuration : 130 bytes

|

interface Tunnel 1

ip address 172.16.12.2 255. 255. 255. 250

tunnel source fastethernet0/0

tunnel destination 209. 165. 200. 225

tunnel node ipsec ipv4

tunnel protection ipsec profile ipsec-profile
end

ChZEE#ITRICE, RERTISICR O RILDEEEZ 1 D EIHBRTDIEOOTTLY hE
HELEXT,
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event nanager applet change-tunnel - dest

event timer cron nane TAC cron-entry "* * * * *v
action 1.0 cli comrand "enabl e"

action 1.1 cli comrand "configure term nal"

action 1.2 cli command "interface tunnel 1"
action 1.3 cli command "tunnel destination exanpl e-b. cisco.cont
L—2B

event manager appl et change-tunnel - dest
event tiner cron name TAC cron-entry "* * * * =v



action 1.0 cli conmand "enabl e"

action 1.1 cli conmand "configure termnal"

action 1.2 cli conmand "interface tunnel 1"

action 1.3 cli conmand "tunnel destination exanpl e-a.cisco.conf

CCTR, RENERICHELTLIHESHERRELET,

Rout er A(confi g) #do show ip int brie

Interface | P-Address OK? Method Status Protocol
Fast Et hernet 0/ 0 209. 165. 200. 225 YES NVRAM up up
Fast Et hernet 0/ 1 192. 168. 10. 1 YES NVRAM up up
Tunnel 1 172.16.12.1 YES manual up up

Rout er B(confi g) #do show ip int brie

Interface | P-Address OK? Method Status Protocol
Fast Et hernet 0/ 0 209. 165.201.1 YES TFTP up up
Fast Et hernet 0/ 1 192. 168.20.1 YES manual up up
Tunnel 1 172.16.12.2 YES manual up up

Rout er A(confi g) #do show cry isa sa
dst src state conn-id slot status
209. 165. 200. 225 209.165.201.1 QM IDLE 2 0 ACTIVE

Rout er B(confi g) #do show cry isa sa
dst src state conn-id slot status
209. 165. 200. 225 209. 165.201.1 QM I DLE 1002 0 ACTI VE

Rout er A(confi g) #do show cry ipsec sa

interface: Tunnell
Crypto map tag: Tunnel 1- head-0, |ocal addr 209.165. 200. 225

protected vrf: (none)

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote i dent (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer 209.165.201.1 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors 0O

l ocal crypto endpt.: 209.165.200.225, renpote crypto endpt.: 209.165.201.1
path ntu 1500, ip ntu 1500, ip ntu idb FastEthernet0/0
current outbound spi: 0x8F1592D2(2400555730)

i nbound esp sas:

spi: OxF7B373C0(4155732928)

transform esp-3des esp-sha-hmac

in use settings ={Tunnel, }

conn id: 2002, flow.id: AIMVPN BPII-PLUS:2, crypto map: Tunnel 1-head-0
sa timng: remaining key lifetime (k/sec): (4501866/3033)



1V size: 8 bytes
repl ay detection support: Y
Status: ACTI VE

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: O0x8F1592D2(2400555730)

transform esp-3des esp-sha-hmac

in use settings ={Tunnel, }

conn id: 2001, flow.id: AIMVPN BPII-PLUS:1, crypto nap: Tunnel 1-head-0
sa timng: remaining key lifetime (k/sec): (4501866/3032)

1V size: 8 bytes

repl ay detection support: Y

Status: ACTI VE

out bound ah sas:

out bound pcp sas:

Rout er B(confi g) #do show cry ipsec sa

interface: Tunnell
Crypto map tag: Tunnel 1- head-0, |ocal addr 209.165.201.1

protected vrf: (none)

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer 209.165.200.225 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

l ocal crypto endpt.: 209.165.201.1, renote crypto endpt.: 209.165.200.225
path mu 1500, ip mu 1500, ip ntu idb FastEthernet0/0

current outbound spi: OxF7B373C0(4155732928)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi @ O0x8F1592D2(2400555730)

transform esp-3des esp-sha-hmac

in use settings ={Tunnel, }

conn id: 2003, flow.id: NETGX: 3, sibling_flags 80000046, crypto map: Tunnel 1- head-0
sa timng: remaining key lifetime (k/sec): (4424128/3016)

IV size: 8 bytes

repl ay detection support: Y

Status: ACTI VE

i nbound ah sas:
i nbound pcp sas:
out bound esp sas:

spi: OxF7B373C0(4155732928)
transform esp-3des esp-sha-hmac



in use settings ={Tunnel, }

conn id: 2004, flow_.id: NETGX: 4, sibling_flags 80000046, crypto map: Tunnel 1- head-0
sa timng: remaining key lifetime (k/sec): (4424128/3016)

1V size: 8 bytes

repl ay detection support: Y

Status: ACTI VE

out bound ah sas:

out bound pcp sas:

DNS #—/NEIZ& % b.cisco.com [CXtF % DNS L J— R%Z 209.165.201.1 A*'5
209.165.202.129 ICEE T &, EEM & Router A ICEREIEH, RURIAFFLVIELWVWIP 7R
LATE®RIYIENET,

Rout er B(confi g) #do show ip int brie

Interface | P-Address OK? Met hod Status Protocol
Fast Et hernet 0/ 0 209. 165. 202. 129 YES TFTP up up
Fast Et hernet 0/ 1 192. 168. 20.1 YES nmanual up up
Tunnel 1 172.16.12.2 YES manual up up

Rout er A(config-if)#do show run int tunnl
Bui | di ng configuration...

Current configuration : 192 bytes

|

interface Tunnel 1

ip address 172.16.12.1 255. 255. 255. 252

tunnel source fastethernet0/0

tunnel destination 209. 165.202. 129

tunnel node ipsec ipv4d

tunnel protection ipsec profile ipsec-profile
end

Rout er 1841 A#show cry isa sa
dst src state conn-id slot status
209. 165. 200. 225 209. 165. 202. 129 QM I DLE 3 0 ACTI VE
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