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» Cisco Adaptive Security Appliance ( ASA)
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CORFLIXAYNOER/IE, 9.20.12E1TT SCisco ASAICET<ENTTY,

CORFIXVNOERE. REOZRARELHZTNAARACETVWTEREhELEZ, COR
FAXVRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T XEBPORY NT—UTR, BANVRICKDTRIDAREMN HIEEE TIHIEL T
<EZEW,
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REZEFIVEI-Z0BZE. BLLRBESEZEAIZ EFIVTAATALAICKRER
VAV ZEI-5LET, BEDHEMTRELVEERDNTVEES AR, EFtEHTEEE
LN, TOLH, RANEFESPQC)ZILIVALEEFENS, HFLLEFMENHS
FECYVEADLDEMNANrEUTVET, EROF—XRZHEATD LT, IPSecBENEF
AT AZBILTRCEZBENELTVET, ChiZlF, ROBIBEEFLROBERIRZE
HREDERZIENBENET, COTTO—FICRY, BRELTHES MBI KR OERIER
EDBLSEELEFEOBREAN DY, EF1VT 1 OENMEMENETT,

STETE, EHOF—RBOYR—RNEZEBMLT, IKEV2ZHELET, chSOEFRIEF—X
#lx, BEFOERD)SZEBTINIAVALZMEBTEET, CNSOEBMNMF—ICEITI2ERER
93 7=%I(C, Intermediate ExchangeE WS HFHI L WX Y =D R4/ THFEBAEhELE, <hs
NDF—R#E, SARAIO—REZNLT, BEOIKEV2AREZFEALTXII—RENET,
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ASA-Local | I ASA-Remote

i A | \ A A
b _ 4
192.168.0.10/24 172.16.10.20/24
192.168.0.1/24 10.10.10.10 10.20.20.20 172.16.10.1/24
S
ASA DEXE

ASAAMBR—T I 4 ADKE

ASALYVB—T IAANREENTVWEVWEE, PBSEEIPTRLA, A V8—T7I(4ARE,
BRTEFIVTALARNILZRELTLSEZ W,

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.10.10.10 255.255.255.0
1

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.0.1 255.255.255.0



E ARRY RD—DEARBRY RD—VOMBICERTED L ZRRAL TS LEZL
o BWIC, YA NEVPNR R ZBIAUTHIEHICEAETNDVE-RNETICERTES
CEEMRLTLKEETV, EXNZERZ#IEIBICIE, ping 2EATEXRT,

BROF—XBEFEALLIKEV2RU S —DORBREENES 2 EZ—T T4 ATOIKEV2OERMIL

NS DELEDIKEV2ZRD S —Z2RETDICE. AOIN RZAALET,

crypto ikev2 policy 10
encryption aes-256
integrity sha256

group 20

prf sha256

lifetime seconds 86400



TOMOF—R|RNT AT #— LAk, additiona-key-exchange1 <X > K& L Terypto ikev2 policy CRETE £
o ESIZAFTODEXChangeh T VAT #—LZBETEET, COHITRE, 20NEBMORBRNT VAT F—LNBREEATVE
F(DHINL—T21B8KT31%2ER ) 6

additional-key-exchange 1 key-exchange-method 21 additional-key-exchange 2 key-exchange-method 31

BIEHNERIKEV2RD > —ROKSICHRVYET,

crypto ikev2 policy 10
encryption aes-256
integrity sha256

group 20

prf sha256

lifetime seconds 86400
additional-key-exchange 1
key-exchange-method 21
additional-key-exchange 2
key-exchange-method 31



EIKEV2RUS —DO—HNAFETZOE. 2200ETASOmADRI S —IZEUREE.

E51k, /\v < 2. Diffie
Hdlman/N\Z X —2, BLTCEBHNOF—RBNTAXA—ZEHFEENTWVWIEHEETT,

VPANR Y RN ZHRIGT DAV R—T I ATIKERZENICTIBENFHYET, BE, ChBIAB (T8I N) A

VB—TIAATY, IKEREZBEMIZTSIZE, JO-NILI>714F21L—23>2F— KR Taryptoikev2 enableoutside 1Y > R %
ABLFERT,
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HARBRZRILOESHETOT7AILEZATIEIPSc-12TT, IKEV2ERRAEF—EBRETSHICIE. ROOY REAHLET,

tunnel-group 10.20.20.20 type ipsec-12|
tunnel-group 10.20.20.20 ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco

HRNTZ T4V OED )T NACLORE

&

ASAlE, 7RO MA—)LUARNACLZFEAL T, IPSccRESILTRETDIMEN HDIRNT T AV VL RBESBLE LAV
S574v90RXBULET. Zhik, FFA Application Control Engine (ACE ) IC—BT2RE/NT Y NE2FREL, T ACEIL—&T
BDEENTY MBERICAEENDIELSICLET,

object-group network local-network
network-object 192.168.0.0 255.255.255.0
object-group network remote-network
network-object 172.16.10.0 255.255.255.0

access-list asa-vpn extended permit ip object-group local-network object-group remote-network



FEVPNETICK, S5—FERORUACLAMETT,

TAFYTAFANATORE (A7>3>)

BE, NS 7AYIFFAFIVINATICEY RULBVEKSICTRICE,. PAFUTATANATHARETT, COBRICH
ENBTAFUVTATANATRROES TY,



nat (inside,outside) source static local-network |ocal-network destination static remote-network remote-network no-proxy-arp route-lookup

IKEV2 IPSec7’ OR—H )L DERTE

IKEV2 IPSec7’OR—HIIF., F—EARTTA YV REITZDLEHOOBESHMBIVOBEETIIAVAXLDEY NEEERETDLEDHIC
FRENET, IPSccSAZEFICEBETZICE. COTOR—FIAITWAOVPNET E—BLTVRHBENHWET, COBEIC
FATDIIN RIXDESY T,

crypto ipsec ikev2 ipsec-proposal IKEV2_TSET
protocol esp encryption aes-256
protocol esp integrity sha-256

BEYYTOREESAVEZ—TIAANDODNA VR

BEXY Y7, BELIXNTOREZEAZEDLELEOTHY, BTROEOZETHENfH)ET,

e BSIBIBENFHBIRNTTAVIIL—BIBDTIELAVAN (—RICTUT RACLEFENS )
« E7ID

o 1D E®IKEV2 IPSec7 OR—H)L

CCTERAIDIRERROERYTY,

crypto map outside_map 1 match address asa-vpn crypto map outside_map 1 set peer 10.20.20.20 crypto map outside_map 1 set ikev2 ipsec-proposal IKE'

B#%I(C. crypto map outside map interfaceoutside Y > REFEAL T, COBSI VT EZAB(NT IV O )L E2—T I A4 AILHE
ALET,

O—HILASAD RARERTE

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.10.10.10 255.255.255.0
|

interface GigabitEthernet0/1

nameif inside

security-level 100



ip address 192.168.0.1 255.255.255.0
!
crypto ikev2 policy 10
encryption aes-256
integrity sha256
group 20
prf sha256
lifetime seconds 86400
additional-key-exchange 1
key-exchange-method 21
additional-key-exchange 2
key-exchange-method 31
!
crypto ikev2 enable outside
!
tunnel-group 10.20.20.20 type ipsec-12|
tunnel-group 10.20.20.20 ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!
object-group network local-network
network-object 192.168.0.0 255.255.255.0
!
object-group network remote-network
network-object 172.16.10.0 255.255.255.0
!
access-list asa-vpn extended permit ip object-group local-network object-group remote-network
!
nat (inside,outside) source static local-network local-network destination static remote-network remote-network no-proxy-arp route-lookup
!
crypto ipsec ikev2 ipsec-proposal IKEV2 TSET
protocol esp encryption aes-256
protocol esp integrity sha-256
!
crypto map outside_map 1 match address asa-vpn
crypto map outside_map 1 set peer 10.20.20.20
crypto map outside_map 1 set ikev2 ipsec-proposal IKEV2_TSET
!
crypto map outside_map interface outside

)E—RNASADRKERE

interface GigabitEthernet0/0 nameif outside security-level O ip address 10.20.20.20 255.255.255.0 ! interface GigabitEthernet0/1 nameif inside security-lev
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FNTYRMNL—HRBINZT74v 07022 Z1L—MIBEHICFEALELE, CNEITSICE, packet-tracer
I REFEHLET, packet-tracer input insideicmp 192.168.0.11 80 172.16.10.11IC 2 W Tk, O—HJILASATEEL < FiHA
EhTVWET,

EBMOF—XB|ERIET DI, showcerypto ikev2sa ANV REFATEE T, HALLTRENTVBR&LSIC, BRUARBRTILI
DALZRIETDEDICAKENT XA —RERRETEET,

<#root>
Local-ASA# show crypto ikev2 salKEv2 SAs: Session-id:2, Status:UP-ACTIVE, IKE count:1, CHILD count:1 Tunnel-id Local Remote fvrf/ivrf Status R

AKEl: 21 AKE2: 31



Life/Active Time: 86400/7 sec Child sa: Tocal selector 192.168.0.0/0 - 192.168.0.255/65535 remote sele

RS7LZa—k

LROFNY TR, IKE2RZILDRZ TN 1—F 4V TICERATEET,

debug crypto ikev2 protocol 127
debug crypto ikev2 platform 127



FEIDORYRILVEGERT TN A—TFT A2 TFBHE (TNA AN EREBREICHDBEICHE ) . debug crypto
condition peer X XX XN REFEAL T, FNY T 2XHGRETHENCTIHREN BV ET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
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