DMVPN 7I—X1OFNYYT NSTIS1—
FA4 9 BAR
ZE

BE

EIEE an

=%
FRIAS I R—Fb
EERBEEIE

RELE
BEd74F2L—>3>
RO OHE

51t

N7

AR=7

AT
NTy N 70—24%K

o AVRI R ;|
BEEORBREE NS TN A —FT12T
show crypto sockets

show crypto session detail
show crypto isakmp sa detail
show crypto ipsec sa detail

show ip nhrp

show ip nhs
show dmvpn [detail]
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X 1
Ethernet0 /0 17216101724
703.0.113.1,/37 TunmelD: 10,1.1.254,/24
ra LoophackD: 203.0.113.1/32
- Loopbackl: 203.0.113.2/32
WAN Connection I Loophack?: 2080113 3732

. Loopbacks: 203.0.115 4/32
LAN Connection

GRE over IPsec Tunnel D

L 172.16.1.1/24

Ethernet0/0: 172.16.1.1524
Tunnell: 10.1.1.1,/24
LoopbackD: 209 165 201 17352
Loopbackl: 208 185 201 3752
209,165.201.1/32 Loopback?: 209 165 201 3732
Loopbackd: 208 165 201 4,32
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crypto i saknmp policy 1

encr 3des

hash sha

aut hentication pre-share

crypto i saknmp key ciscol23 address 0.0.0.0 0.0.0.0

crypto i psec transform set DWPN TSET esp-3des esp-sha-hnac
nmode transport

crypto i psec profile DWPN-IPSEC

set transform set DWPN TSET
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interface Tunnel O
ip address 10.1.1.254 255.255.255.0
no ip redirects



ip ntu 1400

ip nhrp authenticati on NHRPAUTH
ip nhrp map nul ticast dynamc
ip nhrp network-id 1

ip tcp adjust-mss 1360

no ip split-horizon eigrp 1
tunnel source Ethernet0/0
tunnel node gre multi point
tunnel key 1

tunnel protection ipsec profile DWPN-|PSEC
end

interface Ethernet0/0
ip address 172.16.10.1 255.255.255.0
end

interface LoopbackO
i p address 203.0.113.1 255. 255. 255. 255
interface Loopbackl
i p address 203.0.113.2 255. 255. 255. 255
interface Loopback2
i p address 203.0.113.3 255. 255. 255. 255
interface Loopback3
i p address 203.0.113.4 255. 255. 255. 255

router eigrp 1
network 10.1.1.0 0.0.0. 255
network 203.0.113.1
network 203.0.113.2
net work 203.0.113.3
network 203.0.113. 4
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interface Tunnel O

ip address 10.1.1.1 255.255.255.0
ip ntu 1400

ip nhrp authenticati on NHRPAUTH
ip nhrp map 10.1.1.254 172.16.10.1
ip nhrp network-id 1

ip nhrp nhs 10.1. 1. 254

ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel destination 172.16.10.1
tunnel key 1

tunnel protection ipsec profile DWPN-|PSEC
end

interface Ethernet0/0
ip address 172.16.1.1 255.255.255.0
end

interface LoopbackO
i p address 209.165.201. 1 255. 255. 255. 255
interface Loopbackl
i p address 209. 165. 201. 2 255. 255. 255. 255
interface Loopback2
i p address 209. 165. 201. 3 255. 255. 255. 255
interface Loopback3
i p address 209. 165. 201. 4 255. 255. 255. 255

router eigrp 1
networ k 209. 165.201.1 0.0.0.0



networ k 209.165.201.2 0.0.0.0
networ k 209.165.201.3 0.0.0.0
networ k 209. 165.201.4 0.0.0.0
network 10.1.1.0 0.0.0. 255
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WAN Connection

LAN Connection

GRE over IPsec Tunnel
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203.0.113.1/32
/'WAN Connection \

LAN Connection

GRE over IPsec Tunnel S
172.16.10.1/24

NHRP Registration Request == == = =p

\NHRP Registration Reply

QL 172,16.1.1/24

209.1A5.201.1/32

RICRTTFNY TR, NT IL—REAR—D JL—2 T debugdmvpnallall AX> READL =
BRTT, COBKREIONVRE, RO—EOFNY T 2EBMIILET,

Spokel#debug dmvpn all all
DWPN all | evel debugging is on
Spokel#show debug

NHRP:

NHRP pr ot ocol debugging is on

NHRP activity debugging is on

NHRP ext ensi on processi ng debugging is on
NHRP cache operations debugging is on
NHRP routing debugging is on

NHRP rate |limting debugging is on
NHRP errors debugging is on

| KEV2:

| KEV2 error debugging is on

| KEV2 terse debugging is on

| KEV2 event debugging is on

| KEV2 packet debugging is on

| KEV2 detail debugging is on

Crypt ogr aphi ¢ Subsyst em

Crypt o | SAKMP debugging is on
Crypto | SAKMP Error debugging is on
Crypto | PSEC debugging is on



Crypto | PSEC Error debugging is on

Crypto secure socket events debugging is on
Tunnel Protection Debugs:

Generic Tunnel Protection debugging is on
DWPN:

DWPN error debugging is on

DWPN UP/ DOAN event debugging is on

DWPN det ai | debugging is on

DWPN packet debugging is on

DWPN al |l | evel debugging is on
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AR—=I DO KNVZILY Tnoshutdown, BB &, /NTIER—N500TIKE NEW SA ( XA E—R1) >
ISAKMP DIREEA" IKE_READY #'S IKE_LR_ MM1 ICEEEhE T,

ZFELEIKEXAY TE—R1IXVE—HF0BEIhET, N7, ET7IC—HT S ISAKMP BN & 2
S{tH 3DES-CBC ., SHA ®/\vY < 1. Diffie-Hellman (DH ) J)L—7" 1, BIASEIXEF—. BKV
ENRAR—VICEEENTVERVESD, ISAKMP OIRERF E L IKE_LR_ MM1 T,
NAT-TRA—ID XY= NAT ORREERNTN—HFILTEAEThET, chsOXY 22— F,
Detection ( DPD; Y RET7#HE ) TERKDOX Y E—I N RRENET,



MM_SA_SETUP ( X1 E— KR 2) FRAR—FJILHEEEThET. ChiZ&Y, MM A SEEh, G
ISAKMP DIREEA IKE_R_MM1 /'S IKE_.R_ MM2 ICZEEE hE T,



N7 D MM_SA SETUP ( X1 E—R3) ZZFELET., N\Tk. EFTHEBID Cisco I0S /N1 A T4
ISAKMP OiREEA" IKE_LR_MM2 A*'S IKE_R MM3 ICEEEh&E T,

INTH MM_KEY_EXCH ( XA/ E—R4) &#EEFELET,
ISAKMP 0IREEA" IKE_R_MM3 A'S IKE_LR_MM4 IZEEEhET,



INTH MM_KEY_EXCH ( XA > E—R5)&ZELET,
ISAKMP OIREEA IKE_LR_MM4 A'S IKE_LR_ MM5 ICEEEhE T,
T/, ISAKMPZ'O7 7 AL Wizs, Tpeer matches *none* of the profiless A"RRENET, <D



NT DK MM_KEY EXCHINTY N (XA ET—R6) ZEELET, ChT, 7I—X1XxDd2T
ISAKMP DIREEA" IKE_R_MM5 A5 IKE_P1_COMPLETE ICZEEEhE T,

NTHFBIDIAY T E—R (QM)NTY REZELET. cONT Y M IPSec 7’OKR—H )L A"
#) N SAS A7 R4 L3600 B KT 4608000 FO/NA N (16 EHIETIE 0x465000 ) . SEEEIC HM/
FAhSH, IPSecSA DY IINERENET, EF1VT14 NSX—ZF A2 FYIA(SPl) OES



chs5lE, IPSec U —EANBEYIICHEL TVWAZEZRT IPSec U —EAD—XY+E—T T,

172.16.101 (NTONT VY9 FRLRA ) HS 1721611 ( RR—2ONT UV FRLA)ETO |
EREERT T4V IOOMAIZEL T IPSec SA/SPI AMERENE T,



NTHFEETH2FBEEBO QU XY E—, Tunnel0 TR RXILREBENEMTHA L% RT. IPSec Y-
& IP. SPl, NIVRT7F—L Y hNEYE, BLEBIDTA 724 L (FONA MESITHH ) :






CNSDBRE QM XY E—=DICKY), 749V 0 E—RAETL., MR OMEAIT IPSec FE@L TU
BEETHFITXTORE (MM1 A S MM6/P1_COMPLETE £ T ) ZZET % ISAKMP EFE%& V). IPSe
QM_READY. QM_SPI_STARVE, QM_R_QM2, QM_PHASE2 COMPLETEIC%& VW £TF ., REM ( AR



Zhik, NHS (N7 ) NDERDOLEHIZCAR—INS5ZEL I NHRP BERERTT, AR—Vk TEE
src NBMA:Z /87 Y R EREL NHS ANDEBRERITTZAK—YDONBMA (12 —%Y K ) FKRL
src protocol: BEREFHITITDAR—TID KRR T RL A,

dst protocol : NHS/A\7 D K> X)L 7 RL A

POREHLER., 7—X&J0O> ; NHRP REEANU Y

client NBMA:NHS//\7 ® NBMA 7 RL A

client protocol:NHS/\7 O > X)L 7 RL A

172.16.1.1ONHRPT10.1.1 1D RV AR KY T7RHTEATRELRZ—T Y XY KT —710.1.1.1/32%
DXy =2, BEIRHML, AR—T RURI T RLANMERENIZCEZHBIBDXY L

“hid, RICZELLE "NHRPERER, ILBEL T, NTHSAR—VIZEEE NENHRPERIGET
sredst: RURIDEET (/N7 ) ERBE(ARR—TV )DIPTRLA, 2hslk, L—ZFZNEETS G
src NBMA:AR—TJ DO NBMA (1 X —FY N)FPRLA

src protocol: B R ZHAITT D AR—TV DR RIL T RL A,

dst protocol : NHS/A\7 D K> X)L 7 RL A

client NBMA:NHS//\7 ® NBMA 7 KL A



client protocol:NHS//\7 O R X)L 7 RL A
PRREHLER. 7—2&OM0O ; NHRP REA KUY

IPSec H—E AN BEHICHEL TVBEZRTEDOMD—RANE IPSec T —EA XY +£2—2 T,



10.1.1.1 OBEEAR—U & O EIGRP BHEBEBREN BN TH DI EZRITATALA XY E—T,
NHRP SERANKIIL & 2R THD AT L XY -,

WEEDREREENZ TN 1—-F127T

TR, NJTEAR—VOBMEDRS TN 1—F 4 JICERENDHEEEAK show O
VRO—ZFICOVTHBLET, &V EKWNEFNYITEZBMCTZICE. ROFNYITEHEE
FRALET,

. debug dmvpn condition peer nbma NBMA_ADDRESS
- debug dmvpn condition peer tunnel TUNNEL_ADDRESS
- debug crypto condition peer ipvd NBMA_ADDRESS

show crypto sockets

Spokel#show crypto sockets
Number of Crypto Socket connections 1

TuO Peers (local/renote): 172.16.1.1/172.16.10.1

Local Ident (addr/mask/port/prot): (172.16.1.1/255.255.255. 255/ 0/ 47)
Rermot e | dent (addr/ mask/port/prot): (172.16.10.1/255.255. 255. 255/0/47)
| PSec Profile: "DWPN-I|PSEC

Socket State: Open

Client: "TUNNEL SEC' (Cient State: Active)

Crypto Sockets in Listen state:
Client: "TUNNEL SEC' Profile: "DWPN |PSEC' Map-nanme: "Tunnel 0- head-0"

Hub#show crypto sockets
Number of Crypto Socket connections 1

TuO Peers (local/renote): 172.16.10.1/172.16.1.1

Local Ident (addr/mask/port/prot): (172.16.10.1/255.255. 255. 255/ 0/ 47)
Rermot e | dent (addr/ mask/port/prot): (172.16.1.1/255.255. 255. 255/ 0/ 47)
| PSec Profile: "DWPN-I|PSEC

Socket State: Open

Client: "TUNNEL SEC' (Cient State: Active)

Crypto Sockets in Listen state:
Client: "TUNNEL SEC' Profile: "DWPN | PSEC' Map-nane: "Tunnel 0- head-0"
show crypto session detail

Spokel#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnmentation



Interface: Tunnel O

Uptime: 00:01:01

Sessi on status: UP-ACTI VE

Peer: 172.16.10.1 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 172.16.10.1

Desc: (none)

| KEvl SA: local 172.16.1.1/500 renote 172.16.10.1/500 Active
Capabi lities: (none) connid: 1001 |ifetine:23:58:58

| PSEC FLOW permit 47 host 172.16.1.1 host 172.16.10.1
Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 25 drop O life (KB/Sec) 4596087/ 3538
Qut bound: #pkts enc'ed 25 drop 3 life (KB/ Sec) 4596087/ 3538

Hub#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnmentation

Interface: Tunnel O

Uptime: 00:01: 47

Sessi on status: UP-ACTI VE

Peer: 172.16.1.1 port 500 fvrf: (none)

ivrf: (none)

Phasel_id: 172.16.1.1

Desc: (none)

| KEvl SA: local 172.16.10.1/500 renote 172.16.1.1/500 Active
Capabi lities:(none) connid: 1001 lifetine:23:58:12

| PSEC FLOW permit 47 host 172.16.10.1 host 172.16.1.1
Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 35 drop O life (KB/Sec) 4576682/ 3492
Qut bound: #pkts enc'ed 35 drop O life (KB/ Sec) 4576682/ 3492

show crypto isakmp sa detail

Spokel#show crypto isakmp sa detail

Codes: C - |IKE configuration node, D - Dead Peer Detection

K - Keepalives, N - NAT-traversal

T - cTCP encapsul ation, X - | KE Extended Authentication

psk - Preshared key, rsig - RSA signature renc - RSA encryption
I Pv4d Crypto | SAKMP SA

C-id Local Renote |-VRF Status Encr Hash Auth DH Lifetinme Cap.

1001 172.16.1.1 172.16.10.1 ACTI VE 3des sha psk 1 23:59:10
Engi ne-id: Conn-id = SW1

IPv6 Crypto | SAKMP SA

Hub#show crypto isakmp sa detail

Codes: C - |IKE configuration node, D - Dead Peer Detection

K - Keepalives, N - NAT-traversal

T - cTCP encapsul ation, X - | KE Extended Authentication

psk - Preshared key, rsig - RSA signature

renc - RSA encryption | Pv4d Crypto | SAKMP SA

C-id Local Renote |-VRF Status Encr Hash Auth DH Lifetinme Cap.

1001 172.16.10.1 172.16.1.1 ACTI VE 3des sha psk 1 23:58:20
Engi ne-id: Conn-id = SW1

IPv6 Crypto | SAKMP SA



show crypto ipsec sa detail

Spokel#show crypto ipsec sa detail

interface: Tunnel O

Crypto map tag: Tunnel O-head-0, |ocal addr 172.16.1.1

protected vrf: (none)

| ocal ident (addr/mask/prot/port): (172.16.1.1/255.255.255. 255/47/0)
renote ident (addr/mask/prot/port): (172.16.10.1/255.255. 255. 255/47/0)
current _peer 172.16.10.1 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 24, #pkts encrypt: 24, #pkts digest: 24

#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O

#pkts no sa (send) 3, #pkts invalid sa (rcv) O

#pkts encaps failed (send) 0, #pkts decaps failed (rcv) O

#pkts invalid prot (recv) 0, #pkts verify failed: 0O

#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O

#pkts replay rollover (send): 0, #pkts replay rollover (rcv) O
##pkts replay failed (rcv): O

#pkts internal err (send): 0, #pkts internal err (recv) O

local crypto endpt.: 172.16.1.1, renote crypto endpt.: 172.16.10.1
path mu 1500, ip nmu 1500, ip ntu idb Ethernet0/0

current outbound spi: 0xA259D71(170237297)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: 0x8D538D11(2371063057)

transform esp-3des esp-sha-hmac

in use settings ={Transport,}

conn id: 1, flow.id: SW1, sibling_flags 80000006,

crypto map: Tunnel O- head-0

sa timng: remaining key lifetime (k/sec): (4596087/3543)
1V size: 16 bytes

repl ay detection support: Y

Status: ACTI VE

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

spi: O0xA259D71(170237297)

transform esp-3des esp-sha-hmac

in use settings ={Transport, }

conn id: 2, flow.id: SW2, sibling_flags 80000006,
crypto map: Tunnel 0- head-0

sa timng: remaining key lifetime (k/sec): (4596087/3543)
1V size: 16 bytes

repl ay detection support: Y

Status: ACTI VE

out bound ah sas:

out bound pcp sas:

Hub#show crypto ipsec sa detail
interface: Tunnel O
Crypto map tag: Tunnel O- head-0, |ocal addr 172.16.10.1

protected vrf: (none)
| ocal ident (addr/mask/prot/port): (172.16.10.1/255.255.255.255/47/0)
renote ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)



current _peer 172.16.1.1 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 34, #pkts encrypt: 34, #pkts digest: 34
#pkts decaps: 34, #pkts decrypt: 34, #pkts verify: 34
#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O
#pkts no sa (send) 0, #pkts invalid sa (rcv) O

#pkts encaps failed (send) 0, #pkts decaps failed (rcv) O
#pkts invalid prot (recv) 0, #pkts verify failed: O

#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) O
##pkts replay failed (rcv): O

#pkts internal err (send): 0, #pkts internal err (recv) O

local crypto endpt.: 172.16.10.1, renote crypto endpt.: 172.16.1.1
path mu 1500, ip nmtu 1500, ip ntu idb Ethernet0/0

current outbound spi: 0x8D538D11(2371063057)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: 0xA259D71(170237297)

transform esp-3des esp-sha-hmac

in use settings ={Transport, }

conn id: 1, flow.id: SW1, sibling_flags 80000006,

crypto map: Tunnel 0- head-0

sa timng: remaining key lifetime (k/sec): (4576682/3497)
1V size: 16 bytes

repl ay detection support: Y

Status: ACTI VE

i nbound ah sas:
i nbound pcp sas:

out bound esp sas: spi: 0x8D538D11(2371063057)

transform esp-3des esp-sha-hmac

in use settings ={Transport, }

conn id: 2, flow.id: SW2, sibling_flags 80000006,

crypto map: Tunnel 0- head-0

sa timng: remaining key lifetime (k/sec): (4576682/3497)
1V size: 16 bytes

repl ay detection support: Y

Status: ACTI VE

out bound ah sas:
out bound pcp sas:

show ip nhrp

Spokel#show ip nhrp

10.1.1.254/32 via 10.1.1.254

Tunnel O created 00: 00: 55, never expire
Type: static, Flags:

NBMVA address: 172.16.10.1

Hub#show ip nhrp

10.1.1.1/32 via 10.1.1.1

Tunnel O created 00: 01: 26, expire 01:58:33
Type: dynami c, Flags: unique registered
NBMA address: 172.16.1.1

show ip nhs



Spokel#show ip nhrp nhs

Legend: E=Expecting replies, R=Respondi ng, WWiting
Tunnel 0:

10.1.1.254 RE priority = 0 cluster =0

Hub#show ip nhrp nhs (As the hub is the only NHS for this DMVPN cloud,
it does not have any servers configured)

show dmvpn [detail]

"show dmvpn detail" returns the output of show ip nhrp nhs, show dmvpn,
and show crypto session detail

Spokel#show dmvpn

Legend: Attrb --> S - Static, D- Dynamic, | - Inconplete

N - NATed, L - Local, X - No Socket

# Ent --> Number of NHRP entries with sane NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W--> Witing
UpDn Tine --> Up or Down Tinme for a Tunnel

Interface: Tunnel 0, 1 Pv4 NHRP Details
Type: Spoke, NHRP Peers: 1,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1172.16.10.1 10.1.1.254 UP 00:00:39 S

Spokel#show dmvpn detail

Legend: Attrb --> S - Static, D - Dynamic, | - Inconmplete

N - NATed, L - Local, X - No Socket

# Ent --> Nunmber of NHRP entries with sane NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W--> Witing
UpDn Tine --> Up or Down Tinme for a Tunnel

Interface Tunnel O is up/up, Addr. is 10.1.1.1, VRF ""

Tunnel Src./Dest. addr: 172.16.1.1/172.16.10.1, Tunnel VRF ""
Protocol / Transport: "GRE/IP", Protect "DWPN | PSEC

Interface State Control: Disabled

I Pv4 NHS:
10.1.1.254 RE priority = 0 cluster =0
Type: Spoke, Total NBMA Peers (v4/v6): 1

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network

1 172.16.10.1 10.1.1.254 UP 00:00:41 S 10.1.1.254/32

Crypto Session Details:

Interface: Tunnel O

Sessi on: [ 0x08D513D0]

| KEvl SA: local 172.16.1.1/500 renote 172.16.10.1/500 Active
Capabi lities:(none) connid: 1001 |ifetine:23:59:18

Crypto Session Status: UP-ACTI VE

fvrf: (none), Phasel_ id: 172.16.10.1

| PSEC FLOW pernmit 47 host 172.16.1.1 host 172.16.10.1
Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 21 drop O life (KB/Sec) 4596088/ 3558



Qut bound: #pkts enc'ed 21 drop 3 life (KB/ Sec) 4596088/ 3558
Qut bound SPI : Ox A259D71, transform: esp-3des esp-sha-hmac
Socket State: Open

Pendi ng DMWPN Sessi ons:

Hub#show dmvpn

Legend: Attrb --> S - Static, D- Dynamic, | - Inconplete

N - NATed, L - Local, X - No Socket

# Ent --> Number of NHRP entries with sane NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W--> Witing
UpDn Tine --> Up or Down Tinme for a Tunnel

Interface: Tunnel O, |Pv4 NHRP Details Type: Hub, NHRP Peers:1,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1172.16.1.1 10.1.1.1 UP 00:01:30 D

Hub#show dmvpn detail

Legend: Attrb --> S - Static, D- Dynamic, | - Inconplete

N - NATed, L - Local, X - No Socket # Ent --> Nunmber of NHRP entries with same NBVA peer NHS
Status: E --> Expecting Replies, R --> Responding, W--> Wiiting UpDn Tine --> Up or Down Tine
for a Tunnel
Interface Tunnel O is up/up, Addr. is 10.1.1.254, VRF "" Tunnel Src./Dest. addr:

172.16. 10. 1/ MGRE, Tunnel VRF "" Protocol/Transport: "nulti-GRE/ I P", Protect "DWPN | PSEC
Interface State Control: Disabled Type: Hub, Total NBMA Peers (v4/v6): 1

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network ----- ----------no--- --
------------------------------------------------ 1172.16.1.1 10.1.1.1 UP 00:01:32 D
10.1.1.1/32

Crypto Session Details:
-------------------------------------------------------------------------------- Interface:
Tunnel O

Sessi on: [ 0x08A27858]

| KEvl SA: local 172.16.10.1/500 renote 172.16.1.1/500 Active
Capabi lities: (none) connid: 1001 |ifetine:23:58: 26

Crypto Session Status: UP-ACTI VE

fvrf: (none), Phasel id: 172.16.1.1

| PSEC FLOW permit 47 host 172.16.10.1 host 172.16.1.1
Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 32 drop O life (KB/Sec) 4576682/ 3507
Qut bound: #pkts enc'ed 32 drop O life (KB/ Sec) 4576682/ 3507
Qut bound SPI : 0x8D538D11, transform: esp-3des esp-sha-hmac
Socket State: Open

Pendi ng DMWPN Sessi ons:
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