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1. vManagelcO%' 4 > L, Configuration > PoliciesDBEICEBE L T, Add Policy2 V)Y VL ET

o

2. [Create Groups of Interest]tz2 > 3> TTLOC > New TLOC List®JEICZ VY UL, RABUUJAK
(ZActive Hubf & Standby HUDAD I K Z12F DBMLET,



TLOC List

List Mame

PREFER_DC10_DC20

TLOC IP Color Encap Preference
10.10.10.1 mpls v  ipsec ~ 1000
Ij
10.10.10.2 mhipls v ipsec v 500
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(+) Add TLOC
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3. Site > New Site List® JEICBEL, 75FHA NAODUANENT A NEADY) A NEER
LET,

Site List

Site List Name
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Site
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Site List

Site List Mame

DCs_10_20

Site

10.20

Save Cancel

4. Nextz )Y 2 L&ET, Configure Topology and VPN Membershiptz2< 32T, Add
Topology > Custom ControlDJEICEE L £9,

5R)—0OFBBEHAZEMLET,
6. Sequence Type > TLOCOIJEIZZ )Y U L. Sequence RuleZEML £,

7. Match > Site® JEIZIBIRL T, 75 FDSite! ) ANEEML. Actions > Reject® JEIZ&EIR L
T. Save Match And ActionsZ 2 Y O LET,

E TLOC

(#) Sequence Rule Drag and drop to re-arrange rules

0 T

O Accept © Reject

Match Conditions Actions

Site List * Enabied

BRANCHES x N

Site 1D

Cancel Save Match And Actions

8. Sequence Rulez 7YoL, NTHARNI—HITZINUZBMLTERLET,



E TLOC rLoc

{#} Sequence Rule Drag and drop 1o re-arrange rules

O AcceptD) Reject OMP Tag  Preference
Mateh Conditions Actions
Site List = Accept Enabled

DCs_10_20 =

Cancel Save Maich And Actions

9. TNIEFZA7 1 > "%, CFrES—KL., TIERIL—I) 2EBILET,
10.— 8023 E2ZHAOXRRICL, U232 ICAcceptZRELE T, RICTLOCZIEIRL .
LABIERR L =TLOCU A N &3BHIL T. Save Match And ActionsZ® 2 Y L %E T,

E Route Raoute

-'_:: Sequence Rule Drag and drop 1o re-arrange rules

Pratacol IPvd v O Accept(C) Reject Community Export To OMP Tag Praference Semice TLOG Action @
Match Conditions Actions
Accept Enabled
TLOG List a

PREFER_DC10_DC20 =

Cancel Save Match And Actions

11. Save Control PolicyzZ 7)Y VL&Y,

12. Apply Policies to Sites and VPNst 9> 32 & TNext2 VU Y VL E T,

13. [Topologylz o 2 a3 >V ICHIHAR) > —HNRRE N, [New Site List] 22 1) v U L, [Outbound
Site List]lC[Branches]'J AN ZEIRL T, [Add]| 2TV UY I LET,



@ Create Groups of Inte @ Conhgure Tepology and VPN Membership
Add policies to Site i WP
F Car e ° 1F
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Topology  Application-Aware Routing Traffic Data Cflowd
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14. PreviewZz 2 vy LT, RU—ZHRELET,

viptela-policy:policy
control-policy Active_Standby_HnS
sequence 1
match tloc
site-Tist BRANCHES
!
action reject
!
!
sequence 11
match tloc
site-Tist DCs_10_20
!
action accept
!
!
sequence 21
match route
prefix-1ist _AnyIpv4PrefixList
!
action accept

set
tloc-Tist PREFER_DC10_DC20

!
!
!
default-action reject
!
Tists
site-Tist BRANCHES
site-id 2-4
!
site-Tist DCs_10_20
site-id 10
site-id 20
!
tloc-1ist PREFER_DC10_DC20

gure Traffic Rules

Apply Polickes to Sites and VPNs

Add



tloc 10.10.10.1 color mpls encap ipsec preference 1000

tloc 10.10.10.2 color mpls encap ipsec preference 500
|

prefix-1ist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 le 32
|

I

1

apply-policy
site-1ist BRANCHES

control-policy Active_Standby_HnS out
!
!

15. Save Policyz 7)Y VL&,
16. [Centralized Policy] X Z1—T, #ILKERLZRVSZ —DORIZHBD3D2ORY NZEIUY D
L. [Activate]ZiBIRL E£7,

Cantradized Policy Localized Palicy

Name Description Type Activated Updated By Policy Version Last Updated =

Centralized _Active_Stand Contralized_Active_Stand Ul Policy Builder talse adrmin ITO0202ITIE4504926 0 Mar 2023 6:45:04 PM ses

Copy

Dedete

Activate

WERAIVARTIDE, "R AT—RAFRRENET,

i Status Message Hostname

® @ Success Done - Push vSmart Policy vsmart

R

A7

ROOAXR Y REFALT, R —HvSmantTHERENTWVWB CEZHRBLET,
<#root>

vsmart#

show runni ng-config policy



policy

Tists

tloc-1ist PREFER_DC10_DC20
tloc 10.10.10.1 color mpls encap ipsec preference 1000
tloc 10.10.10.2 color mpls encap ipsec preference 500
!

site-Tist BRANCHES

site-id 2-4

!

site-Tist DCs_10_20

site-id 10

site-id 20

!

prefix-1ist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 1le 32

!

!

control-policy Active_Standby_HnS
sequence 1

match tloc

site-Tist BRANCHES

!

action reject

!

!

sequence 11

match tloc

site-Tist DCs_10_20

!

action accept

!

!

sequence 21

match route

prefix-1ist _AnyIpv4PrefixList
!

action accept

set

tloc-1ist PREFER_DC10_DC20

!

!

!

default-action reject

!

!

vsmart#

show runni ng-confi g appl y-policy

apply-policy

site-Tist BRANCHES

control-policy Active_Standby_HnS out
!

!

vsmart#

N ChBEERYS—TF., ChiBvSmaticBRE NTEFE N, TYIFNARIET



~ va1EhEH A, show sdwan policy from-vsmart; N> RTlE, TY 2 F/N1 ADKR
Do—RRRENER A,

NS7I>a1—bk
NRSTIN>a1a—F 14202 %Z2OX R,

vSmartDig4 :

show running-config policy

show running-config apply-policy

show omp routes vpn <vpn> advertised <detail>
show omp routes vpn <vpn> received <detail>
show omp tlocs advertised <detail>

show omp tlocs received <detail>

cEdge L :

show sdwan bfd sessions

show ip route vrf <service vpn>

show sdwan omp routes vpn <vpn> <detail>
show sdwan omp tlocs

LTICH 2R,
TZ20FHPSNTADOBFDEY 2 IV O ERENTVED L 2BALET,

<#root>
Branch_02#

show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC  DST PUBLIC DETECT
SYSTEM IP  SITE ID STATE COLOR COLOR SOURCE IP IpP PORT ENCAP MULTIPLIE
10.10.10.1 10 up mpls mpls 192.168.1.36 192.168.1.30 12386 ipsec 7
10.10.10.2 20 up mpls mpls 192.168.1.36 192.168.1.33 12366 ipsec 7

HOTSFHSOIL—KH. TUVT77LYR10000T7 9T 17 NTEZNLTREEhB L%
BIELET,

<tfroot>



Branch_02#

show sdwan onp route vpn 10 172.16. 1. 0/ 24 detai

Generating output, this might take time, please wait ...

RECEIVED FROM:
peer 10.1.1.3
path-id 8
TabeTl 1002

status C I, R <-- Chosen, Installed,

Toss-reason not set
lost-to-peer not set
lost-to-path-id not set
Attributes:

originator 10.3.3.3
type installed

tloc 10.10.10.1, npls, ipsec <-- Active Hub

ultimate-tloc not set
domain-id not set
overlay-id 1

site-id 3

preference 1000

tag not set

origin-proto connected
origin-metric 0

as-path not set
community not set
unknown-attr-len not set
RECEIVED FROM:

peer 10.1.1.3

path-id 9

Tabel 1003

status R <-- Recei ved

loss-reason preference
lost-to-peer 10.1.1.3
lost-to-path-id 8
Attributes:

originator 10.3.3.3
type installed

tloc 10.10.10.2, npls, ipsec <-- Backup Hub

ultimate-tloc not set
domain-id not set
overlay-id 1

site-id 3

preference 500

Recei ved



tag not set

origin-proto connected
origin-metric 0

as-path not set
community not set
unknown-attr-len not set

BYIE 5 2

Cisco SD-WAN7R!) > —E8EHA R, Cisco IOS XEJ IJ—2R17.x
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