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Related Links and Documentation

No related links or documentation
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JOSXE-17.13.1a(ED) Advisories ]

ele ize
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Advisories [
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Catalyst 8200/8200L/8300 Series Edge - No Payload Encryption 15-Nov-2023 840.70 MB + \.—f -
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https://tools.cisco.com/security/center/publicationListing.x?product=Cisco&keyword=SD-WAN&sort=-day_sir&limit=50#~Vulnerabilities

COBRNOEOaVTR, CLLZY7IL—R7OCAZIEZE> THBELET, cEdgeD T ¥
7L —R7OFEARVEdgeP T Y 7T L—REUTVRHEEN HYETH, EICEATZHIV
VRICKP2>TERBYET, XOFIETEK. COFIEORBAFEERLET,

ATY 7 1:cEdgeCREMDN—2 a2V EFEATREBAR—AZERELETD,

FNAACBEA AN =ILENTVWEIN=23 2 2ZBRLET, OBITEK, cEdge)ll—ZI(C
N—=23217.04.0258 12 AR =ILENTVERT,

<tfroot>

Router#

show versi on

| include G sco | CS

Cisco I0S XE Software, Version 17.04.02

SD-WANJL—Z Tk, FRABPON—2a  EFRATRERAR—AEEBIATEET,

<#froot>
Router#

show sdwan software

VERSION ACTIVE DEFAULT  PREVIOUS CONFIRMED TIMESTAMP

17.04.02.0.2620 true true false - 2021-09-06T03:32:34-00:00

Total Space:387M Used Space:127M Available Space:255M

ATV 7 2: BOA X—2%cEdge)l—RICEE/7Y 7O0—RULET,
VManageZ BB ER FICA XA —TJZEETRICE,. RD200FA T3> ERTEET,

« FTP/TFTP
« USB RZ47

EE550AT7a>rTE, PTY7TYUL—RFIERKELUTT, USBRZATATa ik,
TFTPIFTPH—NABVEHEE., EEREIL—ZFZFVE—RNTIOEANFIRE NI-RHREICH D15
SICERTT., cOFITE., TFTPFTPAZ > a AERENATVET,

<tfroot>



Router##

copy tftp: bootflash

Address or name of remote host []? 10.1.1.1
Source filename []?

c8000v- uni ver sal k9. 17. 08. 01a. SPA. bi n

Destination filename [c8000v-universalk9.17.08.01a.SPA.bin]?
Accessing tftp://10.1.1.1/c8000v-universalk9.17.08.01la.SPA.bin...

<{froot>
Router#

copy ushbO: bootfl ash:

Source filename []? c8000v-universalk9.17.08.01la.SPA.bin
Destination filename [c8000v-universalk9.17.08.01a.SPA.bin]?

HLOWAX=DHAFEL, O—ANARL—2 (7Y 21FEBT—R75v21 ) ICELL
TY7O—REhTVWBRHAESHERELET,

<tfroot>

Router#

dir

Directory of bootflash:/

XXXXXX -rw- 11879476 Jun 29 2022 12:42:37 +00:00

c8000v-uni versal k9. 17. 08. 0l1a. SPA. bin

ATYVT3:#HLWITRIITZIL—-RICAAN=ILZET,

FLLVAX=DHFEEICTY Z7O—R&EnS5, Y Rrequest platform software sdwan
software install D{xRE T, ELWVWNAZREBIL TR Z[T, FATIHENfHYVET, <OF
JETEIL—ZNFVO—RENT, A X=TROT O VE2TITATHTIHEN HDE
ERAITDIENHNEETT,

<{froot>
Router#

request platformsoftware sdwan software install bootflash: c8000v-universal k9. 17. 08. 0la. SPA. bi n



(A7232)RIZ, L—BORAT—RAZRIL £, show sdwan software AN > RZFERHT
2, FILWYTRDITV)—ANIN—ZRICELKRRESNTVWD EEERTEETTH,
ACTIVEEDEFAULTOfE A falseL RRENTWB &, DEYAX—DHFEFEL. B0 %l
ATETVWBREZHIELET,

<tfroot>

Router#

show sdwan software

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP
17.04.02.0.2620 true true false - 2021-09-06T03:32:34-00:00
17.08.01. 0. 1526 fal se fal se fal se - 2022-06-29T22: 32: 28-00: 00

Total Space:387M Used Space:148M Available Space:235M

BIETEDES1DO0HAME. 7—K75Y21TF, 2T, bind X—HFEREh, N\v7T
— N —BERRENTEBNES L ENBIETERT,

<ttroot>

Router#

dir

Directory of bootflash:/

393598 -rw- 6895 Jun 29 2022 22:31:55 +00:00 c8000v-universalk9.17.08.01la.SPA.conf

393229 -rw- 51957778 Jun 29 2022 22:31:55 +00:00 c8000v-rpboot.17.08.01la.SPA.pkg

393650 -rw- 800670808 Jun 29 2022 22:30:33 +00:00 c8000v-mono-universalk9.17.08.01la.SPA.pkg
393617 -rw- 4359240 Jun 29 2022 22:30:13 +00:00 c8000v-firmware_nim_ge.17.08.01la.SPA.pkg
393620 -rw- 5575756 Jun 29 2022 22:30:13 +00:00 c8000v-firmware_nim_xds1.17.08.01la.SPA.pkg
393618 -rw- 11568204 Jun 29 2022 22:30:13 +00:00 c8000v-firmware_nim_shds1.17.08.01a.SPA.pkg
393616 -rw- 17724492 Jun 29 2022 22:30:13 +00:00 c8000v-firmware_nim_cwan.17.08.01la.SPA.pkg
393610 -rw- 13038668 Jun 29 2022 22:30:13 +00:00 c8000v-firmware_nim_async.17.08.01a.SPA.pkg
393608 -rw- 11760716 Jun 29 2022 22:30:12 +00:00 c8000v-firmware_ngwic_tlel.17.08.01a.SPA.pkg
393606 -rw- 2376780 Jun 29 2022 22:30:12 +00:00 c8000v-firmware_dsp_sp2700.17.08.01a.SPA.pkg
393605 -rw- 66636 Jun 29 2022 22:30:12 +00:00 c8000v-firmware_dreamliner.17.08.01la.SPA.pkg

ATYT4: TOTaR=>32, R, TF7AILN—23 2 0RE,

AX=INFEEICAVAN=IIENLES, KOFIETAA—EBTFTIT147IZLUET, request
platform software sdwan software activate AN > RZFEAL T, RY MOERRETN—>23 %



BALET, COBITHERATS/IN—>321F17.08.01.0.1526TF, U —AFEE(E. show
sdwan softwareD H A SEBTE X T,

<#root>
Router#

request platformsoftware sdwan software activate 17.08.01.0. 1526

~ 7E : request platform software sdwan software activate 1Y > RZ RT3 % &, cEdgeT/\ A
ANV O—R7OLAZEABRLET, FLEERBEFZEZHIC, COOAN REXRTITDE, U
O—RZFELTEBVCEZZERIDCENEETT,

IL=20)O—R7OEANFETLES, HILWIIRKRIVITZEF7AILNELTRETIHLE
NFHYNET, chZE1TSICIE. request platform software sdwan software set-default:

<tfroot>

Router#

request platform software sdwan software set-default 17.08.01.0.1526

CLIZYZ7YJL—R7OELAODGKGREDATY 7°& L T, request platform software sdwan software
upgrade-confimIN > RERITLET. COATYTRMBETT, PY7TIL—RZERLEV
BEE., L—22HFVWDU—=RAICO-ILNYIVTEET,

<ttroot>

Router#

request platform software sdwan software upgrade-confirm

CNHEDIRIET, Cisco I0S XE SD-WAN cEdge)l—Z DT Y 7JL—R7Z7OLANETLEL
oo BOVUL—R7Z7OCAZETIDICE. CNETCERUFIEZEAL, B4 X=DN
—TavEBRLET.,

AL
(A7232)7OAANRETLES, URCEALEONY RO—BZ2EAL T, FNAAT

FOTATEB2EFHFLWN—23 2 2BBTEELRT, /NI X —FACTIVEEDEFAULTICRE®D
fEARREN, CONFIRMEDNZ X —RICEI—FEFRREND I EITFELTSEZ,

<{froot>



Router#

show version | include Cisco I OS

Cisco I0S XE Software, Version 17.8.1a

<{froot>
Router#

show sdwan software

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP
17.04.02.0.2620 false false false - 2021-09-06T03:32:34-00:00
17.08. 01.0. 1526 true true fal se user 2022-06-29T22: 50: 12-00: 00

Total Space:387M Used Space:148M Available Space:235M
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ATYT1 :  AX=2%ADI2O0—RLU, vManageV 7RI ITF VRS NJICEELET,

CEADCEdge)l—RICHEL A X—2&A D O—RIBICIE, software.cisco.comlc BB L T
IL—AORRIDEBRELET, KIZ, CiscolOS XE SD-WANY 7 R F7%#ZERL T, FINA
ATHEATEZEV)—ADVARNERRLET, PCICA X=X U2 O—RKRULES, vManage
Software Repositorylc 4 X—2 7Y 7O— RFBBENHYET, ChZETSICIE, vManage
> Maintenance > Software Repository® JEICBEL £3,



https://software.cisco.com/download/home
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Monitor ) Software Repository

Software Upgrade

Configuration
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Tools »

Administration »
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RIZ, MY T7AZ1— (4 X—22) TSoftware ImagesZiZIRL ., T D% TAdd New Software&
vManagez 7)Y VL &ET,

= CiSCG '-.-"L"Il\"i['lﬁ';_li] Select Resource Group Maintenance - Software REPUS“DW

Remaote Sarver Software Images Virtual Images Firn

Mote: Software version is compatible with specified controller version or less

" Remote Server (preferred)
vManage

Remote Server - viManage
farsion Saftware Location Available SMU Versio... Image Type Architecturs Versi

Mo data available

B & 2
Add New SoftwareZiZiIRI2 &, FILLWD A RIONFRRENET,

OJ4>0L7k5, BrowseZz2 Y OL, DRDKNVICTYTO—RIBDAAXA—DZBRLET,
TN#, Uploadz VYO LET (R3ZSH),



Upload Software to vManage

¢ B000N - unihvraalk. 17.08.010, SPA BN =
E11.81 B

Drag and Drop File Or

Updoad

& 3

FYy7O—RULES, 1 X=THFvManageV 7R T IF VR RNIVICELLK R FFEhTVS AL
SHZHETEET (R4EFE, VIRNIITAX—IHFFERELTVWBRCEZRLTVET ),

= Cisco vManage elect Resource Groups Maintenance + Software Repository
Remote Server Soltware Images Wirtual Images Firerrwane
Mot Soltamng vorsian is compatibly with Specifod controllor vorsson or lss
Software Version Controller Versson Sofiware Location Available SMU Versio_.  Image Type Aschiteciure Version Type Name Axailable File
o8 1526.1 a 5 xE6 Li B [ 08,0 =
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COFEZHITTSIZIE. vManage > Maintenance > Software Upgrade D JEICBE) T 2 HEN H
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Cisco SDWAN

Maonitor b software Hepository

Configuration

K 5

Software Upgradetz V> a U ARRE s, 7Y T IL—RABERCEdge)l— X ZREL &K
T (FNAAOPFKLAEANLTRETEET ), KIC. FNAAOREHDFTY IRY
OA®IVUY UL, UpgradeA7>a>zoUvOLET (R6ESH),

= Cisco vManage () Select Resource Groupw

Q. 5551 x

[ - b
Seafcn

1Rows Selected  { jnarade : Cancel Software Upgrade

Upgrade Virtual Image

Device Group

C] Hostname System IP Chassis Number Site 1D Device Model
a @ cedgel_... 5.5.5.1 CSR-2F04A5E7E-146B-AEGD... 2071 CSR1000v

K 6



UpgradeZ 7)Y 732 EFHLWI A RIUFRTRENET (R7 ). cOVA2RIT, ROV
THIAZI—DOUARNESEZ—TY N U—AON—2 3> ZBIRLET,

Software Upgrade o

O vManage (O Remote Server () Remote Server - vManage

Platform Version

CSR1000v
17.08.01.0.1526.1650485556

() Activate and Reboot

Cancel



K 7

N URRNEIUYILTENAA—TH2OULERENBBAR. RARNTSIF 4R
ELTHEWAXA—TEMBRLTHTLEE Y, HVYTRITFAX—IHEAEnE<A
1S, L—ANSTDAA—TEUBRTHEFBITT. COBEICEY, L—XANL
—SOEEESNEIET.

CORUBEET, vManageZA 7> a>REAVEBIRTDIMVBEN D EEFETELF TS ar &,
Activate and RebootF I Y JRY JAA T a N MBEBRF TSI RRENET (K8%ZESH
) o

1. Activate and RebootF T Y VRY JAICF I Y IN—IHFVWTWVWT, Upgrade?dRX A&
NTWVW3EE., vManagehN 7y 7IL—R7ORAEZBBAL., L—2FVT—NLTT Y7L
—REhFET,

2. Activate and RebootF T Y JRY VD AFA TS AV F 7 DJ/E(H DUpgrade’ R R > HF#HE h iz

BE). vManageldcEdge)l—RICOD I A X =D ZEELFT, cnlE, STENFN X TFRADA
VRORICETTYTIL—RTPITAETAEZRTIREAICRIBET,

F772a>&BRLES, UpgradelRZ> &2 92UV I LET,



Software Upgrade

O vManage () Remote Server () Remote Server - viManage

Platform Varsion

CSR1000v 17.08.01.0,1526. 1650485556

e



X 8
TY7TIL—R7OEANTT T5E, vManagelZSuccessDIFEBEND AT —RZ AN RRENET

o

X 9
AT Y 7 3:SetDefault VersionA 7’ 3> T, Y7 RNIIT7ETFTAILNIEKRELET,

BOFIEATTITRDE, L—BRAA—DHFAVARN=IIEN, FUOTATtEhET, COKRE
NIREETT 9521k, vManage > Maintenance > Software Upgrade® JEICRE ') £, cEdgell
— X &R L, Set Default Version2 Y I LET,

= CiscovM - Maintenance * Software Upgrade

K 10
FLOWO A ROAEE (K1), F7AILNOV)—REEBETDILENHBNET,



Set Default Version

Salact default software version for all selected devices
Platform Version

:EH‘IEDDU saelact war

Cancel

B 11

KOV FHIVURRA SNV AV EBRUES (BEAZAR—ALEOERUN—T 3>
EBBRTZDCLEZTNBVTSEEY ), SetDefault22 )Yy I LET, COFIEICKY),
vManagelc k7Y 77JL—R7OLANFETLET, BHRIC, vManageZEALTX V> JL
—RERITTEET,

RANTZ0T4 R

FLWIL—R, LA —RED I —2X, FilEReturn Material Authorization(RMA))L—Z D54
l&. SD-WANDERENHICY 7RI TF7 )£y N%ZE3E1TL T, Configuration Data Base(CDB),
Forwarding Processor(FP), & & TFIOS-XE SDWANAD IR TD T OEANBLICIV—2ThH
DLELEBRTD LB BEOHLET,

<{froot>
Router#

request platform software sdwan software reset
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