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DNSEZE
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B=

CHORFIXAKNTR., $IEGEORBORRELZZDAEMEOHZIREO—ZE, ZTORNTTIL
DA—FAVTREILCOVTEHBELET,

BRELHA

&

F CORFIXVNCEETNTVRAY U REIDIFELEAL R, VEdge)L—ZDEDT
.o 172U, Cisco IOS® XE SD-WANY 7 R I I 7 £ $3)L—20F7 7O—FREEL T
T, XREADLET, sdwan Cisco IOS XE SD-WANY 7RI I 7 TCRILUEAZEEBETSIC
= ;Tk®=F—'7—HE{EFHb35?o 7‘:&7?_(1‘\ show sdwan control connections 1’%1’3 V) Z show

control connections .

RSTINA1—F1420T&2T58C. BMEOWANIY DHELLKEREEATVWR CEA2BALE
9,

NBEUTZEBHET,

cAVARN=ILENTVREMBIRAE,
- NS DOEREIE, system block:

- system-ip

. site-id

- Organization-Name

- vBond7 RL A



NRILATS

. VEdge TIE L < &%
SATLAOOY Y

" show clock AN~/ Ri&k.

REANDLET,

RO ITNTOT—AICD

NEXODIAYY RTHEELET,

EE

clock set 1N =/ I\E%‘ﬁ'b_c\

AVEIPT RLANREENEVPNORNS > A7R—
GESNTVWBRIATAOYIE, HOTFNAA/ANO—FE—HT D

REOKZtLY N2#FELERT,

BHBEHIOHZRICRLERT,

branch-vEl# show control local-properties

personality vedge
organization-name vIPtela Inc Regression
certificate-status Installed
root-ca-chain-status Installed
certificate-validity vValid

certificate-not-valid-before
certificate-not-valid-after

dns-name

1 protocol

10.1.10.1
serial-num

1:00:00:00 retry-interval

Sep 06 22:39:01 2018 GMT
Sep 06 22:39:01 2019 GMT

vbond-dns-name.cisco.com site-id
dtls tls-port

chassis-num/unique-id

12345718 vsmart-list-version

hAR=TIARK

TNAAIZEL VR ZE

RELEXT,

W, Transport Locator(TLOC)A BB L TWB & ZRAELE T,
show control local-properties 1~ >/ RARRENBVHEEEHVY)E

10 domain-id

0 system-ip

0:00:00:17 no-activity-exp-interval

66cb2a8b-2eeb-479b-83d0-0682b64d8190
0 keygen-interval

0:00:00:12 dns-cache-ttl 0:00:02:00 port-hopped TRUE time-
since-last-port-hop 20:16:24:43 number-vbond-peers INDEX IP
PORT -———-————————m— - ——————— 0 10.3.25.25 12346 1
10.4.30.30 12346 number-active-wan-interfaces 2 PUBLIC PUBLIC PRIVATE
PRIVATE RESTRICT/ LAST MAX SPI TIME LAST-
RESORT INTERFACE IPv4 PORT Ipv4 PORT VS/VM COLOR CARRIER STATE
CONTROL CONNECTION CNTRL REMAINING INTERFACE —--—--—--—-—-—"="—"="—"="—"—"—"——"——~——~——~——~——~——~——————————
-- gel/1 10.1.7.11 12346 10.1.7.11 12346 2/1 gold default wup
no/yes 0:00:00:16 2 0:07:33:55 No ge0/2 10.2.9.11 12366 10.2.9.11
12366 2/0 silver default up no/yes 0:00:00:12 2 0:07:35:16 No
VEdgeV 7 R VI FP7N—2 32163 TR, HAOICRODEMT 1 —ILRABYET,
number-vbond-peers 1
number-active-wan-interfaces 1
NAT TYPE: E -- indicates End-point independent mapping A -- indicates Address-port
dependent mapping N -- indicates Not learned Note: Requires minimum two
vbonds to learn the NAT type PUBLIC PUBLIC PRIVATE PRIVATE
PRIVATE MAX RESTRICT/ LAST SPI TIME
NAT VM INTERFACE 1IPv4 PORT Ipv4 IPv6 PORT VS/VM
COLOR STATE CNTRL CONTROL/ LR/LB CONNECTION REMAINING TYPE CON
STU
N PRF - - - - === —
——————— ge0/4 172.16.0.20 12386 192.168.0.20 2601:647:4380:ca75::c2 12386 2/1 public-
internet wup 2 no/yes/no No/Yes 0:10:34:16 0:03:03:26 E 5

BEO> T



DTLS#:#: % (DCONFAIL)

chig, HHEEIBIEAhEV-—RNEEENI1IDOTY, ZXAShBRERRALCKE, 774704 —
LWFEFTOMOEROBEESN HY) ET,

—WELRFIXTONTY RN, ECATRAOAYVTELERT7AIINRITENTVDITREMEN B
WET, FUREVHASXOBFIZOVWTEE, Z2RBLTKEE W, tcpdump BRETRLET,

c RTARKY Z(NH)IL—RIZFETERL,
- 77 %)L NF— B~ I A HRouting Information Base (RIB ; L—F 1 > JEHAR—R ) I A
YAR=ILENTVEL,
. Datagram Transport Layer Security(DTLS)7/R— A" RO—F TRV TWEH A,
RDshow AN RZEFEHATEEXRT,

#Check that Next hop

show ip route vpn 0

#Check ARP table for Default GW
show arp

#Ping default GW

ping <...>

#Ping Google DNS

ping 8.8.8.8

#Ping vBond if ICMP is allowed on vBond
ping <vBond IP>

#Traceroute to vBond DNS
traceroute <...>

DTLS#ERICKBL 12156k, DTLSER D K% show control connections-history 1~ > RH .

PEER

PEER

PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
INSTANCE TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC
IP PORT REMOTE COLOR STATE ERROR ERROR COUNT DOWNTIME
0 vsmart tls 10.0.1.5 160000000 1 10.0.2.73 23456
10.0.2.73 23456 default trying DCONFAIL NOERR 10407 2019-04-

07T22:03:45+0000
child, Y1 AXOKRZEWVWNT Y NAVEdgelcZEL A VB EICRETDIHRTI, tcpdump (SD-
WAN(vSmart)fll 7 &),

tcpdump vpn 0 interface ethl options "host 198.51.100.162 -n"

13:51:35.312109 IP 198.51.100.162.9536 > 172.18.10.130.12546: UDP, length 140 <<<< 1 (packet
number)
13:51:35.312382 IP 172.18.10.130.12546 > 198.51.100.162.9536: UDP, length 1024 <<< not reached

vEdege
13:51:35.318654 IP 172.18.10.130.12546 > 198.51.100.162.9536: UDP, length 1024 <<< not reached
vEdege
13:51:35.318726 IP 172.18.10.130.12546 > 198.51.100.162.9536: UDP, length 853 <<< not reached
vEdege

13:51:36.318087 IP 198.51.100.162.9536 > 172.18.10.130.12546: UDP, length 140 <<<< 5
13:51:36.318185 IP 172.18.10.130.12546 > 198.51.100.162.9536: UDP, length 79 <<<< 6



13:51:36.318233 IP 172.18.10.130.12546 > 198.51.100.162.9536: UDP, length 1024 << not reached
vEdege

13:51:36.318241 IP 172.18.10.130.12546 > 198.51.100.162.9536: UDP, length 879 << not reached
vEdege

13:51:36.318257 IP 172.18.10.130.12546 > 198.51.100.162.9536: UDP, length 804 << not reached
vEdege

13:51:36.318266 IP 172.18.10.130.12546 > 198.51.100.162.9536: UDP, length 65 <<<< 10
13:51:36.318279 IP 172.18.10.130.12546 > 198.51.100.162.9536: UDP, length 25 <<<< 11

VEdgeflD Bl ZRICTRLET,

tcpdump vpn 0 interface ge0/1 options "host 203.0.113.147 -n"

13:51:35.250077 IP 198.51.100.162.12426 > 203.0.113.147.12746: UDP, length 140 <<<< 1
13:51:36.257490 IP 198.51.100.162.12426 > 203.0.113.147.12746: UDP, length 140 <<<< 5
13:51:36.325456 IP 203.0.113.147.12746 > 198.51.100.162.12426: UDP, length 79 <<<< 6
13:51:36.325483 IP 203.0.113.147.12746 > 198.51.100.162.12426: UDP, length 65 <<<< 10
13:51:36.325538 IP 203.0.113.147.12746 > 198.51.100.162.12426: UDP, length 25 <<<< 11

3 :Cisco I0S XE SD-WANY 7 R U T 7 Tk, Embedded Packet Capture(EPC)D X1 V) (C
. tcpdump.

Output Interpreter traceroute =&k nping £/, Y—EAZ7ONA A=A KEBZUDPNT Y N, 7
NENTY NOBEICEIIBAELERBATVADAREEN B, EKTEENTY N4 XL
DiffServi— RAR A~ N(DSCP)X—4 &FDORS 74 v U ER L CEEERRTHI—F 1 |
TAEBHY)ET, RIZHIZERUET nping IBENAKIIL EHS.

vSmarthH' 5 :

vSmart# tools nping vpn 0 198.51.100.162 options "--udp -p 12406 -g 12846 --source-ip
172.18.10.130 --df --data-length 555 --tos 192"

Nping in VPN 0

Starting Nping 0.6.47 ( http://nmap.org/nping ) at 2019-05-17 23:28 UTC

SENT (0.0220s) UDP 172.18.10.130:12846 > 198.51.100.162:12406 ttl=64 id=16578 iplen=583
SENT (1.0240s) UDP 172.18.10.130:12846 > 198.51.100.162:12406 ttl=64 id=16578 iplen=583

IRIZVEdgeD Bl 2 RLE T,

vEdge# tcpdump vpn 0 interface ge0/l1 options "-n host 203.0.113.147 and udp"
tepdump -i geO_1 -s 128 -n host 203.0.113.147 and udp in VPN 0

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ge0_1, link-type EN10OMB (Ethernet), capture size 128 bytes
18:29:43.492632 IP 203.0.113.147.12846 > 198.51.100.162.12406: UDP, length 555
18:29:44.494591 1P 203.0.113.147.12846 > 198.51.100.162.12406: UDP, length 555

RIZRTDIE, CiscolOSY 7RI ITHEEICEEL TV traceroute vSmart LD INY > R
( vShellh 51T ) :

vSmart$ traceroute 198.51.100.162 1400 -F -p 12406 -U -t 192 -n -m 20
traceroute to 198.51.100.162.162 (198.51.100.162.162), 20 hops max, 1400 byte packets

1 A
A
A
A

A

10.65.14.177 0.435 ms 10.65.13.225 0.657 ms 0.302 ms
10.10.28.115 0.322 ms 10.93.28.127 0.349 ms 10.93.28.109 1.218 ms

~N o U WD



8 I

9 I

10 * 10.10.114.192 4.619 ms *
ll I
12 I
13 I
14 I
15 I
16 10.68.72.61 2.162 ms * *
17 * k* k
18 * k* k
19 * k* k
20 * k* k
21 * k* k
22 * k* k
23 * k* k
24 * k* k
25 * k* k
26 * k* k
27 * k* k
28 * k* k
29 * k* k
30 * k* k

vEdgeldvSmarnth SIEFEENENT Y N EZELELA (HO—EBORKS T4V IOFELEE TS
XRDH ),

vEdge# tcpdump vpn 0 interface ge0/1 options "-n host 203.0.113.147 and udp"
tcpdump -i ge0_1 -s 128 -n host 203.0.113.147 and udp in VPN 0

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ge0_1, link-type EN1OMB (Ethernet), capture size 128 bytes
18:16:30.232959 IP 203.0.113.147.12846 > 198.51.100.162.12386: UDP, length 65
18:16:30.232969 IP 203.0.113.147.12846 > 198.51.100.162.12386: UDP, length 25
18:16:33.399412 IP 203.0.113.147.12846 > 198.51.100.162.12386: UDP, length 16
18:16:34.225796 IP 198.51.100.162.12386 > 203.0.113.147.12846: UDP, length 140
18:16:38.406256 IP 203.0.113.147.12846 > 198.51.100.162.12386: UDP, length 16
18:16:43.413314 IP 203.0.113.147.12846 > 198.51.100.162.12386: UDP, length 16

TLOC#&SH(DISTLOC)
TLOC Disabled X ¥ £—J D RUA—. ROEZ SN BRANEETSH 5 TEEMA S E T,

LA NO-LEREIVTULETD,

- TLOCOHOBZZEELET,

VAT LIPOEE,
DATLTOVYIOFEREEN O ZIILTONTAICEEENTVSBERER. show control connections-
history:|7> I\I'IHjJ

PEER
PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
PORT LOCAL COLOR STATE ERROR ERROR COUNT DOWNTIME
vmanage dtls 192.168.30.101 1 0 192.168.20.101 12346 192.168.20.101
12346 biz-internet tear_down DISTLOC NOERR 3 2019-06-01T14:43:11+0200

vsmart dtls 192.168.30.103 1 1 192.168.20.103 12346 192.168.20.103



12346 biz-internet tear_down DISTLOC NOERR 4 2019-06-01T14:43:11+0200
vbond dtls 0.0.0.0 0 0 192.168.20.102 12346 192.168.20.102
12346 biz-internet tear_down DISTLOC NOERR 4 2019-06-01T14:43:11+0200

R— RIDFANHBILE R TLWEE A(BIDNTPR)

Y ND—UBENFERNICTZY 7 I3, FELCTFREZRY KT—I TR, ROKABHV)
F 9 TXCHTOBD - failed to send a challenge to Board ID failed F /= |& RDSIGFBD - Read Signature from Board ID failed. &
. OV O OBENRRET, board-dICEFENLEF YLD KRRIDGZENHYET, TO
HBEWE, board-ide )Y NULTERETLTIKEETY, ChFEEICEREL T, HHEROK
XABELET, COBFER. ThUBON—3 2 THEZATVET,

PEER
PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE TIP PORT PUBLIC IP
PORT LOCAL COLOR STATE ERROR ERROR COUNT DOWNTIME
vbond dtls - 0 0 203.0.113.109 12346
203.0.113.109 12346 silver challenge TXCHTOBD NOERR 2 2019-05-
22T05:53:47+0000
vbond dtls - 0 0 203.0.113.56 12346
203.0.113.56 12346 silver challenge TXCHTOBD NOERR 0 2019-05-

21T09:50:41+0000

BDSGVERFL - R— RIDOREIL S —

chlE, vEdge> v+ —>FS/—ENDID/IZ T ILBE SN vBondICk 2 THEBE N EZRLET
o ChAREL 7’:*%%(3\ 2 ﬁ?vEdge’%iﬁ’&ﬁE% L&, show control local-properties 1~ >/ R®D
HAOZLEEL ., show orchestrator valid-vedges vBond £ T

VEdgeD I NUANBFEELBVERRF, KO ZHWIELERT,

«c AN— KT HD> NCvEdgeZiE M,
- FNDTT7AI) & VvManagelc ELLK 7Y Z7O—RUEL
21) Y %27 send to Controllers ﬁﬁ@ Configuration > Certificates.

BHEIBHEEE. valid-vEdgeT—7LICEEI BT MU B WARFEL . Cisco Technical
Assistance Center(TAC)IZE#&L T, COBBEO RS /I 1—FT 4002 EHTIEE )

FConnecty TARAEY Y : I—F 12T OEE

RYRD=DUEN—TAVTOBENH25E, HHEREBIShEEA. ELV
NH/TLOCZH DBMBIIL—MRBICHD & ZMHEBL KT,

RICHIZRLUET,

- RBA®OvBondND & V) EEM )L — K&, SIEEGEOREILICERAE N VNH/TLOCZIEL
TWET,
TYTAN)—LY—ERAZTONAX—RBTTLOCIPH)—0&hn, B>EIIL—F129H



slERIEND,
BEOLZHIROION REZAHDLET,

show ip route
show ip routes vpn 0 <prefix/mask>
ping <vBond IP>

IPZ7L7 A 0ADTA ARV ABETORNIILEZRLET,

VEdgeA" QY NO—ILEROBYZHZATEXILBEWVWA, DAV NO—F\NOEHRHNFT7ZYEY
TJULETET,

CiscoIOSY 7 R T T7 V) —A12. 1L ® show control connections & 7= [& show sdwan control
connections-history AN R%Z %ﬁ' LET,

vedgel# show control connections

PEER
PEER CONTROLLER
PEER PEER PEER SITE DOMAIN PEER PRIV
PEER PUB GROUP
TYPE PROT SYSTEM IP ID ID PRIVATE TIP PORT
PUBLIC IP PORT LOCAL COLOR PROXY STATE UPTIME ID
vbond dtls 0.0.0.0 0 0 192.168.20.102 12346
192.168.20.102 12346 biz-internet - connect 0

Y49 NI S5—(LISFD)

XY RND—VRICEEBL LIPS 35S, SIHEREBIEAELA, ROKSICRRENET
o LISFD - Listener Socket FD Error X ¥ £— ICWBELE T, chnlk, N7 Y MO#IE, RESET,
FWAR—RA BV TVWAVWBEDTLSIR— N EDTLSR— KN DVEdge A RA—S O R -4k &
EOERTERETDAREENI HYET,

BE MWW EBEERERREE. RS AR—RNPOEETY, #ERZ2FIVvIL, FRLAN—ETHS
CEEBRELET,

PEER
PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
PORT LOCAL COLOR STATE ERROR ERROR COUNT DOWNTIME
vbond dtls - 0 0 203.0.113.21 12346
203.0.113.21 12346 default up LISFD NOERR 0 2019-04-

30T15:46:25+0000

E724 LT ~0OEENVM_TMO)

E7 24 LT NRER, VEdge A WKV RO—FANOEEAgEMZR>LEEICN)H—C
nEXY,



CDOHITIE. vManage Timeout msg (peer VM_TMO). T DAEIZ Ik, E7vBond., vSmart® &K T/E =&
vEdge & 4 LT ™J N (VB_TMO, VP_TMO, VS_TMO ) o

ST 1—F4200—RELT, AVMO—JIERTED L EZBBALET, 102—
ZY REEAXYE£—27ONIILICMP)Z A T S traceroute IP7 RL AICEBRULET, T 7
1Y ROYVTHFSZV (BERAKREW ) BE. BER png TELT, TNHFERHFTHD & Z2HER
LET,

PEER
PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
PORT LOCAL COLOR STATE ERROR ERROR COUNT DOWNTIME
vmanage tls 10.0.1.3 3 0 10.0.2.42 23456
203.0.113.124 23456 default tear_down VM_TMO NOERR 21 2019-04-

30T15:59:24+0000

& 512, show control connections-history detail 1< > RHE D Z SR LU T, TX/RXFHO HETH1EHR%ZFH
N, DIVRIERBT—BHNHIDESHZHRFELET, I T, RXETXDOHello/NT Y N
FNEWVICEBLTSEZL,

LOCAL-COLOR- biz-internet SYSTEM-IP- 192.168.30.103 PEER-PERSONALITY- vsmart

site-id 1

domain-id 1

protocol dtls

private-ip 192.168.20.103

private-port 12346

public-ip 192.168.20.103

public-port 12346

UUID/chassis-number 4fcdbf2c-f170-46ac-b217-16fbl50fefld
state tear_down [Local Err: ERR_DISABLE_TLOC] [Remote Err: NO_ERROR]
downtime 2019-06-01T14:52:49+0200

repeat count 5

previous downtime 2019-06-01T14:43:11+0200

Tx Statistics-
hello 597
connects
registers
register-replies
challenge
challenge-response
challenge-ack
teardown
teardown-all
vmanage-to-peer

O O Or OFr O o o o

register-to-vmanage
Rx Statistics-

hello 553
connects 0
registers 0
register-replies 0
challenge 1



challenge-response 0
challenge-ack 1
teardown 0
vmanage-to-peer 0
register-to-vmanage 0

VT I ESH BV (CRTREJSER, BIDNTVRFD)

BEOTNAAOIDY NO—ZICZVT7ILESHZVWEE, OV MO-IILOBERREXBLET,

0) N R Tﬁﬁwwf"é F 9, show controllers [ valid-vsmarts | valid-vedges ] FEAED H:v"fFEﬂ E{I%}IE L
ﬁ L, @Eb?ﬁ Configuration > Certificates > Send to Controllers or Send to vBond [vManage]’;‘l TDORR
vBond T, ) EEEWL;\ L &9, show orchestrator valid-vedges |/ show orchestrator valid-vsmarts.

vBondD O T, CchsDOXYtE—I N EBH%ZRF > TR/RSES NET ERR BID_NOT_VERIFIED:

messages:local7 info: Dec 21 01:13:31 vBond-1 VBOND[1677]: %$Viptela-vBond-1-vbond_0-6-INFO-
1400002: Notification: 12/21/2018 1:13:31 vbond-reject-vedge-connection severit
y-level:major host-name:"vBond-1" system-ip:10.0.1.11 uuid:"110G301234567" organization-
name: "Example_Orgname" sp-organization-name:"Example_Orgname"" reason:"ERR_BID_NOT_VERIFIED"

CORSBEEORNT TN 1—TF 4T EFTSBICE., ELWUTLESEFNARAETFTIL
NEEE N, PnPR—2A&)L(software.cisco.com)&vManageT7 O a_—>JEhTWa L%
ﬁEWl}:\ L/ * 3- o

DY —IBBEMPENIVUTINESZERITDLEHIC, vVEdge)l—ZFZTAROIN REFERAT
EET,

vEdgel# show control local-properties | include "chassis-num|serial-num"
chassis-num/unique-id 110G528180107
serial-num 1001247E

Cisco IOS XE SD-WANY 7 R I 7 %#R{TIDIN—XT, ROIAXV RZAALET,

cEdgel#show sdwan control local-properties | include chassis-num|serial-num
chassis-num/unique-id C1111-4PLTEEA-FGL223911LK
serial-num 016E9999

R, XOOXY RZ2FEALET,

Router#show crypto pki certificates CISCO_IDEVID_SUDI | s ACertificate
Certificate
Status: Available
Certificate Serial Number (hex): 016E9999
Certificate Usage: General Purpose
Issuer:
o=Cisco
cn=High Assurance SUDI CA
Subject:
Name: C1111-4PLTEEA
Serial Number: PID:C1111-4PLTEEA SN:FGL223911LK
cn=Cl1111-4PLTEEA
ou=ACT-2 Lite SUDI
o=Cisco
serialNumber=PID:C1111-4PLTEEA SN:FGL223911LK
Validity Date:
start date: 15:33:46 UTC Sep 27 2018
end date: 20:58:26 UTC Aug 9 2099



Associated Trustpoints: CISCO_IDEVID_SUDI

vEdge/vSmart(C B8 ¥ % B

vEdge/NSmart TO I Z—DRRIFIXDEEHY) TT, show control connections-history I~ > R i 17

PEER
PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
PORT LOCAL COLOR STATE ERROR ERROR COUNT DOWNTIME
vbond dtls 0.0.0.0 0 0 192.168.0.231 12346 192.168.0.231
12346 biz-internet challenge_resp RXTRDWN BIDNTVRFD O 2019-06-01T16:40:16+0200
On vBond in the show orchestrator connections-history 1~ > R 17:
PEER

PEER PEER

PEER PEER PEER SITE DOMAIN PEER PRIVATE
PEER PUBLIC REPEAT
INSTANCE TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT
PUBLIC IP PORT REMOTE COLOR STATE LOCAL/REMOTE COUNT DOWNTIME
0 unknown dtls - 0 0 HE 0
192.168.10.234 12346 default tear_down BIDNTVRFD/NOERR 1 2019-06-

01T18:44:34+0200

£, vBondDFNAADD DT I ESH BEMEVEdgeD ) ARNCHYEFE A,

vbondl# show orchestrator valid-vedges | i 1106528180107

d2MO—-ZCRT5EE

O NO—Z 8800 VTL7 74U —HLBEVES, vBondDO—HIILIZ—E. F&
LW )7 I)ILES EvSmarts/vManage A ICEU Y SEE N AEFEBRE TS,

vBond:
PEER

PEER PEER

PEER PEER PEER SITE DOMAIN PEER PRIVATE
PEER PUBLIC REPEAT
INSTANCE TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT
PUBLIC IP PORT REMOTE COLOR STATE LOCAL/REMOTE COUNT DOWNTIME
0 unknown dtls - 0 0 :: 0
192.168.0.229 12346 default tear_down SERNTPRES/NOERR 2 2019-06-

01T19:04:51+0200

vbondl# show orchestrator valid-vsmarts

SERIAL
NUMBER ORG



0A SAMPLE - ORGNAME

0B SAMPLE - ORGNAME
0c SAMPLE - ORGNAME
0D SAMPLE - ORGNAME

&% ¥ [+ % vSmart/vManage:

PEER

PEER

PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
INSTANCE TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC
IP PORT REMOTE COLOR STATE ERROR ERROR COUNT DOWNTIME
0 vbond dtls 0.0.0.0 0 0 192.168.0.231 12346
192.168.0.231 12346 default tear_down CRTREJSER NOERR 9 2019-06-

01T19:06:32+0200

vsmart# show control local-properties| i serial-num
serial-num OF

F/. VEdgellBEL T, HEEZ(T3vSmartTORPTMOX Y t—IJ A RRENET,

PEER

PEER

PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
INSTANCE TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC
IP PORT REMOTE COLOR STATE ERROR ERROR COUNT DOWNTIME
0 unknown tls - 0 0 HE 0
192.168.10.238 54850 default tear_down ORPTMO NOERR 0 2019-06-
01T19:18:16+0200
0 unknown tls - 0 0 HE 0
192.168.10.238 54850 default tear_down ORPTMO NOERR 0 2019-06-
01T19:18:16+0200
0 unknown tls - 0 0 HE 0
198.51.100.100 55374 default tear_down ORPTMO NOERR 0 2019-06-
01T19:18:05+0200
0 unknown tls - 0 0 HE 0
198.51.100.100 59076 default tear_down ORPTMO NOERR 0 2019-06-
01T19:18:03+0200
0 unknown tls - 0 0 HE 0
192.168.10.240 53478 default tear_down ORPTMO NOERR 0 2019-06-

01T19:18:02+0200
VEdge TEE%Z % [T 7-vSmartTl&. show control connections-history i 7l "SERNTPRES T2 —
FRRENET,

PEER
PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP

PORT LOCAL COLOR STATE ERROR ERROR COUNT DOWNTIME



vsmart tls 10.10.10.229 1 1 192.168.0.229 23456 192.168.0.229

23456 biz-internet tear_down SERNTPRES NOERR 29 2019-06-01T19:18:51+0200
vsmart tls 10.10.10.229 1 1 192.168.0.229 23456 192.168.0.229
23456 mpls tear_down SERNTPRES NOERR 29 2019-06-01T19:18:32+0200

#- J=Chassis-Num/Unique-Id

PnPAR—RI TR EHERBID (EFIN ) FEAEATVSRESE, BLIS—T
CRTREJSER/NOERR, D RIDFINRIRENET, LTI, W22 DHlERLET,

vbond# show orchestrator valid-vedges | include ASR1002
ASR1002-HX-DNA-JAE21050110 014EE30A valid Cisco SVC N1

L, EBOTFNAADETFINGEBZYET ( "DNAL OEEFHFIRIBHMICEETATVEE
A)o

ASRlk#show sdwan control local-properties | include chassis-num
chassis-num/unique-id ASR1002-HX-JAE21050110

4848 O T —B(CTORGNMMIS)

EEER, FEERZEDH IR LOOEERIR—KXVNTY, BEEN A —N—LAICH
LT, BB INTOIOY MO—FEVEdgeBIT—HITDLEAN BN T, chickV), HlIH
TR RV (i -

T35 TRVBEAE., RIZRTKSIC MCertificate Org. name mismatchy T —ARRENET,

PEER
PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
PORT LOCAL COLOR STATE ERROR ERROR COUNT DOWNTIME
vbond dtls - 0 0 203.0.113.197 12346 203.0.113.197
12346 biz-internet tear_down CTORGNMMIS NOERR 14 2019-04-08T00:26:19+0000
vbond dtls - 0 0 198.51.100.137 12346 198.51.100.137
12346 biz-internet tear_down CTORGNMMIS NOERR 13 2019-04-08T00:26:04+0000
vEdge/vSmarti 8 # O 5k 2h/4#8%h{t.(VSCRTREV/CRTVERFL)
O hO—F L TARENFRML 1235 FEGVEdgeX U T I BESHFEYICE 2 125ER.

vSmartZ /- I vEdge Certification revoked)( YE—IHNFhEThRRENET,

vSmartiEBIE V) BEL XY E—2 0 A6l & IRICRLUET, vSmart TERZIL EFEBREZIRICR
LE9,

PEER
PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
INSTANCE TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC



IP PORT REMOTE COLOR STATE ERROR ERROR COUNT DOWNTIME

0 vbond dtls 0.0.0.0 0 0 192.168.0.231 12346
192.168.0.231 12346 default up RXTRDWN VSCRTREV 0 2019-06-
01T18:13:22+0200

1 vbond dtls 0.0.0.0 0 0 192.168.0.231 12346
192.168.0.231 12346 default up RXTRDWN VSCRTREV 0 2019-06-

01T18:13:22+0200
BEIC. BUA—N—LAADOEIOvSmartTIF, AEBAFIN KL TWBDvSmarth XD & S ICRR
ThET,

PEER

PEER

PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
INSTANCE TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC
IP PORT REMOTE COLOR STATE ERROR ERROR COUNT DOWNTIME
0 vsmart  tls 10.10.10.229 1 1 192.168.0.229 23456
192.168.0.229 23456  default tear_down VSCRTREV ~ NOERR 0 2019-06-
01T18:13:24+0200
vBondlEIXDELDICEXZTVWET,

PEER

PEER PEER

PEER PEER PEER SITE DOMAIN PEER PRIVATE
PEER PUBLIC REPEAT
INSTANCE TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT
PUBLIC IP PORT REMOTE COLOR STATE LOCAL/REMOTE COUNT DOWNTIME
0 vemart  dtls 10.10.10.229 1 1 192.168.0.229 12346
192.168.0.229 12346 default tear down VSCRTREV/NOERR 0 2019-06-

01T18:13:14+0200

AEABRALDRMIE, A1 AN—)Ehi)—MIBAETAREZRIATERVEETT,

1.5EEBRTBICE. showclock AN Y RARTENBEVBESEHYET, 2 < &EvBondiE
HE%WE?&J%’EW'@&%%E/J‘“&) V) ij( show orchestrator local-properties N> I\")o

2.2h(&, vEdgeD/)L— NAEAZABIBL TVWA CENRRATH S AREEN B KT,

Then show control connections-history 1N > RZVEdge)l—RX TRITTDE, ROKSBEHIN KRR
ENET,

PEER
PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP

PORT LOCAL COLOR STATE ERROR ERROR COUNT DOWNTIME



vbond dtls - 0 0 203.0.113.82 12346

203.0.113.82 12346 default tear_down CRTVERFL NOERR 32 2018-11-
16T23:58:22+0000

vbond dtls - 0 0 203.0.113.81 12346

203.0.113.81 12346 default tear_down CRTVERFL NOERR 31 2018-11-

16T23:58:03+0000

CNFE, VEdgeld I NO—JIIAEELRIATEE LA, CORBEEMARTDICIE, JL—NEE
BHEFI—2E2BA AN =) LET, SymanteciRIEFB(CA)VZFEAL TWBHEE, m&HSU')iﬁ
B77ANATALANSII—NIIRAEFI—2Z2dE—TE XY,

vEdgel# wvshell

vEdgel:~$ cp /rootfs ro/usr/share/viptela/root-ca-shal-sha2.crt /home/admin/
vEdgel:~$ exit

exit

vEdgel# request root-cert-chain install /home/admin/root-ca-shal-sha2.crt
Uploading root-ca-cert-chain via VPN 0

Copying ... /home/admin/root-ca-shal-sha2.crt via VPN 0

Installing the new root certificate chain

Successfully installed the root certificate chain

vManagelc 7 & Y FEhTWAELVEdgeT> 7L —h

T INA AN VvManage LD T 7L — MNCERE N TVEREWES, FNA AN ERTS L,
NOVMCFG - No Config in vManage for device 2 U RN MDAV ET (HZRKRK 105 ) o

PEER
PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
PORT LOCAL COLOR STATE ERROR ERROR COUNT D OWNTIME
vmanage dtls 10.0.1.1 1 0 10.0.2.80 12546 203.0.113.128
12546 default up RXTRDWN NOVMCFG 35 2 019-02-

26T12:23:52+0000

— Y X IR RB(DISCVBD, SYSIPCHNG)

AV NAO-LEGRN 7Y 792 —RNBREZXIRLET., ChIZRE, ROLSBIL—TFT 1
YO 7ORJNHNEEFNET,

. vEdge‘C“*‘/Z?AIP?b‘"QEé nELL,
- vBond\N DI X Y £— (vBondAND I NO—)L#ELIE —BFH )

PEER
PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER
PUBLIC LOCAL REMOTE REPEAT
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP

PORT LOCAL COLOR STATE ERROR ERROR COUNT DOWNTIME



vmanage dtls 10.0.0.1 1 0 198.51.100.92 12646 198.51.100.92
12646 default tear_down SYSIPCHNG NOERR 0 2018-11-02T16:58:00+0000

DNSHEE

BEHDOEITH show control connection-history 1N~ RZEHA L T, vBondIZ Xt 3 2 DNSHERD KK %
HRITBICE. XOFIEZETLET,

. vBond®WDNS7 RL ALK L TpingZEERITLET,

ping vbond-dns-name.cisco.com
ping vbond-dns-name.cisco.com: Temporary failure in name resolution

CIEERA VB —T T4 AN Sgoogle DNS(8.8.8.8)ICpingZRITL., 1 X —% Y NORET
REME#ELET,

ping 8.8.8.8
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

EZEENEDNSKNS 714V O BRERTHEHND, R—KN53TOHODNSKRS 714 v OBADHEK
AENTY RFYTF v,

monitor capture mycap interface <interface that forms control>
monitor capture mycap match ipv4 <source IP> <vBond IP>

SRNE  HAIRAKNTY FYTF ¥,

EZROFTTFvEBMBL. BOMEAFLTIAS, F¥7F v EBLLET. RIC. N7V R
FYTFYZEFAXNT, DNSVLTUNEZEENTVWBRIHAESHZERALET,

BEE1T

- cEdgeT7 #—A 2 RO—LEREOEARANTX—REZRETS
- TOZ_HAI YR—BE RF I XN —Cisco Systems



https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/ja_jp/support/docs/routers/xe-sd-wan-routers/218137-configure-basic-parameters-to-form-contr.html
https://www.cisco.com/c/ja_jp/support/index.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



