EREHR) S —ETFTVT—232 )—bRR
) —CRDEBONS U AR—PNBRT NS
JAVOIZFTUITNORE

oFA

BE
Bl R SRt
EZ#®
FEAIBZIAR—F b
A2 74FalL—>3>
[ERE
BRI &

o
hZ7LN>a1—h
BYE SR

B=

CORFIXVRNTR, Y41 MEORNZ T4V OTIVDZTIVTZRAITH O, EFFHIH
RID—ETFTVT—232)—RFRUD—2RETDHECODVWTIHALET. HENI—A
T—ACXHITDRBEDHAHA RZAELTEERTERY,

Bl SRAF
B

CORFIXVNIBRBEOEHREHY XL A

EAITRAVR—F2 b

CORFIXRNOABRK, BEDVYIZRIITRN=—RIITON-J32VICREENDED
TRHYEREA

CORFIAIXNDERIE., BEODTARREBICHADTF/NAAZEIVWTERENELE, COR
FAXKRNTERIZITINTOT/NA AR, YA (F7 2N ) REOREHLNSEEBLTVET
o BEBETNDZRYRND—UTR., BAT UV RICE>TRCHAREMNI HHEZEE T 9oL TL
EEW,

A 74Fa1L—>3>

FEVANL—T3V0AME, HRTIMEOBRERH B L. ROBCTT NAODE
BELT &L,



site 4
192.168.60.0/24

192.168.ab.0/24 —I—

vedgeN m vedged

site X

N

Internet |

public-internet

192.168.40.0/24

— & (Cvedgel & vedge3M A1k, biz-internet TLOCHERICE2DEDU VIV TA4 > &—7
AAFBETT, LAL, CCTRHREBRICRESNATVEEA,

vEdgesivSmartO g2 AT ABREZRIZALET (vedge2lk DI NTOH A hERLE
ERE

RABMH site-id system-ip

vedge1 13 192.168.30.4
vedge3 13 192.168.30.6
vedge4 4 192.168.30.7
IDYOAX 192.168.30.5
vsmart1 1 192.168.30.3

TR, FZVAR—NINDEREEZSRTEET,
vedge1:
vedgel# show running-config vpn 0

vpn 0
interface ge0/0



description "ISP_1"
ip address 192.168.109.4/24
nat
respond-to-ping
!
tunnel-interface
encapsulation ipsec
color biz-internet
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
allow-service stun
!
no shutdown
!
interface ge0/3
description "TLOC-extension via vedge3 to ISP_2"
ip address 192.168.80.4/24
tunnel-interface
encapsulation ipsec
color public-internet
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
allow-service stun
!
no shutdown
!
!
ip route 0.0.0.0/0 192.168.80.6

ip route 0.0.0.0/0 192.168.109.10
!

vedge3:

vpn 0
interface ge0/0
description "ISP_2"
ip address 192.168.110.6/24
nat
respond-to-ping
!
tunnel-interface
encapsulation ipsec
color public-internet
carrier carrier3
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp



no allow-service ospf

no allow-service stun

!

no shutdown
!
interface ge0/3

ip address 192.168.80.6/24
tloc-extension ge0/0

no shutdown
1

ip route 0.0.0.0/0 192.168.110.10

vedge4:

vpn 0

interface gel/1

ip address 192.168.103.7/24
tunnel-interface
encapsulation ipsec
color public-internet
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
allow-service ospf

no allow-service stun
1

no shutdown
1

ip route 0.0.0.0/0 192.168.103.10

Lf |
1-HEROBBEERL LV EEXTVET,

A2 —%Y N—EARHISP2IE,. WS D2ADERASHAS MIEY A NMOMOBEEICEL
TEIRENFBYET, fIAEFE. ISPROEG/IERREN FECRFEEEO— RN EFERAES
FVATT, EEL, ISPOTYFUDOICHBRPEEN RETDIED, BYDAX—FY N
EBERERFSHDOSLAZBELERA, TOEH, —RRICICICISP2IRIEERETT,

YA M3, T MEERTIBEE. NTVYIAR—FYRNT YTV ZERT D
BEXHVET, £EL. IRMEZ#EL. NTUYIA42 82—y NIBENFrRELZBEREY
1MIT IO ECATEDILEN HYWEXT,

HA4 ML NME, HOTXTOTA NEDRARNLIT7 A —NERZBEEHEFTIDIXLENf HBVET
(L7=A"> T, vedged4 Trestrict¥F— 7 — RZFEALTCHDEEZERTADERFTEEREA)

AR A M3, BOIXNTOH A MNIBETILEHIE, EXX -V E—FXY AT —LH
mENOIVZERTILEN SV EXI(MROZRTH A bX).

ROBMELT, ISPRORS 7 4 Y S EBHOBEEIANEROBMBEN EX SNETH, 7
ONAH—%Y RD—9 (AR AT L) 2BBT D BEARIAN BB THEN Y ET

o



SD-WAN7 7O—FIZBh TWAEVW—ED 11—, vedgel& vedge3DEDTLOCHIRA > X —
7IA4A%ESNL Tvedgelh Svedged/N\T VY VALV BR—TIALA AT RLAANDRNT T4V V%
FINICERELHRET.,

EEBTL—VRNZ7 499 (ping, traceroute 1—FT A DT 4Ny Rz &E ) &, BRDOIL—RIC
RVET,

BEIC., SD-WANTF—RT7L—2 b2 (IPsecEzldgre RT 2 AR—KM XL ) GBIL—T
AT T—7 I EHRZERL. TLOCOBICEITVTEREZFERLET.

AZTAVIN—RNIRATUSIVAFBWED, NTVY O RX—FY RTLOCH
vedge3 (ISP2ADQTY 720 ) TR I LTVWBIHE., vedgel ABERIL, vedged\ D #EHt
(Evedge1 A" & K biz-internet TERB L £9

LEAST, Co770-FR#lF, FATRHERFTEEREA,

BRR T3 %

1.EFHBAR)S—2EAL T, HETB0OMPIL— N Zvedgedc FF I AT HBRIC, vSmart]
>hO=FLETNTVY VAL B—FY NTLOCOT VT 7LV AZRELET, 4 NAHSYH
1 M3,

2.site 130 Ssite 4XTHOHEFETENDORNT 7 1Y INAZRETSICIE., vedgedlZiE1DD
TLOCUAEATERWES, FRFBRIS —EFERATEEFLA. TOLYH, FEOREETT
SCENTEET,

RIZ, PREPEOFHHARY S —HvSmartdAY RO—FTHA MIICEETHLEHICNTUY Y
422 —%Y NTLOCEZHUELSICRABDZEZRLET,

policy
control-policy S4_S13_via_PUB
sequence 10
match tloc
color public-internet
site-id 13
!
action accept
set
preference 333
!
I
!
default-action accept
I

TC. HAMNBABSHA MAOEIRS T4 v OHEORARNELTNTUYHL I R—%
YNTYTV 0 BBETDTTIIN—RNRUS—0FlERLET,

policy
app-route-policy S13_S4_via_PUB
vpn-list CORP_VPNs
sequence 10



match
destination-data-prefix-list SITE4_PREFIX
!
action
count COUNT_PKT
sla-class SLA_CLl1l preferred-color public-internet
1
1
1

policy
lists
site-list S13
site-id 13

1
site-list S40
site-id 4
!
data-prefix-list SITE4_PREFIX
ip-prefix 192.168.60.0/24
1
vpn-list CORP_VPNs
vpn 40
!
!
sla-class SLA_CL1
loss 1
latency 100

jitter 100
I

RV —@F, vSmartAY NO—ZICEVICERATIXEN HYET,

apply-policy
site-list S13
app-route-policy S13_S4_via_PUB
!
site-list S4
control-policy S4_S13_via_ PUB out
!
!
app-route’ R —R@EO—HS A XENERI—ELTERETET, vSmartD &K ICBERTH2HE
FHBDEIERELTLSEZL,

TR

T7U5—23a>)l—hRD>—lvEdgeO—AILTERENERNT 714 Y JICFERE Qi

£, SZ74v070-NFENONAICH > THEFE N TVWEIHLESHZHEREITBICIE. I
TEHARDLANEIX MDY SRS TAVIZERTDCEZEHOLET, SLRILOTA

RFUFADOHER., iperf2FEAL TH A MIEY A MOLANEI X NORANEMONT 7 1
VIOBERUT, 13— IA AOHHERERRETEXT, LA, RROBERE. AT
LN ERUEBMINS T4 Y ONFFEELED 2 ®, vedge3DTLOCHLIRIC [A 1 Tge0/31 >
RA—T7 I AEZBBLEAXBRORNS 71 Y IFRTREhET,

vedgel# show interface statistics



PPPOE PPPOE DOT1X DOT1X

AF RX
RX RX X X X
VPN INTERFACE TYPE PACKETS
PPS Kbps PPS Kbps PK
0 ge0/0 ipvd 1832
26 49 40 229 -
0 ge0/2 ipvd 0
0 0 0 0 -
0 ge0/3 ipv4d 3053034
51933 563383 41588 432832 -
0 ge0/4 ipvd 0
0 0 0 -

NZ7L21—h

RX RX TX
RX TX RX
RX OCTETS ERRORS DROPS PACKETS TX OCTETS
TS PKTS PKTS PKTS
394791 0 167 1934 894680
- 0 0
0 0 0 0 0
- 0 0
4131607715 O 27 2486248 3239661783
- 0 0
0 0 0 0 0
- 0 0

X

ERRORS

F9., XMW TZBFDEY I UHABUETNATVD ZEZRERL £ T (restrictF—D— REEENH

FITEALEVWTSEZ W),

vedgel# show bfd sessions

DST PUBLIC
SYSTEM IP
IP
TRANSITIONS

SITE ID STATE

up

up

up

vedge3# show bfd sessions
DST PUBLIC
SYSTEM IP
IPp
TRANSITIONS

SITE ID STATE

.168.30.5 2
.168.109.5
.168.30.7 4
.168.103.7

up

vedged# show bfd sessions
DST PUBLIC
SYSTEM IP
IPp

SITE ID STATE

SOURCE TLOC

DST PUBLIC DETE
COLOR

PORT ENCAP MULT
public-internet

12386 ipsec 7
biz-internet

12386 ipsec 7
public-internet

12366 ipsec 7
biz-internet

12366 ipsec 7

SOURCE TLOC

DST PUBLIC DETE
COLOR

PORT ENCAP MULT
public-internet

12386 ipsec 7
public-internet

12366 ipsec 7

SOURCE TLOC
DST PUBLIC
COLOR

DETE

PORT ENCAP MULT

REMOTE TLOC
CT TX
COLOR
IPLIER

public-internet
1000
public-internet
1000
public-internet
1000
public-internet
1000

REMOTE TLOC
CT TX
COLOR
IPLIER

public-internet
1000

public-internet
1000

REMOTE TLOC
CT TX
COLOR
IPLIER

SOURCE IP

INTERVAL (msec)

192.

192.

192.

UPTIME

.80.4
:02:10:
.109.4
:02:10:
.80.4
:02:11:
.109.4
:02:10:

SOURCE IP

INTERVAL (msec)

192.168.
0:
192.168.
0:

UPTIME

110.6

02:11:

110.6

02:11:

SOURCE IP

INTERVAL (msec)

UPTIME

54

48

01

56

05

13



TRANSITIONS

192.168.30.4 13 up public-internet biz-internet 192.168.103.7
192.168.109.4 12346 ipsec 7 1000 0:02:09:11
192.168.30.4 13 up public-internet public-internet 192.168.103.7
192.168.110.6 63084 ipsec 7 1000 0:02:09:16
192.168.30.5 2 up public-internet public-internet 192.168.103.7
192.168.109.5 12386 ipsec 7 1000 0:02:09:10
192.168.30.6 13 up public-internet public-internet 192.168.103.7
192.168.110.6 12386 ipsec 7 1000 0:02:09:07 2

RSTAVOIVSZTIUITLERLVWEREZESNEBEVEEREK., RUS—NELKERZTH
TVWBEEBRELET,

1.vedged T, YA MIHSHEL T L7 4Y JRAIHL TEYBTLOCHBIREhTVWS &
ZHELET,

vedged# show omp routes 192.168.40.0/24 detail

RECEIVED FROM:

peer 192.168.30.3
path-id 72

label 1002

status R

loss-reason tloc-preference
lost-to-peer 192.168.30.3

lost-to-path-id 74

Attributes:
originator 192.168.30.4
type installed
tloc 192.168.30.4, biz-internet, ipsec
ultimate-tloc not set
domain-id not set
overlay-id 1
site-id 13
preference not set
tag not set
origin-proto connected
origin-metric 0
as-path not set
unknown-attr-len not set
RECEIVED FROM:
peer 192.168.30.3
path-id 73
label 1002
status C,I,R
loss-reason not set
lost-to-peer not set
lost-to-path-id not set
Attributes:
originator 192.168.30.4
type installed
tloc 192.168.30.4, public-internet, ipsec
ultimate-tloc not set
domain-id not set

overlay-id 1



site-id 13

preference not set
tag not set
origin-proto connected
origin-metric 0

as-path not set

unknown-attr-len not set
RECEIVED FROM:

peer 192.168.30.3
path-id 74
label 1002
status C,I,R
loss-reason not set
lost-to-peer not set
lost-to-path-id not set
Attributes:
originator 192.168.30.6
type installed
tloc 192.168.30.6, public-internet, ipsec
ultimate-tloc not set
domain-id not set
overlay-id 1
site-id 13
preference not set
tag not set
origin-proto connected
origin-metric 0
as-path not set

unknown-attr-len not set

2.vedge1&vedge3T, vSmarth SELI BRI —HFAVAR—=ILEh, NTY R —HLTHD
RhENTVWBREEZBRELET,

vedgel# show policy from-vsmart
from-vsmart sla-class SLA_CL1
loss 1
latency 100
jitter 100
from-vsmart app-route-policy S13_S4_via_PUB
vpn-list CORP_VPNs
sequence 10

match
destination-data-prefix-list SITE4_PREFIX
action
count COUNT_PKT
backup-sla-preferred-color biz-internet
sla-class SLA_CL1

no sla-class strict

sla-class preferred-color public-internet
from-vsmart lists vpn-list CORP_VPNs
vpn 40
from-vsmart lists data-prefix-list SITE4_PREFIX
ip-prefix 192.168.60.0/24

vedgel# show policy app-route-policy-filter

COUNTER
NAME NAME NAME PACKETS BYTES

S13_S4_via PUB CORP_VPNs COUNT_PKT 81126791 110610503611



TSI, HANMBASNT VY DALV BZ—Y NAT—TEEENBINTY MEZELLRREND
RENFH)EFT(TANRIZ, biz-intemet TLOCZTLTKRZ 7 4 Y U REBEEhBHA D).

vedgel# show app-route stats remote-system-ip 192.168.30.7
app-route statistics 192.168.80.4 192.168.103.7 ipsec 12386 12366
remote-system-ip 192.168.30.7

local-color public-internet

remote-color public-internet

mean-loss

mean-latency 1

mean-jitter 0

sla-class-index 0,1

TOTAL AVERAGE AVERAGE TX DATA RX DATA

INDEX PACKETS LOSS LATENCY JITTER PKTS PKTS

0 600 0 0 0 0 0

1 600 0 1 0 5061061 6731986
2 600 0 0 0 3187291 3619658
3 600 0 0 0 0 0
4 600 0 2 0 9230960 12707216
5 600 0 1 0 9950840 4541723

app-route statistics 192.168.109.4 192.168.103.7 ipsec 12346 12366
remote-system-ip 192.168.30.7

local-color biz-internet

remote-color public-internet

mean-loss 0

mean-latency 0

mean-jitter 0

sla-class-index 0,1

TOTAL AVERAGE AVERAGE TX DATA RX DATA

INDEX PACKETS LOSS LATENCY JITTER PKTS PKTS
0 600 0 0 0 0 0

1 600 0 1 0 0 0
2 600 0 0 0 0 0
3 600 0 0 0 0 0
4 600 0 2 0 0 0

5 600 0 0 0 0 0

- https://sdwan-
docs.cisco.com/Product Documentation/Software Features/Release 18.3/07Policy Applicati
ons/01Application-Aware Routing/01Configuring Application-Aware Routing

- https://sdwan-
docs.cisco.com/Product Documentation/Software Features/Release 18.3/02System and Int
erfaces/06Configuring Network Interfaces

- https://sdwan-
docs.cisco.com/Product Documentation/Command Reference/Configuration Commands/col
or



https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/07Policy_Applications/01Application-Aware_Routing/01Configuring_Application-Aware_Routing
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/07Policy_Applications/01Application-Aware_Routing/01Configuring_Application-Aware_Routing
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/07Policy_Applications/01Application-Aware_Routing/01Configuring_Application-Aware_Routing
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/02System_and_Interfaces/06Configuring_Network_Interfaces
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/02System_and_Interfaces/06Configuring_Network_Interfaces
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/02System_and_Interfaces/06Configuring_Network_Interfaces
https://sdwan-docs.cisco.com/Product_Documentation/Command_Reference/Configuration_Commands/color
https://sdwan-docs.cisco.com/Product_Documentation/Command_Reference/Configuration_Commands/color
https://sdwan-docs.cisco.com/Product_Documentation/Command_Reference/Configuration_Commands/color
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