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#A Home >
METWORKING
32 VPCnetwork | S
its Network services >  External IP addresses
) o Firewall
#}  Hybrid Connectivity >
Routes
1:‘ Network Service Tiers VPC network peering
&  Network Security »  Shared VPC

Serverless VPC access

o Network Intelligence »
Packet mirroring

KIZRT&LSIC, Create VPC NetworkZiEIRL £,
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n VPC network VPC networks C* REFRESH

L aeeeeeS————
CREATE VPC NETWORK

B VPC networks

Name 4 Region Subnets MTU @ Mode IP address ranges Gateways Firewall Rules
[§  External IP addresses v default 24 1460 Auto -
B Firewal us-central default 10.128.0.0/20 10.128.0.1
urope-west 1 default 10.132.0.0/20 10.132.0.1
Routes
x west] default 10.138.0.0/20 10,138.0.1
VPG network peering asia-east) default 10.140.0.0/20 10.140.0.1
default 10.142.0.0/20 10.142.0.1
bd  Shared VPC
asia-northeast default 10.146.0.0/20 10.146.0.1
'
3 Serverless VPC access asia-southeast default 10.148.0.0/20 10.148.0.1
{8 Packet mirroring rastd default 10.150.0.0/20 10.150.0.1
australia-southeast default 10.152.0.0/20 10.152.0.1

N 3 BE. CSR1000vIZGCPOKERRIHI D ABAE hTVET,
RIZCRTEDICVPCEERELET,

&  Create a VPC network

Name * {

CSI-vpc

Lowercase letters, numbers, hyphens allowed
Description
VPCICEEE TS TxY REEHREL, U—>3 > us-central1 2 8IRLE T,

RIZRT&DIZ, us-centrall CIDRADEIMZIPT RL A% 10.128.0.0/20% E|V) ¥TE T,

ZTOMOBRERFT7AIILNDOEXRICLT, create’RXZERLET,



Subnets

Subnets let you create your own private cloud topalagy within Google Cloud. Click
Automatic to create a subnet in each region, or click Custom to manually define the
subnets. Learn more

Subnet creation mode

(® Custom

) Automatic

New subnet

MName *
csr-subnet

Lowercase letters, numbers, hyphens allowed
Add a descriplion

Region *
us-centrall

IF address range *
10.70.1.0/24

|
7]
* @
L 7]

~ s£: Tautomaticy NMBIRE N TVWBIHES. GCPIEV—> 3> CIDRAMCERM S BEBHEHHE =2

ETERT,
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VPC networks CREATE VPC NETWORK C REFRESH

Name Region Subnets MTU @ Mode
w csrvpc 1 1460 Custom
us-centrall csr-subnet

ATY T I3 REAVAZADEA,

IP address ranges Gateways

10.10.1.0/24 10.10.1.1

Compute Enginetz 2> 3> T, BN &S IZCompute Engine > VMA >V AR AZBIRLE T,



ﬂ- Home >
COMPUTE

s . VIRTUAL MACHINES
‘- App Engine >

SLUL LI X : Instance templates
Kubernetes Engine > Sole-tenant nodes
Machine images

Cloud Functions
TPUs

Cloud Run Migrate for Compute Engine

VMware Engine Committed use discounts

VMA Y S 1R— RAFARFRENES, RO LS I Create InstanceX 7 #BIRLE T,

EEIE Compute

Virtual machines

B VMinstances

[Z]  Instance templates

Engine VM instances ( E) CREATE INSTANCE ) & IMPORT VM (& REFRESH

INSTANCES INSTANCE SCHEDULE

VM instances are highly configurable virtual machines for running workloads on Google
infrastructure. Learn more

AR ERRTDICE. RICRT &S IZGCP MarketplaceZEAL £ 9,



&  (Create an instance

To create a VM instance, select one of the options:

New VM instance

Create a single VM instance from scratch

New VM instance from template

Create a single VM instance from an existing
template

@ New VM instance from machine image

Create a single VM instance from an existing
machine image

Marketplace
Deploy a ready-to-go solution onto a VM instance

¥3/\—TCisco CSR & fzl&Catalyst C8000vE AL L, EHICEEITADEFILEN—DI &R
RU T, LaunchZ®BIRLET,

COEABITRE, RICRIELSICHRHMDOAT S I VABEBRENATVET,



Y Marketplace

Q. car 1000

Marketplace » “csr 1000w > Virtual machanes

= Filter  Type to filtes

Category
Compute

Metworking

Type

Virtual machines

4

7

Virtual machines

7 resulis

atfuan] s
CISCO

e
CISCO

atfuan]n,
CISCO

afiar]n
CISCO

Cisco Cloud Services Router 1000V (CSR 1000V)
Cisco Systems
Thix Bring Your Own Licenze (BYOL) of Cizco Cloud Servces Router (CSR1000V) delivers ent

Google Compute Platform. This software supports all the four C5R Techrology packages. Tt
enabbes enterprize IT 1o deploy the same enterprise-class netwarking services in the cloud th

Cisco Cloud Services Router 1000V - 16.12 - BYOL
Clsco Systems
The Bring Your Own License (BYOL) of Cisco Cloud Services Router (CSR1000V) delivers ent

Google Compute Platform. This software supporis all the four C5R Technology packages. Th
enablés enterpaise IT o depley the same enterprise-class networking senvices in the cloud tk

Cisco Cloud Services Router 1000V - 17.2.1r - BYOL
Cisoo Systems
Thiz Bring Your Own License (BYOL) of Cisco Cloud Services Router (C5R1000V) delivers ent

Google Compute Platform. This software suppors all the four C5R Technology patckages. Tt
enables enterprise IT to deploy the same enterprise-class networking services in the cloud &t

Cisco Cloud Services Router 1000V - 17.3 - BYOL
Cisco Systems
Thi Bring Your Own License (BYOL) of Cisco Cloud Services Router (CSR1000V) delivers ent

Google Compute Platform. This software supports all the four C5R Technology packages. Th
enables enterpiise IT 1o deploy the same enterprize-class networking Services in the cloud tr



¥ Marketplace Q catalyst 8000v X

Marketplace » “catalyst 8000v edge software - byol® » Virtual machines

= Filter Type to filte Virtual machines
Category ~
1 result
Compute (1)
) Catalyst 8000V Edge Software - BYOL
Networking i ' |I| III I

cISCO Cisco Systems

Az part of Cisco's Cloud connect portfolio, the Bring Your Own License (BYOL) version of C
Type B8000V) delivers the maximum performance for virtual enterprise-class networking service

the Catalyst 8000V (CB00OV) DNA packages and supperts the high-performance versions
Virtual machines 5 ]

N szBvoLi FBring Your Own License (fBAFIEZ 1 £ ADKELEIAKL ) 1 DBETT,

~ 7 : BAE. GCPIEPay As You Go(PAYG)EFINZHR—KLTVWEEA,

HIZRFTLDIC, GCPTIR, VMICBEER TR LENHEIREEEADTEIHBEN HET,

KICRTKSIC, GCPTCSR1000v/C8000vEEBAT B IZ(k, 1—HEESSHARF—HNMHRET
T, SSHF —ZERL TVWEWIBSEIE. FGoogle Cloud PlatformTCSR1000vEEAT B EH D
AABZVASSHF —DERL 2B LTLSEE L,
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& New Cisco Cloud Services Router 1000V (CSR 1000V)

Deployment name

cisco-csr-1000v-23

Instance name

csr-cisco

Username

cisco

Instance SSH Key
ssh-rsa AAAAB3NzaC1ycZEAAAADAQABAAABQQCY01XkfpuBgg5QR69RsG1QN

Zone

us-central1-f -

Machine type

4 yCPUs v 15 GB memory Customize

Boot Disk
Boot disk type

Standard Persistent Disk -

Boot disk size in GB

10

BIICHER L EVPCEH TR Y REBIRL, ROXSICA VARV AIINT VY VIPFEERTS
nd&>5IC, HEIPTEphemeralZiBIRL £,

REATTLES, BERZEZBRLET,



Networking
Network

csr-vpc s

Subnetwork

csr-subnet (10.10.1.0/24) v

External IP

Ephemeral -

Firewall
Add tags and firewall rules to allow specific network traffic from the Internet
+v" Allow TCP port 22 traffic
v" Allow HTTP traffic
Allow TCP port 21 traffic

N SSHEMTCSRA VARV ALEET DI}, K— N2 BETE., HTTPR— R
7>3a>T9,

BANZETLES, HIZRTRSIC, HLUVCSRIOVA EEICEAETh L Z2BREISH LD
{Z. Compute Engine > VM instances® JEIZZEIRL £7 .

VM instances E) CREATE INSTANCE & IMPORT VM ( REFRESH START / RESUME STOI
= B nces Columns ~
Name ~ Zone Recommendation In use by Internal IP External IP Connect
4 csr-cisco us-central1-f 10.10.1.2 (nic0) — SSH ~
Y —
CPNOY: Hii

FLWA AR AAND ) T— NER
GCPTCSR1000v/C8000VICOT A4 > 92 HE — M A EK. BashimRK, Putty. BRY
SecureCRTOON RSAVTT, COEIIADTR., UBIOFETERTIDEHICHERRER
EICDOVWTEHBLETD,

Bash® — =7 )L ©CSR1000v/C8000vicAT A4 > LE T,

FILVLCSRICUE—RTELEIDLDICHKEBZBIEFROERVYTT,



<ffroot>

ssh -i private-key-path usernane@ubl i cl Paddress

LUTICHlZzZTET,

<#root>

$

ssh -i CSR-sshkey <sni p>@X. X. X. X

The authenticity of host 'X.X.X.X (X.X.X.X)' can't be established.

RSA key fingerprint is SHA256:c3]sVDEt68CeUFCGhp91rYz7tU07htbsPhAwanh3feC4.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added 'X.X.X.X' (RSA) to the Tist of known hosts.

BESrRY TS E, CSR1000vZOY T RARTRENET

<tfroot>

$

ssh -i CSR-sshkey <snip>@X. X. X. X

csr-cisco# show version

Cisco I0S XE Software, Version 16.09.01

Cisco I0S Software [Fuji]l, Virtual XE Software (X86_64_LINUX_IOSD-UNIVERSALK9-M), Version 16.9.1, RELEA
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Tue 17-Jul-18 16:57 by mcpre

CSR1000v/C8000vICPUTTYTAY A LET,

Putty CHE# g 3 (21E. PUuTTYgen7 7US —> 3> &AL THEF —%EPEMA SPPKERICE
BLET,

M OWTIE, TPuTTYgenZFER L iEPemA SPpkZ 7 AN ADZEH,, Z#SHBLTSEEL,

MERNIBYUBHEATERENEZS, Pty TNAZEEITIHLENHYNET,

SSH connection X — 1 —®Mauth7r7'> 3 > T, Private key file for authenticationtz 7> 3 > % &iR
LET,

F—ARFEENTVRT7AI)NF 2SR, ELEF—ZEBRLET, ROBFITE, PuttyX—1
—DIZT74YVIRTEBNDREBEZERTERERLET,
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L ™ |

Category:
. i Keyboard M Options controlling S5H authentication
. Bell
- Features Display pre-authentication banner (SSH-2 only)
= Window [] Bypass authentication entirely (SSH-2 only)
. .n'-"-.ppea.ran::e Authentication methods
- Behaviour
‘.. Translation Attempt authentication using Pageant
.. Selection [ ] Attempt TIS or CryptoCard auth (S5H-1)
... Colours Attempt "keyboard-nteractive” auth (55H-2)
- Connecti
- ??BZ,[:H Authentication parameters
Proy [ ] Allow agent forwarding
Telnet [ ] Allow attempted changes of usemame in S5H-2
Rlogin Private key file for authentication:
E' S_SH Browse...
Host keys
Cipher
- Auth
%11
- Tunnels W
About Help Open Cancel



B PuTTY Configuration ? >
Categary:
- Session A~ Options controlling S5H authentication
: : ) . - - =
= Terminal ] Display pre-authentication banner (SSH-2 only)
| | Keyboard [[] Bypass authentication entirely (S5H-2 only)
|:3 Window 7] Attempt authentication using Pageant
- Appearance ] Attempt TIS or CryptoCand auth (SSH-1)
- Behaviour ] Attempt “kevboard interactive™ auth (SSH-2)
- Translation L
- Selection Authentication parameters
L Colours ] Alow agent forwarding
=+ Connection ] Alow attempted changes of usemame in SSH-2
- Data Private key file for authentication:
-y C:\Users st sshkey2_ppk ppk | | Browse...
- Telnet
= 55H
o Kt
- Host keys
- Cipher
Bhdh v
About ||  Helo Open | Cancel

BYBEF—ZRBIRLES, XA XZ1—ICRY), RICRTESICCSR1000v, > AR AD K
WP RLAZEAL TSSHIZHRTELELET,



B2 PuTTY Configuration ? >

Category:
= Session s Basic options for your PuTTY session
& _I_E"" L.ngtlging Specify the destination you want to connect to
- Temmina
5 Keyboard Host Mame (or I[P address) Port
- Bell | 22
. - Features Connection type:
= Window (JRaw () Telnet () Rlogin (@ 55H () Serial
. J;.ppea.rance Load, save or delete a stored session
- Behaviour
Trandation Saved Sessions
[+~ Selection
... Colours :
; Default Settings
= Epnnectiun —
Data Saue
- Telnet Delete
Rlogin
EI 5SH
Hex Close window on exit:
Host keys (O Mways () Never (8 Only on clean exit
Cipher
(- Auth W
About Help Open Cancel

N ERENESSHE—TREEE ME1—HE/SAT—RiZ. OFAVTBES5BERE N
£,

Tog in as: cisco
Authenticating with public key "imported-openssh-key"
Passphrase for key "imported-openssh-key":

csr-cisco#



CSR1000v/C8000VIZSecureCRTTOY 1> LE 9,
SecureCRT Tk, MEBEF—OT 72 NOEXTHIPEMER OMBRF—HIBETT,
SecureCRTTClE, XZ1—THWEF—\NO/NAZIEELET,

File > Quick Connect > Authentication > Uncheck Password > PublicKey > Properties @ JIE Zi&31R
LET,

ROREGE, BEEND V1 RIERLTVET,

Quick Connect oy

Protocol: SSH2 o

Hostname:

Port: 22 Firewall: | Mone o

Username:

Authentication

[ ] Password Y Properties...
Publickey

| keyboard Interactive
GSSAPI

[ ] 5how quick connect on startup [ ]save session
Open in a tab

Connect Cancel

IZRTRDIZ, Use session public key string > Select Use identity or certificate file > Select ...
button®JEIZZEIRL, FALINJIZBBHL TEHNOF—ZERL, OKZEBIRLET,



Ci 1kl K -\"i':'l $1

) Use global publc key setting (@) Use session publc key settng

Sesgon Settings
W) Uise ideniity or certificate e

Cii\Users N, sch ooy 2

() Use a cernficate from your personal CAPL store of 8 PECS &11 pravader DLL
CAPT

=Try all certificatess

Gut usemame from certificate: | Common Name

B Use cartificabe as raw SSHZ key (server doss not support 3. 509)

FirQenpaint:

SHA- 2 el:B2: 1d:a8:6 745 0eba 96 3 1 12: 74 2880 1a:dh: FadhE: G 6 Top9: B 5o % 65 0d: 3-
SHA-1: 790813800 00: 57:ma :40-6b: 5 B4:bb: 03 d3:d 1:99:63: 70:a3
MDS: da-82-5e: 30-F8: 22-acalo08: 18: 71: Te:fade: 3063

£ F

Create [dentity Fée... = Upload | ExportPubbcKey...  Change Passphrase...

BEIC, RICRTESIC, SSHEHATA 2V ARX AT RLAOAIBIPICELHELET,



Cuick Connect oo
Protocol: SSH2 o
Hostname: |
Port: 22 Firewall:  MNone >
Username:
Authentication
Publickey i Properties...
Keyboard Interactive
GSSAPI -
[ ] Password
[ ] 5how quick connect on startup [ ]save session
Open in a tab
Connect Cancel

N AR ENESSHE—TESE M 1—HE/SAT—RiZ. OF(VTBES5BERE N
£7.

<#root>
csr-cisco#

show | oggi ng

Syslog logging: enabled (0 messages dropped, 3 messages rate-limited, O flushes, 0 overruns, xml disabl

No Active Message Discriminator.
<snip>
*Jan 7 23:16:13.315: %SEC_log in-5-Tog in_SUCCESS: Tog in Success [user: cisco] [Source: X.X.X.X] [Toca



csr-cisco#

FTofovMAT A > FE

~ ERFIXUN TEELAZEEFEAL ELinux VMAQER ) 25RBL TS EEL,

EBiNI1—Y A" GCPTCSR1000v/C8000vicOT A B &
af

CSR1000vA Y ARV AANDOYA U ARITHE, ROFETEMI—HFERETEET,
FHLOWI-—HR/NAD—RORKRE
HLVWI—HFENRT—RERETSICE. ROOYY REFALET,

<#froot>

enabl e
configure term na
user nane <usernane> privilege <privilege |evel > secret <password>

end

UTICH TR,

<#root>
csr-cisco#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
csr-cisco(config)#

csr-cisco(config)#

usernane cisco privilege 15 secret cisco

csr-cisco(config)#

end
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csr-cisco#

# L WI—HACSR1000v/C8000vA Y ARV AILOT AV TED LS I FL 1,
SSH¥ —ZEAL LHBI - ORE

CSR1000vA VARV AT VAT BICIE., DEF—ZRELET, 1V AZVAXEZITF—4
DSSHF¥ —IE. CSR1000VANDT UVt AZIRBHLER A,

HFLOWI—HICSSH¥F—ARETDICE. "OOAX REFEHALET,

<#froot>

configure term na

i p ssh pubkey-chain
user name <user name>
key-string

<public ssh key>
exit

end

N s5:Cisco CLIDITDBABR 254X T THE LD, F—XTHE-OHEBICHALE Ao
F—NFHRFFERTICEETIRDICHATHE EERNTY., COFHRERRT D HENEF
MIZDOWTIE. "Google Cloud PlatformTCSR1000vZ2EA T2 DA A X > ASSHF
—DERK ZZRBLTLSEEY, _

<ttroot>

$

fold -b -w 72 /mt/c/ Users/ricneri/.ssh/key2. pub

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDTdzZ/+i313VeHs4gDox0P67jebaGwC6vkC
n29bwSQ4CPJIGVRLCcVSNPcPPqVydiXVEOG8e9gFszkpk6c2meO+TRsSLiwHigv281yw5xhn1U
ck/AYpy9E6TYEEU9W6Fz0XxTG2Qheln9b5Les6K9PFP/mR6WUMbfmaFredV/sADnODPO+0fTK


https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
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/0ZPg34DNfcFhglja5GzudRb3S4nBBhDzuVrVCIRbA4PHVMXrLbIfqlks3PCVGOtW1HXxxTU4
FCKkmEAg4NEgQMVLSm26nLvrNK6z7 1RMcIKZZcST+SL61Qv33gkUKIoGB9qgx/+D1RvurvVXfCdq
3Cmxm2swHmb6MTrEtqIv cisco

$

csr-cisco#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
csr-cisco(config)#

csr-cisco(config)#

ip ssh pubkey-chain

csr-cisco(conf-ssh-pubkey)#

usernane ci sco

csr-cisco(conf-ssh-pubkey-user)#

key-string

csr-cisco(conf-ssh-pubkey-data)#

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDI dzZ/ i Ji 3VeHs4gDoxOP67j ebaGaC

csr-cisco(conf-ssh-pubkey-data)#

6vkCn29bwSQ4 CPJGVRLCVSNPc PPqVydi XVEOGBe9gFszkpk6c2meO+TRsSLi wHi gv28

csr-cisco(conf-ssh-pubkey-data)#

ywsxhnlUck/ AYpy9E6TY EEUOWEFZOXx TR Gheln9b5Les6KOPFP/ nR6WUMof maFr edV/ s

csr-cisco(conf-ssh-pubkey-data)#

ADnODPO+OF TK/ QZPg34DNf cFhgl j a5GzudRb3S4nBBhDz uVr VCORbA4PHVMXr Lbl f gl k

csr-cisco(conf-ssh-pubkey-data)#

S3PCVGEO WL HXx TUAFCKmMEAg4NEgGMWLSR26nLvr NK6z 71 RVeEl KZZc ST+SL61 Qv33gk UKI

csr-cisco(conf-ssh-pubkey-data)#

0GBIqgx/ +Dl Rvur VXf Cdgq3Cmxn2swHnb6M r Et ql v ci sco

csr-cisco(conf-ssh-pubkey-data)#

exit

csr-cisco(conf-ssh-pubkey-user)#

end



csr-cisco#

CSR1000v/C8000vA MO Y 1 > DR E 1 —H D HERE

REANELLITONICEZBEBIBICE, ERLEILTOOYIZERTZH, EMOIL

T YLNEFEALTARF—ORBEF—RTTOTALET,

LW—2QAs5, WRDOIP7 RLAZEALTOT A KIOT 2#BLET,

<#root>
csr-cisco#

show cl ock

*00:21:56.975 UTC Fri Jan 8 2021
csr-cisco#

csr-cisco#

show | oggi ng

Syslog logging: enabled (0 messages dropped, 3 messages rate-limited, O flushes, 0 overruns, xml disabl

<snip>

*Jan 8 00:22:24.907: %SEC_log in-5-Tog in_SUCCESS: log in Success [user:

csr-cisco#

NS a1—b
"Operation Timed Outy T —XY E—IFRRENDEE

<tfroot>

$

ssh -i CSR-sshkey <snip>@X. X. X. X

ssh: connect to host <snip> port 22: Operation timed out

EZASNBEREA :

s AVAZVADRRANATTLTVEEA,

<snip>] [Source: <snip>] [loca



« NTVUYOFTRLAK, VMONcOIZEI) HTSNTWREDTREH Y EEA,
Viyi—>3>:

VMOEANTTI2DZHFEET, BFE. CSRI0D0OVODEAAN T T TR ETICERASTAN Y E
ERD

INAD— R BEZZE
NAT— R BEZIBE

<#froot>

$

ssh -i CSR-sshkey <snip>@X X X. X

Password:
Password:
EZx5Nh3RE :

e I —BFLBEHWEBEF—HNELLHYEEA,
« MacOSX°Linuxx EDF L W/X— 3 > MO Operative SystemTlk, OpenSSHI1—7FT 1 U T
1DFT7 A NTRSAGREMIZBE>TVERE A,

yi)i—>3ar

« 1—H%E&AH, CSR1000v/C8000vNEARICIEEL E1—HRBEBUTHD L E2ERALE
9,

c MBF—PDEABCEELEEOERLUTHAEEZRALET,

¢« sshaAY Y RTEIHFHFZDZF—DERA4TEIBELE T,

<ttroot>

ssh -o PubkeyAccept edKeyTypes=ssh-rsa -i <private_key> <user>@host _i p>

BYIE R ¥

« Cisco Cloud Services Router 1000vF—2 < — b
e TUOZAHI HR—KE RFI1 XN - Cisco Systems



https://www.cisco.com/c/en/us/products/collateral/routers/cloud-services-router-1000v-series/data_sheet-c78-733443.html
https://www.cisco.com/c/en/us/products/collateral/routers/cloud-services-router-1000v-series/data_sheet-c78-733443.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



