Microsoft Azure® TCSR1000v HA Version 2
Configuration Guided
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V)& T, Azure Metadatath —/N\—ANOT7 VA, REXZ>OT7SAIVA2—T 14
ANSOIKAEETT,

- HAV1 IOSEREN FHE T BB A . guestshell DHAV2ERED BT IZHIBR T D BB HV) £ T,
HAVIDEZEIE. redundancy1Y > R &cloud provider AN Y RTHERENTVET,

RRIE
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1IOXT7VTr—23a 2 RAT A9 BRICLET, VirtualPortGroup0IlZ 7'Z 4 R— KNIPF
RLAZEIWHETES, YARIIUNFAVEZ—FY NZEETED RS, NTUY I
A>3 —7 T4 A%ZEHL TNAT VirtualPortGroup0Z 8 EL £ T, CDHITIE,
GigabitEthernet1 Mipl&10.3.0.4T 9,

vrf definition GS

!

i OX

app- hosting appi d guestshell

app-vnic gatewayl virtual portgroup O guest-interface O

guest - i paddress 192. 168. 35. 102 net nask 255. 255. 255. 0

app-defaul t - gat eway 192. 168. 35. 101 guest-interface 0
name-server0 8.8.8.8

|

interface Virtual Port G oup0

vrf forwarding GS

i p address 192. 168. 35. 101 255. 255. 255. 0

ip nat inside

!

interface G gabitEthernetl

ip nat outside

!

ip access-list standard GS_NAT_ACL

permit 192.168.35.0 0.0.0.255

!

ip nat inside source list GS_NAT_ACL interface G gabitEthernetl vrf GS overl oad
!

! The static route points to the gigl private ip address gateway
iproute vrif GS 0.0.0.0 0.0.0.0 G gabitEthernetl 10.1.0.1 gl obal

3 : Azure Marketplace S 7’ O4ENEFHLWA ARV AL, ioxHHSHUHEK
ENTVB AN HYET,



AT Y 72:Python/\ Y o —> &Guestshelllc 1 > AR —=ILF 5,

1. guestshellzB®ICLTOJA > LET,

csr-1#guest shel | enabl e
csr- 1#guest shel

2. www.google.comlZpingZE1TL ., guestshellAi"1 > X —% Y NIEETED L ZHRRLE
T, FETREBZB A, app-hosting I0S config®name-server configE F I Y I3 H,
guestshell®resolv.conflc—/NZBIML £,

[ guest shel | @uestshell ~]$ ping ww. googl e. com

PI NG www. googl e. com (172. 217. 14. 228) 56(84) bytes of data.

64 bytes from sea30s02-in-f4.1e100. net (172.217.14.228): icnp_seq=1 ttl=51 tine=4.89 ns

64 bytes from sea30s02-in-f4.1e100. net (172.217.14.228): icnp_seq=2 ttl=51 tinme=5.02 ns
curlZEITL T, XXTF—INERXTED_LEERLET, ABRATA > RX2—T T4 AR
Gig1(eth0) TH B HEN H V) ET. ThUNDEFEE. 169.254.169.254% 7 OY V9§51
RN HBDAzure X 1T A TIN—T, L—TFT1427, FLRETOMOMEZRETEL T
EEW, 169.254.169.254l¢pingTRERT RLATR S FEB A,

[ guestshel | @uestshell ~]$ curl -H Metadata:true

"http://169. 254. 169. 254/ net adat a/ i nst ance?api - ver si on=2018- 04- 02"

{"conmpute":{"l ocation":"westus2", "name": "csr-david-2","offer":"cisco-csr-

1000v", "osType": "Li nux", "pl acenent G oupl d":"","plan": {"nane":"16_7", "product": "ci sco-csr-
1000v", "publisher":"cisco"}, "platfornfFaul t Domain":"0", "pl at f or mpdat eDonai n": " 0", "publ i cKey
s":[],"publisher":"cisco","resourceG oupNane":"RG Davi d-

2", "sku":"16_7","subscriptionld":"09el3f d4- def 2- 46aa- a056-

XXXXXXXXXXX", "tags":"","version":"16.7.120171201", "vm d": " f 8f 32b48- daa0- 4053- 8ba4-
XXXXXXXXXXXXX", "vnBcal eSet Nane":"", "vnSi ze": " Standard_DS2_v2","zone":""},"network": {"interf
ace":[{"ipvd": {"ipAddress":[{"privatel pAddress":"10.3.0.5", "publicl pAddress":"21.53.135.210
"}],"subnet":[{"address":"10.3.0.0","prefix":"24"}]},"ipv6":{"i pAddress":[]}, "nacAddress":"
O00D3A93F"}, {"ipv4": {"i pAddress":[{"privatel pAddress":"10.3.1.5", "publiclpAddress":""}], "su
bnet":[{"address":"10.3.1.0","prefix":"24"}]},"ipv6e":{"i pAddress":[]}, " nmacAddress": " 000D3A9
61"}1}}[

3. Python/ N\ 5 —2 %A AR=)ILET, F:sudoE—RZFEALTINYT—CEA2R
R=ILLBEWTLKEEW, —userA 7> a>raddFEALTSEEV, 3DOFIEZTNT
EALAEVE, BT FINAICNYT—DF AV AR=IEhET, Chnll&kl),
ImportErrors A" B4E T3 AIgEMN BV ET, ELLKA VAR =ILENRTVWEVWNYT—D%
BIET 2 ICIE., I0SOY > Rguestshell destroyZ 21T L TR YYETHEN HV ET,

[guestshel | @uestshell ~]$ pip install csr_azure_guestshell~=1.1 --user
[ guestshel | @uestshell ~]$ pip install csr_azure_ha~=1.0 --user
[ guestshel | @uestshell ~]$ source ~/.bashrc
4. )Nv ‘T —< 7' Ihomelguestshell/.local/lib/python2.7/site-packages it IEL < 1 2 A M =)L & h
TVBHLERRBELET,

[ guest shel | @uestshell ~]$ which show _node. py
~/ .1 ocal /li b/ python2. 7/ si te-packages/ csr_azure_ha/client_api/show node. py

AT Y 73.CSR1000v APIJ—)LORBREZEEL £ ¥,
CSR1000vTAZure N DAPIFU L 21T 5. 200 EF B E T,

1. Azure Active Directory(AAD) - HAV2 TEFERA TE D EEDHAVIX Y Y RTT,
create_node.py AV U7 NTHEATSTF > MND, app-id, app-keyZXEULE T, FHMICD
WTIE. "Microsoft Azure Active Directory TOF 7)o —> 3> OERK L 2SR LTS EE
Wo 3 :HAVITERAE hdapp-keyld I 1—REnizF—TF, HAV2THERAE B app-
keylk I A—REAhTWAEVWF—TF, I>A—REATVEBVWF—ZXELELN 2L
g, F—HFEETEBZVLED, FILLF—ZERTIHEN BYVET,
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2. MicrosoftiC &, IR > OT7 7V r—>a>0EREZEEHLTRAIIVR— RY—ER
IDIMSHYVH—E AN HY) £F. MSIOFFEMIZ DWW TIE, https://docs.microsoft.com/en-
us/azure/active-directory/managed-service-identity/overviewZ S B L T & W\, HA/N—2

32Tk, MSIT—ERAZFEAL TCisco CSR 1000vZFREETE X T, HA/N—> 3 21TR

MSIZERATEXREA,

ATY 71 FCSR1000vIRIEN S > OMSIZBIICLE T, Azure Portal TVMICBEBIL £ T
o [ID]IIC®E L, [System Assigned] > [On] > [Save]Z2 V2 UY VL ET,

Home » Virtual machines > david-test-csr-1 - ldentity (Preview)
david-test-csr-1 - Identity (Preview)
Wirtual machine - PREVIEW
4%

System assigned : User assigned

D Security

O Refresh

Extensions

% Continuous delivery (Preview)
Status @

2 Availability set m

& Configuration Object ID @
Identity (Preview)

Properties

ﬂ Locks . This resource is registered with Azure Active Directory. You can control its access to services like Azure Resource

Manager, Azure Key Vault, etc, Learn more

& Automation script

AT Y 7°2:[Subnet Route Table]® F T, CSR1000v/IL—& A S OAPIRU'H L ZFFAI T3 (C
l&. [Access Control (IAM)|ZBIRL, [Add|ZTV VY ILET,

AT ¥ 7°3:[Role - Network Contributor]Zi®iR LU £ ¥, [Assign Access to - Virtual Machine] &
BRUET, BYBYTRIVT2a22BRUET. MSINFVICBE>TVWBVMZEU AN

ASERLET,

Home * Resource groups > RG-David » subnet2-david-C5R-RouteTable - Access control (lAM)

ﬁ subnet2-david-CSR-RouteTable - Access control (IAM)

Eell
= + Add ma Roles t} Refresh
s Owverview Name @ Type @
All
: Activity log Scope @ Group by @
2l Access control (IAM) Al scopes i e
& Tags 18 items (16 Users, 1 Service Principals, 2 Virtual Machines)
#% Diagnose and solve problems NAME TYPE
Settings
METWORK CONTRIBUTOR

& Configuration
s Routes
Subnets

Properties

ATYT4: TAM T THAZERELE T,

Add permissions X

Role @
Metwork Contributor A

Assign access to @

Wirtual Machpme L
* Subscription
Microsoft Azure Enterprise W

exr-legit-16-9-david-1
- = fsubscriptions/

Selected members:

david-test-csr-1

= Ssubscrnpticng

Remowve

1. create_node.py AV U7 NEEAL T, HABKZEMLET., ITXTOTTINFTX—2X
EEEHEFEITSHICIE. TCisco CSR 1000v Deployment Guide for Microsoft Azures M3 &



https://docs.microsoft.com/en-us/azure/active-directory/managed-service-identity/overview
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FAEBBLTLEE, ZOBITR. AADRIAEAL T, AADRIETH. app-id(a).
tenant-id(d). & &k U'app-key(K)\7 ST HFBETT, MSIFEAZEATIHES. chsSNEM
750 FETY, node 77T REEEOHKETT. BEOIL—KNT—TILANOEHH
ELFZElE. —EO/—RESZHEALTERO/ —RZERLET,

create_node.py -i 100 -p azure -s 09e13f d4-def 2- 46aa- a056- XXXXXXXXXX -g RG David -t
subnet 2- davi d- CSR- Rout eTable -r 8.8.8.8/32 -n 10.3.1.4 -a 1e0f 69c3- b6aa- 46cf - b5f 9-
XXXXXXXXX -d aed49849c- 2622- 4d45- b95e- xxxxxxxxx -k bDENlk8bat Jqpeqj AulvaUCZn5Md6r VEEI =

2 B2 ONZXA—RZEMELEEEETSICIE. set_params.pyZFEALET,

set _parans.py -i 100 [optionl] [option2]

B.MEXDODNTA=BREIVVUFTFTBICIE, clear_params.pyZFEALET,

cl ear_paranms.py -i 100 [optionl] [option2]

4. delete_node.pyZfEAL T/ — RZHIBRLE T,

del ete_node. py -i 100

ATY75: 7T—LFA—N—ENIH—FB&LSCEEMEREL £ T,

peerFailF 7> a2 >4+ & Mnode_event.py AT V7 N, HAV2A 7 T—)LFA—N—&KNUFH—L,
Azure Route TableZE#HTH5HETT, T T, MENOODSY VEFRICTOTSALTEERT,
IOSH TEEMZ £ L Tnode_event.pyZ2 179 % A, guestshelll TPython AV 1) 7' N &R T
XY,

fle LT, EEMZERL Tnode_eventpyZ NUH—F2 A/ RXR—T I A ADX IV REEF v
YFLEY,

event nmanager applet HAv2 interface_flap

event syslog pattern "Interface G gabitEthernet2, changed state to down"
action 1 cli comrand "enabl e"

action 2 cli command "guestshell run node_event.py -i 100 -e peerFail"

guestshellTnode_event.pyZFBITRITL., EBO 7 I—ILF—/N—%EFTARNTEZEXT,

[ guest shel | @uestshell ~]$ node_event.py -i 100 -e peerFail

HAV2lE, revertA 7> a2 &AL T, I—RERODIIL—RICRIEETEET, chik, 7
DI>7>23a>uz2Z21L—KNTBATT3INOERETT, create_node.py®-m primary7 5
E. Z7SAXVIL—BZTRETIHVENHYET, Chid. BFDEFERALTAVEZ—T I/ AD
REZERTHHITT,

event nmanager applet bfd_session_up

event syslog pattern ".*BFD_SESS UP.*"

action 1 cli comrand "enabl e"

action 2 cli command "guestshell run node_event.py -i 100 -e revert"”

[ guest shel | @uestshell ~]$ set_paranms.py -i 100 -m

1.3 20 7OCANFIRTTITATTHD L =2HALET,
systentt!| status auth-token
systenct| status azure-ha
systentt!| status waagent

2 BENMRELETFNARAZBREEBLET,
sudo systenct| start waagent
sudo systenct| start azure-ha


/content/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html#id_74411

sudo systenct|l start auth-token

3. create_node.pyl_ & 2 TIEMENRELEERITI2005FEFHYET,
show _node. py -i 100

[ guestshel | @uestshell ~]$ cat azure/HA node_file

{' appKey': ' bDENlk8bat JQWEi GXAXSR4Y=", 'index': '100', 'routeTabl eNane': 'subnet2-david-
CSR-Rout eTable', 'route': '8.8.8.8/32', 'nextHop': '10.3.1.4', 'tenantld': 'ae49849c-2622-
4d45- b95e- xxxXxxxxxxx', 'resourceGoup': 'RG David', 'appld' : '1le0f 69c3-b6aa-46cf - b5f9-
XXXXXXXXXX', 'subscriptionld : '09el3fd4-def2-46aa-a056- xxxxxxxxxxx', 'cloud': 'azure'}

4 ABZNAN—B2DT7T—)NFA—N—2VT7r>Z2L—232 L T, ChRFERICET
I—)NFA—N—%5ERBIITDITREHYNTEBAYN, RENFBUWTHZI L ZHFILET,
FlE6eOOT 2B L XTI,

node_event.py -i 100 -e verify

5 AZVNAN—ZRTEBEOTI—NA-—N—ARVNENIH—LET, AzureT, JL—b
T—7ILHFFHLOVKRY TADI—REBEFHFLELESHERRELET, FIE6OOTU 2R
LTLSEEL,

node_event.py -i 100 -e peerFai

6. node_eventpylk., NUHEchizeZII2BEOOJZERLET. ik, 7I—)LF—N
—HFRUBLEAESHERRELEY, BEENS L 1—FT42J0LEYTIDICKRIS
F9, FLLARYNTZ7AINFBEERENET, 7L, routeTableGetRspldEE L&
EExhdiceh, BEIODOT77AINBHYET,

[guestshel | @uestshell ~]$ |Is -latr /home/guestshell/azure/ HA events/

total 5

drwxr-xr-x 3 guestshell root 1024 Sep 18 23:01 ..

drwxr-xr-x 2 guestshell root 1024 Sep 19 19:40 .

-rwr--r-- 1 guestshell guestshell 144 Sep 19 19: 40 routeTabl eGet Rsp

-rwr--r-- 1 guestshell guestshell 390 Sep 19 19:40 event.2018-09-19 19:40: 28. 341616
-rwr--r-- 1 guestshell guestshell 541 Sep 18 23:09 event.2018-09-18 23:09: 58. 413523

NZ7)L21—hb

AT Y 7°1. Python/\ v 7 — = A"84& 2 T/usr/lib/python2.7/site-packages/.guestshell Z L T, &%
EFIECHVET,

[ guest shel | @uestshell ~]$ create_node.py -h
bash: create_node. py: conmand not found

[guestshel | @uestshell ~]$ |Is /usr/lib/python2.7/site-packages/
ELWA 2 ABRM—=IL/NAR ~/localllib/python2.7/site-packages/T 9

[ guest shel | @uest shel | ~]$ whi ch show_node. py
~/ .1 ocal /lib/python2.7/site-packages/csr_azure_ha/client_api/show _node. py

ATY T2 BN ATY TITRETIATVAEY, FEEE>THRETIATVWREES, =0
I5—NERENDAEEN BV FET, AADIREETIE, AT N TV Sapp-keyF EXZBS
FEFURLTIO— RENEHEE, node_event.pyA MU H—ZhiRICRIALS — ﬁﬁ/‘ﬁéh
PBENHYVET,

[ guestshel | @uestshell ~]$ cat /home/ guestshel |/ azure/ HAN event s/ rout eTabl eGet Rsp
{"error":{"code":"Aut henti cati onFai | edM ssi ngToken", "nmessage": "Aut hentication failed. The



" Aut hori zation' header is mssing the access token."}}

[guest shel | @uest shel | ~]$ cat /hone/guestshel |/ azure/ HN event s/ event. 2018-09- 19\
23\:02\:55.581684

Event type is verify

appKey zGQuYMyXGha5Kge8xduf hUl9eX9%2B1zI| hLsuws@8D
i ndex 100

rout eTabl eNane subnet 2- davi d- CSR- Rout eTabl e
route 8.8.8.8/32

next Hop 10.3.1.4

tenant|d ae49849c-2622- 4d45- b95e- XXXXXXXXXX
resource& oup RG David

appl d 1e0f 69c3- b6aa- 46¢f - b5f 9- XXXXXXXXXX
subscri ptionld 09el13f d4- def 2- 46aa- a056- X XXXXXXXXX
cloud azure

Al'l required paraneters have been provi ded
Requesting token using Azure Active Directory
Token=

Failed to obtain token

Readi ng route table

Route GET request failed with code 401

ATYT73: T MDERERTZUIDFEL K BZWEE,

[ guestshel | @uestshell ~]$ cat azure/tool s/ TokenMyr/token_get rsp
{"error":"invalid_request","error_description":"AADSTS90002: Tenant 1e0f 69c3-b6aa-46cf - b5f 9-
XXXXXXXXXxX not found. This may happen if there are no active subscriptions for the tenant. Check
with your subscription admnistrator.\r\nTrace |D: 8bc80ef c-f086-46ec- 83b9-

XXXXXXXXXXX\r\nCorrel ation I D: 2c6062f 8- 3a40- 4b0e- 83ec- XXXXXXXXXXX\ r\ nTi mest anp: 2018-09-19
23:58: 022", "error_codes":[90002], "ti nestanp":"2018-09-19 23:58: 022", "trace_i d": " 8bc80ef c-f 086-
46ec- 83b9- XXXXXXXXXXXX","correl ation_i d":"2c6062f 8- 3a40- 4b0e- 83ec- XXXXXXXXXXX"}

ATV T4 - NV T—=20A4 A M=)LH(CsudoE— RFERAE N ETEMEN B ET, - 1—
H—HFEEATVWEVD, FEEFY—A~/bashreAFRITENELBATLE, ZhiZKY),
create_node.py N kBT B . ImportErrorA" ERE hE T,

[guest shel | @uestshell ~]$ create_node.py -i 1 -p azure -s d91490ec -g RG -t RT -r 10.12.0.0/11
-n 10.2.0.31 -m secondary

/usr/1ib64/ python2. 7/ site-packages/cryptography/hazmat/prinitives/constant_time.py: 26:

Crypt ogr aphyDepr ecat i onWar ni ng: Support for your Python version is deprecated. The next version
of cryptography will renove support. Please upgrade to a 2.7.x rel ease that supports

hmac. conpar e_di gest as soon as possi bl e.

utils. Deprecatedl n23,

create_node -i 1 -p azure -s d91490ec -g RG -t RT -r 10.12.0.0/11 -n 10.2.0.31 -m secondary
failed

[guest shel | @uestshell ~]$ create_node.py -i 1 -p azure -s d91490ec -g RG -t RT -r 10.1.0.0/18 -
n 10.2.0.31 -m secondary

Traceback (nost recent call last):
File "/usr/bin/create_node.py", line 5, in
i mport ha_api

ImportError: No nodul e named ha_api

ATVTS NV T—DDA2AN—)BEZHELET,

[ guest shel | @uestshell ~]$ cat azure/HA/install.log

Installing the Azure high availability package

Show t he current PATH
/usr/local/bin:/usr/bin:/home/guestshell/.local/lib/python2.7/site-
packages/ csr_azure_ha/ cl i ent _api



Show t he current PYTHONPATH

:/ home/ guestshel | /.1 ocal /lib/python2.7/site-

packages/ csr_azure_guestshel | : / home/ guestshel I /.l ocal /i b/ python2.7/site-

packages/ csr_azure_guest shel | / TokenMyr: / hone/ guest shel | /.1 ocal /i b/ python2. 7/site-
packages/ csr_azure_guest shel | / Met adat aMyr: / hone/ guest shel | /.1 ocal /i b/ pyt hon2. 7/site-
packages/ csr_azure_guestshel | / bi n: / home/ guest shel I /.l ocal /1i b/ python2.7/site-
packages/ csr_azure_hal/ cl i ent _api:/home/ guestshell/.local/lib/python2.7/site-
packages/ csr_azure_hal server

ATYTEHAREOV 2#ABLET,

[ guestshel | @uestshell ~]$ cat azure/ HA azha.l og

2018-09- 24 16:56: 29. 215743 High availability server started with pid=7279

2018-09-24 17:03: 20. 602579 Server processing create_node comand

2018-09-24 17:03: 20. 602729 Created new node with index 100

AT Y 76:debug_hashAV V7 RZEFTLT, IXTOOT 774N ZE1DDtar7 7 A4 )LICIRE
LET,

[ guest shel | @uest shel | ~]$ bash ~/azure/ HA debug_ha. sh
774N T—RNT7Zv21 BN N, FARDILEIOSOBMAN ST IV EZATEERT,

[ guest shel | @uestshell ~]$ |s /bootflash/ha_debug.tar
/ boot f| ash/ ha_debug. t ar

csr-david-2#dir | i debug
28 -rw 92160 Sep 27 2018 22:42:54 +00:00 ha_debug.tar
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