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VPN k%)L ASDM DEETE

VPN R R ZERTBICE, XKOFIEZETLET,

1. 750 %EBE, hitps://I<ASDM CF VAT ED RS CREEThIEASADS > A—T T4
ADIPFZRLA>ZAHDLT, ASA LD ASDMICT7 Ot ALET, SSLIIFAEDEEM
ICBIEL T/ ZIOYPSHAETNBDINTOBLEZRARLET, F7FILM0I—HEE
NAD—RIF, MHEEEATT, ASANZDIAV RIERRTDDIE, ASDM 77
T—2a2OE I VO0—REFATREHTT, ROBFOJ/E., F7Ur—>3>EE0O—
A AVE1I—ZRICO—R&Eh, Java P77 LV I\'C“tdiibﬂfl/itt/uo

2. [Download ASDM Launcher and Start ASDM] 22 JY 2 LT, ASDM 77U —>3 >0
AVAN=Z&HIO—RLET,

3. ASDM Launcher #H D> O—R&hfz5, 7OVT NI >T—EDOATY TEZEITL,
ZEVIRNIDITZAARN—=)LL =%, Cisco ASDM Launcher Z&EE L £ 7,

4.http- ANV RTRERELEAVEZ—TIAADIPTPRLAEI—HYRE/NAT—R (EEL
EBE)EADLET, XOFITE, I—FBEL Teisco123, NAT—RELT
cisco123 ZFEAL TVWET,

5.ASDM 77U — 3> A ASA (4L 125, [IPsec VPN Wizard] #£FL £,

6. IPSec VPN R X)L 24 7 & L T [Site-to-Site] ZiBIRL ., XRDOEKSIC [Next] 29U Y UL
£9,

7. VDE—NET7OASBIPTRLAZEELET., FHITHRIABER (SOBEEEaLEE
) ZABDLET, XOHITIE, cisco123 E VWS BREEREZFALTVET, [Tunnel
Group Name] l&, L2L VPN 2R ETBEE., T7 AN TRERATIP P RLAICKYET,
[Next] 20 )Y O L&ET,

8.IKE(7I—X1E605 ) THEATIERERELET., ThSOEME. ASA BT
IOS L—ZDOEAETRILUTHRIThEFREYEEBA, [Next] Z0UYILET,

9.IPsec ( 7I—X2&8VS ) THEATIEMHEZEELEFT. ThSOEMRE, ASABKLY
IOS L—ZDOMmAETRLUTHEIThERZYELEA, [Nextt 20UV ILET,

10.VPN R RN EBBTERZELSBRTTAVIDKARNEEELET, COARATY T TR
. VPN R ZJLICH L T [Local Networks] # & O [Remote Networks] Z38EL £,
[Local Networks] DIEICHBDREZEZRXOROELSICOVYOLT, ROAVZFEI2 VR
RASO—HIIL XY RT—U PRLAZERLET,

M. A=A RYRNIT—DV PRLAZERL., IOKLSIZ[OK|ZI2VYILET,

12. [Remote Networks] DIEIZH D RZ U EZXOROELSICOVYOLT, ROAVZFEO2 1)
ARDPSVE—NFYRND—U FRLAZERLET,

13. JE—MN RYPND—O PRLAZERL, HOXSIZ[OK ZOVYOLET, E UABL
RIZUE—N XY RD—=08BVWEEE, [Add| 22Uy OLT, XY RNDT—0Z%Z)AN
ICEEMTRHENFHYET,

14. [Exempt ASA side host/network from address translation] ¥F T Y 7 RY V AICF I Y I —
AN, NORILDOKNZT 1Y U5 Network Address Translation ZF (73 WKSICLF
T, RIC, [Next] ZO0VUYOLET,

15. VPN Wizardic & 2 TEZE N EEMN, XROENEEICKRTRENET, . REZEBRERL
RRENMELVWCEEZRBRELES [Finish) Z22UYOLET,

JL—% SDM DFEE
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A—YRENAT—RZ, BELTHDERBFANL, [OK|ZIVUYILET, ROHIT
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. [Configuration] -> [VPN] -> [Site-to-Site VPN] Z3&IRL iz, SDM ;R—AL R—I LT

[Create a Site-to-Site VPN] DBEICHBD T F REE VY ILET, ROKDIC,
[Launch The selected Task] 22 1Y 2 L& 9,

. [Step by step wizard] ZiBIRL, 5|EHZEREERITLET,
RDITAVRIDEFNEFNOEH DT, VPN EGRIFHREZEELET. VPN ROXILDA &

—J7IA A%, ROV HAI DARMDSBBIRLET, < Tk, [FastEthernet0] &i&EIR
LTWET, [Peerldentity] 20> 3> Tk, [Peer with static IP address] Zi#iRL., UE
—NE7DOIP7RLAZEEL TWVWET, [Authentication]| 20> 3> Tl&. [Pre-shared
key] (BHIHAER ) (22Tl cisco123 ) ZEEEL TVWET, KRIC, [Next] 22V Y UL E
CP

JAdd] 20Dy LT, BEAFILAVAA, BEFLIVXA, 8LV @BXBFEEEE

I3 IKEZ7OR—HIILZEBMLET,

BT ILIVXAL, BEAEFILIVAL, SLUVBRBEEEZROLSICIEEL. [OK] %

VY OLET, BEAUTILIIOVXA, BEFILIIVXA, BRUBXB|EEOEE,
ASATEELETF—ZRE—HLTVWEITAERYEEA,

RDESIZ [Next] VYOI LET,

ROFLWIA D RITRENS VAT A—L Y MNZREBELET, RFAT7x—A
Y RTlE, VPN P RILDF—R22RETHD2OICHEATIHEBTIIVAXLERIAETIL
dVXLZEBELET, RIC, [Add] 2OV Y OL T, FHBERERELE T, [Add] %=
o)y oL, FEHREEEINE., NFOAT7F—AL Y NEZELCRKLUTVWSDOTE
EBMTEET,

NSUARAT7d—A Yy FOFBER (BSILFILIVXAERIAEFTIAVAL) £IEEL
 ROEDOKSIC[OK| Z0VYOLET,

RORDESIZ, FRIDMEBENZVAT7A—=L Y 2, ROV AT DARND
SERLET,

[Next) 20Uy O LET,

RDIDAYRIT, VPN RVRIWIZK>TREBIDNFT 7 1Y VOB HRZIEELET
o REBEITDRNT T4V IDREBRRY ND—IUBRUTBERY ND—UZEEL, EEL
EEBRRY ND)—U~BEXRY RTD—VBORS 714V INREBEENDELSIZLET,
ROBOEBE, EETEY NT—21F 10.20.10.0, BEXRY NT—2F 10.10.10.0 T,
RIZ, [Next) Z0 V)Y OLEY,

RDI14 RO, LA MNE VPN REOENZRLTWET, VPN OEHRZT
ARNTBIF S, [Test VPN Connectivity after configuring] F T Y 9 RY JAICFIT Y IUN
—JBANTLKEEY, SOHEE,. VPN OELEEFIVIITILEN HDNDT, YT
BFIVIRYVDACLFIVII—DRANTVET, RIZ, [Finish) 22UV ILET
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ROBRDOKSIZ, [Starf] 22 YOI L T, VPN DEHEZEFIVILET,



17. D742 RIIZ, VPNERTANDERZRLET,

CDTAVRIZERDE, ZEN

EIABELTLND (Up) ALTWEV (Down) AXDAYET, COREHTE.
FHNRISBRBLTEY (Up) . BTRREENATVWET, CiscolOS L—XNDRER

. CNTRDYTT,

ASA CLI 887

ASA

ASA#show run : Saved ASA Version 8.0(2) ! hostname ASA
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted nanes ! !---
Configure the outside interface. ! interface Ethernet0/1
nanei f outside security-level O ip address 172.16.1.1
255.255.255.0 !--- Configure the inside interface.
interface Ethernet0/2 naneif inside security-level 100
i p address 10.10.10.1 255.255.255.0 !-- Cutput
suppressed ! passwd 2KFQhbNI dl . 2KYQU encrypted ftp node
passi ve dns server-group Defaul t DNS domai n- nanme

defaul t. domain.invalid access-1ist 100 extended permit

i p any any access-|ist inside_natO_outbound extended
permt ip 10.10.10.0 255.255.255.0 10.20.10.0

255.255.255.0 !--- This access |ist
(inside_nat0_outbound) is used !--- with the nat zero
conmand. This prevents traffic which !--- matches the
access list fromundergoing network address transl ation
(NAT). !--- The traffic specified by this ACL is traffic
that is to be encrypted and !--- sent across the VPN
tunnel. This ACL is intentionally !--- the sane as
(outside_1 cryptomap). !--- Two separate access lists

shoul d always be used in this configuration. access-list
outside_1 cryptonap extended pernmit ip 10.10.10.0

255. 255.255. 0 10.20. 10. 0 255. 255.255.0 !--- This access
list (outside_cryptomap) is used !--- with the crypto
map outside_map !--- to determ ne which traffic should
be encrypted and sent !--- across the tunnel. !--- This
ACL is intentionally the same as (inside_natO_outbound).
I--- Two separate access lists should always be used in
this configuration. pager lines 24 ntu inside 1500 ntu
out si de 1500 no failover asdmimage di skO:/asdm 613. bin
asdm hi story enable arp tineout 14400 gl obal (outside) 1
interface nat (inside) 1 10.10.10.0 255.255.255.0 nat
(inside) O access-list inside_natO_outbound !--- NAT O
prevents NAT for networks specified in !--- the ACL

i nsi de_nat 0_out bound. access-group 100 in interface
outside route outside 0.0.0.0 0.0.0.0 172.16.1.2 1
timeout xlate 3:00:00 tineout conn 1:00: 00 hal f-cl osed
0: 10: 00 udp 0:02:00 icnp 0:00: 02 timeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 tineout ngcp- pat
0: 05: 00 sip 0:30:00 sip_nedia 0:02:00 tinmeout uauth

0: 05: 00 absolute http server enable http 0.0.0.0 0.0.0.0
dnz no snnp-server |ocation no snnp-server contact !---
PHASE 2 CONFI GURATION ---! !--- The encryption types for
Phase 2 are defined here. crypto ipsec transformset
ESP- DES- SHA esp-des esp-sha-hmac !--- Define the
transformset for Phase 2. crypto map outside_map 1

mat ch address outside_1_cryptomap !--- Define which
traffic should be sent to the | Psec peer. crypto map
outside_map 1 set peer 172.17.1.1 !--- Sets the |Psec
peer crypto map outside_nmap 1 set transform set ESP-DES-
SHA !'--- Sets the | Psec transform set "ESP-AES-256- SHA"
l--- to be used with the crypto nap entry "outside_map".




crypto map outside_nmap interface outside !--- Specifies

the interface to be used with !--- the settings defined
in this configuration. !--- PHASE 1 CONFlI GURATI ON - --
I--- This configuration uses isaknp policy 10. !'--- The
configuration comands here define the Phase !--- 1

policy paraneters that are used. crypto isaknp enabl e
outside crypto isaknp policy 10 authentication pre-share
encryption des hash sha group 1 lifetime 86400 tel net
timeout 5 ssh tineout 5 console timeout O threat-
detection basic-threat threat-detection statistics
access-list ! tunnel-group 172.17.1.1 type ipsec-12] !--
- In order to create and nmanage the database of

connection-specific !--- records for ipsec-|2l—+Psec
(LAN-to-LAN) tunnels, use the command !--- tunnel-group
in global configuration node. !--- For L2L connections
the name of the tunnel group MJST be the IP !--- address
of the | Psec peer. tunnel-group 172.17.1.1 ipsec-
attributes pre-shared-key * !--- Enter the pre-shared-
key in order to configure the !--- authentication

nmet hod. telnet timeout 5 ssh timeout 5 console tinmeout 0
threat-detection basic-threat threat-detection
statistics access-list ! class-map inspection_default

mat ch defaul t-inspection-traffic ! ! !-- Cutput
suppressed! usernanme ciscol23 password ffl RPGDSOIh9YLq
encrypted privil ege 15

Crypt ochecksum be38df aef 777a339b9e1c89202572a7d : end

JL—3 CLI &%

==

Bui | di ng configuration..

Current configuration : 2403 bytes

!

version 12.3

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
servi ce password-encryption

!

host nane R3

!

boot - start - mar ker

boot - end- mar ker

!

no | oggi ng buffered

!

usernane ciscol23 privilege 15 password 7
1511021F07257A767B

no aaa new nodel

i p subnet-zero

!
!
ip cef
[
[
ipips po max-events 100
no ftp-server write-enable
!

I--- Configuration for IKE policies. !--- Enables the
| KE policy configuration (config-isaknmp) !--- command
nmode, where you can specify the parameters that !--- are




used during an | KE negotiation. Encryption and Policy
details are hidden as the default values are chosen
crypto isaknp policy 2 authentication pre-share !---
Specifies the pre-shared key "ciscol23" which should !--
- be identical at both peers. This is a global !---
configuration node command. crypto isaknp key ciscol23
address 172.16.1.1 ! ! I--- Configuration for |Psec
policies. !--- Enables the crypto transform
configuration node, !--- where you can specify the
transformsets that are used !--- during an |Psec
negotiation. crypto ipsec transformset ASA-1PSEC esp-
des esp-sha-hmac ! !--- !--- Indicates that IKE is used
to establish !--- the IPsec Security Association for
protecting the !--- traffic specified by this crypto map
entry. crypto map SDM CMAP_1 1 i psec-i saknp description
Tunnel tol72.16.1.1 !--- I--- Sets the |P address of the
renmote end. set peer 172.16.1.1 !--- 1--- Configures

| Psec to use the transformset !--- "ASA-| PSEC' defined
earlier in this configuration. set transformset ASA-
IPSEC I --- !--- Specifies the interesting traffic to be
encrypted. match address 100 ! ! I !--- Configures the
interface to use the !--- crypto map "SDM CVAP_1" for

| Psec. interface FastEthernetO ip address 172.17.1.1
255. 255. 255. 0 dupl ex auto speed auto crypto map

SDM CMAP_1 ! interface FastEthernetl ip address

10. 20. 10. 2 255. 255. 255. 0 dupl ex auto speed auto !
interface FastEthernet2 no ip address ! interface Vlanl
i p address 10.77.241. 109 255.255.255.192 | ip cl assless
ip route 10.10.10.0 255.255.255.0 172.17.1.2 ip route
10. 77.233.0 255.255.255.0 10.77.241.65 ip route
172.16.1.0 255.255.255.0 172.17.1.2 ! | ip nat inside
source route-map nonat interface FastEthernetO overl oad
I ip http server ip http authentication local ip http
secure-server ! 1--- Configure the access-lists and nap
themto the Crypto nmap configured. access-list 100
remark SDM ACL Cat egory=4 access-list 100 remark | PSec
Rul e access-list 100 pernmit ip 10.20.10.0 0.0.0.255
10.10.10.0 0.0.0.255 ' I I I--- This ACL 110 identifies
the traffic flows using route map access-list 110 deny
ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255 access-1|ist
110 permit ip 10.20.10.0 0.0.0.255 any route-map nonat
pernmit 10 natch ip address 110 ! control-plane ! ! line
con 0 login local line aux O line vty O 4 privilege

Il evel 15 login local transport input telnet ssh ! end

s

CCTR, RENERCBELTLVS L ZHRBLET,

Output Interpreter Tool (OIT ) (BEI—HYEHRH ) T, BE®D show I RAFFR—KEh
TVWET, OITZFEAL T, show X REIDOBEMZER R TEET,

PXEF2AUTA TTS5AT A show IX VR
- JE—KIOS )—2Z :show X R

ASAPX X1 )T 4 PF7S5ALF AR -show AX R

. show cryptoisakmp sa : BEET7ICH B TN TD IKE SA ZFRRLE T, Asagshow crypto
i saknmp sa Active SA: 1 Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during
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rekey) Total IKE SA: 1 1 IKE Peer: 172.17.1.1 Type : L2L Role : initiator Rekey : no State
MM_ACTI VE

. show crypto ipsecsa : REETICH BT NT D IPSec SA ZFRRL FT . Asatshow crypto
i psec sa interface: outside Crypto nap tag: outside_map, seq num 1, local addr: 172.16.1.1
| ocal ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0) renote ident
(addr/ mask/ prot/port): (10.20.10.0/255.255.255.0/0/0) current_peer: 172.17.1.1 #pkts encaps
9, #pkts encrypt: 9, #pkts digest: 9 #pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9
#pkts conpressed: 0, #pkts deconpressed: 0 #pkts not conpressed: 9, #pkts conp failed: O,
#pkts deconp failed: O #pre-frag successes: 0, #pre-frag failures: 0, #fragnents created: O
#PMIUs sent: 0, #PMIUs rcvd: 0O, #decapsul ated frgs needi ng reassenbly: 0 #send errors: O,
#recv errors: 0 local crypto endpt.: 172.16.1.1, renote crypto endpt.: 172.17.1.1 path ntu
1500, ipsec overhead 58, nmedia ntu 1500 current outbound spi: 434C4A7F i nbound esp sas: spi
0xB7C1948E (3082917006) transform esp-des esp-sha-hmac none in use settings ={L2L, Tunnel
PFS Group 2, } slot: 0O, conn_id: 12288, crypto-nmap: outside_map sa timng: renaining key
lifetime (kB/sec): (4274999/3588) IV size: 8 bytes replay detection support: Y outbound esp
sas: spi: Ox434C4AA7F (1129073279) transform esp-des esp-sha-hmac none in use settings
={L2L, Tunnel, PFS Goup 2, } slot: 0, conn_id: 12288, crypto-nmap: outside_map sa tim ng:
remai ning key lifetine (kB/sec): (4274999/3588) |V size: 8 bytes replay detection support: Y

JE—BMI0S JL—& : show XY R

. show crypto isakmp sa : REETICH B TN T IKE SA ZFKRTRL EFT . Router#show crypto
i saknp sa dst src state conn-id slot status 172.17.1.1 172.16.1.1 QVMIDLE 3 0 ACTI VE

. show crypto ipsecsa : REETFIZH DTN T®D IPSec SA ZFR/RL F9 . Rout er#show crypto
i psec sa interface: FastEthernetO Crypto nmap tag: SDM CVMAP_1, |ocal addr 172.17.1.1
protected vrf: (none) |local ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0) current_peer 172.16.1.1
port 500 PERM T, flags={origin_is_acl,} #pkts encaps: 68, #pkts encrypt: 68, #pkts digest:
68 #pkts decaps: 68, #pkts decrypt: 68, #pkts verify: 68 #pkts conpressed: 0, #pkts
deconpressed: 0 #pkts not conpressed: 0, #pkts conpr. failed: O #pkts not deconpressed: O
#pkts deconpress failed: O #send errors 0, #recv errors O local crypto endpt.: 172.17.1.1
renote crypto endpt.: 172.16.1.1 path ntu 1500, ip mtu 1500 current outbound spi
0xB7C1948E(3082917006) inbound esp sas: spi: O0x434C4A7F(1129073279) transform esp-des esp-
sha-hmac , in use settings ={Tunnel, } conn id: 2001, flow.id: Cl8XX_MBRD:1, crypto nap:

SDM CVAP_1 sa timing: renaining key lifetine (k/sec): (4578719/3004) |V size: 8 bytes replay
detection support: Y Status: ACTIVE i nbound ah sas: inbound pcp sas: outbound esp sas: spi
0xB7C1948E(3082917006) transform esp-des esp-sha-hmac , in use settings ={Tunnel, } conn
id: 2002, flow_.id: CL8XX_MBRD:2, crypto map: SDM CMAP_1 sa timng: remaining key lifetine
(k/sec): (4578719/3002) 1V size: 8 bytes replay detection support: Y Status: ACTIVE out bound
ah sas: outbound pcp sas:

- show crypto engine connections active : RED#EFE, BHILELPESILEALENTY N

D IEER ( IL—3D H ) ZRIUET, Router#show crypto engi ne connections active ID
Interface | P-Address State Al gorithm Encrypt Decrypt 3 FastEthernet0 172.17.1.1 set

HVAC SHA+DES 56 CB 0 0 2001 FastEthernet0 172.17.1.1 set DES+SHA 0 59 2002 Fast Et hernetO
172.17.1.1 set DES+SHA 59 0

NSNS I=—F 42

SCTH. BEONSTAY 1—F A JCBU BRI OV THALET,

Output Interpreter Tool (OIT ) ( BBI—YEA ) Tk, FED show Y RAHYR—KEh
TVWET, OIT #EAL T, show INY RHODBEFTERTTEET,

E:debug ANV REFERATSHEIIC, Tdebug XY ROBERERH S KT TIP Security ® b
STNY1—F 424 :debug AV ROBAEFERL Z2SBL T &L,

. debug cryptoipsec7 : 7I—X 2 ® IPSec xd>I—>3>%#&XRLET, debug crypto
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isakmp7 : 7I—X 1M ISAKMP X I—>3a>&XRLET,
- debug cryptoipsec: 7I—X 2 M IPSec x 1 I —>a>&%XkR~LET, debug crypto
isakmp: 7I—X 1M ISAKMP %> I—>3a>#RRLET,
BAREBVPNORZ TS 1—F4 2 TOFME. T— BB 2L BIFVE—RTIER
IPSec VPN D RS TN21—F 4T FEICOVWTy 2SRBLTLIEEV,

BOE 1T ¥R

. Cisco PIX Firewall Y 7 RO I F

- Cisco Adaptive Security Device Manager

. Cisco ASA 5500 > ) —RXilii5B ¥ 1 )T 1 PTFAF A

. Configuration Professional : ASA/PIX & 10S)L—Z @GO Y4 S @ IPSec VPN
. Cisco Secure PIX ZPAFO#—) AR V7F7L A

- Cisco Router and Security Device Manager

- Requests for Comments ( RFC )
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