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N—B20OERZANET,
=25 ROMmon E—RIZA&2 5, AVYNIKN TSV 12BERALET,
L7292 aAnh8T—RFBICE. romon 15702 7 N Tconfreg 021428 AL ET, <D

FIBIZCKY, NADT—RIBMEATVWRIAEZ— 7Y T A 714F2L—>3>z/NA
NALZET,

.rommon2> 7O RTreset —E\EAHNLET, L—FHFVT—KLETH, REEHEIOY

7AF¥F1L—2a FEREIAET,

EYRTYTOETAENOEROERIC 0o EALTEH, Cri+C F—2RL THHEY N7

Y7FEBEEAFYTLET,

.Router> 77O 7 N Tenable EAALET, 1 Z—TILTE—RIZEY), rRouters 7OV TN

ARRENET,

. configure memory % /=& copy startup-config running-config E A DL T, FHERM

RAM (NVRAM ) O ARZXEVICOE—UE Y., & copy running-config startup-config
FrE witelk AN LBVTLKEEV, ChsOOXN Y REFRATRE, AX—KNT7Y 7
V74F1L—23UFEEENET,

10. show running-config AN > RZH4TL £, show running-config AY> RICK V), IL—&

DAV 74FIL—23aUFRFENET, CcOOA714F¥1L—3>TlE, shutdown
ORX RFITRTODAVBE=T IAACREENATVET, O2FY), XTS5 —7
IAANRESYY RNAIOERTVWERTS, £, NAT—R (A Z=TI NAT—R,
A1 Z=TINL =LYy vy, AVVY=I NADT—R) F, BELERXLEFESLER
OWVWTFIhAICBE2>TVET, ERFIERXONRATD—REBERATEET, BSLENT
WBNAT—REHFLOWNADTD—RICEETHDHLENHVYET,

11. configure terminal EA B U £ ¥, hostname(configl# 7OV 7 KR RREhET,
12. enable secret <password> & A B L T, enable secret N\ AD—REZZELET. LUTIC,

W22 DHIZRLET,

host nane(confi g) #enable secret cisco


/content/en/us/td/docs/routers/access/2900/hardware/installation/guide/Hardware_Installation_Guide/Overview.html#wp1082928

13. FATDINTNDA > Z—T I A AICKL T no shutdown Y REFKITLUE T, showip
interface brief 1N¥ > RERITTDE, FRATIZIXNTDA 2 X—T I A4 ATup upERRE
nE7,

14. config-register <configuration_register_setting> EA DL ET, < T,
<configuration_register_setting>ld. A7 Y 7’2TEEL LEH. 0x21020\VTFNATT,
HUTIIE, W22 0hlzRLET,

host nane(confi g) #config-register 0x2102

15.Ctrl+Z A End ¥—Z#L T, > 714F1L—>32 E—RZ&TUET, hostname#
A7 M RRENETT,
16. Type write memory & 7= [& copy running-config startup-config EEZ 1XY AL E T,

NAD— REEFIEOH

cOtEV>a>Tlk, NAD—REEFIEOHZRLET, COHlE, Cisco2900 1) —X ISR
BEALTERENTVET, Cisco2900> ) —XISRZFEHAL TWEWEETE, COHNE
BIMTHKRIZDIVDEODHDABROHZRLTVWET,

Rout er >
enabl e

Passwor d:
Passwor d:
Passwor d:
% Bad secrets

Rout er >

show ver si on

Cisco 1 0S Software, C2900 Software (C2900- UNI VERSALK9-M, Version 15.0(1) ML, RELEASE SOFTWARE
(fcl) Technical Support: http://ww.cisco.comtechsupport Copyright (c) 1986-2009 by Ci sco
Systens, Inc. Conpiled Wd 02-Dec-09 15:23 by prod_rel _team ROM System Bootstrap, Version
15.0(1r) ML, RELEASE SOFTWARE (fcl) c2921-CCP-1-xfr uptime is 2 weeks, 22 hours, 15 ninutes
Systemreturned to ROM by rel oad at 06:06: 52 PCTi ne Mon Apr 2 1900 Systemrestarted at 06:08: 03
PCTi me Mon Apr 2 1900 Systeminmage file is "flash:c2900-universal k9- nz. SPA. 150- 1. ML. bi n" Last
rel oad reason: Rel oad Command This product contains cryptographic features and is subject to
United States and |l ocal country |aws governing inport, export, transfer and use. Delivery of

Ci sco cryptographic products does not inply third-party authority to inport, export, distribute
or use encryption. Inporters, exporters, distributors and users are responsible for conpliance
with U S and local country laws. By using this product you agree to conply with applicable | aws
and regulations. If you are unable to conply with U S. and local |laws, return this product
imedi ately. A sunmary of U.S. |aws governing Ci sco cryptographic products may be found at:
http://ww. ci sco. coml wM / export/crypto/tool/stqrg.htm If you require further assistance pl ease
contact us by sending email to export@isco.com Cisco ClSCO2921/K9 (revision 1.0) with

475136K/ 49152K bytes of menory. Processor board | D FHH1230P04Y 1 DSL controller 3 G gabit

Et hernet interfaces 9 terminal lines 1 Virtual Private Network (VPN) Mdul e 1 Cabl e Mddem
interface 1 cisco Integrated Service Engine-2(s) C sco Foundation 2.2.1 in slot 1 DRAM
configuration is 64 bits wide with parity enabl ed. 255K bytes of non-volatile configuration
menory. 248472K bytes of ATA System ConpactFl ash 0 (Read/ Wite) 62720K bytes of ATA Conpact Fl ash
1 (Read/Wite) Technol ogy Package License Information for Mdule:'c2900" -----------------------
----------------------------------------- Technol ogy Technol ogy- package Technol ogy- package
Current Type Next reboot --------mmmm oo

i pbase i pbasek9 Permanent ipbasek9 security securityk9 Permanent securityk9 uc uck9 Permanent
uck9 data datak9 Pernmanent datak9 Configuration register is 0x2102

Rout er >



1--- Execute Steps 1 through 4 from Step-by-Step Procedure.

romon 1 > confreg 0x2142
You nust reset or power cycle for new config to take effect
romon 2 > reset

System Boot strap, Version 15.0(1r) ML, RELEASE SOFTWARE (fc1)
Copyright (c) 2009 by cisco Systens, Inc.

TAC: Home: SW |1 OS: Specials for info

C2900 platformw th 524288 Kbytes of main nenory

program | oad conplete, entry point: 0x80008000, size: 0x6fdb4c

Sel f deconpressing the inage : ###HA#HHBHHAHHHBHHTHHH TR
HEg R R R R R R R R R R R R R
HEg R R R R R R R R R R R R R
HEg R R R R R R R R R R R R R
s A O |

Restricted R ghts Legend

Use, duplication, or disclosure by the Governnent is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Conputer Software - Restricted

Ri ghts clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Comnputer
Sof tware cl ause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco 10S Software, C2900 Software (C2900- UNl VERSALK9-M, Version 15.0(1) M,
RELEASE SOFTWARE (fcl)

Techni cal Support: http://ww. ci sco. conltechsupport

Copyright (c) 1986-2009 by G sco Systens, Inc.

Conpi | ed Wed 02- Dec-09 15:23 by prod_rel _team

Cisco Cl SCO2921/ K9 (revision 1.0) with 475136K/49152K bytes of nenory.
Processor board | D FHH1230P04Y
1 DSL controller
3 G gabit Ethernet interfaces
9 ternminal |ines
1 Virtual Private Network (VPN) Mdul e
1 Cable Modeminterface
1 cisco Integrated Service Engine-2(s)

Cisco Foundation 2.2.1 in slot 1
DRAM configuration is 64 bits wide with parity enabl ed.
255K bytes of non-volatile configuration nenory.
248472K bytes of ATA System Conpact Fl ash 0 (Read/ Wite)
62720K byt es of ATA ConpactFl ash 1 (Read/ Wite)

--- System Configuration Dialog ---



Wuld you like to enter the initial configuration dialog? [yes/no]: =n
Press RETURN to get started!

00: 00:19: 9% NK-3- UPDOMN: I nterface BRI 0/0, changed state to up

00: 00: 19: 9% NK- 3- UPDOMN: I nterface Ethernet0/0, changed state to up

00: 00: 19: 9% NK- 3- UPDOMN: I nterface Ethernet0/1, changed state to up

00: 00:19: 9% NK-3- UPDOMN: Interface Serial 0/0, changed state to down

00: 00:19: %I NK-3-UPDOM: Interface Serial0/1, changed state to down

00: 00: 20: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface BRI 0/O0,

changed state to down

00: 00: 20: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Ethernet0/O0,
changed state to up

Rout er >

00: 00: 20: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Ethernet0/1,

changed state to up

00: 00: 20: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Serial 0/0,

changed state to down

00: 00: 20: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Serial0/1,

changed state to down

00: 00: 50: ¥8YS-5- RESTART: Systemrestarted --

Cisco 10S Software, C2900 Software (C2900- UNl VERSALK9-M, Version 15.0(1) M,

RELEASE SOFTWARE (fc1)

Techni cal Support: http://ww. ci sco. conltechsupport

Copyright (c) 1986-2009 by G sco Systens, Inc.

Conpi | ed Wed 02- Dec-09 15:23 by prod_rel _team

00: 00: 50: 9%.|1 NK-5- CHANGED: I nterface BRI 0/O0,

changed state to administratively down

00: 00: 52: %.|1 NK-5- CHANGED: | nterface Ethernet0/0,

changed state to administratively down

00: 00: 52: 9%.1 NK-5- CHANGED: I nterface Serial 0/0,

changed state to administratively down

00: 00: 52: %.| NK-5- CHANGED: I nterface EthernetO/1,

changed state to administratively down

00: 00: 52: 9% .1 NK-5- CHANGED: I nterface Serial 0/1,

changed state to administratively down

00: 00: 53: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Ethernet0/O0,

changed state to down

00: 00: 53: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Ethernet0/1,

changed state to down

Rout er >

Rout er >enable

Rout er #copy startup-config running-config

Destination filenane [running-config]?

1324 bytes copied in 2.35 secs (662 bytes/sec)

Rout er #

00: 01: 24: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface BRI 0/0: 1,

changed state to down

00: 01: 24: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface BRI 0/0: 2,

changed state to down

Rout er #configure terminal

Enter configuration comrands, one per line. End with CNTL/Z.

Rout er (confi g) #enable secret < password >

Rout er (confi g) #+2z

00: 01: 54: %SYS-5-CONFI G_|: Configured from consol e by consol e

Rout er #show ip interface brief

Interface | P- Addr ess K? Met hod St at us Pr ot ocol
Et hernet 0/ 0 10. 200. 40. 37 YES TFTP administratively down down
Serial 0/0 unassi gned YES TFTP administratively down down
BRI 0/ 0 192. 168. 121. 157 YES unset administratively down down
BRI 0O/ 0: 1 unassi gned YES unset administratively down down
BRI 0/ 0: 2 unassi gned YES unset administratively down down

Et her net 0/ 1 unassi gned YES TFTP administratively down down



Serial 0/1 unassi gned YES TFTP administratively down down

LoopbackO 192. 168. 121. 157 YES TFTP up up

Rout er #configure terminal

Enter configuration comrands, one per line. End with CNTL/Z.

Rout er (confi g) #interface Ethernet0/0

Rout er (confi g-if)#no shutdown

Rout er (config-if)#

00: 02: 14: 9% NK- 3- UPDOMN: I nterface Ethernet0/0, changed state to up

00: 02: 15: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Ethernet0/O0,

changed state to up

Rout er (confi g-if)#interface BRIO/0

Rout er (confi g-if)#no shutdown

Rout er (config-if)#

00: 02: 26: %1 NK-3- UPDOMN: I nterface BRI 0/0:1, changed state to down

00: 02: 26: %1 NK- 3- UPDOMN: I nterface BRI 0O/0:2, changed state to down

00: 02: 26: 9%.1 NK- 3- UPDOMN: I nterface BRI 0/0, changed state to up

00: 02: 115964116991: 9% SDN- 6- LAYER2UP: Layer 2 for Interface BRO/O,

TEl 68 changed to up

Rout er (config-if)#+z

Rout er #

00: 02: 35: ¥BYS-5-CONFI G_|: Configured from consol e by consol e

Rout er #copy running-config startup-config

Destination filenane [startup-config]?

Bui | di ng configuration...

[ K]

Rout er #show version

Cisco 10S Software, C2900 Software (C2900- UNl VERSALK9-M, Version 15.0(1) M,
RELEASE SOFTWARE (fc1)

Techni cal Support: http://ww. ci sco. conltechsupport

Copyright (c) 1986-2009 by G sco Systens, Inc.

Conpi | ed Wed 02- Dec-09 15:23 by prod_rel _team

ROM System Bootstrap, Version 15.0(1r) M, RELEASE SOFTWARE (fc1)

€2921- CCP-1-xfr uptine is 2 weeks, 22 hours, 15 mnutes
Systemreturned to ROM by rel oad at 06:06: 52 PCTi ne Mon Apr 2 1900
Systemrestarted at 06:08: 03 PCTime Mon Apr 2 1900

Systemimage file is "flash:c2900-universal k9- nz. SPA. 150- 1. ML. bi n"
Last reload reason: Rel oad Conmand

Cisco Cl SCO2921/K9 (revision 1.0) with 475136K/ 49152K bytes of nenory.
Processor board | D FHH1230P04Y
1 DSL controller
3 G gabit Ethernet interfaces
9 ternminal |ines
1 Virtual Private Network (VPN) Mdul e
1 Cable Modeminterface
1 cisco Integrated Service Engine-2(s)

Cisco Foundation 2.2.1 in slot 1
DRAM configuration is 64 bits wide with parity enabl ed.
255K bytes of non-volatile configuration nenory.
248472K bytes of ATA System Conpact Fl ash 0 (Read/ Wite)
62720K byt es of ATA ConpactFl ash 1 (Read/ Wite)

Configuration register is 0x2102

Rout er #configure terminal

Enter configuration comrands, one per line. End with CNTL/Z.
Rout er (confi g) #config-register 0x2102

Rout er (confi g) #°Z

00: 03: 20: ¥BYS-5-CONFI G_|: Configured from consol e by consol e

Rout er #show version
Cisco 10S Software, C2900 Software (C2900- UNIl VERSALK9-M , Version 15.0(1) M,



RELEASE SOFTWARE (fcl)
Techni cal Support: http://ww. ci sco. conltechsupport
Copyright (c) 1986-2009 by G sco Systens, Inc.
Conpi | ed Wed 02- Dec-09 15:23 by prod_rel _team

ROM System Bootstrap, Version 15.0(1r) M, RELEASE SOFTWARE (fc1)

€2921- CCP-1-xfr uptine is 2 weeks, 22 hours, 15 minutes
Systemreturned to ROM by rel oad at 06:06: 52 PCTi ne Mon Apr 2 1900
Systemrestarted at 06:08: 03 PCTime Mon Apr 2 1900

Systemimage file is "flash:c2900-universal k9- nz. SPA. 150- 1. ML. bi n"
Last reload reason: Rel oad Conmand

Cisco Cl SCO2921/ K9 (revision 1.0) with 475136K/49152K bytes of nenory.
Processor board | D FHH1230P04Y

DSL controller

G gabit Ethernet interfaces
terminal |ines
Virtual Private Network (VPN) Modul e
Cabl e Mbdeminterface
cisco Integrated Service Engine-2(s)

Cisco Foundation 2.2.1 in slot 1
DRAM configuration is 64 bits wide with parity enabl ed.
255K bytes of non-volatile configuration nenory.
248472K bytes of ATA System Conpact Fl ash 0 (Read/ Wite)
62720K byt es of ATA ConpactFl ash 1 (Read/ Wite)

PR RO WR

Configuration register is Ox2142 (is 0x2102 at next rel oad)

Rout er #

BAE1E ]

- Password Recovery Procedures

AV =LBLUCHEBIR—BNCBTAT—TIILEHEHA R
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https://www.cisco.com/c/ja_jp/support/docs/routers/2800-series-integrated-services-routers/112033-c2900-password-recovery-00.html
https://www.cisco.com/c/ja_jp/support/docs/routers/7000-series-routers/12223-14.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/docs/switches/catalyst-6000-series-switches/10600-9.html#Cat8510?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/docs/switches/catalyst-6000-series-switches/10600-9.html#Cat2948G?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
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