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AV Pair from Radius

Cisco-AVPair = "lcp:interface-config#l=rate-limit input 256000 7500 7500
conform-action continue

exceed-action drop",

Cisco-AVPair = "lcp:interface-config#2=rate-limit output 512000 7500 7500
conform-action continue

exceed-action drop",
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router#show interfaces virtual-access 26 rate-limit
Virtual-Access26 Cable Customers
Input
matches: all traffic
params: 256000 bps, 7500 limit, 7500 extended limit
conformed 2248 packets, 257557 bytes; action: continue
exceeded 35 packets, 22392 bytes; action: drop
last packet: 156ms ago, current burst: 0 bytes
last cleared 00:02:49 ago, conformed 12000 bps, exceeded 1000 bps
Output
matches: all traffic
params: 512000 bps, 7500 limit, 7500 extended limit
conformed 3338 packets, 4115194 bytes; action: continue
exceeded 565 packets, 797648 bytes; action: drop
last packet: 188ms ago, current burst: 7392 bytes
last cleared 00:02:49 ago, conformed 194000 bps, exceeded 37000 bps
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(conformed bits since last clear counter)/(time in seconds elapsed since last clear counter)
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class-map match-all rtpl
match ip rtp 2000 10
1
policy-map p3b
class rtpl
police 200000 6250 6250 conform-action transmit exceed-action drop violate-action drop
policy-map p2
class rtpl
police 250000 7750 7750 conform-action transmit exceed-action drop violate-action drop
1
interface Ethernet3/0
service-policy output p3b
service-policy input p2

RO H A5l show policy-map interface IY > REFAL, BEHLUBiBbps L—hEEEIC
FLLHEZzhEHzhERRL—PMMESLICROY L—MMEERLTVET,

router#show policy-map interface ethernet 3/0
Ethernet3/0

Service-policy input: p2

Class-map: rtpl (match-all)

88325 packets, 11040625 bytes

30 second offered rate 400000 bps, drop rate 150000 bps

Match: ip rtp 2000 10

police:
250000 bps, 7750 limit, 7750 extended limit
conformed 55204 packets, 6900500 bytes; action: transmit
exceeded 33122 packets, 4140250 bytes; action: drop
conformed 250000 bps, exceed 150000 bps violate 0 bps

Service-policy : p3b

Class-map: rtpl (match-all)



88325 packets, 11040625 bytes
30 second offered rate 400000 bps, drop rate 50000 bps
Match: ip rtp 2000 10
police:
200000 bps, 6250 limit, 6250 extended limit
conformed 44163 packets, 5520375 bytes; action: transmit
exceeded 11041 packets, 1380125 bytes; action: drop
conformed 200000 bps, exceed 50000 bps violate 0 bps

Class-map: class-default (match-any)
0 packets, 0 bytes
30 second offered rate 0 bps, drop rate 0 bps
Match: any

CARBLUTIVSAR—ADRII T AV R CBIZBANOEE

RDFTIE, show policy-map X > R, EE show interface rate-limit AY¥ > RTHRRE D
AIVRCOVTORREAOEEZ—-KICLTWEY, O/ LTVWBEHEI—YEFE. Y
BREY I TN EREERBTEET,

R RREHRD/)NT ID L EL#E

. Cisco Bug ID CSCdv41231 ( &#&1—
HERH ) ADBEY—ERA RIS —4
BB LU FLARIT police AV R&Ef#E
AY3848. BLRILOKRVS > JTHMEE
BNy MEROY7ISHICERETS
BEIFHD S, RS THEN TR
NTY FNBREYDBELSROY 72T
MHFBYVET, CcORDIBRIS—DH

FR RO ERICRLET,

v 7° jJ '7 policy-map child
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action transmit exceed-action drop
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router#show policy-map interface
ATM4/0.1

Service-policy input: drop-inbound-http-
hacks (1061)

Class-map: http-hacks (match-any)
(1063/2)
149 packets, 18663 bytes
5 minute offered rate 2000 bps, drop
rate 0 bps
Match: protocol http url "*cmd.exe*"

(1067)
145 packets, 18313 bytes
5 minute rate 2000 bps
Match: protocol http url "*.ida*"
(1071)
0 packets, 0 bytes
5 minute rate 0 bps
Match: protocol http url "*root.exe*"
(1075)

4 packets, 350 bytes
5 minute rate 0 bps
Match: protocol http url
"*readme.eml*" (1079)
0 packets, 0 bytes
5 minute rate 0 bps
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drop

drop

police:
1000000 bps, 31250 limit, 31250

extended limit

conformed 0 packets, 0 bytes;

action: drop

exceeded 0 packets, 0 bytes; action:

violated 0 packets, 0 bytes; action:

conformed 0 bps, exceed 0 bps

violate 0 bps
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router#show policy-map interface
Serial3/0.1: DLCI 13 -

Service-policy output: out

Class-map: c2 (match-all)
172483 packets, 91760956 bytes
30 second offered rate 1384000
bps, drop rate 745000 bps
Match: ip precedence 0
police:
384000 bps, 1500 limit, 1500
extended limit
conformed 38903 packets,
20696396 bytes; action: transmit
exceeded 133580 packets,
71064560 bytes; action: drop
conformed 311000 bps, exceed
1072000 bps violate 0 bps
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