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—4AS0TEY MU, L3ELAOmEAEDERIC—KTBDT7TIXMENTY NEFETST X
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E2MICERBEIRDNT 74V 0ZIVRALIBNTBRIZODNexusA > E—7 I A AVIan700DRE %Z
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nterface VI an700

no shut down

ntu 9000

vrf menber ABC

no ip redirects

i p address 10. 11. 25. 25/ 28

ip policy route-map In_to_Cut

Nexus# show route-map I n_to_CQut
route-map In_to_Qut, pernit, sequence 3
Mat ch cl auses:
i p address (access-lists): Tool bar
Set cl auses:
i p next-hop 10.3.22.13
route-map In_to_Qut, pernit, sequence 5
Mat ch cl auses:
i p address (access-lists): Internet
Set cl auses:
i p next-hop 10.11.25.19
route-map In_to_Qut, pernit, sequence 7
Mat ch cl auses:
i p address (access-lists): Wb
Set cl auses:
i p next-hop 10.11.25.19
route-map In_to_Qut, pernit, sequence 10
Mat ch cl auses:
i p address (access-lists): In_to_Qut_Internet

Set cl auses:



i p next-hop 10.11.25.23
route-map In_to_Qut, pernit, sequence 30
Mat ch cl auses:
i p address (access-lists): In_to_Qut_ww
Set cl auses:
i p next-hop 10.11.25.23
route-map In_to_Qut, pernit, sequence 35
Mat ch cl auses:
i p address (access-lists): In_to_Qut_https
Set cl auses:
i p next-hop 10.11.25.23
route-map In_to_Qut, pernit, sequence 40
Mat ch cl auses:
i p address (access-lists): In_to_Qut_8080
Set cl auses:
i p next-hop 10.11.25.23
route-map In_to_Qut, pernit, sequence 50
Mat ch cl auses:
i p address (access-lists): UDP_Traffic
Set cl auses:
i p next-hop 10.11. 25. 23 >>>>>>>>>>>>>>>>>>>> Towards Optim zer
route-map In_to_Qut, pernit, sequence 70
Mat ch cl auses:
i p address (access-lists): To_Firewall
Set cl auses:

ip next-hop . 10.22.45. 63 >>>>>>>>>>>>>>>> Towards Firewal |

Nexus# show i p access-lists UDP_Traffic
I P access list UDP_Traffic

10 permit udp any any eq 9201
20 permit udp any any eq 9202

30 permit udp any any eq 9203



Nexus# sh ip access-lists To_Firewal
I P access list To_Firewal

10 permt ip any any
SVITRD D —R=2ZAN—FT 1V ITNFREENDE, NexuskBALI MU EN—RDITICHER
LET, RIC. NexusDEZ 1 —J)L2OPBRO/N—RIITF7OTZITICDODVTHBALET,

Nexus# show systeminternal access-list vlian 700 i nput entries detail nodule 2
Flags: F - Fragnment entry E - Port Expansion

D - DSCP Expansion M- ACL Expansion

T - Cross Feature Merge Expansion

I NSTANCE 0x0

Label _b = 0x201
Bank 0
I Pv4 O ass
Pol i ci es: PBR(GGSN_Tool bar)
Netfl ow profile: O
Netfl ow deny profile: O
Entries:
[I ndex] Entry [Stats]
[ 0019: 000f: 000f] prec 1 permit-routed ip 0.0.0.0/0 224.0.0.0/4 [0]

[ 002d: 0024: 0024] prec 1 redirect(0x5d)-routed tcp 1.1.22.80/28 0.0.0.0/0 eq 80 flow | abel 80
[ 0]

[ 002e: 0025: 0025] prec 1 redirect(0x5d)-routed tcp 1.1.22.80/28 0.0.0.0/0 fragment [0]

[ 002f: 0026: 0026] prec 1 redirect(0x5d)-routed tcp 1.1.22.80/28 0.0.0.0/0 eq 8080 fl ow | abel
8080 [0]

[ 0030: 0027: 0027] prec 1 redirect(0x5d)-routed tcp 1.1.22.80/28 0.0.0.0/0 fragment [0]

[ 0031: 0028: 0028] prec 1 redirect(0x5d)-routed tcp 1.1.22.48/28 0.0.0.0/0 eq 80 flow | abel 80
[ 0]

[ 0032: 0029: 0029] prec 1 redirect(0x5d)-routed tcp 1.1.22.48/28 0.0.0.0/0 fragment [0]



[ 0033: 002a:
8080 [0]

[ 0034: 002b:

[ 0035: 002c:
[ 0036: 002d:
[ 0037: 002e:
[ 0038: 002f :

[ 003d: 0033:

002a] prec

002b] prec
002c] prec
002d] prec
002e] prec
002f] prec

0033] prec

redirect (Ox5d)-routed tcp 1. 1.

redirect (Ox5d)-routed tcp 1. 1.

permit-routed
permit-routed
permit-routed
permit-routed

permit-routed

ip
ip
ip
ip

ip

1

1

1

1

1

1

22.24/ 29

.22.32/ 28

. 22. 64/ 28

. 22.80/ 28

.22.96/ 28

22.48/28 0.0.0.0/0 eq 8080 fl ow | abel

22.48/28 0.0.0.0/0 fragnent

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

(0]
(0]
(0]
(0]
(0]

[ 003e: 0034: 0034] prec

[ 0059: 004f : 004f] prec

[ 005a: 0050: 0050] prec

[ 005b: 0051: 0051] prec

[ 005c: 0052: 0052] prec

[ 005d: 0053:

[0]

0053] prec

[ 005e: 0054: 0054] prec

[ 005f :
[0]

0055: 0055] prec

pernmit-routed tcp 0.0
pernmit-routed tcp 0.0
redi rect (0Ox5e) - r out ed
redi rect (0Ox5e) - r out ed
redi rect (0Ox5e) - r out ed

redi rect (0Ox5e) - r out ed

redi rect (0x5e) - r out ed

redi rect (0x5e) - r out ed

0.0/ 0 196.
0.0/ 0 196.
ip 1.1.22.
tcp 0.0.0.
tcp 0.0.0.

tcp 0.0.0.

tcp 0.0.0.

tcp 0.0.0.

11. 146. 149/ 32 eq 25 fl ow I abel
11. 146. 149/ 32 fragment
16/29 0.0.0.0/0

0/0 0.0.0.0/0 eq 80 fl ow Il abe

0/0

0/0

0/0

0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

[ 0060: 0056: 0056] prec 1 redirect(0x5e)-routed tcp 0.0.0.0/0 0.0.0.0/0

FrEkkkkkkkkkkxkkrxkkx Saquence 50 is to match the traffic for
9201/ 9202/ 9203*********************

[ 0061: 0057: 0057] prec 1 redirect(0x5e)-routed

[ 0]
[ 0062: 0058: 0058] prec

[ 0063: 0059: 0059] prec
[ 0]

[ 0064: 005a: 005a] prec

[ 0065: 005b: 005b] prec
[ 0]

[ 0066: 005c: 005c] prec 1

redi rect (0x5e) - r out ed

redi rect (0x5e) - r out ed

redi rect (0Ox5e) - r out ed

redi rect (0Ox5e) - r out ed

redi rect (0Ox5e) - r out ed

********************Sequence 70 IS to Send all

[ 0067: 005d: 005d] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0

[ 0068: 005e: 005e] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0

udp 0.0.0.

udp 0.0.0.

udp 0.0.0.

udp 0.0.0.

udp 0.0.0.

udp 0.0.0.

0/0

0/0

0/0

0/0

0/0

0/0

other traffic

UDP ports

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

(0]

25 [0]

[ 0]

[ 0]

80 [0]
fragnent

[0]

eq 443 flow | abel 443

f ragnent

[0]

eq 8080 flow | abel 8080

f ragnent

[0]

eq 9201 flowl abel 9201

f ragnent

[0]

eq 9202 flow | abel 9202

f ragnent

[0]

eq 9203 flow | abel 9203

f ragnent

[0]

to FI I'E\/\ﬁl | Rk I S O

[23]

[0]

udp 0.0.0.0/0 0.0.0.0/0 eq 9201 —HIFTAHF VEAVANINIECIA T, 759 X2 budp

0.0.0.0/0 0.0.0.0/0 fragmentic —H T BBINO I NUNFFEELETHN. TOI NJIZIEUDPR—
NMEBIEHYERBA, COIRNJIE, UDPXT Y NC—HTBDMOTIRNJERLUTHB S
. EOUDPR—KRONTY RE, N—RIITICE>TERENDCDI—TVAT—HLET



TANT—=A1LLANL—ZDNSTFATIF=IANDRFT 1Y
2 Btk

- NexuslCEIETENTY RET7STX MeEanhTWaWiES, PBRTHIFESYICKS T
1Y IO —BULEL I,

BT TFATOFA=INICELKURAA LI RNEN, 77ATIF=)LTEITENBDT/\NY
JTRRETEET,

UDP packet -port 500

*Mar 26 04:07:48.959: IP: s=1.1.1.1 (GigabitEthernet0/0), d=3.3.3.3, len 28, rcvd 4 -a
Traffic entering from Nexus interface

*Mar 26 04:07:48. 959: UDP src=500, dst=500

TCP packet - port 80

*Mar 26 04:07:48.671: IP: s=1.1.1.1 (GigabitEthernet0/1), d=3.3.3.3, len 40, rcvd 4
-4 Traffic entering from Optimizer interface

*NMar 26 04:07:48.671: TCP src=1720, dst=80, seq=0, ack=0, w n=0

UDP packet -port 9201

*Mar 27 09:30:19.879: IP: s=1.1.1.1 (GigabitEthernet0/1), d=3.3.3.3, len 28, input
feature a Traffic entering from Optimizer interface

*NMar 27 09:30:19.879: UDP src=6000, dst=9201, MCl Check(80), rtype 0, forus FALSE
sendsel f FALSE, ntu 0, fwdchk FALSE

TANT—A2LANL—BH ST FAFTIF—=)LCANDS A7
F774)IL &S LUTUDP 500 TCRRBENBDNF 71V D

AZTT7T7F7ANC2DDTZ IR RFERENIENT T4V T

- dienlay Alter <t
|-.-_1:-,:~s_1:-. ter ... <Cirl-/=

Ma. Time Source Destination Protocol  Length Info
1 18:48:45.815197 1.1.1.1 3.3.3.3 IPwv4

1514 Fragmented IP protocol (proto=UDP 17, off=8, ID=86le)
2 18:48:45.@815288 1.1.1.1 3.3.3.3 IPv4

1514 Fragmented IP protocel (proto=UDP 17, off=1488, ID=B6le)

1L.ILV—KNIVTZHEIRBETTIX U~

- Offset =0NJAD T ZTXY NG T ZT A hEREFN, NTY NRICUDPA Y & —7
BEILFET,

- NZ74YUZUDP 500 TH B, —7 2 A70TipanyanyZFF A 92 &S ICBEE



nEyd,

prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [ 23]
LT, LAVIELAVAORE DBEREF DRAONT Y RAELIN—TFT 12 T&
nxX9,

2. Non-Initial Fragments packets with Route-Map:

. Offset 2 OM2BFBH D 7T AN, FEBRBT7TFIXNEFHEN, UDPAY A —ZEHKE
BA. ChFHZCIPNTY NTHY ., 7O8TJILR A7 EUDP(17)TT,

LAVADBRN WS, 22— A70(100)C—H L £, permit-routed ip 0.0.0.0/0
0.0.0.0/0

L, =T AB0ICE, UDPAR—R220xDRT 74V O E—BITBDTIOREAIVARNN D
WET, N—RIITR, BEEENLELAVIERIC—HITBUDPT7ZIX U NZFHATB -
HOI NI ZBBNICHERLET,

LN DT, IRTOTZIX M hENT Y NE, UDPZORINLEFE DL 1 V31EH
LT, >—T2A0T—HLET,

prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eq 9201 fl ow | abel 9201 [O0]

prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [23]
SSSS3533353333335>3>5>5>>

cCDRIIICLT, 12O T7FITXMNELLIL—FTa00&n, BIOT7ZT X N EiE-
=T 2VATI—TFT14200EhET,

2BBNDT7 T X Nioffset=0ICEEEh, — TV AT0THREESYIC—HLET,

cChiE, LAVAT SR M ZEENDECICTFEEIABZHETT,

T TIAVRNEFATREHOOEBMI N ZERTHENR. L1 V4EHRELTEZESh
KBTI SIANEFHFATHETT,

. COF/E. MT T4V URUDPR201ATHY ., 779XV NEHFATRIIVNIRHYEE
ATULR, RIC, 2BEODT7ST9X NI =T A70T—HL., ipanyanyZBFAL, 8-
TN—FT 1 TENFET,

Nexus# sh route-map In_to_Qut pbr-statistics
route-map In_to_CQut, pernmit, sequence 3
Policy routing matches: 0 packets
route-map In_to_CQut, pernmit, sequence 5
Policy routing matches: 0 packets
route-map In_to_CQut, pernit, sequence 7
Policy routing matches: 0 packets
route-map In_to_CQut, permt, sequence 10

Policy routing matches: 0 packets



route-map In_to_Qut, pernit, sequence 30

Policy routing matches: 0 packets

route-map In_to_Qut, pernit, sequence 35

Policy routing matches: 0 packets

route-map In_to_Qut, pernit, sequence 40

Policy routing matches: 0 packets

route-map In_to_Qut, pernit, sequence 50 ---------- > 2nd Fragnment for UDP 500 is matched here
Policy routing matches: 4397 packets

1St

route-map In_to_Qut, pernit, sequence 70------------ > Fragment for UDP 500 is matched here

Policy routing natches: 4397 packets
-UDP 500D RZ 7 4V UZFAIL, MANDTZIAX NS —T2A45T-HLTWB L
ZHRBIDLEHIC, O —T 2 R45HEHENET,
CFEBETTIXY NEUDPAY A —1BHIC—FHL., —T 2 R450T7 ZT X2 MTTEEUA
F—HULELIE,

Nexus# sh route-map In_to_Qut pbr-statistics

route-map In_to_Qut, pernit, sequence 3
Policy routing matches: 0 packets

route-map In_to_Qut, pernit, sequence 5
Policy routing matches: 0 packets

route-map In_to_Qut, pernit, sequence 7
Policy routing matches: 0 packets

route-map In_to_Qut, pernit, sequence 10
Policy routing matches: 0 packets

route-map In_to_Qut, pernit, sequence 30
Policy routing matches: 0 packets

route-map In_to_Qut, pernit, sequence 35
Policy routing matches: 0 packets

route-map In_to_Qut, pernit, sequence 40
Policy routing matches: 0 packets

route-map In_to_Qut, pernit, sequence 45---------- > Both fragnments natched here

Policy routing matches: 213 packets



route-map In_to_CQut, permt, sequence 50
Policy routing matches: 0 packets
route-map In_to_CQut, permt, sequence 70

Policy routing matches: 0 packets

Default routing: O packets

=T UABOTIEAVAN .

Nexus# sh ip access-lists udptraffic

I P access list udptraffic

permt udp any any eq isakmp
3.RIZ, fragmentsF—T— RAFACLBLVIL—KMI YT TEDLSICHETEINZRTHE
L&D

- IR—BMACLTZ & LABUDPR—RE6ZFFAI T D 1-OIC, —TASHABEBRENET,

Nexus# sh ip access-lists TEST_UDP

| P access |ist TEST_UDP
statistics per-entry
5 pernmit udp any any eq 56 [ match=0]
10 permt udp any any eq isaknp [ match=0]

20 pernit ip any any [match=0]

T TITXNMEENIENENT Y R 2ERLTRNZ 714 VAN —LZRKL, >—7T
DAST—HLTWA Z e EhE L, NTY MHUDP 500 TH > TE, UDP56%
AATRLEDICS—TAST—HLET,

Nexus# sh ip access-lists TEST_UDP

I P access |ist TEST_UDP
statistics per-entry
5 permit udp any any eq 56 [match=56]
10 permt udp any any eq isaknp [ match=0]

20 pernit ip any any [match=0]
- R—BNACLTR 7T X "HEBEN, IEAZ2 Y )LOACLTRENTY RF—HLEBEWVC
ENBRENTVET, chlk, N7y NHFudpI NUTRBIC—BL, 7SYRNT74—A



KR > TEBNCHERENDTIXNTOTZIA NI —HITBH ST,

NEXUS# sh ip access-lists TEST_UDP

I P access |ist TEST_UDP
statistics per-entry
fragments deny-all
5 permit udp any any eqg 56 [match=0]
10 permt udp any any eq isaknp [ match=0]

20 permt ip any any [ match=0]

[ 0014: 000a: 000a] prec 3 permt udp 0.0.0.0/0 0.0.0.0/0 eq 56 flow|abel 56 [0]-> Here we are

now not seeing any entry to allow UDP fragments
[ 0015: 000b: 000b] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eq 500 flowlabel 500 [O]
[ 0016: 000c: 000c] prec 3 permt ip 0.0.0.0/0 0.0.0.0/0 [0]

[ 0017: 000d: 000d] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 fragnent [ 100] >> Getting matched in
fragments deny statement

[ 00le: 0014: 0014] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 [0]

- PBRTEIENDHBACLO T ZI X NEEBL XL LY, COoRBREMELT, N7V K
A= A0ETONHAT—HI DL BRBENATVET, Chik, PTOVEAVARE

W—=KIYZ7O7A7Z IV T8N RRETT,

NEXUS# sh ip access-lists UDP_Traffic
I P access list UDP_Traffic
statistics per-entry
fragments deny-all
10 permit udp any any eq 9201
20 permt udp any any eq 9202

30 permit udp any any eq 9203

[ 0061: 0057: 0057] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eq 9201 flow | abel 9201

[ 0]
[ 0062: 0058: 0058] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragnent [ 8027]

[ 0063: 0059: 0059] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eq 9202 fl ow| abel
[ 0]



[ 0064: 005a: 005a] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragnent [0]

[ 0065: 005b: 005b] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eq 9203 fl ow | abel 9203
[ 0]

[ 0066: 005c: 005c] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragnent [0]
[0067:005d:005d] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [8027]

[ 0068: 005e: 005e] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [0]
T TIXMEBHNR—BNACLEPBRACLOMAICEHAE N IZBZEOHD -

[ 0061: 0057: 0057] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eq 9201 flow Il abel 9201
[0]

[0062:0058:0058] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [8027] ---
> Once the fragments are denied in port CAL, we observed non-initial packets to be getting

dropped (See the mismatch in number of packets between UDP and IP counter)

[ 0063: 0059: 0059] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eq 9202 fl ow | abel 9202
[ 0]

[ 0064: 005a: 005a] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragnent [0]

[ 0065: 005b: 005b] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eq 9203 fl ow | abel 9203
[ 0]

[ 0066: 005c: 005c] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragnent [0]
[0067:005d4:005d] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [8214]

[ 0068: 005e: 005e] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [0]

VDC-1 Ethernet2/1 :

I NSTANCE 0x0

Label _a = 0x200
Bank 0
I Pv4 C ass
Pol i ci es: PACL( TEST_UDP)
Netflow profile: O

Net f| ow deny profile: O



Entries:
[l ndex] Entry [Stats]
[ 0014: 000a: 000a] prec 3 permt udp 0.0.0.0/0 0.0.0.0/0 eq 56 flowlabel 56 [8027]
[ 0015: 000b: 000b] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eq 500 flow|abel 500 [8214]
[ 0016: 000c: 000c] prec 3 permt ip 0.0.0.0/0 0.0.0.0/0 [0]
[ 0017: 000d: 000d] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 fragnent [ 100]

[ 00le: 0014: 0014] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 [0]
LABRZFERAL 27T A MUNTY NOBEBERLEBEHRZFHRTDICE, W< D2HDFESN
HV)ERY,

- BEOUDPR—NIREDLIEMEHN T IR DI, I— KNIV TZHHARTEET,
REOKRETE, LINDEGEAHBITRERHBIBEETNTVSZHE, FNBNTY NEZTORE
DBEWRICEIVTL—FT1oTENnET, £EL, ShiE, RAULERIC—HITIEIICMHEOS —
TOANBWEEICOHKERTT,

Nexus# show i p access-lists UDP_Traffic
I P access list UDP_Traffic

10 permt udp host 1.1.1.1 host 3.3.3.3 eq 9201
20 permt udp any any eq 9202

30 permt udp any any eq 9203
INTYRBFTZTX MEENBVELSIC, EERNSEEND/NAZMTUZHERTERT

(o]

RO AR ERITAEBETIE., BEOHDS—TAOLOUDPAEIEL £TH,
COBER., >—T 2 A4HERENEZBOBROEBELRUTT

Nexus# sh route-map In_to_Qut pbr-statistics

route-nmap In_to_Qut, pernit, sequence 3
Policy routing natches: 0 packets

route-nmap In_to_Qut, pernit, sequence 5
Policy routing natches: 0 packets

route-nap In_to_Qut, pernit, sequence 7
Policy routing natches: 0 packets

route-nmap In_to_Qut, pernit, sequence 10



Policy routing matches: 0 packets
route-map In_to_Qut, pernit, sequence 30
Policy routing matches: 0 packets
route-map In_to_Qut, pernit, sequence 35
Policy routing matches: 0 packets
route-map In_to_Qut, pernit, sequence 40
Policy routing matches: 0 packets
route-map In_to_Qut, permit, sequence 45---------- > Both fragments matched here
Policy routing matches: 213 packets
route-map In_to_Qut, pernit, sequence 50
Policy routing matches: 0 packets
route-map In_to_Qut, pernit, sequence 70

Policy routing matches: 0 packets
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Nexus# sh ip access-lists udptraffic

IPF7 2t A A kudptraffic:

permt udp any any eq isaknmp
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