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Smart License Status Cisco Smart Software Manager € (O
Usage Authorization: Autharized (Last Synchronized On May 18 2023)
Product Registration: Registered (Last Renewed On May 18 2023)
Assigned Virtual Account: SEC TAC

Export-Controlled Features: Enabled



Edit Licenses

Mabware Defense IPS LIRL Carrier Secure Client Premier

Devices without license L

4, Search

FMCT D&EF B
L L AILDAPH — /N DR

S

Secune Chent Achvantage

Dawices with license (1)

FTIF 3

Secung Client VPN Only

ol

Cancel Apply

E WK RTFIERK, FILVLIILALDAPH—NERETEIHEICOKMETT, RA

VPNTOFRIEICHEATEDRERADYT—/\DHDFEEE. RA VPN ConfigurationlZ B E L

x9,

AT YT 1: BEI% system> Other Integrations > Reaims, A T O RIZ, HAOBIZERLET,

i Firewall Management Center Cverview Analysis Palicies Devices Objects Integration

Cloud Services  Realms Mdentity Sources  High Availabiity  eStreamer

Realms Realm Sequences Syne Resuhs

ATV 2 RIZRTEIDIC, AddanewreamZ SR,

Host Ingut Client Smart Software Manager On-Prem
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Compare Realms Add Realm

ATYT3:ADY—NEFALINIDOFHMEEELET. VUV U kZSHR,
COTFEVARL—232VOBHNBRROEHYTT,

HAI:LDAP

24 7AD

AD7'Z 4 X ') RXA 2 :test.com

T4 LU M) 1—4%:CN=Administrator, CN=Users,DC=test,DC=com

T4 LI KNJ/NAT— R: <Hidden>

N — ADN:DC=test,DC=com

47 )L —7°DN:DC=test,DC=com



Add New Realm 9 ¥

Name* Deseription

| |
Type AD Primary Domain
AD v | l

E.q. domain.com

Directory Usemame® Directory Password*

I |

Base DN Group DN

E.g. ousgroup, deecisco,do= com E.g. ow=group,dorcisco, dorcom

E.g. user@idomain com

Directory Server Configuration

~ New Configuration

Hostname/IP Address® Port*

I 636 |
Encryption CA Certificate*®

| LDAPS v | | select certificate v ] +

Interface used to connect to Directory server

@) Resolve via route lookup
() Choose an interface

Default: Management/Diagnostic Interface w

251

Add another directory

Cancel | Configure Groups and Users

ATYVT4: 0090 sae RORICRTLSIC, LILLAITFALINIDEEZRELET,



Cancel

ATYT7 5 BYPVEAET, saeRRXEIVYILT, RORICFRTLSIC, H—/NDRE
ZEMCEELERT,

State

@ ) Enabled v/ 5w

RA VPN®D & E

ChSOFIREF, AFBEKXVPNI—FICEVWHETSNDTIN—T RIS —ERETIEHICHE
TYo JIL—TRIVZ—HAITICERENTVIBERL. ATV T5ICERET,

AT Y 7 1 : BEIF Objects > Object Management & S B8,

ant Center

Bt

Overview Analysis Policies Devices Objects Integration

Object Management

Network

Intrusion Rules

A network object represents one or more IP addresses. Network o luding ac

reports, and so on.



ATYVT2: EBRIORA T, VPN>Group Policy’d S B8,

~ PN
Certihcate Map

Custom Attnbute

Group Policy

IKEv1 IPsec Proposal
IKEvT Policy
IKEvZ IPsec Proposal
IKEvZ Policy

Secure Chent Fila

AT Y7391V AddGroup Policy’® SR,



Deploy Q @ ¥+ @ adminv

eseo SECURE

Add Group Policy RS

ATYVT4: TIN—TRIS—DEZEELET,
COTEVARL—=2320BHRBEROESYTY,
£ HI:RA-VPN

INFT—:IWPNAKS Z¥F !

Simultaneous Login Per User:3 ( 7 #J)L K )

Add Group Policy

Py
RPN

Daadsriplicn:

Groneral Secany Client Advanced

I
VPN Pratocols Banng;
IP Address Pools -
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Add Group Policy

MNama:*
HA=YEM

Description:

Genaral Secwne Client Advanced
.

Traffic Filter Accass Hours:
Linrestrictad

Simultangous Login Per Liser;
| 3

AT Y7 5 BEIE Devices> VPN > Remote Access® S B8 o

Devices Objects Integration
Device Management VPN
Device Upgrade Site To Site
1 NAT Remole Access
QoS Dynamic Access Policy
Platform Settings Troubleshooting
FlexConfig
Cartificates

FIEG6: 2')Y 2 Addanew configuration® S 88,

Troubleshoot

File Download
Threat Defense CLI
Packat Tracer
Packet Capture



Status Last Modifsed

FIE7: RERBELET, Name RAVPNRU D —RIZEREL F9, #IR veN Protocols IBIRL £ T
Targeted DevicesZ® S 8o T 1 Y U NnetZE SR,

COTFEZARL—>320BHRRROERTT,
£ HI:RA-VPN

VPNZ'O M JJL:SSL

R F/NA A:FTD

Remote Access VPN Policy Wizard
‘ POy AT 7 Connacion Profile Seourn Thanl i | ADDess & Corshoabe SLHTHTLSY
Targated Devices and Frotocols

Thid wisard will guise vy thicos tha reduired minissl Mepd b &ftouns tha Remats
ACCERS VPN polity with B Sty U - ohefinesd OONmEC O profibe

Mg~
FLA-ETPH

D sacriphsnn:

YWPM Protocals;

551
Panc-IKED

Targated Devices:

L Sparch ETD?3

AT Y 7 8: MIFE Authentication Method, IZ IR AaA onlyZE S 88, WLCHOREALM/LDAPH—/\%&
Authentication Sever S8, TV U Configure LDAP AttributeMap ( LDAPFFHI ZERET D= ) o
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Connection Profile:

Connection Profiles specify the wunnel group policies for a VPN connection, These policies perain to creating the
tuniniel e, how A0 is scoomplished and how addredses ane assagned. They alto include user attributes, which
arg defmed in group policies.

Connection Prohle Namae:® Rh=YiER

I This name is configured a5 a conngction alias, it can be used to conmect to the VPN gateway

Authentication, Authorization & Accounting (AAA):

Specity the methad of authemication (S, cerificales of bath), and the A0 servers that will be used for VPN

connachions.
Authenbcation Meathod: AA4 Only v
Authentication Server:® [ e | - | =
Fa ::-:n:k h.::- LOCAL Authantication
Authorization Serer Use same aulhenicalion Serer « | 4

Conhgure LDAP Attribute Map

ATV 9: REEMLUET., LDAPAttibuteName & K U Cisco Attribute Name’Z S BB, 7 1J ¥ 4 Add Value
MapE%Em o

COTEANL—23a>0BHERRODESY) TT,
LDAPJE % : memberOfl

Ciscol& %% :Group-Policy



Configure LDAP Attribute Map 7]

Realr:

ALY foL] v

LR atiribufe B 4

Maime Mag:
LOaP Astrifaube Mame Cisco Attribute Mama

memibard v I Geoup-Policy| "

Valua Maps:
LDAP Agtrilbube WValue Cigeg Altrilute Value

Add Value Map

Cancel | O

ATY710: REEBHELUE T, LDAPAtibuteVaue & K U CiscoAttribute VaueZ S 8B, 1Y 9 ok %S

COTFEVARNL—23a > 0BHNRERAODESY T,
LDAPJE t£{8:DC=tlalocan,DC=sec

Ciscol® £ 1E:RA-VPN

LDAP attribute Maps: +
Name Map:
LOwP Attribute Mame Cisgco Attribute Name
membend v Group=Policy v
Value Maps:
LDAR Attribute Value Cisco Attribute Value
de=tlalocan do=sec | RA-VPN «| + @
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Address Pools @
Available IPvd Pools O -4 Selected IPvd Possls
2, Search VPN -Pool ]

Aol

ATY T 128 &BHLET, Connection ProfileName & & O Group-Policy’® S8, 71U Y U netE SR,
COFEVANL—2320BENEROESYTT,

EH70774)%A:RA-VPN

Foal 5 TVAAAD

#9aL Y —/\:LDAP

IPv47 RL A7 —J)L.VPNT =)L

GN—T RS — PHEREL
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Add Group Policy

Mame:*
Mo-Access
Description:
General Secure Client Advanced
|
Traffic Filter Access Hours:
Unrastrictad v | 4

SES5I0N SSNgs

Simultaneous Login Per User:

E

AT Y 7°1321) Y % Addnew AnyConnect Image f >/ X — 7 T 4 AIZ AnyConnect Client Image FTDIZIX{E L £
£

Secure Client Image

The VPN gatewasy can autormatically download the latest Secure Client package (o the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate 05 for the selected package.

Dowmload Secure Chent packages from Cisco Software Download Centear.

I @ Select at least one Secure Client image
Show Re-onder butlons -

Secure Client File Object Name Securg Client Package Mame Operating System

Add new >ecune Chent Image

ATYT 14 RERBLET, Name A X—PZFTY7O—RL, O—HILARNL—DHS5SR
LTAX=2%ZFTYT7TO—RLET., FUY T sae8 S8R,



Add Secure Client File (7]

MName:™

mac

File Name:*

[ anyconnect-macos-4.10.07061-webdef | Browse..

File Type:*®

Secure Client Image v

Description:

=

ATYT 15 A X—DZFERAARICTRIICE, A AXA—0BIEHBITFIVIRYIREFVICL
£I, JUY U net®@S R,

Secure Client Image

The VPN gatewsay can automatically download the latest Secure Client package to the client device when the YPM
connection is initiated. Minimize connection setup time by choosing the appropriate 05 for the selected package.

Download Secure Client packages from Cisco Software Download Center.

Show Re-order buttons -+

Secure Client File Object Name Secure Client Package Name Operating Systerm

Mac anyeonnect-macos-4. 10,0706 1 -webdeplay... Mac OS o

ATYT7 16 : IROVT D ZIBIRL £ T interface group/Security Zone & & TF Device Certificae® S 88, 1)



YU NextE SR,
COTFEVARL—23V0BEHNRBROERY TT,
AVE=TIARIIN=T1eF1)T74J—=>2 TIRI—=>
TNA ALAE . AESER

N EEEAEVPNNS T4 Y 20T AT NO—AF T Y Y ENANAT B 1t
(2. Bypass Access Control’ RS —A72 a2V ZBMICTBENTEXRT (T72) b

TIEM)
%E
»

AAA
Metwork Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:™ InZone v | +

Enable DTLS on member interfaces

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called [dentity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certificate Enrollment:* SelfSigned | +
Enroll the selected certificate object on the target devices
Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted trafic from the Access Control Policy.

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN filter ACL and
autharization ACL downloaded from AAA server are still applied to VPN traffic.

ATY 717 :RAVPNREDBEZRRLET. JUY T rnsh ZV UYL TRELET (RZ
S| )



Remote Access VPN Policy Wizard

Policy Assignment 2 | Connection Profile ¥ | Secune Client 4 | Apcess & Certihcate

2 = i
Remoie
Uar Sgcune Cliant

Remote Access VPN Policy Configuration

Fireswall Managamant Carter will confgung an RA VPN Policy with the following se1tngs

RA-VPN
FTD73
RA-VPN
RA-VPN

A Oiniby
Al (Aany

AT Y 7 18 : BEIFE Deploy > Deployment’&® S8R,
Y 4 DeployZ SR,

BANKI TR E, BREHNFIDCLICT Y 1&dhET,

<tfroot>

LDAP Server Configuration ---!

I dap attribute-map LDAP

map-name memberOf Group-Policy
map-value memberOf DC=tlalocan,DC=sec RA-VPN

aaa-server LDAP protocol Tdap
max-failed-attempts 4

realm-id 2
aaa-server LDAP host 10.106.56.137
server-port 389

Tdap-base-dn DC=tlalocan,DC=sec
Tdap-group-base-dn DC=tlalocan,DC=sec
Tdap-scope subtree
Tdap-naming-attribute sAMAccountName
Tdap-Togin-password *#**%**

Tdap-Togin-dn CN=Administrator,CN=Users,DC=test,DC=com
server-type microsoft

| dap-attribute-map LDAP

° Sumimiang

Duiside N

REZRHATILE

Davica

=

Aty

Additional Configuration Requirements
aAfter the wizard completes, the following

configuration neads to be complated for VPN 1o
work on all device targats.

D Access Control Policy Update

An Access Control nule must be defined to allow
VPN traffic on all targeted dovicos.

0 NAT Exemption

If NAT ks enabled on the targated davices, you
mus defing 8 MAT Policy to exempt VPN traffic.

0 DNS Configuration

To resohe hosiname specifed in S84 Servers
or CA Senwers, configure DNS using FlexConfig
Policy on the targated devices.

0 Port Configuration

SSL will be énabléd on port 443,

IPsec-IKEvE uses port 500 and Client Services
will be enabled an port 443 for Secure Chent
image download MAT-Traversal will be enabled

NHBFTDZERLET, TV



!--- RA VPN Configuration ---!

webvpn
enable Outside
anyconnect image diskO:/csm/anyconnect-win-4.10.07061-webdeploy-k9.pkg 1 regex "Mac"
anyconnect enable
tunnel-group-1list enable
error-recovery disable

ss1 trust-point Self-Signed

group-policy No-Access internal

group-policy No-Access attributes

vpn-si nul t aneous-1ogins 0

vpn-idle-timeout 30

I--- Qutput Omitted ---!
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall

split-tunnel-network-1ist none

group-policy RA-VPN internal

group-policy RA-VPN attributes

banner value ! Welcone to VPN !

vpn-si nul t aneous-1 ogins 3

vpn-idle-timeout 30
I--- Qutput Omitted ---!

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist non

ip local pool VPN-Pool 10.72.1.1-10.72.1.150 mask 255.255.255.0

tunnel-group RA-VPN type remote-access

tunnel - group RA-VPN general -attri butes

address-pool VPN-Pool
authentication-server-group LDAP

def aul t - gr oup-pol i cy No- Access



tunnel-group RA-VPN webvpn-attributes
group-alias RA-VPN enable

EE'L‘,\

AnyConnect? 54 7> KNT, BRMBEVPNI—HIIN—TOLFov)z2ERALTOTA>>TS
E. LDAPBHMNY Y ZIC& 2 TEIWHETSNEELVWIIIL—TRIS—FRBEIhET,

g

VPN:

|
| ﬂﬂ "i Please respond to banner,

Cisco AnyConnect

I Welcormea to VPN |

LDAPF/\Y & AZ A Y K(debug Idap 255)* 5, LDAPBMR Y FIc—BA BB ZENDAYE
9,

<{froot>

Aut henti cati on successful for test to 10.106.56. 137

memberOf: value = DC=tlalocan,DC=sec



mapped to Group-Policy: value = RA-VPN

mapped to LDAP-C ass: val ue = RA-VPN

AnyConnect”? 54 7> KT, Invalid VPN User Group CredentialZfEfL TOJ 4 >33 &, No-
AccessT I —T RV —HFRRENET,

M Cisco AnyConnect | asavpn.roban.com

Group: RA-VPN =

Username: | Administrator

E" *! VPN:

Login failed.

Password: .

asavpn.rohan.com

<#root>

%FTD-6-113004: AAA user authentication Successful : server = 10.106.56.137 : user = Administrator

%-TD- 6- 113009: AAA retrieved default group policy (No-Access) for user = Adm nistrator

%FTD-6-113013: AAA unable to complete the request Error : reason =

Si nul t aneous | ogi ns exceeded for user : user = Adm nistrator

LDAPF/NY 4 A=A Y k(debug Idap 255)#' 5, LDAPBMER Y 7 IC—HITBEDA B\ &N
HHAYERT,

<#root>

Aut henti cation successful for Adm nistrator to 10.106.56. 137

memberOf: value = CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec
mapped to Group-Policy: value = CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec
mapped to LDAP-Class: value = CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec
memberOf: value = CN=Domain Admins,CN=Users,DC=tTalocan,DC=sec
mapped to Group-Policy: value = CN=Domain Admins,CN=Users,DC=tTalocan,DC=sec
mapped to LDAP-Class: value = CN=Domain Admins,CN=Users,DC=tTalocan,DC=sec
memberOf: value = CN=Enterprise Admins,CN=Users,DC=tlalocan,DC=sec



mapped to
mapped to
memberOf: value =
mapped to
mapped to
memberOf: value =
mapped to
mapped to
memberOf: value =
mapped to
mapped to

Group-PoTlicy: value = CN=Enterprise Admins,CN=Users,DC=tlalocan,DC=sec
LDAP-Class: value = CN=Enterprise Admins,CN=Users,DC=tlalocan,DC=sec
CN=Schema Admins,CN=Users,DC=tlalocan,DC=sec

Group-Policy: value = CN=Schema Admins,CN=Users,DC=tlalocan,DC=sec
LDAP-Class: value = CN=Schema Admins,CN=Users,DC=tTlalocan,DC=sec
CN=IIS_TIUSRS,CN=Builtin,DC=tTalocan,DC=sec

Group-PoTicy: value = CN=IIS_IUSRS,CN=Builtin,DC=tlalocan,DC=sec
LDAP-Class: value = CN=IIS_IUSRS,CN=Builtin,DC=tlalocan,DC=sec
CN=Administrators,CN=Builtin,DC=tlalocan,DC=sec

Group-PoTlicy: value = CN=Administrators,CN=Builtin,DC=tlalocan,DC=sec
LDAP-Class: value = CN=Administrators,CN=Builtin,DC=tTalocan,DC=sec
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