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—HER)ZFRALTLSEEL,

TIRNTYNAVER=TURY—) (BEI—HYER) k. 5$ED show I RZEHR
—RMLUTVWET, show OX ROE IO HZERTT D IZIE. Output Interpreter Tool Z
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DE—RIZAT>NE, 7—)L10.10.0.0/16A SIP7 RLAZZFELET, 10.10.0.0/16 ~
192.168.1.024DBD RZ 7 1 Y VX REE KT,

CiscolOS V7 NI I T OERE

DTk, strongSwanP 54 7> MMECisco IOSY 7 R J T 7LANEKY RD—2
192.168.1.024 DR LB T VL AEZBBELET, VE—RITZATURNETIL—TERA(
NIEIKEID ) & 1—YBcisco& /AT — RCiscoZEAL £,

D54 TF > MNE7—)L10.10.0.0/16H SIPF RLAZWMEBLET., £, A7 Y MAccess
Control List (ACL ; 72 E2AA A= JAN )G IZATURNITYZ1ENET, <O
ACL I&. VPN #2H T 192.168.1.024 ICRS 714V O BRREETRBEEZISATUNIBREILE
T,

aaa new- nodel

aaa authentication |ogin AUTH | ocal
aaa aut horization network NET | ocal
usernane cisco password O cisco

crypto isaknp policy 1
encryption aes
hash sha



aut hentication pre-share
group 2

lifetine 3600

crypto i sakmp keepalive 10

crypto i saknmp client configuration group RA
key cisco

domai n ci sco.com

pool POOL

acl split

save- password

net mask 255.255.255.0

crypto i saknp profile test
match identity group RA
client authentication |ist AUTH
i saknmp aut horization list NET
client configuration address respond
client configuration group RA
virtual -tenplate 1

crypto i psec transformset test esp-aes esp-sha-hnmac
node tunne

crypto i psec profile ipsecprof

set security-association lifetime kil obytes disable
set transformset test

set isaknp-profile test

nterface G gabitEthernet0/1

i p address 10.48.67.167 255.255.254.0
!

interface G gabitEthernet0/2
description LAN
i p address 192.168.1.1 255.255.255.0

interface Virtual - Tenpl atel type tunnel

i p unnunbered G gabitEthernet0/1

tunnel source G gabitEthernet0/1

tunnel node ipsec ipv4d

tunnel protection ipsec profile ipsecprof

ip local pool POOL 10.10.0.0 10.10.255. 255
ip access-list extended split
permt ip host 192.168.1.1 any

AT, KRBT TL—FTEBEOENABZIP 7 RLAZEYYHTHEVCEZHREBLET, 1K
MT7IOBRBAAVE—TIA(ARIOA—_Tch, BRETV LMD SHREEMEALET,
TOEH, EELEIPPRLANMMEREND AIgEMN HYET, L, RETTL—KE.
Mipunnumbered; EWSF—T—RTIP7RLAZSHBL, BHEBERT—7IICABDLET,
Uip unnumbered; F—TJ— R, L—FLOYMEBNELLEHENZIP 7 RLANOSZRIZTE
FtA,

IKEV2 D IKE)L—FT 1T EQLENERMEDLDHIC, AT RLAZFEALTSEEY, T,
Fip unnumbereds & LU T IPSec ® Tlocal addressy ZFRALBEWVWTLSEEL,

strongSwan D E&E

COFIETIE, strongSwan DREFEZEZHBELET,



1. letclipsec.conf 77 A LT, XDOFZREZFERALET,

version 2
config setup
strictcrl policy=no
charondebug="i ke 4, knl 4, cfg 2" #useful debugs

conn %def aul t
i kelifetime=1440m
keyl i fe=60m
rekeymar gi n=3m
keyingtries=1
keyexchange=i kev1l
aut hby=xaut hpsk

conn "ezvpn"
keyexchange=i kev1l
i kelifetime=1440m
keyl i fe=60m
aggr essi ve=yes
i ke=aes-shal- nodpl1024 #Phasel paraneters
esp=aes-shal #Phase2 paraneters
xaut h=cl i ent #Xauth client node
| eft =10. 48. 62. 178 #l ocal |P used to connect to | CS
| efti d=RA #| KEI D (group nanme) used for 10S
| ef t sourcei p=%onfig #apply received IP
| ef t aut h=psk
ri ght aut h=psk
| ef t aut h2=xaut h #use PSK for group RA and Xauth for user cisco
ri ght=10.48. 67. 167 #gateway (10S) IP
ri ght subnet =192. 168. 1. 0/ 24
xauth_identity=cisco #identity for Xauth, password in ipsec.secrets
aut o=add

rightsubnet ¥ —J— RAFREEN, EORT TV IV ZREBEIDLEN HBHZRLTLVE
I, OFIATR, IPSectF1)74 FYZI—>32 (SA) N,

192.168.1.0/24 ( Cisco I0S Y 7 RITF D ) &, 7—JL 10.10.0.0/16 A SBEL 1=
strongSwan IP 7 RL AOE TEBEEIhTVET,

rightsubnet AIEEE N TWEVEER, 0.000FRY ND—0&, 954F7RNIPFPRLA
&£ 0.000FXYRT—UDED IPsec SA ZRETHTL &S, TFhH, CiscolOS VY7~
ITHNOSATRELTHERAEhZBEOHHETT,

L, COBER strongSwan DFESIFELL<H VY EH A, rightsubnet A EZE hTUWi
WiE4, strongSwan l&, XTI —> 3> 0 phase2 DHAES—KRJ I A (CiscolOS V7
RVI7)DIPP7RLAZERLET, cOZFUATR, COTF—FIIAF
10.48.67.167T9, CiscolOSY 7 R I TF(192.168.1.0/24)DHFLANICERIAS NZ T 1V
V&REL. AEBCiscolOSY 7 RITITDIPFRLAICBAAS NG 74V 0% RETSHC
EERBMNELTVS Y, rightsubnethAERAE N TVWET,

2. letclipsec.secrets 77 A )T, ROBREZFEALET,

10. 48. 67.167 : PSK "ci sco" #this is PSK for group password
cisco : XAUTH "cisco" #this is password for XAuth (user cisco)
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CCTlk, RENEEICHEL TVWAALESHZEERLET,
CDFIETIE, strongSwan FREZTANL THR TSI HEZHALET,

1. 7Ny T =2BMIZL T strongSwan Z2E L £ 9,

gentool ~ # /etc/init.d/ipsec start
* Starting

Starting strongSwan 5.0.4 | Psec [starter]...
Loadi ng config setup

strictcrl policy=no

char ondebug=i ke 4, knl 4, cfg 2
Loadi ng conn %def aul t

i kelifetime=1440m

keyl i fe=60m

rekeymar gi n=3m

keyingtries=1

keyexchange=i kev1l

aut hby=xaut hpsk

Loadi ng conn 'ezvpn'
keyexchange=i kev1l

i kelifetime=1440m

keyl i fe=60m

aggr essi ve=yes

i ke=aes-shal- nodpl1024
esp=aes-shal

xaut h=cl i ent

| eft=10. 48. 62. 178

| eftid=RA

| ef t sour cei p=%onfig

| ef t aut h=psk

ri ght aut h=psk

| ef t aut h2=xaut h

ri ght=10. 48. 67. 167

ri ght subnet =192. 168. 1. 0/ 24

xaut h_i dentity=ci sco

aut o=add
found netkey | Psec stack

No | eaks detected, 9 suppressed by whitelist

2. strongSwan 5O K XA BB E D &, phasel, Xauth, phase2 ® T XT DO —fiX1FHK
FRRENET,

gentool ~ # ipsec up ezvpn

initiating Aggressive Mdde | KE _SA ezvpn[1l] to 10.48.67. 167

generating AGGRESSIVE request 0 [ SA KE No ID VV V V ]

sending packet: from 10.48.62.178[500] to 10.48.67.167[500] (374 bytes)
received packet: from 10.48.67.167[500] to 10.48.62.178[500] (404 bytes)
parsed AGGRESSI VE response O [ SAV VV V V KE ID No HASH NAT-D NAT-D ]
received G sco Unity vendor ID

recei ved DPD vendor ID

recei ved unknown vendor |D: 8d: 75: b5: f 8: ba: 45: 4¢: 6b: 02: ac: bb: 09: 84: 13: 32: 3b
recei ved XAuth vendor ID

recei ved NAT-T (RFC 3947) vendor |ID

generating AGGRESSIVE request 0 [ NAT-D NAT-D HASH ]

sending packet: from 10.48.62.178[500] to 10.48.67.167[500] (92 bytes)



recei ved packet: from 10.48.67.167[500] to 10.48.62.178[500] (92 bytes)
parsed | NFORMVATI ONAL_V1 request 3265561043 [ HASH N((24576)) ]

recei ved (24576) notify

received packet: from 10.48.67.167[500] to 10.48.62.178[500] (68 bytes)
par sed TRANSACTI ON request 4105447864 [ HASH CP ]

gener ati ng TRANSACTI ON response 4105447864 [ HASH CP ]

sendi ng packet: from 10.48.62.178[500] to 10.48.67.167[500] (76 bytes)
recei ved packet: from 10.48.67.167[500] to 10.48.62.178[500] (68 bytes)
par sed TRANSACTI ON request 1681157416 [ HASH CP ]

XAuth authentication of 'cisco' (myself) successful

| KE_SA ezvpn[1l] established between 10.48.62.178[ RA]...10.48.67.167[ 10. 48. 67. 167]
schedul i ng reauthentication in 86210s

maxi mum | KE_SA |ifetine 86390s

gener ati ng TRANSACTI ON response 1681157416 [ HASH CP ]

sendi ng packet: from 10.48.62.178[500] to 10.48.67.167[500] (68 bytes)
gener ati ng TRANSACTI ON request 1406391467 [ HASH CP ]

sendi ng packet: from 10.48.62.178[500] to 10.48.67.167[500] (68 bytes)
recei ved packet: from 10.48.67.167[500] to 10.48.62.178[500] (68 bytes)
par sed TRANSACTI ON response 1406391467 [ HASH CP ]

installing new virtual IP 10.10.0.1

generating QU CK_MOXDE request 1397274205 [ HASH SA No ID ID ]

sendi ng packet: from 10.48.62.178[500] to 10.48.67.167[500] (196 bytes)
recei ved packet: from 10.48.67.167[500] to 10.48.62.178[500] (180 bytes)
parsed QUI CK_MODE response 1397274205 [ HASH SA No ID I D N((24576)) ]
connection 'ezvpn' established successfully

No | eaks detected, 1 suppressed by whitelist

.strongSwan TFNY T ZBMICTRE, Z<OBRHRERTENTEEFT, ok, b

OB ERTIREEEETFNYITT,

#| KE Phase

06[ CFG received stroke: initiate 'ezvpn'

O4[ 1 KE] initiating Aggressive Mde | KE_SA ezvpn[1l] to 10.48.67. 167

03[ CFG proposal matches

03[ CFG received proposal s: IKE:AES CBC_128/ HMAC_SHA1l 96/ PRF_HVAC SHAl/ MODP_1024
03[ CFG sel ected proposal : | KE: AES_CBC 128/ HVAC SHA1_96/ PRF_HVAC SHA1/ MODP_1024
16[ 1 KE] | KE_SA ezvpn[1l] state change: CONNECTI NG => ESTABLI SHED

16[ 1 KE] schedul ing reauthentication in 86210s

#Xaut h phase

15[ KNL] 10.48.62.178 is on interface ethl
15[ 1 KE] installing new virtual 1P 10.10.0.1
15[ KNL] virtual 1P 10.10.0.1 installed on ethl

#l psec

05[ CFG proposal matches

05[ CFG received proposal s: ESP:AES_CBC_128/ HMAC_SHA1l_ 96/ NO EXT_SEQ
05[ CFG sel ected proposal : ESP: AES CBC 128/ HVAC SHA1_96/ NO_EXT_SEQ
O5[ KNL] adding SAD entry with SPI 7600acd8 and reqid

15[ CFG proposing traffic selectors for us:
15[ CFG 10.10.0.1/32

15[ CFG proposing traffic selectors for other:
15[ CFG 192.168.1.0/24

#Local settings

charon: O5[KNL] getting a |ocal address in traffic selector 10.10.0.1/32
charon: O05[ KNL] using host 10.10.0.1

charon: O5[ KNL] using 10.48.62.129 as nexthop to reach 10.48.67. 167

charon: O5[KNL] 10.48.62.178 is on interface ethl

charon: O5[KNL] installing route: 192.168.1.0/24 via 10.48.62.129 src 10.10.0.1
dev ethl



charon: O5[KNL] getting iface index for ethl

charon: O5[ KNL] policy 10.10.0.1/32 === 192.168.1.0/24 out (mark 0/0x00000000)
al ready exists, increasing refcount
charon: O5[ KNL] updating policy 10.10.0.1/32 === 192.168. 1. 0/ 24 out

4. 9ZATRDPESRNT T4V IREBLET,

gentool ~ # ping 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icnp_req=1 ttl =255 time=1.19 ns
64 bytes from 192.168.1.1: icnp_req=2 ttl =255 time=1.19 ns
64 bytes from 192.168.1.1: icnp_req=3 ttl =255 time=1.12 ns
64 bytes from 192.168.1.1: icnp_req=4 ttl =255 time=1.16 ns
64 bytes from 192.168.1.1: icnp_req=4 ttl =255 time=1.26 ns

~C

--- 192.168.1.1 ping statistics ---

5 packets transmitted, 5 received, 0% packet |oss, tine 3004ns
rtt mn/avg/ max/ ndev = 1.128/1.171/1.199/0.036 ns

5.CiscolOS Y7 NIDITDENAVEZA—TIAARZFIVILET,

Bsns- 7200- 2#sh int Virtual-Accessl
Virtual-Accessl is up, line protocol is up
Hardware is Virtual Access interface
Interface is unnumbered. Using address of GigabitEthernet0/1 (10.48.67.167)
MU 17878 bytes, BW 100000 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL
Tunnel vaccess, cloned from Virtual-Templatel
Vaccess status 0x4, |oopback not set
Keepal i ve not set
Tunnel source 10.48.67.167 (GigabitEthernet0/1l), destination 10.48.62.178
Tunnel Subbl ocks:
src-track:
Vi rtual - Accessl source tracki ng subbl ock associated with
G gabit Et hernet 0/ 1
Set of tunnels with source G gabitEthernet0/1, 2 nmenbers (includes
iterators), on interface <OK>
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MIU 1438 bytes
Tunnel transmit bandw dt h 8000 (kbps)
Tunnel receive bandwi dth 8000 (kbps)
Tunnel protection via |IPSec (profile "ipsecprof")
Last input never, output never, output hang never
Last clearing of "show interface" counters 00:07:19
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Cut put queue: 0/0 (size/ max)
5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
5 packets input, 420 bytes, 0 no buffer
Recei ved 0 broadcasts (0 IP nulticasts)
runts, 0 giants, O throttles
input errors, 0 CRC, O frame, O overrun, O ignored, O abort
packets output, 420 bytes, 0 underruns
output errors, 0 collisions, O interface resets
unknown protocol drops
output buffer failures, 0 output buffers swapped out

6.CiscolOS Y 7 RIJITFTDIPSec H O R2&E2FIVYILET,

O OO uw oo



Bsns- 7200- 2#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |IKE Fragnentation

Interface: Virtual - Accessl
Username: cisco
Profile: test
Group: RA
Assigned address: 10.10.0.1
Uptinme: 00:39:25
Sessi on status: UP-ACTI VE
Peer: 10.48.62.178 port 500 fvrf: (none) ivrf: (none)
Phasel id: RA
Desc: (none)
| KEvl SA: |ocal 10.48.67.167/500 renote 10.48.62.178/500 Active
Capabi lities: CDX conni d: 13002 |ifetime: 00: 20: 34
| PSEC FLOW permit ip 192.168.1.0/255.255. 255.0 host 10.10.0.1
Active SAs: 2, origin: crypto map
I nbound: #pkts dec'ed 5 drop O |ife (KB/ Sec) KB Vol Rekey Disabl ed/ 1234
Qut bound: #pkts enc'ed 5 drop 0 life (KB/ Sec) KB Vol Rekey Di sabl ed/ 1234

. strongSwan MREZHRL £,

gentool ~ # ipsec statusall
Status of | KE charon daenbn (strongSwan 5.0.4, Linux 3.2.12-gentoo, x86_64):
uptime: 41 mnutes, since Jun 09 10:45:59 2013

mal | oc: sbrk 1069056, nmap O, used 896944, free 172112

wor ker threads: 7 of 16 idle, 8/ 1/0/0 working, job queue: 0/0/0/0, scheduled: 2
| oaded plugins: charon aes des shal sha2 nmd5 random nonce x509 revocation
constraints pubkey pkcsl pkcs8 pgp dnskey pem openssl gcrypt fips-prf gnp
xcbc cmac hmac attr kernel-netlink resol ve socket-default stroke updown
eap-identity eap-si meap-aka eap-aka- 3gpp2 eap- si naka- pseudonym

eap- si naka-reaut h eap-nmd5 eap-gtc eap-nschapv2 eap-radi us xaut h-generic dhcp
Li stening | P addresses:

192.168. 0. 10

10. 48.62. 178

2001: 420: 44f f . ff61: 250: 56ff: fe99: 7661

192.168.2.1

Connecti ons:

ezvpn: 10.48.62.178...10.48.67.167 1IKEvl Aggressive

ezvpn: local: [RA] uses pre-shared key authentication

ezvpn: local: [RA] uses XAuth authentication: any with XAuth identity
'cisco’

ezvpn: renote: [10.48.67.167] uses pre-shared key authentication

ezvpn: child: dynam c === 192.168. 1. 0/ 24 TUNNEL

Security Associations (1 up, 0 connecting):
ezvpn[ 1] : ESTABLI SHED 41 mi nutes ago, 10.48.62.178[RA]...
10. 48. 67. 167[ 10. 48. 67. 167]
ezvpn[ 1] : I KEvl SPIs: 0fa722d2f 09bffe0 i * 6b4c44bae512b278 r, pre-shared
key+XAut h reaut hentication in 23 hours
ezvpn[1l]: | KE proposal: AES_CBC_128/HMAC_SHAl 96/ PRF_HVAC_SHA1l/ MODP_1024
ezvpn{1}: I NSTALLED, TUNNEL, ESP SPIs: c805b9ba_i 7600acd8_o
ezvpn{1l}: AES_CBC_128/HMAC_SHAl 96, 420 bytes_i (5 pkts, 137s ago), 420
bytes_o (5 pkts, 137s ago), rekeying in 13 m nutes
ezvpn{1}: 10.10.0.1/32 === 192.168.1.0/24
No | eaks detected, 1 suppressed by whitelist
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