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L2 Transport over MPLS

» Targeted LDP session / BGP session / Static
~ Used for VC-label negotiation, withdrawal, error notification

The “emulated circuit” has three (3) layers of encapsulation

Tunnelling » Tunnel header (Tunnel Label)
Component ~ To get PDU from ingress to egress PE
— MPLS LSP derived through static configuration (MPLS-TP) or dynamic (LDP or
RSVP-TE)
Demultiplexing  « pemultiplexer field (VC Label)
Component ~ To identify individual circuits within a tunnel
— Could be an MPLS label, L2TPv3 header, GRE key, elc.

Layer 2 » Emulated VC encapsulation {Control Word)

Encapsulation — Information on enclosed Layer 2 POU
i - Implemented as a 32-bit control word



VPWS RZ 7 1Y VDA T I

2 2 3
0 3 1

0
0
Tunnel Label ﬂﬂ“
VC Label VC Label (VC) TC | 1 | TTL (Set to 2)

Control Word BRI BN LUl I B Sequence Number

Layer 2 PDU

1.3LRILOAT IS ERENET,

2. h2ZRILZRIIWNEZERAL T PEETRIENDNT Y N,

3.PW #5192 VC FXIL.

4 PEBTIIFITENBVC IR,

5. 723> O—ILT7—RCWRL A Y2HHEY NE#REL, >—T>>220%4
F—7LICLET,



Control Word

__Encap. | Required_

ATM N:1
Cell Relay No

ATM
AALS Yes

Ethernet No

Frame
Relay

HDLC No
PPP No
SAToP Yes

CE iﬂ PS vas

Yes
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LDP Label Mapping message:

IP Header

TCP Header (Port 646)

LDP PDU

LDP Header

LDP Message: Label Mapping

FEC TLV
PW ID FEC Elemant 128: Intedace Paramatars

| Genenc Label TLV




Sending 5, 100-byte MPLS Echos to 10.6.6.6,
timeout is 2 seconds, send interval is 0 msec:
Type escape sequence to abort.

Success rate is 100 percent (5/5), round-trip min/avg/max = 48/61/80 ms
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4 9.203148 10.1.1.1 10001 - M « 130 MPLS Echo Request

Frame 2: 130 bytes on wire (1049 bits), 130 bytes captured (1840 bits) on interface @

Ethernet II, Src: ca:01:1b:c0:00:06 (ca:01:1b:c0:00:06), Dst: ca:04:13:5c:00:06 (ca:04:13:5c:00:06)
MultiProtocol Label Switching Header, Label: 24, Exp: 8, S: @, TTL: 255  Transport label
MultiProtocol Label Switching Header, m Expe O e 1, T VPN label

PW Associated Channel Header S

Internet Protocol Version 4, Src: 10.1.1.1 Dst: 10.0.0.1

User Datagram Protocol, Src Port: 3503 (3503), Dst Port: 3503 (3503)

Multiprotocol Label Switching Echo

LAY 215X :

Frame 4: 13@ bytes on wire (1848 bits), 13@ bytes captured (1848 bits) on interface @
v Ethernet II, Src: ca:@1:1b:c@:00:86 (ca:01:1b:cP:00:86), Dst: ca:04:13:5c:00:06 (ca:04:13:5c:00:06)
Destination: ca:04:13:5¢:00:06 (ca:@4:13:5c:00:06)
Source: ca:81:1b:c@:00:06 (ca:01:1b:cP:00:06)
Type:  MPLS label switched packet (©Uxsdd/) |
v MultiProtocol Label Switching Header, Label: 24, Exp: @, 5: @,

0000 0000 0000 0GPl 1000 .... .... .... =|PLS Label: 24]
........ cass sass ss.. 00O, .... .... = MPLS Experimental Bits: @
........ cees ssse seee 2248 seu. .... = MPLS Bottom Of Label Stack: @
........ ssime siesn sees sswe 444 1411:= [MPLS Tils 255

¥ MultiProtocol Label Switching Header, Label: 28, Exp: @, S: 1, TTL: 1
9000 0000 0000 0001 1100 .... .... .... =[MPLS Label: 28]

........ caee sese 2e.. 00O, .... .... MPLS Experimental Bits: @
Sieisisl Eisisis EiEEE EEEE SEEE Sk EEEE -IMPLS Bottom Of Label Stack: 1|

........ Sisis . ssees ... DOGO 8061 = MPLS TTL: 1

.... 8000 = Channel Version: @
gsecyed. AxAR
ﬁhannel Type: IPv4 packet (Gx&?“"l
Internet Protocol Version 4, Src: 10111 pst: 10001
User Datagram Protocol, Src Port: 3583 (35@3), Dst Port: 3503 (35@3)
» Multiprotocol Label Switching Echo

L3/L4 :



~ PW Associated Channel Header
ee.. BOBO = Channel Version: ©
Reserved: @x8e
Channel Type: IPv4 packet (8x@821)
~¥ Internet Protocol Version 4, Src: 19111 » Dst: 10.0.0.1
e1e9 .... = Version: 4
«2.. 9110 = Header Length: 24 bytes
»[Differentiated Services Field: OxPo|(DSCP: CS@®, ECN: Not-ECT)
Total Length: 1e4
Identification: @xfd38f (64911)
v |Flags: @x@82 (Don't Fragment)

@¢... .... = Reserved bit: Not set
I .1.. .... = Don't fragment: Set |
..®. .... = More fragments: Not set

Era nt offset: @
>|Time to live: 1 I
Protocol: UDP (17)
> Header checksum: @x65ee [validation disabled]

Source: 10.1.1.1
Destination: 110.0.01

[Source GeoIP: unkKnown ]
[Destination GeoIP: Unknown]
v lOoptions: (4 bytes), Router Alert
v Router Alert (4 bytes): Router shall examine packet (@)
> Type: 148
Length: 4
Router Alert: Router shall examine packet (@)
v User Datagram Protocol, Src Port: 3583 (3503), Dst Port: 3503 (3503)
I Source Port: 35@3

Destination Port: 3583
Length: 80
» Checksum: @x029f [validation disabled]
[Stream index: @]
> Multiprotocol Label Switching Echo

EEEDO MPLS R4 O— R :



~ Multiprotocol Label Switching Echo
Version: 1

Message Type: MF cho RequestT (1)
Reply Mode: Reply wia an 1Pva/1Pv6 UDP packet (2)
Return Code: No return code (©)

I Sender's Handle: @xc7735d85 I

equence Number: 55
Timestamp Sent: Feb 3, 2017 1@:41:23.998999000 UTC |
Timestamp Received: Jan 1, 1976 ©66:00:00.800000800 UTC
v [Wendor Private

Type: Vendor Private (64512)
Length: 12
Vendor Id: ciscoSystems (9)
Value: 2601220400000084
~ Target FEC Stack
I Type: Target FEC Stack (1) I
Length: 20
f FEC Element 1: FEC 128 Pseudowire (new)
Type: FEC 128 Pseudowire (new) (10)

Length: 14
- PE id 5:10111
Remote PE Address: 10666
VvC ID: 1ee
fncapsulation: Ethernet (5)

MBZ: ©x0000e
Padding: eoee

2.T—I5% -
1R - KNS VAR—RNEEBARACENTEET,

AZF ¥ AMNTY NELTEBFENET, JFICLDPHFEENRTVWA LS, COFRILE (b
FZUAR=RNIRILZFEALT ) FRILVARAAMYFUITEERT,

FRI 1

REERTIP: HAAVER—TIAADIPPRLA ( 2OHITIX10.1.6.2)
DSTIP : IO—ERICEFBRIPARREND - EERL—ROIL-—TNV D
L4X A7 : UDP

EETAR—N : 3503

SEEAR— N : 3505

TOSNA N : A7
MPLS EXP : #+7
DFEY b : >

UDPAR A O— RIEMPLSSARILAA Y FU I (LS IA—HETH D AREMENHYET
MPLSEXP A2 T6 ICBREENhTVET,

DFEY NEFVICE2TVWEXT,



O

SRAO VC OFFM :

<{froot>

R1#sh mpls T12transport vc detail

Local interface: Fa2/0 up, line protocol up, Ethernet up

Destination address: 10.6.6.6

1

VvC ID: 100, VC status: up

Output interface: Fa0/1, imposed label stack {24 28}

Preferred path: not configured

Default path: active

Next hop: 10.1.1.2

Create time: 2d17h, last status change time: 2d17h

Last Tabel FSM state change time: 2d17h

Signaling protocol: LDP, peer 10.6.6.6:0 up

Targeted Hello: 10.1.1.1(LDP Id) -> 10.6.6.6, LDP is UP

Status TLV support (local/remote)

LDP route watch

Label/status state machine

Last Tocal dataplane
Last BFD dataplane
Last BFD peer monitor
Last local AC circuit
Last local AC circuit
Last local PW i/f circ
Last local LDP TLV
Last remote LDP TLV
Last remote LDP ADJ]

MPLS VC Tabels: local 28,

status

status

status

status

status

status

status

status

status

rcvd:

rcvd:

rcvd:

rcvd:

sent:

rcvd:

sent:

rcvd:

rcvd:

remote 28

Group ID: Tocal 0, remote 0

MTU: Tocal 1500, remote 1500

: enabled/supported
: enabled

: established, LruRru

No fault

Not sent

No fault

No fault

No fault

No fault

No fault

No fault

No fault



Remote interface description:
Sequencing: receive enabled, send enabled
Sequencing resync disabled
Control Word: On (configured: autosense)
Dataplane:
SSM segment/switch IDs: 4097/4096 (used), PWID: 1
VC statistics:
transit packet totals: receive 1027360, send 1027358
transit byte totals: receive 121032028, send 147740215

transit packet drops: receive 0, seq error 0, send 0
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