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Service Selection Gateway ( SSG )

Service Selection Gateway ( SSG ) &, XY NI —0 H—EAANORKAITF IV ZAZAREICT
% Digital Subscriber Line ( DSL; 2 RIMAER ). T—7I EFL, HBDVEFTA VL A%k
EO7JO—RNRTORVATFO./OS—IC&Y, MAZBICARNSZY N, TOARNTZY RN
BRI ER—FY NERZERMIBD Y —ERXA T7ONAM I —DLEOORAYF I V) 1—->
3TY,

SSG (& Cisco Subscriber Edge Services Manager ( SESM ) LAk &N THEEL £, SESM
EHBEENDBEICKY), SSC T, MAEDEIL, Y—ERX L I3V, BLOY—E
ARV AVOBENF M2 E2—FXY N T —EAOMAZEIRHEINET, MAZEIEEDI>
B—%Y N TSIOHEMEALT, SESMWeb 77U —>a > ERFELET,

SESM XD 2 DOE—RTEELET,

- RADIUSE—R : COE—RIE, RADIUSH—NASMAEB LV —EABERZRELET
o RADIUS E— R® SESM & SSD IZBlTWVE T,
. LDAPE— R : Lightweight Directory Access Protocol(LDAP)E— R Tk, MAZES LTH—FE
A7O7 74V ERICBETALDAPELDOTF AL IV RNIANOT VAN REHEEhET, COE
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A2 MO-J) (RBAC) EFINEZFERAL TMAET VAN EREIET,
SSG Port Bundle Host Key

SSG Port-Bundle Host Key #48ETld, RARNDEBFTIP 7 RLAEEETAR—NZEFERAL TH
ABOHBBNEEREITSOIANZALICKY), SSG & SESM BENEE L MEEN TRENET,

SSG Port-Bundle Host Key #EEIC & V), SSG Tld., MAZEE SESM H—/XEO HTTP RS 7 4
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SSG TCP Redirection ( JFRIE1—YHFHR )

FREAEI—HOVAALU>a>TRk, I—PHFY—ER 7ONAMF—TRITEThTVWEWES
IZ. A=A S5ONTY M URA LI RNENET, IFRBAMAZEN TCPR—RNTH—ERIC
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hEhFET, SESM TR ZIVHICVAALIRLT, OFAY R=DERRLET, MAZER
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£9,

DHCP Secured IP Address Assignment

DHCP Secure IP Address Assignment #8E T (&, DHCP 7— & X — X T Dynamic Host
Configuration Protocol (DHCP ) U—RIZ{ T2 ARP T—7 I I KNV R EF1T7RETIH
BENBAETHTVET, COMEEICKY DHCPNNA > F A2 TICWTBIVTA4T > MO MAC 7
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debug ip dhcp server packet
debug ssg dhcp events

*Cct 13 20: 24: 04.073: SSG DHCP- EVN: DHCP- DI SCOVER event received
SSG- dhcp awar eness feature enabl ed
*Qct 13 20: 24: 04. 073: DHCPD: DHCPDI SCOVER received fromclient
0100. 1124.82b3.c0 on interface G gabitEthernet0/0. 2.
*QOct 13 20:24:04.073: SSG DHCP-EVN: Get pool nane called for
0011. 2482. b3c0. No host obj ect
*QOct 13 20:24:04.073: SSG DHCP-EVN: Get pool class called,
class name = Cct 13 20: 24: 04. 073: DHCPD: Sendi ng DHCPOFFER
to client 0100.1124.82b3.c0 (2.2.2.5).
*QOct 13 20:24:04.073: DHCPD: creating ARP entry
(2.2.2.5, 0011.2482. b3c0).
*QOct 13 20:24:04.073: DHCPD: unicasting BOOTREPLY to client
0011. 2482. b3c0 (2.2.2.5).
*Cct 13 20: 24: 05. 073
DHCPD: DHCPREQUEST received fromclient 0100.1124. 82b3.c0
*Cct 13 20: 24: 05. 073
SSG DHCP-EVN: 2. 2.2.5: | P address notification received
*Cct 13 20: 24: 05. 073
SSG- DHCP- EVN: 2. 2. 2. 5: Host Obj ect not present
*Cct 13 20: 24: 05. 073
DHCPD: Can't find any hostname to update
*Qct 13 20: 24: 05. 073
DHCPD: Sendi ng DHCPACK to client 0100.1124.82b3.c0 (2.2.2.5).
*Qct 13 20: 24: 05. 073
DHCPD: creating ARP entry (2.2.2.5, 0011.2482. b3c0).
*Qct 13 20: 24: 05. 073
DHCPD: uni casting BOOTREPLY to client 0011.2482.b3c0 (2.2.2.5).

F340. 07. 23- 2800- 8#show ip dhcp binding
Bi ndings fromall pools not associated with VRF:
I P address Cient-1D Lease expiration Type
Har dwar e addr ess/
User name
2.2.2.5 0100. 1124. 82b3.c0 Cct 13 2008 08: 37 PM Aut omati c

APF RLA2225NEEIC—AE =%, MAC iBook LEFTIEWeb7 S H &R E,
http://3.3.3.200Z2EL £ 3F, chik, SSGH—E R Mdistlearn, IZBEM TS hI-FREET O
VY —ARZ2Z1L—NIBEHICERAENET, SSGHH—E A distlearn (.
SSGJL—#& TF340.07.23-2800-81 TO—AIIICERESNE T,

local-profile distlearn
attribute 26 9 251 "R3.3.3.200;255.255.255.255"

ERRICIE. http://3.3.3.2001F "ip http servery AICEREE hlzCisco IOS/L—& T, TCP
80TV YATBIeH, ERXMICEWebt—/NTTF, MAC iBook LEFTA"http://3.3.3.200%
SBLKES>ETHE, COERI Tssgdirection downlinky TREENEA 2V EZ—TIA A
ICADEND 8, SSGIL—REHFRMIZ, HTTPERDEETIPTZ RLAICKHTED T IOT 4
TISSGRARNATZIVNDEREFIVILET, chiFIPTRLRAR2225 150K
TOZTDESBERBEDT, SSG Host Object EBEELF. XOBEICLY . KAN 2225
ICHUTSESMAD TCP URAL I RNNFAV AR AILENET,

ssg tcp-redirect
port-list ports
port 80
port 8080
port 8090



port 443
All hosts with destination requests on these TCP Ports are candidates for redirection.

server-group ssg_tr unauth

server 10.77.242.145 8090

10.77.242.145 is the SESM server and it’s listening for HTTP on TCP 8090. “server” MUST be
in default network or open-garden. redirect port-list ports to ssg_tr unauth

redirect unauthenticated-user to ssg_tr_ unauth

If an SSG router receives a packets on an Iinterface with "“ssg direction downlink”
configured, it first compares the Source IP address of the packet with the SSG Host Object
Table. If an Active SSG Host Object matching the Source IP address of this packet 1s not
found, AND the destination TCP Port of the packet matches “port-list ports”, and the
destination IP address is NOT included as a part of "“ssg default-network” OR SSG Open
Garden, then the user will be redirected because his is unauthenticated [no Host Object]
and his packet is destined for a TCP port in the "“port-list ports”. The user will then be
captivated until an SSG Host Object is created, or until a timeout which is configurable
via “redirect captivate initial default group”. debug ssg tcp redirect
debug ssg ctrl-event

*Cct 13 20: 24: 36. 833: SSG TCP- REDI R - Up:

created new remap entry for unauthorised user at 2.2.2.5
*Qct 13 20:24: 36.833: Redirect server set to 10.77.242. 145, 8090
*QOct 13 20:24:36.833: Initial src/dest port mapping 49273<->80

F340. 07. 23- 2800- 8#show ssg tcp-redirect mappings
Aut henti cat ed hosts:
No TCP redirect mappings for authenticated users

Unaut henti cat ed hosts:

Downl i nk I nterface: G gabitEthernet0/0.2

TCP remapping Host:2.2.2.5 to server:10.77.242. 145 on port: 8090
The initial HTTP request from 2.2.2.5 had a source TCP Port of 49273 and a destination IP
address of 3.3.3.200 and TCP port of 80. Because of the SSG TCP Redirect, the destination
IP header is overwritten with the socket of the SESM server 10.77.242.145:8090. If Port
Bundle Host Key were NOT configured, the Source socket of 2.2.2.5:49273 would remain
unchanged. However, in this case, Port Bundle Host Key 1is configured therefore the source
address of this packet is ALSO changed based on this configuration: Ssg port-map
destination range 80 to 8100 ip 10.77.242.145 source ip 172.18.122. 40 Any packets destined
to SESM on TCP ports 80-8100 are subject to PBHK source NAT to IP socket 172.18.122.40,
starting with a port of 64. *Cct 13 20:24:36.833: group:ssg_tr_unauth, web-proxy:0 *Cct 13
20: 24: 37.417: SSG REDI R-EVT: -Down: TCP-FIN Rxd for user at 2.2.2.5, port 49273 *Cct 13
20: 24: 37.421: SSG REDI R-EVT: -Up: TCP-FIN Rxd fromuser at 2.2.2.5, src port 49273 As a
part of this SSG TCP Redirect, the original URL 1is preserved http://3.3.3.200 but the
destination IP socket is rewritten to 10.77.242.145:8090. So, when the SESM receives this
URL of http://3.3.3.200 on TCP port 8090, it sends an HTTP redirect back toward the
client’s browser directing the client to the SESM login page, which is
http://10.77.242.145:8080/home?CPURL=http%3A%2F%2F3.3.3. 200%2F&t=fma4443t. Notice the
Browser Redirect points the Client Browser to TCP 8080 for captive portal. As such, the TCP
session for the initial IOS SSG Redirect to 10.77.242.145:8090 is terminated. Also, notice
SESM has captured the original URL of http://3.3.3.200 in the Redirect. *(Qct 13
20: 24: 38. 049: SSG- CTL-EVN: Received cnmd (4,&) from Host-Key 172.18.122.40:64 *Cct 13
20: 24: 38. 049: SSG- CTL-EVN: Add cmd=4 from Host-Key 172.18.122.40:64 into SSG control cnd
queue. *Cct 13 20:24:38.049: SSG CTL- EVN: Dequeue crmd_ctx fromthe cnmdQ and pass it to cnd
handl er *Cct 13 20: 24:38.049: SSG CTL-EVN: Handling account status query for Host-Key
172.18. 122. 40: 64 *Cct 13 20: 24: 38. 049: SSG CTL-EVN: No active Host Cbject for Host-Key
172.18. 122. 40: 64, Ack the query with Conplete ID. *QOct 13 20: 24: 38. 049: SSG- CTL-EVN: Send
cnd 4 to host S172.18.122.40:64. dst=10.77.242.145:51806 *Cct 13 20: 24: 38. 049: SSG CTL- EVN
Del eti ng SSGConmandCont ext ::~SSGCommandCont ext With Port Bundle Host Key configured, all
HTTP communications between Client and SESM are subject to Port Bundling, which is
effectively Source NAT for the TCP socket. Above, the "“SSG-CTL-EVN” messages debug the
communication between the SESM and the IOS SSG Router using a proprietary RADIUS-based
protocol. When using Port Bundle Host Key, SESM always uses the Port Bundle to identify the
host, which in this case is 172.18.122.40:64. You’ll see when SESM sends the HTTP redirect
resulting in the Web browser connecting to 10.77.242.145:8090, SESM also queries SSG on the



Control Channel for existence of Host Object for 172.18.122.40:64, which the SSG Router
knows is actually 2.2.2.5. Since no Host Object 1is present, the SSG Router sends the SESM
"No active HostObject for Host-Key 172.18.122.40:64” This can be confirned at this point
like this: F340.07.23-2800- 8#show ssg host

### Total HostCbject Count: 0
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*QOct 13 20: 25: 01. 781: SSG CTL- EVN:
Received cnd (1, userl) from Host-Key
172.18.122. 40: 64

*QOct 13 20: 25: 01. 781: SSG CTL- EVN:
Add cnmd=1 from Host-Key 172.18.122. 40: 64



into SSG control cnmd queue.
*QOct 13 20: 25: 01. 781: SSG CTL- EVN:
Dequeue cnd_ctx fromthe cndQ
and pass it to cnd handl er
*QOct 13 20: 25: 01. 781: SSG CTL- EVN:
Handl i ng account |ogon for host
172.18.122. 40: 64
*QOct 13 20: 25: 01. 781: SSG CTL- EVN:
No auto-domain selected for user userl
*QOct 13 20: 25: 01. 781: SSG CTL- EVN:
Aut henti cating user userl.
*QOct 13 20: 25: 01. 781: SSG CTL- EVN:
ssg_aaa_nasport _fixup function
*QOct 13 20: 25: 01. 781: SSG CTL- EVN:
sl ot =0, adapter=0, port=0, vlan-id=2,
dot 1g-t unnel -i d=0, vpi =0, vci=0, type=10
*QOct 13 20: 25: 01. 781: SSG CTL- EVN:
Del eti ng SSGCommandCont ext
. 1 ~SSCConmandCont ext

RIZ, SSGIL—ZTRADIUS POEARERNTY RHFEAKIL TSN, hH RADIUS IZiX
S5hTuserl ARALENET,

*Cct 13 20: 25: 01. 785: RADI US(00000008) :
Send Access- Request to
10. 77.242.145: 1812 id 1645/11, len 88
*Cct 13 20: 25: 01. 785: RADI US:
aut henticator FO 56 DD E6 7E
28 3D EF - BC Bl 97 6A A9 4F F2 A6
*Cct 13 20:25:01.785: RADIUS: User-Nane
[1] 7 "user 1"
*Cct 13 20:25:01.785: RADIUS: User-Password
[2] 18 *
*QOct 13 20:25:01.785: RADIUS: Calling-Station-Id
[31] 16 "0011.2482.b3c0"
*QOct 13 20: 25:01.785: RADI US: NAS-Port-Type

[61] 6 Et her net [15]
*QOct 13 20: 25: 01.785: RADIUS: NAS- Port
[ 5] 6 O

*Oct 13 20:25:01.785: RADIUS: NAS-Port-Id
[87] 9 "0/0/0/2"

*Oct 13 20:25:01.785: RADIUS: NAS-| P- Addr ess
[4] 6 172.18.122.40

. RADIUS [ user1 M Access-Accept T2 L, SSGRARNAT S T U M TF340.07.23-2800-
8J _C:‘Vﬁﬁjzé *1 35 j- <)

*Qct 13 20: 25: 02.081: RADI US:
Received fromid 1645/11 10.77.242. 145: 1812,
Access- Accept, len 273
*Qct 13 20: 25: 02.081: RADI US:
aut henticator 52 7B 50 D7 F2 43 E6 FC -
7E 3B 22 A4 22 A7 8F A6
*Qct 13 20:25:02.081: RADIUS: Service-Type

[ 6] 6 Franmed [2]
*Qct 13 20:25:02.081: RADIUS: Vendor, Ci sco
[26] 23

*Qct 13 20: 25:02.081: RADI USs: ssg-account -info
[250] 17 "N nternet-Basic"

*Qct 13 20:25:02.081: RADIUS: Vendor, G sco
[26] 13

*Qct 13 20: 25:02.081: RADI US: ssg-account -info
[250] 7 "N ptv"

*Qct 13 20:25:02.081: RADIUS: Vendor, Ci sco



[26] 14

*Qct 13 20: 25:02.081: RADI USs: ssg-account-info
[250] 8 "Nganes"

*Qct 13 20:25:02.081: RADIUS: Vendor, Ci sco
[26] 18

*Qct 13 20: 25:02.081: RADI USs: ssg-account -info
[250] 12 " Ndistlearn”

*Qct 13 20:25:02.081: RADIUS: Vendor, Ci sco
[26] 18

*Qct 13 20: 25:02.081: RADI USs: ssg-account -info
[250] 12 " Ncor porate"

*Qct 13 20:25:02.081: RADIUS: Vendor, G sco
[26] 22

*Qct 13 20: 25:02.081: RADI USs: ssg-account -info
[250] 16 " Nnonme_shoppi ng"

*Qct 13 20:25:02.081: RADIUS: Vendor, Ci sco
[26] 16

*Qct 13 20: 25:02.081: RADI USs: ssg-account -info
[250] 10 " Noanki ng"

*Qct 13 20:25:02.081: RADIUS: Vendor, Ci sco
[26] 16

*Qct 13 20: 25:02.081: RADI USs: ssg-account -info
[250] 10 "Nvidconf"

*Cct 13 20:25:02.081: RADIUS: User-Nane
[1] 7 "user 1"

*QOct 13 20:25:02.081: RADIUS: Calling-Station-Id
[31] 16 "0011.2482.b3c0"

*QOct 13 20: 25:02.081: RADI US: NAS-Port-Type

[61] 6 Et her net [ 15]
*QOct 13 20: 25:02.081: RADIUS: NAS-Port
[ 5] 6 O

*QOct 13 20:25:02.081: RADIUS: NAS-Port-1d
[87] 9 "o0/0/0/2"
*QOct 13 20:25:02.081: RADIUS: NAS-IP-Address
[4] 6 172.18.122. 40
*QOct 13 20: 25: 02. 081: RADI US(00000008):
eceived fromid 1645/11
*QOct 13 20: 25:02.081: RADIUS: NAS-Port
[ 5] 4 0
*QOct 13 20: 25: 02. 081: SSG CTL- EVN:
Creating radi us packet
*QOct 13 20: 25: 02. 081: SSG CTL- EVN:
Response i s good
*QOct 13 20: 25: 02. 081: SSG CTL- EVN:
Creating Host Obj ect for Host-Key
172.18.122. 40: 64
*QOct 13 20: 25: 02. 081: SSG EVN:
Host Obj ect : : Host Obj ect: size = 616
*QOct 13 20: 25: 02. 081: SSG CTL- EVN:
Host Obj ect : : Reset
*QOct 13 20: 25: 02. 081: SSG CTL- EVN:
Host Obj ect: : I nsert Servi ceLi st N nternet-Basic
*QOct 13 20: 25: 02. 085: SSG CTL- EVN:
Host Obj ect: : I nsert Servi ceLi st N ptv
*QOct 13 20: 25: 02. 085: SSG CTL- EVN:
Host Obj ect: : I nsert Servi ceLi st Nganes
*QOct 13 20: 25: 02. 085: SSG CTL- EVN:
Host Obj ect: : I nsert Servi ceLi st Ndistlearn
*QOct 13 20: 25: 02. 085: SSG CTL- EVN:
Host Obj ect: : I nsert Servi ceLi st Ncorporate
*QOct 13 20: 25: 02. 085: SSG CTL- EVN:
Host Obj ect: : I nsert Servi ceLi st Nhome_shoppi ng
*QOct 13 20: 25: 02. 085: SSG CTL- EVN:
Host Obj ect: : I nsert Servi ceLi st Nbanki ng



*Cct 13 20: 25: 02.
Host Obj ect: : I nsert Servi celLi st
*Cct 13 20: 25: 02.
DoAccount Logon:
*Cct 13 20: 25: 02.

Account | ogon

[ Host - Key 172.
*QOct 13 20: 25: 02.

Send cnd 1 to

dst =10. 77. 242.
*Qct 13 20: 25: 02.

085: SSG CTL- EVN:
Nvi dconf
085: SSG CTL- EVN:

Profil eCache is Enabl ed
085: SSG CTL- EVN:
i s accepted
18. 122. 40: 64, user1]
085: SSG CTL- EVN:
host S172.18.122. 40: 64.
145: 51806
085: SSG CTL- EVN:

Activating HostObject for

Host-Key 172.18.122.40:64
*Qct 13 20: 25:02. 085: SSG CTL- EVN:

Activating HostObject for host 2.2.2.5
our SSG Host Object is created for 2.2.2.5. Notice that
"N~ Attribute,
Service to which the user 1is subscribed. Please note, this doesn’t mean “userl” has any
Active services at this point, which can be confirmed with: F340.07.23-2800- 8#show ssg host

1: 2.2.2.5 [Host-Key 172.18.122. 40: 64]

“userl” RADIUS profile is
which is an SSG code for

Finally,
configured with many ssg-account-info VSA with

### Active Host Cbject Count: 1
F340. 07. 23- 2800- 8#show ssg host 2.2.2.5

Content ---

Activated: TRUE

Host Obj ect

Interface: G gabitEthernet0/0.2
User Nanme: userl
Host IP: 2.2.2.5

Host mac- address: 0011.2482. b3cO
Port Bundl e: 172.18.122.40:64
Msg I|P: 0.0.0.0 (0)

Host DNS IP. 0.0.0.0

Host DHCP pool

Maxi mum Sessi on Ti neout: 64800 seconds

Action on session tineout: Term nate
Host Idle Tineout: O seconds
User policing disabled

User | ogged on since:

*20: 37: 05. 000 UTC Mon Cct 13 2008
User last activity at:

*20: 37: 09. 000 UTC Mon Cct 13 2008
SMIP Forwar di ng: NO
Initial TCP captivate: NO
TCP Advertisement captivate:
Def ault Service: NONE
DNS Default Service:
Active Services: NONE
Aut oServi ce: | nternet-Basic;
Subscri bed Services: |nternet-Basic;

NO

NONE

i ptv; games; distlearn;
cor porate; hone_shoppi ng; banki ng; vidconf;
Subscri bed Service G oups: NONE

. DR T, user! (& SSG Host Object EL TEZEENTVWE TN, £FLEED SSG —E
ANETUVHEALTVER A, MAC iBook Left & Service Selection EIH Cc®RRENTHY)
. XD &K SIZ Distance Learning 22 )Y JLE Y,
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debug ssg ctrl-events

*QOct 13 20: 25: 38.029: SSG CTL- EVN:
Recei ved cnd (11, distlearn) from
Host - Key 172.18.122. 40: 64

SSG Router is receiving control channel command that SSG User 172.18.122.40:64 [maps to
2.2.2.5] wants to activate SSG Service ‘'distlearn’. *Qct 13 20: 25:38.029: SSG CTL- EVN. Add
cmd=11 from Host-Key 172.18.122.40:64 into SSG control cnd queue. *COct 13 20: 25: 38. 029:
SSG- CTL- EVN: Dequeue cnd_ctx fromthe cnmdQ and pass it to cnd handler *Cct 13 20: 25: 38. 029:
SSG- CTL- EVN: Handling service | ogon for Host-Key 172.18.122.40:64 *Cct 13 20: 25: 38. 029:
SSG- CTL- EVN: Locating the Host Cbject for Host-Key 172.18.122.40:64 *CQct 13 20: 25: 38. 029:
SSG- CTL- EVN: Creating pseudo Servicelnfo for service: distlearn *Qct 13 20: 25: 38. 029: SSG
EVN: Servicelnfo::Servicelnfo: size = 416 *Cct 13 20: 25: 38. 029: SSG CTL- EVN: Servi cel nfo:
Init servQ and start new process for distlearn *Qct 13 20: 25: 38. 029: SSG- CTL- EVN:
Service(distlearn):: AddRef(): ref after = 1 *COct 13 20: 25: 38.029: SSG CTL- EVN: Got
profile for distlearn locally

Since “distlearn” is available from local configuration: |ocal-profile distlearn attribute
26 9 251 "R3. 3. 3.200; 255. 255. 255. 255" ...we don’t need to make a AAA call to download SSG
Service Information. However, please note that in most real-world SSG implementations, SSG
Services are defined on the RADIUS AAA Server. *Qct 13 20: 25:38.029: SSG CTL-EVN. Create a
new service table for distlearn *COct 13 20:25: 38. 029: SSG CTL- EVN: Servi ce bound on this
interface are : distlearn *Oct 13 20: 25:38.029: SSG CTL-EVN:. Service distlearn bound to
interface G gabitEthernet0/0.3 firsthop 0.0.0.0 *Oct 13 20: 25: 38.029: Service Address List

*QOct 13 20:25:38.033: Addr: 3. 3.3.200 nask: 255. 255. 255. 255 *COct 13 20: 25: 38. 033: SSG CTL-
EVN: Add a new service distlearn to an existing table Here the SSG creates a Service Table
for distlearn and binds it to an "“ssg direction uplink” interface complete with the R
attribute for the Service. *Cct 13 20:25:38.033: SSG CTL- EVN: Locating the Host Cbject for
Host - Key 172.18.122.40:64 *Cct 13 20: 25: 38.033: SSG CTL- EVN: Checking connection activation
for 172.18.122.40:64 to distlearn. *Cct 13 20:25: 38.033: SSG CTL-EVN: Creating



Connect i onObj ect (172.18.122.40:64, distlearn) *Cct 13 20:25:38.033: SSG EVN:
Connect i onObj ect: : Connecti onChj ect: size = 304 *Cct 13 20: 25:38.033: SSG CTL- EVN:
Service(distlearn):: AddRef(): ref after = 2 *COct 13 20: 25: 38.033: SSG CTL- EVN: Checki ng
maxi mum servi ce count. *COct 13 20:25:38.033: SSG EVN: Openi ng connection for user userl
*Qct 13 20: 25: 38.033: SSG EVN: Connection opened *Cct 13 20: 25: 38. 033: SSG-CTL-EVN:
Service logon is accepted.
*Cct 13 20: 25: 38. 033: SSG CTL- EVN:

Activating the ConnectionObject.

Once the Service is verified locally, SSG needs to build a "“Connection” where a
"Connection” is a tuple with: A. SSG Host Object B. SSG Service Name and Attributes C. SSG
Downlink interface D. SSG Upstream interface A-D are used to create a pseudo hidden VRF
service table for which traffic fromthis host can transit. See here: F340.07.23-2800-
8#show ssg connection 2.2.2.5 distlearn

------------------------ Connect i onGbj ect Content ----
User Name: userl
Omer Host: 2.2.2.5
Associ ated Service: distlearn
Calling station id: 0011.2482. b3c0
Connection State: 0 (UP)
Connection Started since:
*20:40:21. 000 UTC Mon Cct 13 2008

User last activity at:
*20:41: 04. 000 UTC Mon Cct 13 2008
Connection Traffic Statistics:
I nput Bytes = 420, |nput packets =5
Qut put Bytes = 420, CQutput packets =5
Sessi on policing disabled

F340. 07. 23- 2800- 8#show ssg host 2.2.2.5

------------------------ Host Obj ect Content -----------

Activated: TRUE

Interface: G gabitEthernet0/0.2

User Name: userl

Host IP. 2.2.2.5

Host mac- address: 0011. 2482. b3cO

Port Bundl e: 172.18.122.40:64

Msg IP: 0.0.0.0 (0)

Host DNS IP: 0.0.0.0

Host DHCP pool

Maxi mum Sessi on Ti neout: 64800 seconds

Action on session tinmeout: Terninate

Host I1dle Tinmeout: 0 seconds

User policing disabled

User | ogged on since:

*20:37: 05. 000 UTC Mon COct 13 2008

User last activity at:

*20:40: 23. 000 UTC Mon COct 13 2008

SMIP Forwar di ng: NO

Initial TCP captivate: NO

TCP Advertisement captivate: NO

Def ault Service: NONE

DNS Default Service: NONE

Active Services: distlearn;

Aut oServi ce: | nternet-Basic;

Subscri bed Services: |nternet-Basic;
i ptv; ganes; distlearn; corporate;
home_shoppi ng; banki ng; vidconf;

Subscri bed Service G oups: NONE
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version 12.4

service nagle

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service tinestanps debug datetine nsec
service tinestanps |og datetine nsec
servi ce password-encryption

|

host nane F340. 07. 23- 2800- 8
!
boot - st art - mar ker
boot system flash flash
€c2800nm advent er pri sek9-ne. 124-21. 15
boot - end- mar ker
!
| oggi ng buffered 1024000 debuggi ng
!

aaa new nodel
|

aaa authorization network default group radius

|

aaa session-id comon

no i p source-route

|

ip cef

ip dhcp relay information trust-al
ip dhcp use vrf connected

ip dhcp excluded-address 2.2.2.1
i p dhcp excluded-address 2.2.2.2
i p dhcp excluded-address 2.2.2.3
i p dhcp excluded-address 2.2.2.4



ip dhcp excluded-address 2.2.2.6

ip dhcp excluded-address 2.2.2.7

We are excluding 2.2.2.1-4 and 2.2.2.6-7 to ensure the only DHCP address that will be leased 1is
2.2.2.5/29. Confiquring the Gisco |OS DHCP Server ip dhcp pool dhcp_guest_v3501 network 2.2.2.0
255. 255. 255. 248 default-router 2.2.2.1 dns-server 172.18.108.34 lease 0 4 update arp If an
interface on this router is configured with an address in the 2.2.2.0/29 range, it will field
DHCP request from host on that network and assign IP address 2.2.2.5, GwW 2.2.2.1, and DNS Server
172.18.108.24. The lease time on the IP address will be 4 hours. Also, “update arp” will ensure
ARP entries for IP addresses leased via DHCP will match the MAC entry in the DHCP Binding table.
This will prevent SSG session hijacking in the event a static user re-uses a DHCP [or 1is given]
leased address. Configuring the G sco | OS DHCP Server Configuring DHCP Services for Accounting
and Security ! no ip domain | ookup ip auth-proxy nmax-nodata-conns 3 ip admi ssion nax-nodat a-
conns 3 ! voice-card 0 no dspfarm! ssg enabl e Enables SSG subsystem. | nplenenting SSG lInitial
Tasks ssg intercept dhcp Enables SSG/DHCP Awareness. In our example, this will result in an SSG
Host object being destroyed when either of these occur: A. A DHCPRELEASE message 1s received for

an IP address matching a currently Active SSG Host Object. B. A DHCP Lease expires for an IP
address matching a currently Active SSG Host Object. Configuring SSG for On-Denand | P _Address
Renewal ssg default-network 10.77.242.145 255. 255. 255. 255 A1l packets ingress to "“ssg direction
downlink” interfaces can access the "“ssg default-network” regardless as to whether a Host or

Connection Object exists. SSG allows all users, even unauthenticated users, to access the
default network. Typically, SESM belongs to the default network. However, other types of
servers, such as DNS/DHCP servers or TCP-Redirect servers, can also be part of the default
network. | nplenenting SSG lInitial Tasks ssg service-password ci SCO If an SSG Service is not
defined locally and we therefore need to make a RADIUS call when a user subscribes to an SSG

Service, the password “cisco” is used in the RADIUS Access-Request for the Service. Ssg radi us-
hel per auth-port 1812 acct-port 1813 ssg radi us-hel per key cisco Used to communicate with SESM
on SSG Control Channel. SESM must also maintain a similar static configuration for each SSG
Router it serves. |nplenenting SSG lInitial Tasks ssg auto-logoff arp natch-nmac-address interva
30 In the absence of user traffic, SSG will send an ARP Ping for all Active Host Objects and

will invoke an AutoLogoff if either the host fails to reply or the MAC address of the host has
changed. Configuring SSGto Log Of Subscribers ssg bind service distlearn G gabitEthernet0/0.3
SSG traffic is not routed using the Global routing table. Instead it’s routed from “ssg

direction downstream” interface using the information in the mini-VRF seen in "“show ssg
connection”, which includes a manual binding of Service<-->”ssg direction uplink” interface.
Hence, it 1s a requirement of SSG to manually bind services to interfaces or next-hop IP
addresses. Confiquring SSG for Subscriber Services ssg tineouts session 64800 Absolute timeout
for SSG Host Object is 64800 seconds. Configuring SSGto Log Of Subscribers ssg port-nmap
destination range 80 to 8100 ip 10.77.242.145 source ip 172.18.122. 40 Port Bundle Host Key
configuration. All traffic destined to 10.77.242.145 in the range of TCP 80 to 8100 will be
Source NATed to 172.18.122.40. lnplenenting SSG Initial Tasks ssg tcp-redirect Enters SSG
redirect sub-config. Configuring SSGto Authenticate Wb Logon Subscribers port-list ports port
80 port 8080 port 8090 port 443 Defines a list of destination TCP ports which are candidates for
TCP redirection. Confiquring SSG to Authenticate Web Logon Subscribers server-group
ssg_tr_unauth server 10.77.242.145 8090 Defines a redirect server list and defines the TCP port
on which they’re listening for redirects. Configuring SSG to Authenticate Wb Logon Subscribers
redirect port-list ports to ssg_tr_unauth redirect unauthenticated-user to ssg_tr_unauth If a
Host Object does NOT exist and the traffic is ingress to an "“ssg direction downlink” interface

AND its destination port is in port-1list ports, THEN redirect this traffic to “server-group
ssg_tr_unauth”. Confiquring SSG to Authenticate Wb Logon Subscribers ssg service-search-order
|l ocal renote Look for SSG Service defined in a local-profile in IOS configuration before making
a AAA call to download Service information. Configuring SSG for Subscriber Services |ocal-
profile distlearn attribute 26 9 251 "R3. 3. 3. 200; 255. 255. 255. 255" Local definition of SSG
Service “distlearn” 26 9 251 is Vendor Specific, Cisco, SSG Service Info Attributes defined

herein: R: Destination Network, Specifies IP routes belonging to this Service Confiqguring SSG
for Subscriber Services RADIUS Profiles and Attributes for SSGinterface G gabitEthernet0/0 no
ip address dupl ex auto speed auto ! interface G gabitEthernet0/0.2 description Guest Wrel ess

VI an encapsul ation dot1Q 2 ip address 2.2.2.1 255.255.255.248 no ip redirects no ip unreachabl es
no i p nroute-cache ssg direction downlink AIl1 SSG Host Objects should be located on downlink
direction. | nplenenting SSG Initial Tasks interface G gabitEthernet0/0.3 description Routed
connection back to Blue encapsul ation dot1Q 3 ip address 3.3.3.1 255.255.255.0 ssg direction
uplink A1l SSG Services should be located on uplink direction. |nplenenting SSG lInitial Tasks
interface G gabitEthernet0/1 ip address 172.18.122. 40 255. 255. 255. 224 dupl ex auto speed auto

ip forward-protocol nd ip route 10.77.242. 144 255.255. 255. 255 172.18.122.33 ip route
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10. 77. 242. 145 255. 255. 255. 255 172.18.122.33 ip route 157.157.157.0 255.255.255.0 3.3.3.5ip
route 172.18.108. 34 255. 255, 255. 255 172.18.122.33 ip route 172.18.124.101 255. 255. 255. 255

172.18.122.33 ! no ip http server no ip http secure-server ! ip radius source-interface
G gabitEthernet0/1 ! radius-server host 10.77.242.145 auth-port 1812 acct-port 1813 tinmeout 5
retransmt 3 key 7 070C285F4D06 ! control -plane ! line con O exec-tineout 0 O line aux O line

vty 0 4 ! schedul er allocate 20000 1000 ! end
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interface FastEthernet0/0

i p address 10.0.0.1 255.255.255.0
arp authorized

arp probe interval 5 count 15
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