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vpdn enable

no vpdn logging

!

vpdn-group pppoe
request-dialin

!--- You are the PPPoE client that asks to establish a session !--- with the aggregation unit (6400 NR

protocol pppoe
!

I--- Internal Ethernet network.

interface FastEthernetO
ip address 10.92.1.182 255.255.255.0
ip nat inside

I--- DSL interface.

interface ATMO

no ip address

no atm 1ilmi-keepalive
bundle-enable

ds1 operating-mode auto
hold-queue 224 1in

!--- A1l defaults. !--- PPPoE runs on top of AAL5SNAP. However, the !---

encap aal 5snap
command is not used.

interface ATMO.1 point-to-point
pvc 1/1
pppoe-client dial-pool-number 1

!I--- pvc 1/1 is an example value that must be changed to match !--- the value used by the ISP.

!--- The PPPoE client code ties into a dialer interface upon !--- which a virtual-access interface is

!

interface Dialerl

ip address negotiated
ip mtu 1492

!I--- Ethernet MTU default = 1500 (1492 + PPPoE headers = 1500)
ip nat outside

encapsulation ppp

dialer pool 1

!--- Ties to the ATM interface.

ppp authentication chap callin

ppp chap hostname <username>

ppp chap password <password>
!

!--- The ISP instructs you about the type of authentication !--- to use. !--- To change from PPP Chall




ppp authentication chap callin

ppp chap host name

ppp chap password

!--- with these two lines: !---
ppp authentication pap callin

ppp pap sent-usernane

password

l-—— For NAT, overload on the Dialerl interface and add a !--- default route out, because the dialer :

ip nat inside source 1list 1 interface Dialerl overload
ip classless

ip route 0.0.0.0 0.0.0.0 dialerl

no ip http server

[

access-1list 1 permit 10.92.1.0 0.0.0.255

I--- For NAT.

<ttroot>

Cisco 6400 *¥%*




Tocal ppp user

I--- You can also use

aaa

username <username> password <password>
!I-—-- Begin with the VPDN commands. Notice that you bind the !--- PPPoE here to a virtual-template, ins

vpdn enable

no vpdn logging
!

vpdn-group pppoe
accept-dialin

I--- PPPOE server mode.

protocol pppoe
virtual-template 1

|

!

interface ATM0/0/0

no ip address

no atm 1ilmi-keepalive
hold-queue 500 1in

!I--- The binding to the virtual-template interface is !--- configured in the VPDN group.

!
interface ATM0/0/0.182 point-to-point
pvc 1/82

encapsulation aal5snap

I--- This needs the command on the server side.

protocol pppoe
!
!

I--- Virtual-template is used instead of dialer interface.

interface Virtual-Templatel

ip unnumbered Loopbackl0

ip mtu 1492

peer default ip address pool ippool
ppp authentication chap

|

!

interface Loopbackl0

ip address 8.8.8.1 255.255.255.0

|

ip Tocal pool ippool 9.9.9.1 9.9.9.5




BE, CORECEATE2RBFIEGE S A
NZ7ILZ1—hk
CCTR. RECBIZDNZ TN 1-FT4 2TV THALETY,

TVWET, OIT ZEAL Tshow AN RSO DENZRTRLET,

>
Output Interpreter Tool ( OIT ) ( BERI—HYEHEA ) TlE. HED show INX Y RAFR—KEh

¥ : debug OX Y REFEATBHIC, Tdebug AV ROEERERs 2ZRL <&,
PPPOE VAT hOTFNY T

Cisco ADSL WIC E /=& Cisco 6400 T PPPoE 2 F/\vJ 4238481k, ORI RE2v O %
EZRIDVENBYET, NSTIN1—F120T0F, AZYVIDRLSHBTEET,

1. DSLYIEL 1 v
BENT Y T LIS TVD L EEELET,

<#root>
show i nterface atnD
ATMO 1s
up
, line protocol is
up
Hardware is PQUICC_SAR (with Alcatel ADSL Module)

show dsl interface atnD

I--- Look for “Showtime” in the first few Tines.
ATU-R (DS)

ATU-C (US)
Modem Status:

Showt i me ( DMTDSL_SHOWTI NE)

2.ATM L 14 ¥:

ATMA R —T T A AT Y TIREIZE 2 25, debug atm packet 1Y > R&EHRITL T,
ISPLASOEENEREZEIELET,

A NTYNORBFENRBD S, COONY RTREBNTY NERTREhFLA,
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ELUType. SAP, CTL, 8&KVOUIDT7 1 =)L RAEEN, BELEATMNT Y R
AALSSNAPTH 2 CENRENTVD, KOKSBHANRRENDBEN HYET,

<#root>
debug at m packet

03:21:32: ATMO(I):

VCD:0x2 VPI:0x1 VCI:0x1 Type:0x0 SAP:AAAA CTL:03 OUI:0080C2 TYPE:0007 Length:0x30
03:21:32: 0000 0050 7359 35B7 0001 96A4 84AC 8864 1100 0001 O0OE C021 09AB 000C 0235
03:21:32: 279F 0000 0000

03:21:32:

A=Y N LAY

TeBA—HRY N TL—Alk, AALBSNAP NT Y NIZCEFENE T, debug Ethernet
packet N> RiEH W EHA, L, PPPOE7L—A%ZRRTBICIE., VPDNF/NY T
(Cisco I0SY 7 R T 71 U—2Z12.2(13) T DBA EPPPoET /N Y 4 & 1T5 HEH & V)
£,

PPPOE7 L —ATHZD M —H XY NTL—AICK, RD2DDEthertype® VT hAHFEEN
TVWERT,

- 0x8863 Ethertype = PPPoE #l#/37 Y K (PPPOE &Y > 3> &2 0E T3 )
- 0x8864 Ethertype = PPPoE F—%& /XY N (PPP N7 Y REET)

PPPOE Ik 2 DD LYY a3 A BRETACEICEETHENEETT, PPPOE Y Y
aAiF, VPDNL2TP 247Dty a>THY), PPPEYSZITEHYET,
PPPOE%# M §2ICIE., PPPOELEY S 3 I 7 I—AEPPPEY S IVBI T I —AN
HYET,

MEEICIE, BE., PPPRIE 7 I —X& PPPOE Rig 7 I —AXOMANFBEHELTVET,

PPPOERE 7 T—X Tk, PPPOEZSA T hEH—/N (MACZ RLR ) F&EBleh, +
v I VIDHEETShET, ChAHFRTITRE, HHOPPPEREFRIC. BEOPPPH
ANIThhET,

FINY T FBIZIE,. VPDN PPPoE 7/VY 4 (CiscolOS Y 7RI ITF7 UU—2R12.2(13)T
LIBEDZEE, PPPOE F/Nv T ) ZEAL T, PPPOE ##: 7 I —AHFELLKETLTWS
HhESHEHHLET,

<#root>
#
debug vpdn pppoe-events (debug pppoe events)

06:17:58: Sending PADI: vc=1/1



!I--- A broadcast Ethernet frame (in this case encapsulated in ATM) !--- requests a PPPoE server,
06:18:00: PPPOE: we've got our pado and the pado timer went off

!--- This is a unicast reply from a PPPoE server !--- (very similar to a DHCP offer).

06:18:00: OUT PADR from PPPoE tunnel

!I--- This is a unicast reply that accepts the offer.

06:18:00: IN PADS from PPPoE tunnel

!I--- This is a confirmation and completes the establishment.

PPP Ok, BED PPP OHRBEREKRICHKBLET, PPPoEEY > a U FfBIEhi-&
. show vpdnI~ > R(Cisco IOSY 7 R T F 1)) —RX12.2(13)TEARE T ik show pppe
session)ZHITL T, AT—FAZWMEBLET,

<#root>
#
show vpdn (show pppoe session)

%No active L2TP tunnels
%No active L2F tunnels

PPPoE Tunnel and Session Information Total tunnels 1 sessions 1

PPPoE Tunnel Infornmation
Session count: 1
PPPoE Session | nfornation

SID RemVAC LocMAC I ntf VASt Adntf VC
1 0050. 7359. 35b7 0001.96a4.84ac Vil uP ATO 11

show vpdn session all(show pppoe session all) X > RTNT Y NADY MERZEIMBLE
C

<#root>
show vpdn session all (show pppoe session all)
%No active L2TP tunnels

%No active L2F tunnels

PPPoE Session Information Total tunnels 1 sessions 1

session id: 1
| ocal MAC address: 0001.96a4. 84ac, renote MAC address: 0050.7359. 35b7

[



virtual access interface: Vil, outgoing interface: ATO, vc: 1/1
1656 packets sent, 1655 received, 24516 bytes sent, 24486 received

FTOMD debug INX > K
+ debug vpdn pppoe-data ( pppoe T—XNDTF/\Y T )
+ debug vpdn pppoe-errors ( pppoe TZ—0F/\v J )
« debug vpdn pppoe-packets ( pppoe /NTY RDFI/INY T )
.PPP [E
PPPoEtY > a I hiz#&, PPPF/N\Y JEMOPPPREITERU TY,

[E L debug ppp negotiation 1Y > K & debug ppp authentication AN > RZFEAL F T,
RIC, HOblzRLET,

A COBITE, RARNRBIE Tcliently T3, 'JE—KNCisco 64000 FHEIIE "nrp-by TF

o

06:36:03: Vil PPP: Treating connection as a callout

06:36:03: Vil PPP: Phase is ESTABLISHING, Active Open [0 sess, 1 load]
06:36:03: Vil PPP: No remote authentication for call-out

06:36:03: Vil LCP: O CONFREQ [Closed] id 1 len 10

06:36:03: Vil LCP: MagicNumber 0x03013D43 (0x050603013D43)
06:36:03: Vil LCP: I CONFACK [REQsent] id 1 len 10
06:36:03: Vil LCP: MagicNumber 0x03013D43 (0x050603013D43)
06:36:05: Vil LCP: I CONFREQ [ACKrcvd] id 2 len 15
06:36:05: Vil LCP: AuthProto CHAP (0x0305C22305)
06:36:05: Vil LCP: MagicNumber Ox65E315E5 (0x050665E315E5)
06:36:05: Vil LCP: O CONFACK [ACKrcvd] id 2 len 15
06:36:05: Vil LCP: AuthProto CHAP (0x0305C22305)
06:36:05: Vil LCP: MagicNumber Ox65E315E5 (0x050665E315E5)

06:36:05: Vil LCP: State is Open

06:36:05: Vil PPP: Phase is AUTHENTICATING, by the peer [0 sess, 1 load]
06:36:05: Vil CHAP: I CHALLENGE id 9 len 26 from "nrp-b"
06:36:05: Vil CHAP: Using alternate hostname clientl
06:36:05: Vil CHAP: Username nrp-b not found

06:36:05: Vil CHAP: Using default password

06:36:05: Vil CHAP: O RESPONSE id 9 Ten 28 from "clientl"
06:36:05: Vil CHAP: I SUCCESS id 9 Ten 4

06:36:05: Vil PPP: Phase is FORWARDING [0 sess, 1 load]
06:36:05: Vil PPP: Phase is AUTHENTICATING [0 sess, 1 load]
06:36:05: Vil PPP: Phase is UP [0 sess, 1 load]

06:36:05: Vil IPCP: O CONFREQ [Closed] 1id 1 1en 10
06:36:05: Vil IPCP: Address 0.0.0.0 (0x030600000000)
06:36:05: Vil CDPCP: O CONFREQ [Closed] id 1 len 4
06:36:05: Vil IPCP: I CONFREQ [REQsent] id 1 len 10

06:36:05: Vil IPCP: Address 8.8.8.1 (0x030608080801)
06:36:05: Vil IPCP: Address 8.8.8.1 (0x030608080801)
06:36:05: Vil IPCP: Address 9.9.9.2 (0x030609090902)

06:36:05: Vil IPCP: O CONFREQ [ACKsent] id 2 len 10
06:36:05: Vil IPCP: Address 9.9.9.2 (0x030609090902)



06:36:05: Vil LCP: I PROTREJ [Open] id 3 len 10 protocol CDPCP (0x820701010004)
06:36:05: Vil CDPCP: State 1is Closed

06:36:05: Vil IPCP: I CONFACK [ACKsent] id 2 len 10

06:36:05: Vil IPCP: Address 9.9.9.2 (0x030609090902)

06:36:05: Vil IPCP: State is Open

06:36:05: Dil IPCP: Install negotiated IP interface address 9.9.9.2

06:36:05: Dil IPCP: Install route to 8.8.8.1

06:36:06: %LINEPROTO-5-UPDOWN: Line protocol on

Interface Virtual-Accessl, changed state to up

PPPoE 4 — /XD F/Nv T

Cisco 6400 ( PPPoEH—/\ ) &#F7/N\Y 95 I(ZIE. Cisco ADSLWIC ( 954 T N) ICEAT
ZOERURNATYTFIEZEALET, L, SEE, DSLYEE T DSLAM 2F 1V Y
TRIUENHDIRNEBNET,

1. DSLYIEEL 1 V:

DSLYEEZFIvVvIOITHEZE, DSLAM O DSL #itEHREERITHIHEN HVET,
Cisco DSLAM®M 354 k. show dslinterface Y RZHITLET,

2.ATM LA V:

Cisco 64001 €., debug atm packetdAN > RZRITTEER T, HEDPVCIZH L TCisco
6400ZBRICLET,

<{froot>

debug at m packet interface atm0/0/0.182 vc 1/82

@ UType. SAP, CTL, 8RVOUID T 1 —)L RAEEN, BELEZATMNT Y R
AALSSNAPT H2 CEANRENTVD, ROLSBHANRRENDBENHY XTI,

<tfroot>

4d04h: ATM0/0/0.182(I):
VCD:0x3 VPI:0Ox1 VCI:0x52

Type: 0x900 SAP: AAAA CTL: 03 QUI : 0080C2 TYPE: 0007

Length:0x30
4d04h: 0000 0001 96A4 84AC 0050 7359 35B7 8864 1100 0001 O00E C021 OA2E 000C 65E3
4d04h: 15E5 0000 0000

ENTYRNOREBRENRBD S, COONY RTRAEBNT Y RERTRENTLRA,
B.A—HURYKNLAY:



Cisco ADSL WIC & E#IZ. Cisco 6400 T% . PPPoE M OFESEICE L VPDN show Y
>~ R& debug F"EATEET,

<#root>
#
debug vpdn pppoe-events (debug pppoe events)

4d04h:

I N PADI

from PPPoE tunnel
4d04h:
QUT PADO

from PPPoE tunnel

4d04h:

I'N PADR

from PPPoE tunnel

4d04h: PPPoE: Create session
4d04h: PPPoE: VPN session created.

4d04h:
OQUT PADS

from PPPoE tunnel

#
show vpdn

%No active L2TP tunnels
%No active L2F tunnels

PPPoE Tunnel and Session Information Total tunnels 1 sessions 1
PPPoE Tunnel | nformation
Session count: 1

PPPoE Session | nformation

SID RenmVAC LocMAC I ntf VASt Antf VC
1 0001. 96a4. 84ac 0050. 7359. 35b7 Vi 4 uP ATO/0/0 1 82
#

show vpdn session all

nrp-b#

show vpdn session all



%No active L2TP tunnels
%No active L2F tunnels

PPPoE Session Information Total tunnels 1 sessions 1
session id: 1
| ocal MAC address: 0050.7359. 35b7, renpte MAC address: 0001. 96a4. 84ac

virtual access interface: Vi4, outgoing interface: ATO/0/0, vc: 1/82
30 packets sent, 28 received, 422 bytes sent, 395 received

ZTDftt® debug Y > R
« debug vpdn pppoe-data ( pppoe T—X D F/\Y T )
« debug vpdn pppoe-errors ( pppoe TZ—0F/\v T )
« debug vpdn pppoe-packets ( pppoe /NTY RDOF/NY T )
. PPP B
IRIZ. Cisco 64000 5 OPPPT/NNY JHhERLET, Chik, BIHRL 7zCisco ADSL
WICASOF/NNY JIZHIEL TVWET,

<#root>
debug ppp negotiati on and debug ppp authentication

4d04h: Vi2 PPP: Treating connection as a dedicated line
4d04h: Vi2 PPP: Phase is ESTABLISHING, Active Open [0 sess, 1 Toad]
4d04h: Vi2 LCP: O CONFREQ [Closed] id 1 Ten 15

4d04h: Vi2 LCP: AuthProto CHAP (0x0305C22305)
4d04h: Vi2 LCP: MagicNumber O0x65F62814 (0x050665F62814)
4d04h: Vi2 LCP: I CONFREQ [REQsent] id 1 len 10
4d04h: Vi2 LCP: MagicNumber 0x03144FF9 (0x050603144FF9)
4d04h: Vi2 LCP: O CONFACK [REQsent] id 1 len 10
4d04h: Vi2 LCP: MagicNumber 0x03144FF9 (0x050603144FF9)

4d04h: Vi3 LCP: I ECHOREQ [Open] id 60 Ten 8 magic 0xA60C0000
4d04h: Vi3 LCP: O ECHOREP [Open] id 60 Ten 8 magic Ox51A0BEF6
4d04h: Vi2 LCP: TIMEout: State ACKsent

4d04h: Vi2 LCP: O CONFREQ [ACKsent] id 2 len 15

4d04h: Vi2 LCP: AuthProto CHAP (0x0305C22305)
4d04h: Vi2 LCP: MagicNumber O0x65F62814 (0x050665F62814)
4d04h: Vi2 LCP: I CONFACK [ACKsent] id 2 len 15
4d04h: Vi2 LCP: AuthProto CHAP (0x0305C22305)
4d04h: Vi2 LCP: MagicNumber O0x65F62814 (0x050665F62814)

4d04h: Vi2 LCP: State is Open

4d04h: Vi2 PPP: Phase is AUTHENTICATING, by this end [0 sess, 1 load]
4d04h: Vi2 CHAP: O CHALLENGE 1id 10 1en 26 from "nrp-b"

4d04h: Vi2 CHAP: I RESPONSE id 10 Ten 28 from "clientl"

4d04h: Vi2 PPP: Phase is FORWARDING [0 sess, 1 Toad]

4d04h: Vi2 PPP: Phase is AUTHENTICATING [0 sess, 1 load]

4d04h: Vi2 CHAP: O SUCCESS 1id 10 1en 4

4d04h: Vi2 PPP: Phase is UP [0 sess, 1 Tload]

4d04h: Vi2 IPCP: O CONFREQ [Closed] 1id 1 1en 10

4d04h: Vi2 IPCP: Address 8.8.8.1 (0x030608080801)



4d04h: Vi2 IPCP: I CONFREQ [REQsent] 1id 1 len 10

4d04h: Vi2 IPCP: Address 0.0.0.0 (0x030600000000)
4d04h: Vi2 IPCP: Pool returned 9.9.9.2

4d04h: Vi2 IPCP: O CONFNAK [REQsent] id 1 len 10

4d04h: Vi2 IPCP: Address 9.9.9.2 (0x030609090902)
4d04h: Vi2 CDPCP: I CONFREQ [Not negotiated] id 1 len 4
4d04h: Vi2 LCP: O PROTREJ [Open] id 3 Ten 10 protocol CDPCP (0x820701010004)
4d04h: Vi2 IPCP: I CONFACK [REQsent] 1id 1 len 10

4d04h: Vi2 IPCP: Address 8.8.8.1 (0x030608080801)
4d04h: Vi2 IPCP: I CONFREQ [ACKrcvd] 1id 2 len 10

4d04h: Vi2 IPCP: Address 9.9.9.2 (0x030609090902)
4d04h: Vi2 IPCP: O CONFACK [ACKrcvd] 1id 2 len 10

4d04h: Vi2 IPCP: Address 9.9.9.2 (0x030609090902)
4d04h: Vi2 IPCP: State 1is Open

4d04h: Vi2 IPCP: Install route to 9.9.9.2

4d04h: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Virtual-Access2, changed state to up
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