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. Cisco 2600 ) —XTIE 72 v 116 MB, Cisco 3600 —AXTlk7Z v 132MB
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3620/3640 ANM-VPN/MPCisco 3660 AIM-VPN/HP
Cisco 6400 > U—X :

. Cisco I0SY 7 R T 71 1J—Z12.1(5)DC1
. DRAM 64 MB
. 72v>18MB

Cisco 6160 >~ U—X :

. Cisco I0SY 7 R T 7 1J1J—R12.1(7)DA2

. DRAM 64 MB

. 75v3 116 MB
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crypto isaknmp policy 10
!--- Defines the ISAKMP parameters to be negotiated.




aut hentication pre-share !--- Defines the pre-shared key
to be exchanged with the peer. crypto isaknp key pre-
shared address 10.1.1.5 ! crypto ipsec transformset
strong esp-des esp-sha-hmac !--- Defines the transform
set for ESP and/or AH. ! crypto map vpn 10 ipsec-isaknp
set peer 10.1.1.5 set transformset strong match address
102 !--- Defines the crypto policy that includes the
peer IP address, !--- transform set that is used, as
well as the access list !--- that defines the packets
that are encrypted. ! interface ATM)/O no ip address atm
vc-per-vp 256 no atmil m -keepalive dsl operating-node
auto no fair-queue ! interface ATM)/ 0.1 point-to-point
pvc 0/ 35 encapsul ati on aal 5nux ppp dial er dial er pool -
menber 1 ! crypto map vpn !--- Applies the crypto map to
the ATM sub-interface. ! interface FastEthernet0/1 ip
address 1.1.1.1 255.255.255.0 duplex 100 speed full !
interface Dialerl ip address 10.1.100.101 255. 255.255.0
di al er pool 1 encapsul ation ppp ppp pap sent-usernanme
2621a password 7 045802150C2E crypto map vpn /---

Applies the crypto map to the Dialer interface. ! ip
classless ! ip route 2.2.2.0 255.255.255.0 10.1.1.5 ip
route 10.1.1.0 255.255.255.0 10.1.100.1 !--- Static

routes between 2600 CPE and IPSec server. ip route
0.0.0.0 0.0.0.0 Dialerl ! access-list 102 permt ip
1.1.1.0 0.0.0.255 2.2.2.0 0.0.0.255 !--- Access list
that defines the addresses that are encrypted. ! end

IPSecAY RI> KRF/Y4 R - Cisco 3600/L—%

crypto isaknmp policy 10

!--- Defines the ISAKMP parameters to be negotiated.

aut hentication pre-share !--- Defines the pre-shared key
to be exchanged with the peer. crypto isaknp key pre-
shared address 10.1.100.101 ! crypto ipsec transformset
strong esp-des esp-sha-hmac !--- Defines the transform
set for ESP and/or AH. ! crypto map vpn 10 ipsec-isaknmp
set peer 10.1.100.101 set transformset strong natch
address 102 !--- Defines the crypto policy that includes
the peer IP address, !--- transform set that are used,
and the access list !--- that defines the packets to be
encrypted. ! interface FastEthernet0/0 ip address
10.1.1.5 255.255.255.0 dupl ex 100 speed full crypto map
vpn !--- Applies the crypto map to the Fast Ethernet
interface. ! interface FastEthernetO/1 ip address
2.2.2.1 255.255.255.0 speed full full-duplex ! ip route
1.1.1.0 255.255.255.0 10.1.1.10 ip route 10.1.100.0
255.255.255.0 10.1.1.10 ! access-list 102 permit ip
2.2.2.00.0.0.255 1.1.1.0 0.0.0.255 !--- Access list
that defines the addresses to be encrypted. ! end

Cisco 6160 DSLAM

dsl -profile ful
dm bitrate maxi num fast downstream 10240 upstream 1024
dm bitrate maxi numinterl eaved downstream O upstream 0
I
at m addr ess

47.0091. 8100. 0000. 0004. 6dd6. 7c01. 0004. 6dd6. 7c01. 00
atmrouter pnn
no aesa enbedded- nunber |eft-justified
none 1 [ evel 56 | owest

redistribute atmstatic
!




interface atn0/0

no i p address

at m maxvp- nunber 0

at m maxvc- nunber 4096

at m maxvci-bits 12

I

interface atm 1/2

no i p address

dsl profile full

no atmil m -keepalive

atmsoft-vc 0 35 dest-address

47.0091. 8100. 0000. 0004. c12b. cd81. 4000. 0c80. 8000. 00 0 36
rx-cttr 1 tx-cttr 1

!--- The previous two lines need to be on one line. !---
The network service access point (NSAP) !--- address
comes from the NSP on the Cisco 6400. Issue !--- a show
atm address comand.

Cisco 6400 NRP

!
usernane cisco password cisco
!
vc-cl ass atm pppoa
encapsul ati on aal 5nux ppp Virtual -tenpl atel
!
interface | oopback 0
ip address 10.1.100.1 255.255.255.0
!
interface atm0/0/0
no i p address
no i p route-cache
no i p nroute-cache
no atm aut o- confi guration
atmilm-keepalive 10
pvc 0/16 ilm
!
hol d- queue 1000 in
!
interface atm0/0/0.1 mul tipoint
no i p route-cache
no i p nroute-cach
cl ass-int pppoa
pvc 0/ 36
!
interface fast 0/0/0
ip address 10.1.1.10 255.255.255.0
no i p route-cache
no i p nroute-cache
hal f - dupl ex
!
interface Virtual - Tenpl at el
i p unnunbered LoopbackO
no i p route-cache
peer default ip address pool pppoa
ppp aut hentication pap chap
ppp i pcp accept - addr ess
ppp multilink
no ppp nultilink fragnentation
!
ip local pool pppoa 10.1.100.2 10.1.100.100
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£9,

ET7ETIPSectY 2 a U FBUEhTVRD CEZHERTHEHIC, W< DA Dshow AN R%Z
FATEET, ChsOAT T R, IPSecET ( ZMH A Cisco 26008 & 3600 1) —X
) CORLETT,

—#® show ANV RETZIRTY RN A BZ—FTVRZY—=)IICE2THR—RENTVET (&
BI1—YERH), COYV—IILEFATDEILELP2T, show OAX REHOOMERERRT
EFEY,

- show crypto engine connections active : BRERE N7 I —RA2SALEFENIERNT T 1Y
VNDEZRTLET,
. show crypto ipsecsa : E7E THEEE N zIPSec SAZRTRLE T,
JR\Z. show crypto engine connections active 1Y > ROIY > REDBIERLET,

show crypto engine connections active

ID Interface | P- Addr ess State Al gorithm Encrypt Decrypt
1 <none> <none> set HVAC _SHA+DES 56 _CB 0 0
200 Virtual - Tenpl atel 10.1.100. 101 set HVAC_SHA 0 4

201 Virtual - Tenpl atel 10.1.100. 101 set HVAC _SHA 4 0
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RIZ. showcryptoipsecsa N> ROIN > RHEDHlIZERLET,

show crypto ipsec sa

Interface: Virtual-Tenplatel
Crypto map tag: vpn, |local addr. 10.1.100.101

Local ident (addr/mask/prot/port): (1.1.1.0/255.255.255.0/0/0)
Renot e i dent (addr/ mask/prot/port): (2.2.2.0/255.255.255.0/0/0)
Current _peer: 10.1.1.5
PERM T, flags= {origin_is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr failed: 0, # pkts deconpress failed: 0
#send errors 11, #recv errors O

l ocal crypto endpt: 10.1.100.101, renote crypto endpt.: 10.1.1.5
path mu 1500, media ntu 1500
current outbound spi: BB3629FB

i nbound esp sas:
spi: 0x70C3B00B(1891872779)

transform esp-des, esp-md5-hnmac

in use settings ={Tunnel,}

slot: 0, conn id: 2000, flow.id: 1, crypto map: vpn

sa timng: remaining key lifetime (k/sec): (4607999/3446)
IV size: 8 bytes

Repl ay detection support: Y

I nbound ah sas:
I nbound pcp sas:

Qut bound esp sas:
Spi : 0xBB3629FB(3140889083)

Transform esp-des, esp-nmd5-hnmac

In use settings ={Tunnel,}

Slot:0, conn id: 2001, flow.id: 2, crypto map: vpn

Sa timng: remaining key lifetime (k/sec): (4607999/3446)
IV size: 8bytes

Repl ay detection support: Y

Cut bound ah sas:

Qut bound pcp sas:
hZ7)L>a1—b

CoTR. BEORS TNV 1—F A4 J I ERTEBBHRETLET,

MModem state = oxsdebug atm events AN > RTHEET DD IE, BE. WIC1-ADSLAELE h
=EDSLAMA S+ ) PHRECD)ZEZETEAVEVSEKRTT, CORRTIE, DSLESH
RIMOARVRICEEL THRO2ADTAVIZTOED IZVJENTVB L 2B THIHE
FHYWET, —BOEFL2HEE. ABO2OOEVICDSLEEAZ7OES3a=Z>JLET,

RSTIUNS1—F42F70EHOIAI R




—E#® show ANV RETZIRTY R AV BZ—FT VR Y—=)LICE2THR—RENTVET (E
BI1—YERH), COYV—IILEFATDEILELP2T, show OAX REHOOMERERRT
EFEY,

¥ :debugd X RZERITIBEIC, Tdebug ANV ROEBEALABER 2SBLTLKEEV,

REE:SATZXYND—ITRFNYVIEZEFTLEVTLLEE Y, RRENDBEBROER., F—
2 7O—XCPUHOGX Y Et—IHFRITE B \VREETI— 22 BERICTHAEENIr &YET

o

- debug crypto ipsec : IPsec 1 X R ERRLE T,
. debug cryptoisakmp : IKE A1 X NZETREIAXYE—DEZRTLET,

BN

ADSLERZ N L IZIPSecHRERF, 75 0F AT 1 AREFRY A NEOEFIT7TEREEOFV
XY RND—UOBGERHLET, ADSLWICELT/\—RIVITES{LES 1—)LE & EIZCisco
2600/3600> 1) — X ZFEATB &, ADSLE K TIPSecE12D ) —2Y 1) 1— 3 TERTESD
S, BEEOMEIARNNELSABYET, CONECBHEINATVIBRELEELSGRE., COXA
TOEGERETDIEODOEERNBHA RTAELTRIUDBEN HYET,

BEE 1T

- IPEFa2)FT 4 (IPSec) BELOBRE

. Cisco 2600 &~ —X JL—4&
N=FFYNTFAR=DBZYND—D

- DSL 8K U LRE OE#MiHR—b
CAZN—HBIN TSRV IABEOHR—bB
BAVYLBREFPIORACBEETRIHR—N R—=D
- TO_HILYER—B - Cisco Systems
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