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REFIXY NRROFME. "ZRAATINIL T4 Y TAOERRE EBRLTILE,
HRHRHA

NAT O EE#HEED 1 DIFE AR T 4 Y ¥ Port Address Translation ( PAT ) T9, PAT & Cisco
I0S DEREATE "F—N—0O—Ry EEFENETT, AXTAYIPAT IR, O—HIL 7RL
AETO-NILTZRLAEDETIH1OIYE T EAREICTEICEEZBMNMELTHRIENT
WET, BRICAZTAYIPATRR,. NTUY U RXYKNDT—OHSDAE—FY N 1—Y
I, T7ZAR—=—NZXYRNT—TRDO Web U—NANOT VA ZHFATIEHICERAENET,

NAT OFEHIC DV TIE, "NATTO AN HR—K R=D ) Z8BLTLEEV,

ROT—TNRE. T7IAR—KN XY RD—UTHATERZ IPT7RLAZEO 3 207OY V%
RLTVRT, CchSsOBRBHRERY NT—VOFMICOVWTEE, REC 1918 ZZRL T EE W
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IP7 RLAZEMH VA
17?.§).o.o ~10.255.255.256 (108 7L 717 | o &
172.16.0.0 ~ 172.31.255.255 ( 172.16/12 7 | 51
L7452) 7748
192.168.0.0 ~ 192.168.255.255 ( 192.168/16 | o —
FL7152R) 7oAC

F BUO7OYI0. BE—DUSAAZRY ND—UBSICBETEA. 2BEBO7OY U,
16ENEBZEL IS ABRXY ND—9BEN+EY NTT, 3BEO7OY JIk. 256N ELEL 1=
I9SACERY RD—UBBSOEY hTY,

cOBITRE, 1 F2—FYRNHY—ERX7ONAAX— (ISP ) ICK2>T, DSLIMAEIZE—0D IP
T RLA(171.68.1.1/24 ) ODHNEN)HTSNET, EWHTShEIPT7RLAF—ENDER
FBRIPTRLAT, AHITO—NIL FRLAEFENET, COEFRFXIP T RLAK, 1
A—ZY NEZHEITDILEOICTTAR—NZRYND—U2ETERAEhET, £, NTUY Y
ZYRND=ODL50DA 22—y NI1—YE, TSAR—=NZXYNDTD—DORAD Web H—/NICT
DHEATREHDICCOEFEEZFAIPTRLAZFEALET,

7"ZA4~X—N LAN (192.168.0.0/24 ) I&, NATL—R DA —HRY N A2 B —T T4 AICE KL
TWET, COTTAR—KNLANIZIE, BRADPCE1AD Web H—/N\HFHET, NAT )L
—RFE, ChSOPCHSEZITHAAREEODIP7RLA(RAFBO—HIL TRLARA)Z, 10X

—XY NEETDLEHOOE—ONTUY I IPFTRLA(REBIO—/NIL-171.68.1.1) ICEHBRT
BDESICHREEATVET,

IP7 KL X 192.168.0.5 (Web H—/\V) &, 74 R—KN P RLAZEHAOT RLATHY) ., 4
V=Y MMOBBEEFTEERLA. NTVYIDAR2—%FY N I—HH Web H—/NIC
FETHLEHICTIOEATEERIP 7 RL AR, 17168113 TT, CcOizdH., NATIL—ZF
VIP7RLA171.68.1.1, R—K 80 (R—K80IFA>2—%vy NEER ) & 192.168.0.5, /Tt
—I\ 80 ENETIMIDOIYYEVTEETIBLSICEEENET, CONYETHEEIC
INTOUYSREIOA U R—FY N =YD Web H—/NIZT ’)tZ‘C?—Sb&oLKU‘a‘E?


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/tech/tk648/tk361/tk438/tsd_technology_support_sub-protocol_home.html
http://www.ietf.org/rfc/rfc1918.txt

ROZY NJ—20 NROD EREHIE. Cisco 827, 1417, SOHO77. & KT 1700/2600/3600
ADSLWIC LT3 ENTEET. CORFIXT NTRE, FlE LT, Cisco 827 AR
nTLET.
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SOEITIAVICR, CORFIXYNTHEL TV A MEERETSRICAATE 2HENR
WEhTLET,

EF:CORFAIXINTHEATATWVWSZION ROFMEFANXSICE, 10S Command Lookup
Too(BRI—FER)ZSRL T EEV,
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CORFIXVRNTR, RORY ND—OREZFEALET,

Private Network Public Network
|
I 192.168.0.254 ! 171.68.1.1
{inside local) {outside local)

PC E0 ATMO

Cisco §27

Internet
User

Weh Server
192.168.0.5

A 74FaL—>3>

Cisco 827

Current Configuration:

!

version 12.1

service tinmestanps debug uptine
service tinmestanps | og uptine

!

host nane 827

!

i p subnet-zero

no i p domai n-1ookup

!

bridge irb

!

interface EthernetO

i p address 192. 168. 0. 254 255. 255. 255. 0
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ip nat inside

!--- This is the inside local IP address and it is a
private IP address. ! interface ATMD no ip address no
atmilm-keepalive pvc 0/35 encapsul ati on aal 5snap !
bundl e- enabl e dsl operating-npde auto bridge-group 1 !
interface BVI1 ip address 171.68.1.1 255. 255. 255. 240 ip
nat outside

!--- This is the inside global IP address. !--- This 1is
your public IP address and it is provided to you by your
ISP. | ip nat inside source list 1 interface BVI1
overload

!--- This statement makes the router perform PAT for all
the !--- End Stations behind the Ethernet interface that
uses !--- private IP addresses defined in access 1list
#1. ip nat inside source static tcp 192.168.0.5 80
171.68.1.1 80 extendable

!--- This statement performs the static address
translation for the Web server. !--- With this
statement, users that try to reach 171.68.1.1 port 80
(www) are !--- automatically redirected to 192.168.0.5
port 80 (www). In this case !--- it is the Web server.
ip classless ip route 0.0.0.0 0.0.0.0 171.68.1.254 /---
IP address 171.68.1.254 is the next hop IP address, also
!--- called the default gateway. !--- Your ISP can tell
you what IP address to configure as the next hop
address. | access-list 1 permit 192.168.0.0 0.0.0.255
!--— This access list defines the private network !---
that is network address translated. bridge 1 protoco
ieee bridge 1 route ip ! end

R

show ip nat translation 1Y > RO H D HIZH S Inside local &, AZFERY NT—2 LD Web H—
NICEN) HTOSNEREBHDIP T RLATY, 192.168.05 7T AXK—K P RLAZEAD
T RLATHY, 12—V MOREBIEERFTEEXRHE A, Inside global FRZFHRAND IP 7
RLATHY, AFBZRY RD—TJICRREND Web H—/NTF, Chid, 12—V KHS5
Web H—NICT7 IV ERTBI—HPHNHB_ENDTEDBTRLATT,

Outside local &, AERY RD—JIZRRENDHABHRARNDIP FRLATYT, BT LEEHRD
TFRLAERRERST, A TREIEEARELZT RLAZEEMASE)HTSNET,

Outside global 7 RL Ak, RARDFIBEEICL 2 TAZBRY RT—UDRARNIEYHTS
2IP7RLATYT, COTRLAK, JO—NILICEBEETED T RLAZBAEREFRY ND
—VZEEASE)ETSNhET,

7 KL R 171.68.1.1, K—KES 80 (HTTP ) &, 192.168.0.5, K—h 80 [CEHME hEd (¥
DEBEEBICTDLRET ). LEF2TIVE—FY N 15k, Web Y—NHTS5AR—
NEXYRDI—VLEOTSARK—KRIPFRLALH>TE, Web H—NEHETEET,

NATO RS TN 2—F AT FEOFHMMIDOVTIE, "NATARL—> 3> ORIEE NAT D
EXNBERS TN a—F420, #8RBLTLEEV,

827#

827#show ip nat translation

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl oba
tcp 171.68.1.1:80 192. 168.0.5: 80 --- ---

tcp 171.68.1.1:80 192.168.0.5: 80 198.133.219.1: 11000 198. 133.219. 1: 11000
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N | 1 Rl

FRLAZBBORNS TN 21 —FT 120 %T5ICK, )L—Z Tterm mon1< > R &debug ip nat

detailed N> RZRHITLT, PTRLANELLKEBRENDHESHEBERELET, ABI—HH
Web H—/NICEZETDLHICT IV EATER IP 7 RL AR, 1716811 TT, LEARK, 1~

=Y NONT VY IRIAS 171.68.1.1, R—K 80 (www ) IZEEL XS ELTVWARI—HE
. BEMIC 192.168.0.5, R—K 80 (www ) ICUA AL I RENET, CDBE, VAL I
%lE Web H—/NTT,

827#term mon

827#debug ip nat detailed

I P NAT detail ed debugging is on

827#

03:29:49: NAT: creating portlist proto 6 globaladdr 171.68.1.1

03:29:49: NAT: Allocated Port for 192.168.0.5 -> 171.68.1.1: wanted 80 got 80
03:29:49: NAT: o: tcp (198.133.219.1, 11000) -> (171.68.1.1, 80) [0]

<... snipped ...>
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