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1. 754" PVLAN Z¥ER L £ 7,

+ CatOS

<#root>

Swi t ch_Cat OS> (enabl e)
set vlan primary_vlan_id

pvl an-type primary name prinmary_vlan

I--- Note: This comand nust be on one line.

VTP advertisenents transmitting tenporarily stopped,
and will resune after the conmand fini shes.
VI an 100 configurati on successful

e CiscolOS Y7 DI

<#root>
Switch_I0S(config)#

vlan primary_vlan_id
Switch_I0S(config-vlan)#
private-vlan primary
Switch_I0OS(config-vlan)#
name primary-vlan
Switch_IOS(config-vlan)#

exit

2. P@Bf VLAN Z4ERLL &£ T,

+ CatOS

<tfroot>



Swi t ch_Cat OS> (enabl e)
set vl an secondary_vlan_id

pvl an-type isol ated nanme isol ated_pvl an

l--- Note: This comand nust be on one line.

VTP advertisenents transmitting tenporarily stopped
and will resune after the conmand fini shes
VI an 101 configurati on successful

e CiscolOS Y7 DI

<#root>
Switch_I0S(config)#

vl an secondary_vlan_id
Switch_I0S(config-vlan)#
private-vlan isol ated
Switch_I0S(config-vlan)#
nane isol ated_pvl an
Switch_I0S(config-vlan)#

exit

3. BB VLAN 2754~ VLAN ICNNA4 > RLET,

+ CatOS

<#root>
Swi t ch_Cat OS> (enabl e)
set pvlan primary_vlan_id secondary_vlan_id

VI an 101 configuration successful
Successfully set associati on between 100 and 101.

« CiscolOS Y7 DI

<ttroot>

Switch_IOS(config)#



vlan primary _vlan_id
Switch_I0S(config-vlan)#
private-vl an associ ati on secondary_vlan_id

Switch_I0S(config-vlan)#

exit

4. 774 RX—KNVLAN BREZHRELE T,

+ CatOS

<#root>
Swi t ch_Cat OS> (enabl e)
show pvl an

Primary Secondary Secondary- Type Ports

100 101 i sol ated

+ CiscolOSY 7 RNDJIT

<#root>
Switch_IOS#
show vl an private-vlan

Primary Secondary Type Ports

100 101 isolated
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CatOS



<#root>

Swi t ch_Cat OS> (enabl e)

set pvlan primary_vlan_id secondary_vlan_id nod/ port

I--- Note: This command nust be on one |ine.

Successfully set the following ports to Private Vlan 100, 101: 2/20

CiscolOSyY 72 +b7=z7

<#root>

Switch_I0S(config)#

interface gi gabitEthernet nod/ port

Switch_I0S(config-if)#

swi tchport private-vlan host
primary_vlan_id secondary_vlan_id

I--- Note: This command must be on one Tine.

Switch_I0S(config-if)#

swi tchport node private-vlan host



Switch_I0S(config-if)#

exit

WFhA 1 DDARSYFT, BEE—RR—KERELET,

CatOS

<#root>

Swi t ch_Cat OS> (enabl e)

set pvlan mapping primary_vlan_id secondary_vlan_id nod/port

I--- Note: This command nust be on one |ine.

Successfully set nmappi ng between 100 and 101 on 3/26
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<#froot>



Switch_I0S(config)#

interface interface_type nod/ port

Switch_I0S(config-if)#

swi tchport private-vlan
mapping primary_vlan_id secondary_vlan_id

I--- Note: This command must be on one Tline.

Switch_I0S(config-if)#

swi tchport node private-vlan prom scuous

Switch_I0S(config-if)#

end
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<#root>

Switch_I OS(config)#

interface vlan primary_vlan_id

Switch_lI OS(config-if)#

private-vlan mappi ng secondary_vl an_|i st

Switch_lI OS(config-if)#
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show interfaces private-vlan
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EFEALE T,

<#root>

Switch_lI OS(config-if)#

private-vlan mappi ng add secondary_vl an_li st

or
Switch_lI OS(config-if)#

private-vlan mappi ng renove secondary_vlan_|i st
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<#r oot>

cat 6000> (enabl e)

set pvlan mapping prinmary_vlan secondary_vlan 15/ 1



Successful ly set mappi ng between 100 and 101 on 15/1

show pvlan mappingd~N > RERTL T, YXYEVJERRELET,

<#root>

cat6000> (enable)

show pvl an nmappi ng

Port Primary Secondary

15/1 100 101

AV74F1L—>3>

CORFIXDRTR, ROOAVT74F21L -3 FALET,

Access L ayer(Catalyst 4003:CatOS)

17 ( Catalyst 4006:Cisco |lOSY 7 R I I 7 )

Access_Layer(Catalyst 4003:CatOS)

<ttroot>




Access_Layer> (enable)
show config

This command shows non-default configurations only.
Use 'show config all' to show both default and non-default configurations.

!--- Output suppressed.

#system

set system name Access_lLayer
1

#frame distribution method

set port channel all distribution mac both
I

#vitp

set vtp domain Cisco

set vtp mode transparent

set vlan 1 name default type ethernet mtu 1500 said 100001 state active

set vlan 100 name primary_for_101 type ethernet pvlan-type primary mtu 1500
said 100100 state active

I--- This 1is the primary VLAN 100.
!I--- Note: This command must be on one line.

set vlan 101 name isolated_under_100 type ethernet pvlan-type isolated mtu
1500 said 100101 state active

I--- This is the isolated VLAN 101.
!I--- Note: This command must be on one Tline.

set vlan 1002 name fddi-default type fddi mtu 1500 said 101002 state active
!--- Output suppressed.

#module 1 : O-port Switching Supervisor
I

#module 2 : 24-port 10/100/1000 Ethernet
set pvlan 100 101 2/20

!I--- Port 2/20 is the PVLAN host port in primary VLAN 100, isolated
I--- VLAN 101.

set trunk 2/3 desirable dotlq 1-1005

set trunk 2/4 desirable dotlq 1-1005

set trunk 2/20 off dotlg 1-1005

!I--- Trunking is automatically disabled on PVLAN host ports.
set spantree portfast 2/20 enable

!I--- PortFast is automatically enabled on PVLAN host ports.

set spantree portvlancost 2/1 cost 3




!--- Output suppressed.

set spantree portvlancost 2/24 cost 3
set port channel 2/20 mode off

!I--- Port channeling is automatically disabled on PVLAN !--- host ports.

set port channel 2/3-4 mode desirable silent
1

#module 3 : 34-port 10/100/1000 Ethernet
end

7 ( Catalyst 4006:Cisco IOSY 7 R J I T )

<#root>
Core#
show runni ng-config

Building configuration...

!--- Output suppressed.

|

hostname Core

|

vtp domain Cisco

vtp mode transparent

!--- VTP mode is transparent, as PVLANs require.

ip subnet-zero

!

vlan 2-4,6,10-11,20-22,26,28

!

vlan 100

name primary_for_101
private-vlan primary
private-vlan association 101

!

vlan 101

name isolated_under_100
private-vlan isolated

|

interface Port-channell

!I--- This is the port channel for interface GigabitEthernet3/1
!--- and interface GigabitEthernet3/2.

switchport

switchport trunk encapsulation dotlq
switchport mode dynamic desirable

|

interface GigabitEthernetl/1
!




interface GigabitEthernetl/2
|

interface GigabitEthernet3/1
!I--- This is the trunk to the Access_Layer switch.

switchport trunk encapsulation dotlq
switchport mode dynamic desirable

channel-group 1 mode desirable
I

interface GigabitEthernet3/2
!I--- This is the trunk to the Access_Layer switch.

switchport trunk encapsulation dotlq
switchport mode dynamic desirable

channel-group 1 mode desirable
I

interface GigabitEthernet3/3
!

!I--- There is an omission of the interface configuration
!I--- that you do not use.

interface GigabitEthernet3/26

swi tchport private-vlan mapping 100 101
swi tchport node private-vlan prom scuous
!--- Designate the port as promiscuous for PVLAN 101.

!I--- There is an omission of the interface configuration
!I--- that you do not use.

[

!--- Output suppressed.

interface Vlan25

!I--- This is the connection to the Internet.
ip address 10.25.1.1 255.255.255.0

I

%nterface V1an100

I--- This 1is the Layer 3 interface for the primary VLAN.

ip address 10.1.1.1 255.255.255.0
private-vlan mapping 101

!I-—-- Map VLAN 101 to the VLAN interface of the primary VLAN (100).
!--- Ingress traffic for devices in isolated VLAN 101 routes
I--- via interface VLAN 100.
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R—NOGEANFFRENDBEE. BEEIAETTAIRK—KNVLAN RS2V Y R—KEZFERALET, hiF. 7’F4X—bN VLAN
BHR—NULBVWADIARN)—L RAMY FOERTRIEET,

T4 R—KNVLAN DBEAE—R RS9k, 754 RX—KVLAN DIBAFE—R KRAN R—KNHNFBEREHAENZ N, EHO
VLAN (BE®O VLAN FLERBEBOTTARX—KNVLAN RXA2 ) ZEETRIXVEN HZRATERAETLET, Chik. 754
R—=KNVLAN ZHR—NLBVWTYTANI—A )L—ROERTERIEET,



BntER

., TZXSAXR—BVIANRS VY, EBRLTLEEY,

ABR—TIARAEPVIANRN SV OR—PRELTEERETDICE., FLAV2A 2V BR—TIALARAEPVIANN SV IR—RELTER
Ea BSBLTLEETL,

AVE—TIARAZREE—RNTFVIUR—NELTERETDICE., TLAV2AVB—TI(RAZRBET—RRTVIR—bE
LTEREs Z5RL TSEE L,

i

]

ZDtEU>a TR, RENERICEELTVWD 2B LET,

CatOS

show pvlan : PVLAN R EZ R RLET. BB VLAN ETSAIU VLAN FEWVICBEENF TS TVWR ZE2BRELET
o RAN R—RHFRRENDEER/ALET,

show pvlan mapping : BEE— R R— R TREETNTVS PVLANIY YEV T ZRRLE T,

CiscolOSY 7RI TF

show vlan private-vlan : BlEM TSN TVWBR— KN E, PVLANEHRZXRRLET,

show interfacemod/portswitchport : 1 > 2—7 T4 ABEOEHRERRLE T, BET—RE, BEL TLS PVYLAN RE
FELVWZ EEBRRLET,

.

show interfaces private-vlan mapping : 2EL = PVLANY Y E T ZRRLE T,
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R FIR

ROATY TEEGTLET,

AA4YFOPVLAN REZRIELET,

754 PVLAN EtEAA ) PVLANAEVWICEER TSN TV A, LRI VYESTEhTVWR A ESH EREEL
£9, T, BEBR—RMEFNTVWRZELEEERELET,

<#root>

Access_Layer> (enable)

show pvl an

Primary Secondary Secondary-Type Ports

100 101 isolated 2/20

show vl an private-vlan

Primary Secondary Type Ports

100 101 isolated Gi3/26

BEE—RR—RMFBUICRECATVR L ZBABLET,

ROBAK, R—NOBEET— KA proniscuous THH. BIEL TS VLAN B 100 5L U 101 THB L ERL T
WwWET,



<#root>

Core#

show i nterface gigabitEthernet 3/26 sw tchport

Name: Gi3/26
Switchport: Enabled
Administrative Mode: private-Vlan promiscuous

Oper ational Mde: private-vlan proni scuous

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

Administrative Private VLAN Host Association: none

Admi ni strative Private VLAN Prom scuous Mappi ng: 100
(primary_for_101) 101 (i sol ated_under_100)

Private VLAN Trunk Native VLAN: none

Administrative Private VLAN Trunk Encapsulation: dotlq
Administrative Private VLAN Trunk Normal VLANs: none
Administrative Private VLAN Trunk Private VLANs: none

Operational Private VLANs:
100 (primary_for_101) 101 (isol ated_under_100)

Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL



Internet Control Message Protocoll ( ICMP; > 2 —% Y R Xy =—2 Z7OKR3J)L ) ping/NT Y R&E, RAKN R—KH S
BEE—RR—MRELET,

BHEDTFNAAEBEUTZA4IU VLAN ICH B2, ChSBRALUYTRY NAKLFETRIBEN BB EDERELTL
ZEV,

<#root>
host_port#
show arp
Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.100 - 0008.a390.fc80 ARPA FastEthernet0/24

I--- The Address Resolution Protocol (ARP) table on the client indicates
!I--- that no MAC addresses other than the client addresses are known.

host_port#

ping 10.1.1. 254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.254, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/2/4 ms

!I--- The ping is successful. The first ping fails while the
!I--- device attempts to map via ARP for the peer MAC address.

host_port#

show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.100 - 0008.a390.fc80 ARPA FastEthernet0/24

Internet 10.1.1.254 0 0060. 834f. 66f0 ARPA Fast Et her net 0/ 24



I--- There is now a new MAC address entry for the peer.

RAN R— KB T ICMPping 2B L £,

ZOHITIE. host_port_2(10.1.1.99)IZ & V), host_port(10.1.1.100)\ DpingAF HTENE T, Z D ping FEXKLET,
EEL, BIOKRAN R—KPSBEE—R R—KAD ping ERILET,

<#froot>

host_port_2#

ping 10.1.1.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds:

Success rate is 0 percent (0/5)

I--- The ping between host ports fails, which is desirable.

host_port_2#

ping 10.1.1. 254

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.254, timeout is 2 seconds:
MR

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

!--- The ping to the promiscuous port still succeeds.

host_port_2#



show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.99 - 0005.7428.1c40 ARPA Vlanl
Internet 10.1.1.254 2 0060.834f.66f0 ARPA  Vlanl

!I--- The ARP table includes only an entry for this port and
!I--- the promiscuous port.

RS7LZa—k

PVLAND RS TN a—F142Y

ZNtEo>3a> Tk, PVLANEREICEL TRETZ — R ARBBEIC OV THBALET,

R 1

%PM-SP-3-ERR_INCOMP_PORT: <mod/port>l& b5 v 7 K—F Th 5~ ~inactivelzxk 3 hTtwvF 300
COIS— XvtE—2R, RICRTVLK DA DERANRETRREND ZENHBYET,

#HA : @UCOIL ASICHD1DDR— KA RZ2 D, SPANSESE, FEEFBREPVLANR—RDIZE, LN—RIITOHIRICKY)
. Catalyst 6500/6000 10/100 MbpsE> 1 — /)L T BEVLANAR— RN ELRGE IZ 1 -7 1 VLANR— N ORENFIREhET,

(COILASIClE, BEAENDED1I—-ILT12R—NEFHMHL, Caayst6548 EZ1—)LT48  R—KEHHLET ). O RF
AAVRND "= EHIREE, IZHDEIC, Catalyst 6500/6000 10/100 Mbps X 1 =)L DR— RNEIEA L < RBHEhTVWET

o

RRFIE - 1: T DR— N TPVLANAHR—KRE M TVWAWEEE, E21—-)ILLOBIOASICEDR—KA, BIOEZ1—IL LD
R—RNEBRLET, R—RNEBETITA7IC95I1CF. REVLANAR—RNELRIOIZI 171 VLANR—NOREZHIBRL
. shutdown Y > R& noshutdown Y REFRITLET,

A 22R— RN A FEEE T 7 2 )L N Tdynamic desirable®— R A dynamicautoB— RICEREE h TV 5 A,

R RFIE2:switchport modeaccess AN RT, R—KRETFIERAE—RELTRELET.,. R—NEBETIT17ICT5ICI.
shutdown Y > R& noshutdown N> RERITLET,



F:CiscolOSY 7RI I TV —RA122(17aSXEABED U 1) —RA Tk, 127R— N O FIBR[EWS-X6548-R}-45, WS-X6548-
RJ-21, B &KUPWSX6524-100FX-MMA —H XY RRAAYF UV ED 1—)ILICKEBERAENhELEA,

= 2

PVLAN OFRERIZ, XROVWTIhHLADOAY - HFRREND,

Cannot add a private vlan mapping to a port with another Private port in

the same ASIC.
Failed to set mapping between <vlan> and <vlan> on <mod/port>



Port with another Promiscuous port in the same ASIC cannot be made
Private port.
Failed to add ports to association.

A N—RUITOHIRIZKY), AUCOILASICHD1DDR—RFRNF 2T, SPANGEE., EEFBEEPVLANR— KOS,

Catalyst 6500/6000 10/100 MbpsE> 1 — )L Tk BBEVLANAR— MK AEEE DI 1 ZF 1 VLANR— M ORENHIRENET, (COIL
ASICIE, BEAEDEDI—ILT 12 R—NZ4HML, Caayst6548 FZP1—I)ILT48R—REZHBLET ), CORFIXUK
D "= EFIREE, ICHDEIC, Catalyst 6500/6000 10/100 Mbps EZ 1 — )LD R— M HIBRAFH LK REBHE N TV ET,

fRRFE : show pvlan capability Y > R(Ca09)ZHKITLETFT. R—KNZEPVLANR—KNIZTEBZLESHHFRENET, TOHE
DR—KNTPVLAN AFHR—REhTVWEBWEEE, TOEZ1—L0OBIO ASIC EOR—KA, BIOED 1 —)LOKR— K &R
LET,




7E:CiscolOSY 7RI IT T U U—R122(17a)SXEAED ) 1) — ATk, 127R— N O IR IEWS-X6548-R}-45, WS-X6548-
RJ-21, B &UPWSX6524-100FX-MMA —H XY RRAA Y F IV ED 1—)ILICKBRENhELEA,

=8 3

—HDTSY NTA—ALT PVLAN ZERETE RV,

BRE: 7SV NTF—ANPVLANZEHR—RNLTWR L EEMRBLET, REZRBIDEIC. "ZZA4X—hK VLAN Catayst
AZAYVTFOHR—b—E, #BBL T, CEAOTSYRNTIA—LEVYTIRDIT N—23F PVLAN ZHR—KLTWS A
ESHEBRBLTLEZL,

i 4

Catalyst 6500/6000 MSFC T, A4 Y FOREMAR—NIEHEETATVZF/NA AL T ping ZRITTERV,

BRE : A—N—NAHFILUT2UT, MSFC (15/1E#E16/1) NDR—KHNBEAE—RTHI L ERBLET,

<#root>

cat6000> (enable)

set pvlan mapping primary_vlan secondary_vlan 15/ 1

Successfully set mapping between 100 and 101 on 15/1

e, CORFIXRND LAY IOERE ICH>T. MSFCTVLANAVR—TIL AZRELET,

& 5

noshutdown 32> RERITL TS, EEBEVLAN F1@23a2=7¢ VLAND VLANA Y E—T M RET79T747CTEZL

°

fRRE  PVLANOME L, BEVLANE G IOI1IZF AVLANOVLANA B —TJ I A ARBTIOTATICTCEERA, TUOTA
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TJICTEBDRE, 7SAXYVLANICELTVWAB VLANA >V R—TIA AL FTT,

i 6

MSFC/MSFC2 Z# & L /= Catalyst 6500/6000 /N1 AT, LAV 3PVLAN AV B—T7 I A ATEHENLZARPIY NUANIT—D
T TIRLEV,

BRE: LAVITSAR—RVLANA >V BZ—TIAATEHENLEARPI MUK, ATAYFARPI NUTHY, I—2
TFPIRLERA. BUIPFRLAICHLUVHMBEERIDEXYE—JHAEREh, ARPIY NUREREhELA, LIS
2T, MACTRLAZZEL LHBAE,. PVLANAR—ROD ARPIV NUZFHTHIBRTD2HENHET, PVLANARPI ~
DZBMELGEERTSICEK, ROOY RERTLET,

<#root>

Router(config)#

no arp 10.1.3.30

IP ARP:Deleting Sticky ARP entry 10.1.3.30
Router(config)#

arp 10.1. 3. 30 0000. 5403. 2356 arpa

IP ARP:Overwriting Sticky ARP entry 10.1.3.30, hw:00d0.bb09.266e by
hw:0000.5403.2356

CiscolOSY 7 R I I T7 121(11b)E LABED U U —RA Tk, noip sticky-arp AN RZRITITDHEEHET,

BEER

e CiscoCatalyst 2955% Y — X X4 v F — BEILIEAN
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BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



