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C2912-XL 11.2(8)SAS5 ( Enterprise Edition ) 12.0(5)WC(1) LABE
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802.1Q B I iE 12.0(5)\WC(1) JAF&, ISL &
802.1Q A =13 12.0(5)WC(1) L. ISL
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CORFIXYNTHRDREEEALET,

- Catalyst 3500-XL

. Cisco 2600 JL—#&
- I)L—ZLET® 802.1Q MELTE ( Cisco IOS N\—2 3> 1213 T KWHIDO/N—2 32 )

X XOBEEFYTF ik, 3500XLAS Y FTANENAEIYN Y RERLTVET, OX
VRBIUOCFIENOHBADLES, AN REIICBFVRMETIOX N EEALTHY) ET,

Catalyst 3500-XL

I-— Set the privileged mode

I-— and Telnet password on the switch.
swi t ch#configure terminal

Enter configuration conmmands, one per line. End with CNTL/Z.

switch(confi g) #hostname 3512x1

3512xl (confi g) #enable password mysecret

3512xl (confi g)#1line vty 0 4

3512xl (config-1ine)#login

3512xl (confi g-1i ne) #password mysecret
3512xl (config-1ine)#exit

3512xl (confi g) #no logging console
3512xl (confi g) #+z

I-- Set the IP address and default gateway for VLAN1 for management purposes.
3512x| #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

3512xl (confi g) #interface vlan 1

3512xl (config-if)#ip address 10.10.10.2 255.255.255.0

3512xl (config-if)#exit

3512xl (confi g) #ip default-gateway 10.10.10.1

3512xl (confi g) #end



!-- Set the VTP Mode. In our example, we have set the mode to be transparent.

!-- Depending on your network, set the VTP Mode accordingly. 3512x| #vlan database
3512xl (vl an) #vtp transparent

Setting device to VIP TRANSPARENT node.

!-- Adding VLANZ2. VLAN1 already exists by default. 3512xl (vl an)#vlan 2
VLAN 2 added:

Name: VLANO0O2

3512xI (vl an) #exit

APPLY conpl et ed.

Exiting....

!-- Enable trunking on the interface fastEthernet 0/1. !-- Enter the trunking encapsulation as either a
dotlqg.

3512x| #configure terminal

Enter configuration comrands, one per line. End with CNTL/Z.
3512xl (confi g) #interface fastEthernet 0/1

3512xl (config-if)#switchport mode trunk

3512xl (config-if)#switchport trunk encapsulation dotlg

!-- In case of 2940/2950 series switches, none of the above two commands are used,

I-- 2940/2950 series switches only support 802.1g encapsulation which is configured automatically,
!-- when trunking is enabled on the interface by using switchport mode trunk command.

!-- In case of dotlg, you need to make sure that the native VLAN matches across the link.

!-- On Catalyst Switches, by default, the native VLAN is 1.

!-- It is very important that you change the native VLAN on the router accordingly.
!-- You may change the native VLAN, if needed, by using the following command:

!-— 3512x1 (config-if)#switchport trunk native vlan

!-- Allow all VLANs on the trunk.

3512xl (config-if)#switchport trunk allowed vlan all
3512xI (config-if)#exit

!-- The following set of commands can place FastEthernet 0/2 into VLANZ2.
3512xl (confi g) #interface fastEthernet 0/2

3512xl (confi g-if)#switchport mode access

3512xl (config-if)#switchport access vlan 2

3512xl (config-if)#exit

!-- FastEthernet 0/3 is already in VLAN1 by default.

3512xl (confi g) #interface fastEthernet 0/3

3512xl (config-if)#switchport mode access

3512xl (config-if)#+z

!-- Remember to save the configuration.

3512x| #write memory
Bui | di ng configuration...

3512x| #

3512xl #show runni ng- confi g
Bui | di ng configuration...

Current configuration:



I
version 12.0

no service pad

servi ce timestanps debug uptinme
service timestanps | og uptine

no service password-encryption
I

host name 3512xl|
!

no | oggi ng consol e
enabl e password nysecr et

p subnet-zero

interface FastEthernet0/1
swi tchport node trunk

switchport trunk encapsul ation dot 1q
!

interface FastEthernet0/2

switchport access vlan 2

swi tchport node access
!

i nterface FastEthernet0/3
swi tchport node access

I
i. nterface FastEt hernet0/4

i nterface FastEthernet0/5

i nterface FastEt hernet0/6

interface FastEthernet0/7

interface FastEthernet0/8

interface FastEthernet0/9

i nterface FastEthernet0/10
interface FastEthernet0/11
interface FastEthernet0/12
interface G gabitEthernet0/1
interface G gabitEthernet0/2
nterface VLANL

i p address 10.10.10.2 255.255.255.0

no ip directed-broadcast

no ip route-cache
I

i p default-gateway 10.10.10.1
!

line con O
transport input none
stopbits 1



line vty 0 4
password nysecr et

| ogin

line vty 5 15
| ogin

!

end

2600 JL—%

X ROBEF Y SF v, Cisco2600)l—RXTADETNAEOVRERLTVET, OV RE
XVRE, BEOION REFIEZFHATHEOICRIETEMNME AT,

!-- Set the privileged mode
!-- and Telnet password on the router.

Rout er #configure terminal
Enter configuration comrands, one per line. End with CNTL/Z.

Rout er (confi g) #hostname c2600

€c2600( confi g) #enable password mysecret

c2600(config)#line vty 0 4

€c2600(config-1ine)#login

€c2600( confi g-1ine) #password mysecret

€c2600( config-1ine)#exit

€c2600( confi g) #no logging console

c2600( confi g) #+z

c2600#configure terminal

Enter configuration comrands, one per line. End with CNTL/Z.

!-- Select FastEthernet 0/0 for the trunk configuration.
!-- No L2 or Layer 3 (L3) configuration is done here.

€c2600( confi g) #interface fastEthernet 0/0
€c2600(config-if)#no shut
€c2600(config-if)#exit

!-- Enable trunking on the sub-interface FastEthernet 0/0.1.
!-- The actual trunks are configured on the sub-interfaces.

€c2600( confi g) #interface fastEthernet 0/0.1

!-- Enter the trunking encapsulation as dotlqg.

!-- Make sure that the native VLAN matches across the link.
!-- On the switch, by default, the native VLAN is 1.

!-- On the router, configure VLAN]l as the native VLAN.

€c2600( confi g- subi f) #encapsul ati on dot1Q 1 ?
native Make this is native vlan

<cr>

€c2600( confi g-subi f) #encapsulation dot1Q 1 native

!-- On the switch, if you have a native VLAN other than VLANI,
!-- on the router, configure the same VLAN to be the native VLAN,
!-- by using the above command.

¥ :encapsulation dot1Q 1 native 1N > Ri&, Cisco I0OS/N\—2 3 21213)TTEMENEL 1=,

!-- Configure L3 information on the sub-interface 0/0.1.

€c2600(config-subif)#ip address 10.10.10.1 255.255.255.0
€c2600( confi g-subi f) #exit



!-- Enable trunking on the sub-interface FastEthernet 0/0.2.
!-- The actual trunks are configured on the sub-interfaces.
!-- Enter the trunking encapsulation as dotlg:

c2600( confi g) #int fastEthernet 0/0.2
€c2600( confi g-subi f) #encapsulation dot1Q 2

!-- Configure L3 information on the sub-interface 0/0.2.

€c2600( config-subif)#ip address 10.10.11.1 255.255.255.0
€c2600( confi g-subi f) #exit
c2600( confi g) #+z

!-- Remember to save the configuration.

c2600#write memory
Bui | di ng configuration..

[
c2600#

X CORENMEEL . workstation1 & workstation2 DB TIEFE ICpingZRITTBICE, T—I9 AT
AT AR T—RIIANELKBEChTVWAR L ZRABIDIHMENf HVUET,
workstation1®F 7 # )L TF— R DI A E10.10.111TH I DBEN H V). workstation2®F 7 # )L M
RJIAE10.10.10.1THRIHBENHVET,

c2600#show running-config
Bui | di ng configuration..

Current configuration:

!

version 12.1

service tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
!

host nane ¢2600

!

no | oggi ng consol e

enabl e password mnysecr et

p subnet-zero

i nterface FastEthernet0/0

no i p address
dupl ex auto



speed auto

I

interface FastEthernet0/0.1
encapsul ati on dotl1lg 1 native
i p address 10.10.10.1 255. 255.255.0
no ip redirects

I

interface FastEthernet0/0.2
encapsul ati on dot1q 2

i p address 10.10.11.1 255.255.255.0
no ip redirects

I

!

interface FastEthernet0/1
no i p address

shut down

dupl ex auto

speed auto

I

ip classless

no ip http server

I

I

I

line con O

transport input none

line aux O

line vty 0 4

password nysecr et

| ogin

!

no schedul er allocate

end

debug Y > R& show AV K
COEUYIADTR, REFBHEEBYCHELTLVD L ERRTEET,
CatalystA{ ¥ F T, RO REBAL TRREFS> N TEET,

- show interface {FastEthernet | GigabitEthernet}
« show vlan
« show vtp status

Cisco 2600/)L—& Tk, XWX RZFEALET,

« show ip route
» show interface

show N> RO HHI

Catalyst A Y F

show int {FastEthernet | GigabitEthernet}

COONY RER—PMNDEBRAT—RARXHERAT—RZAZBHIODEHICEALET, £,
RSOOMBITRAT A7 VLIANA —RL TWBR L Z2BRAITZEDICEFEALET, XAT
17 VLAN [, COR—KA"802.1Q RS F 2T E—RDFEIC, BTBLDORNT 71 v UH



ICEAEhET,

802.1QRZF U MFE., HAONY RBRDISICKRRLET,

3512x| #show int fastEthernet 0/1 switchport
Name: FaO/1

Swi t chport: Enabl ed

Admi ni strative node: trunk

Oper ati onal Mde: trunk

Adm ni strative Trunki ng Encapsul ati on: dot1q
Oper ational Trunking Encapsul ation: dot1q
Negoti ati on of Trunking: Disabled

Access Mbde VLAN: O ((Inactive))

Trunking Native Mode VLAN: 1 (default)
Trunki ng VLANs Enabl ed: ALL

Trunki ng VLANs Active: 1,2

Pruni ng VLANs Enabl ed: 2-1001

Priority for untagged franes: O
Override vlan tag priority: FALSE
Voi ce VLAN: none

show vlan

COOAXVRE, AVB=—TIAA (K= )FBEUEVLAN CELTWAR L ZHRBIH IO
ICEAEThET, COBITE, 128 —7 T4 AFa02IZFAVLAN2ICEL TVWE T, TOME
VLANT O X2)NTT,

3512x| #show vlan
VLAN Name St at us Ports

1 defaul t active Fa0O/ 3, FaO/4, Fa0O/5, FaO/6,
Fa0/ 7, FaO/8, FaO/9, Fa0O/10,
Fa0O/ 11, Fa0O/12, G 0/1, GO0/2

2 VLANOOO2 active Fa0/ 2
1002 fddi-default active
1003 token-ring-default active
1004 fddi net-default active
1005 trnet-default active

... (output suppressed)
show vtp status

COIXR Y Rk, AA Y FT®O VLAN trunking protocol ( VTP; VLAN RS> F >4 77O K1)
) RREZA DD LEHIFEALET, COHITIE, BEBE—RFEAENTVET, ELV VTP
T—REF, FALTVBRRYRND—OJDORNRAZICK>TEBYET,

3512x| #show vtp status

VTP Version T2
Configuration Revision 0

Maxi mum VLANs supported locally : 254

Nurmber of existing VLANs 6

VTP Operating Mde : Transparent
VTP Domai n Name :

VTP Pruni ng Mode . Disabl ed
VTP V2 Mode : Disabled

VTP Traps Ceneration . Disabl ed



MD5 di gest : OxC3 0x71 OxF9 0x77 0x2B OxAC 0x5C 0x97
Configuration |last nodified by 0.0.0.0 at 0-0-00 00: 00: 00

Cisco JL—&
show ip route

COONYREFE, L—RICREENTWVWBRH T AU R—TIAAICETBLIN—T 1T EHR%E
RUET,

c2600#show ip route
Codes: L - local, C- connected, S - static, R- RIP, M- nobile, B - BGP
D- EICGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S su- IS IS sumary, L1 - IS IS level-1, L2 - IS IS level-2
ia- IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, H- NHRP, | - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides fromPfR

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 6 subnets, 2 masks
10.10.10.0/24 is directly connected, fastEthernet0/0.1
10.10.10.1/32 is directly connected, fastEthernet0/0.1
10.10.11.0/24 is directly connected, fastEthernet0/0.2
10.10.11.1/32 is directly connected, fastEthernet0/0.2

show interface

oo

COONVRE, AVE—TIAADEBRAT —RAREHEAT R AZBRIOD-HICERL
T L= BAVB—TILAADAT—RADFE, ANV RERODKISICRRLET,

c2600#show interfaces fastEthernet 0/0.1
Fast Et hernet0/0.1 is up, line protocol is up
Hardware is AndFE, address is 0003.e36f.41e0 (bia 0003. e36f. 41e0)
Internet address is 10.10.10.1/24
MIU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ation 802.1Q Virtual LAN, Mlan ID 1.
ARP type: ARPA, ARP Tineout 04:00:00

c2600#show interfaces fastEthernet 0/0.2
Fast Et hernet0/0.2 is up, line protocol is up
Hardware is AndFE, address is 0003.e36f.41e0 (bia 0003. e36f. 41e0)
Internet address is 10.10.11.1/24
MIU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ation 802.1Q Virtual LAN, VMlan ID 2.
ARP type: ARPA, ARP Ti neout 04:00:00

BEEE ]
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