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CORFIXNTR, HTUAVNIKYREMRENDZIF 4T MEAES & T Microsoft
Active Directory ( AD ) THRIFEhZEURIHAED/NA T UIIRASLLBZ1T5 . Extensible
Authentication Protocol-Transport Layer Security ( EAP-TLS ) & & T Access Control
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CORFIXVNOERE, FEOFRARELCLHZTNARACETVWTEREhELEZ, DR
FAXRNTEATEZINTOTNARR, B (F7FI)N ) REOREASEBELTVET
o WRORY RD—IUNRBBHTHIBEICE. EOLRSIBANYRICDVTE, TOEEMN
BEEIODVTHRIEBL THEBENHVET,

REOE

RFIXDNREOFMIOVWTR, T2ROATIZHANT 1Y TAOREZEL 2ZRLTLE
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RIE

bRO

. 802.1x 7" > N : Cisco AnyConnect Secure Mobility Client Release 3.1.01065 ( NAM E
21—)L) ZEAL £ Windows 7

802X A—EUTAT—R 2960 RA YV TF

- 802.1x FREEH—/N : ACS UIU—R 5.4

- Microsoft AD #&& ACS : RX4 > 0> hO—3 : Windows 2008 Server

NROS O &4

- ACS : 192.168.10.152

- 2960 : 192.168.10.10 ( €0/0 : 7" A NEHT )
- DC-192.168.10.101

- Windows 7 : DHCP

70—

Windows 7 A7 —> 3 ICk. EAP-TLS XYY RTACS H—NZRBiATHH TV A RNELT
FEHEN%, AnyConnect NAM A1 2V AR—=)LENTVET, 802X ICAA Y FF, F—t>F
IT—RELTHEELET, 1I—HEBERF. ACSICKYBRIEEhET, RUS—FEEK, 8
E£® Common Name (CN ) [CESVWERUS—ZBALET, £, ACSIk, ADASI—H
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/c/ja_jp/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

ALY FORE

AAYFICE, BRI 74F2L—2328HUVERT, T7AI)LBTR, R—HNEREEVLAN
666ICHV KT, COVLANICR T IV EANFRENTVER T, I—HHAEFEEhD &, R—k
VLAN 'BREREETNEXT,

aaa authentication login default group radius |oca
aaa aut hentication dotlx default group radius

aaa aut horization network default group radius

dot 1x systemauth-contro

interface Ethernet0/0

swi tchport access vlan 666

swi tchport node access

i p device tracki ng maxi mum 10

dupl ex auto

authentication event fail action next-nmethod
authenti cation order dotlx nab

aut hentication port-control auto

dot 1x pae aut henti cator

end

radi us-server host 192.168.10.152 auth-port 1645 acct-port 1646 key cisco

REBA & O X4

EAP-TLS Tl&. fBAZK, Y7V AV NS RORIAHY—/NOBAATHRETT, ZOFE
OpenSSL o &k WAERE NAETEAEICESWVWTVET, Microsoft 3BEEF (CA) Ik, ¥RV D
— O THEANZBRILTEET,

1.CAZEKTRICIE, ROON RZAHDLEY,

openssl genrsa -des3 -out ca.key 1024

openssl req -new -key ca. key -out ca.csr

cp ca. key ca. key.org

openssl rsa -in ca.key.org -out ca.key

openssl x509 -req -days 365 -in ca.csr -signkey ca.key -out ca.crt

CARIBAZER. cact 77 M )NICHRTFENE T, BE (REEhEV ) F—EF, cakey 77
A1IWNICRTFENET,

22 R0 3 DOI1—HHES RV ACS DRIAZEZERLET, ChSEBFIXTCAILKYE
ZENET, CN=test1CN=test2CN=test3CN=acs54,%l_, Cisco ® CA ICL V) BZEh i 1
DDRAENERAIIV T NERLET,

openssl genrsa -des3 -out server.key 1024
openssl req -new -key server.key -out server.csr

cp server.key server.key.org
openssl rsa -in server.key.org -out server.key

openssl x509 -req -in server.csr -CA ca.crt -CAkey ca. key -CAcreateseri al
-out server.crt -days 365

openssl pkcsl2 -export -out server.pfx -inkey server.key -in server.crt
-certfile ca.crt

MEF¥—(F serverkey 77 1 I)LICRTFEh, FBAER servercrt 77 A LICREFEENET,
pkcs12 N—= 3 ik, serverpix 77 A IILICREENET,

3. BAIAE (px 774N ) &BATILIUYOLT, RXA4> A NO—-FICAVR—KNLE
T RXAY AV NO—F T, 3D2IXNTCDiAER. EHETEIIMAETHATNELRY F
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1. Active Directory 1—H'H RO E1—2N 5, [Users] 72 LR ICBEILET,
2. [View] XZ1—7»"5. [Advanced Features] ZiZRL £,



B Active Directory Users and Compulers =10] x|
File Action | View Help
| Active Dired  Large Jcons || Description |
4 _| Savedq  Small Icons Whudowane konto do ad...
= B4 dl_‘m't List Wyznaczeni administrator. ..
o - Bull & Detail Wyznaczeni administrator. ..
i ;j Ez Users, Contacts, Groups, and G — i W','ZI'IEIQEI'.II T:n:lmms?'atur. -
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L st User
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best2 Properties i |
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| dapsearch -h 192.168.10. 101 -D " CN=Admi ni strat or, CN=User s, DC=ci sco-t est, DC=coni -w
Adm npass -b "DC=ci sco-test, DC=cont

RIZ, test2 DERDHIZRLET,

# test2, Users, cisco-test.com

dn: CN=test?2, CN=Users, DC=ci sco-t est, DC=com

userCertificate:: M| CuDCCAi GgAWM BAgl JAP6cPWHhIME2y MAOGCSqGSI b3 DQEBBQUAMFYX Cz AJ
BgNVBAYTAI BMVMQmvCg YDVQQ DANNYXox Dz ANBgNVBAC MBI dhc nNhdz EMVIAo GAT UECgwDVEF DMQMC
g YDVQQL DANSQUNVK DDAKBgNVBAMVAT RBQz Ae FwOx Mz Az MDYx M Uz M daFwOx NDAzMDYxM UzM daMF

oxCz AJBgNVBAYTAl BMVQs wCQYDVQQ DAJ QTDEPMAOGAL UEBWWGS3J ha 293 MU WDAYDVQQKDAVDa XN
i bz ENVAS GA1 UEOMWEQR 9y ZTEOVAWGAL UEAWMMED GVz d DI wgZ8wDQYJ KoZI hvc NAQEBBQADg YOAM GJ

A0GBAMFQZywr GTQKL+Lel 190vNavCFSG2zt 2HGs8qGPr f / h304! | vU+tnN6aZzPdk Tdsj i uCeav8HYD
aRznaK1LURt 1PeG H cTgcGZ1MM Gpt i nz G+h234GrPU5S9k4XSVQ xARCDpMH8I BRIz OSWQL Xe+k R
i ZpXCA44eKOhewQ +yWo4bAgMVBAAG gYkwgYYwOwYDVROPBAQDAgG TwiVHe GA1 Ud J QRWMMA GCCs GAQU
FBWVBBggr Bg EFBQe DAg YKKwYBBAGCNwo DBAYL KwYBBAGCNWo DBAEGCCs GAQUFBWVBBggr BgEFBQyC
FQYKKwYBBAGCNwo DAQYKKWYBBAGCNX QCAQYJ KwYBBAGCNX UGBggr BgEFBQe DA ANBgkghki GOWOBA
QUFAAOBg QCUXWAgC Y LNBg EDTWH OWNMTFj Py ASKSDB76yVaZwr 11ch7eZi NSmCt H7Pn+VI Lagf 90
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1.2O7O7 74 ) 74 X, anyconnect-profileeditor-win-3.1.00495-k9.exe 4 ~ A ~—JL
LErT,

2. Network Access Manager Profile Editor ZFZ ., 3$EO7AO7 7ML ZZ/ELE T,

JLRBENERIXY NI)—VEERLET,

File Help
Metwork Access Manager : MNetworks
-:,-_:-’} dient Palcy ety
€0 Authentication Policy Profile: C:\1\profi.xml
ity Networks Network -
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Mame Meda Type Group*®
Add.,, |
" Edit.. |
Delete |
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@ Mever Remember
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" Users and identity Stores

o Mama. Jeet prafils 2

Deserption: |
Certificate Defmtion

Harme;

Frincipal Usernams X509 Attribute:
Ferfarm Einary Certificate Companson with Cenfficate rairieved from LOAP ar Acte Directany

@ = Requirzd fizlds

Cerlificats Authenlicalion Profile

2. Identity Store Sequence ZFREL £ T, hiF.

AL TAD ZEAL KT,

Cammon Mamsa ﬂvl

' Select

"7 Ugers and ldentiy Stores

& Mama: Isau

Description: |

Available

[ Password Based

Additional Attribute Retrieval Search List

An optional s2tof additional identity store s fram which atiributes will be refieved
Szlecled

Authentication Method List
Cerlificale Authanticalion Prafile
Carificate Based Iun profile 2 Salgel I

Irbarmal Hosls
Irternal Lsers
MAC Prodiler
win2k3

* Advanced Optlons
2 = Required fislds

kly L

A Jll
&

il
=

&, RADIUS Identity 7R 1) > —® Identity Source & L TERE N E T,



#_ Access Policies

El

|2 ndity

3.2 DRI —2RELET. BHOKUI—&. test! CEAEH, TOI—YDF
SEAEEBLET., 65— HFORUT—@, test2 LEAE A, VLAN2 7O7 7 (LT
FUEAEHFTLET,

Fier Stie o |waror Ewsls v Eniesw| e 6] v

Condiiors Razuks

O by HOZLotaion  TimcandDal: Comscund Candlizn Soathe izl an Prodlzs YE= 0
5O [: ] Lhkeed AR i Ceffizme DedomansSomman Hame squaks fosl] Dempfoosss [
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= Policy Elements
Si0l nition

- Users and ldentity Stores

dantity Groups

orization and Permissions > Nety :

rk Acoce:

s > Authorization Profies » Edit ™

juGeneral ]| Common Tasks;

ACLS

Downloadable ACL Name: | Motin Use | - I
Filter-ID ACL: Maotin Use [vl
Prowy ACL: Matin Use Ivl
Voice VLAN

Parmission to Join: [Motin Use | 5 I
VLAN

VLAN IDIName: Static (=] = value |2
Reauthentication

Reauthentication Timer; Matin Use Ivl
Maintain Connectivity during

Reauthentication;

aos

Input Policy Map: [Motin Use |'|
Output Policy Map: ‘Motin Use [vl
202.1X-REV

LinkSec Security Policy: Motin Use Ivl
URL Redirect

Whean a URL is defined for Redirect an ACL must also be defingd
URL for Redirect: Motin Use I'l'l
URL Redirect ACL:; [NotinUse [+ |

& = Requirad fields

Ll
O

Carificate Auth orities:

[= | maten it w| o=
Friendly Narme +  Explratizn Izsued To Izsued By Discription
Tac DE111611.2013  TAC TAC

5.ACS M Cisco ® CA lo &k V) BEE hBHE (HEDT7ORNINTHER ) EERB KT

A2VARM=ILET,



v MyWoksEans

Syen Acnnerabien = Conlguraon = Lol Sarier Cedfovies = Locsl Caicalse

r [41 Hebwnr ReROUTTES Local Cartflcaios

" a Uszrs and idenlity Etcres

v Gk Paliey Elamznls

Filler: | = | Malchar: - 4 -

- | Friendy Name + Issuad T wsuad By
v [ Brisss Polales
7] acsnsd acsfd T
MWeneceing and Fepats
- 5] i B ]  acssd acsid ARG

= Llgers
Auienticaion atings
Max Uzar Sasson Glokal Ssitings
Purgs Lisar Ssssions
= nparatinns
[istihutad Sysem Managaman
Software Hepostories
Schecul=d Bacwps
* Lucal Opealiors
= onfguralion
= Glokal Systern Cplons
TACACS Setings
EAF-TLS Satings
FEAR Sahings
w E&F-FART
Eatings
Gangranz SAL
SEA Becudl Fromos
= Dicicnanes
* Prolocls
w Idertity
= Local Samer Cerlificalss
‘Jutstanding Sianing Faqusesis

R

AnyConnect NAM A" fEFE NDE T, Windows 7 B 77U A RTRA T 147 8021x H—ER%&
TFAE—TINCTREEE2BBOLET. REFX7ATT7AIICEKY, 9FA4T 2 NIBED
AAEOBRNFAENET,

F

Walid Fromi
0832 22.00.20M3

1731 98.02.2013

Walld To (=xpratinn

03222003074

173918053013

———————!
Cisco AnyConnect
Cisce AnyConnect Secure Mobility Client
Choose certificate for the connection my configured
802, 1x profile:
festi@ = O ven
] Verify your netwark connection.
testd@ | e
Itestl@ -
sEED E?: I
Mo Metwaork Connectivity
Expiration Date: 2014-03-06 12:549: 24 UTC
Serial Number: FEQC3D6 IE131CDE3 ! Network:
Authenticating
my configured 802.1x profile
| ok || cancel |

Praodacal
EAF, Waragerert Inlerace

(1]

% - S

test2 SIFAEN FEAET B EE, A/ YTk, RBWWEE RADIUS BHEZZEFELET,
00: 02: 51: 9%OOT1X- 5- SUCCESS: Aut hentication successful for client

(0800. 277f.5f64) on Interface Et0/0

00: 02: 51: Y%AUTHMGR- 7- RESULT: Aut hentication result 'success' from'dot1x'

for client (0800.277f.5f64) on Interface Et0/0
Sw t ch#



00: 02: 51: %EPM 6- POLI CY_REQ | P=0.0.0. 0] MAC=0800. 277f . 5f 64|
AUDI TSESI D=COA80A0A00000001000215F0| AUTHTYPE=DOT1X|
EVENT=APPLY

SW t ch#show authentication sessions interface e0/0
Interface: Ethernet0/0
MAC Address: 0800.277f.5f64
| P Address: Unknown
User - Nane: test2
Status: Authz Success
Domai n:  DATA
Oper host mode:  singl e- host
Oper control dir: both
Aut horized By: Authentication Server
Vlan Policy: 2
Session timeout: NA
Idle tineout: NA
Common Session |ID: COAB80A0A00000001000215F0
Acct Session I D 0x00000005
Handl e: 0xE8000002

Runnabl e met hods i st:
Met hod State
dot 1x Aut hc Succes

VLAN2 REIHTShET, #0 RADIUS BMZ ACS ORI7AO77ALICEMTERT

( Advanced Access Control List £/ FBRHAIZM/ N —1B% & ),

RIZ, ACSmAJZRLET,



12813 Extracted TLS Certificate\erify message.
12804 Extracted TLS Finished message.
12801 Prepared TLS ChangeCipherSpec message.
12802 Prepared TLS Finished message.
12816 TLS handshake succeeded.
12509 EAP-TLS full handshake finished successfully
12505 Prepared EAP-Request with another EAP-TLS challenge
11006 Returned RADIUS Access-Challenge
11001 Received RADIUS Access-Request
11018 RADIUS is re-using an existing session
12504 Extracted EAP-Response containing EAP-TLS challenge-response
juati . i
15006 Matched Default Rule
24432 Looking up user in Active Directory - test2
24416 User's Groups retrieval from Active Directory succeeded
24469 The user certificate was retrieved from Active Directory successfully.
22054 Binary comparison of certificates succeeded.
22037 Authentication Passed
22023 Proceed to attribute retrieval
22038 Skipping the next IDStore for attribute retrieval because it is the one we authenticated against
22016 |dentity sequence completed iterating the IDStores
Evaluating Group Mapping Policy
12506 EAP-TLS authentication succeeded
11503 Prepared EAP-Success
i . B i
15042 Mo rule was matched
Evaluating Authorization Pelicy
15004 Matched rule
15016 Selected Authorization Profile - vian2
22065 Max sessions policy passed

22064 New accounting session created in Session cache
11002 Returned RADIUS Access-Accept

NZ7ILZa—b

ACS T D37 R E

REFTDAEEM D H S I 5— : ACS Active Directory DRE LS —



12504 Extracted EAP-Response containing EAP-TLS challenge-response
12571 ACS will continue to CRL verification if it is configured for specific CA
12571 ACS will continue to CRL verification if it is configured for specific CA
12811 Extracted TLS Certificate message containing client certificate.
12812 Extracted TLS ClientkeyExchange message.

12813 Extracted TLS CertificateVerify message.

12804 Extracted TLS Finished message.

12801 Prepared TLS ChangeCipherSpec message.

12802 Prepared TLS Finished message.

12816 TLS handshake succeeded.

12508 EAP-TLS full handshake finished successfully

12505 Prepared EAP-Request with another EAP-TLS challenge

11006 Returned RADIUS Access-Challenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12504 Extracted EAP-Response containing EAP-TLS challenge-response
Evaluating Identity Paolicy

150068 Matched Default Rule

24432 Looking up user in Active Directory - testl

24416 User's Groups retrieval from Active Directory succeeded

24463 Internal error in the ACS Active Directory

22059 The advanced option that is configured for process failure is used.

22062 The 'Drop' advanced option is configured in case of a failed authentication request.

FEEA#Y AD DC THREH LT/N1 > REhEW

REFTDUREM D H ST Z— : Active Directory A 5 1—HIIAEZZETEETFEATL I,



12571 ACS wall continua to CRL verfication if it 15 cenfigured for spacific CA

12811 Extracted TLS Certificate message containing client certifcate.

12812 Extracted TLS ClientKeyExchange message.
12813 Extracted TLS Certificatevenfy message.
12808 Extracted TLS Finished message.

12801 Frepared TLS ChangeCipherSpec message.

12802 Prepared TLS Finished message.

12816 TLS handshake succeedad.

12508 EAP-TLS full handshzke finished successfully

12505 Preparsd EAP-Request with ancther EAR-TLS challenge
11006 Feitumed FADIUS Access-Challenge

11001 Received RADILS Access-Request

L1018 BADIUS 15 re-using an existing session

12504 Extracted EAP-Respoense containing EAP-TLS challenge-response

Evaluating Idenzity Pelicy

15006 Matched Defsult Rule

24437 Looking up user in Active Directory - test?

24416 User's Groups retrieval from Active Directory succeeded

24100 Some of the expected attributes are not found on the subject record. The default waluss, i configured, will be used for these sttrbutes

#4468 Failed to retrieve the user certificate frem Active Directory.

22048 Binary comparison of certificates failed

22057 The advanced option that is configurad for a failed authentication requast is used,

22061 The 'Beject' advanced option is configured in case of a failed authentication regquest,
12507 EAPR-TLS authentication failed

11504 Prepared EAP-Failure

11003 Retumed FADILS Access-RAeject

NAM ZO7 7P AL ILDARAEIAX
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REZFEAL TR TOIAET, RIC, I-FHRASZRMHEL.
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E*‘. AnyConnect Profile Editor - Metwork Access Manager

File Help

| Metwark Access Manager
! {,’é} Chent Policy
Authentication Policy
i Metwarks

L

. Mefwork Groups

[Machine Authentication] & & TF [User Authentication] X 7 A* S 1@ Bl O 5835 %=

Networks
Profile: C:\1\profi.xml

Metwark Connection Type
~1 Machine Connection

This should be wsed if the end station should log onto the nebwork before the user logs in.
Thig iz typically used for connecling to domains, ta get GPO's and ather updates fram the
network before the user has acoess.

User Connectan

The user cormection should be wsed when a machine connection is not nacessary, A user
connechon wil make the network avallable after the wsar has logged on.

@) Madhine and User Connection

Thig type of connectian wil be made autamaticaly when the machine boots. Tt wil then be
brought down, and back up agan with different credentials when the user logs in.

1 —

axX AE

Media Type
Sequrity Leve
Connection Ty
Machine Autl
Credentials
User Auth
Credentials

TEET,
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//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/user/guide/eap_pap_phase.html
//www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect30/administration/guide/ac04namconfig.html
https://supportforums.cisco.com/docs/DOC-23117
https://supportforums.cisco.com/docs/DOC-23117
//www.cisco.com/en/US/support/index.html
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