Cisco IOS XRB K UBGPTH/NAMTUTFT 1 AH
JARVIOY:

&

z

HEH

TCP PMTUD& & O'TCP MSS

>+ : TCP PMTUDA X

F7 ) s OMTUE® F A

F7 AN NUAOMTUERER - 7T 1 7TCPET

TF7 2NN OMTUEDER - /NY S TTCPET
TCPAZ>a> DR -XRPIT47

TCPAZ > a> R : XRNY ST
EEEHENATVEVWTCPET
BEEEHENTVEVTCPET —-TCPAZ'S 3> O FEH(MD5)
BEEEHENTVWEVTCPET : NAEIT X ROIP MTUA hE WV
>+ )7 : TCP PMTUDE R

PMTUD® E 31t

PMTUD : NAtET X2 RDIP MTUA /M & L
PMTUD:TCPZ#7'< 3 > (MD5)

PMTUD - 75 v J7R—)LtH

BE

CORFIXBNTIEE, Cisco IOS® XRF /N4 ADTransmission Control Protocol(TCP)Path
Maximum Transmission Unit(MTU)Discovery(PMTUD)IC D WTEHBAL £9,

HRHH

PMTUDXAZ XA, 2DDKRARNBONALEDEZTETSIXAYTF—2a 2 E#REBELE
BRDA VA=Y RZ7ORINIPNT Y MY A XBERELEDSELET, IS NIEE/N
AMTUEEEEE N, FERY T7OMTUENDR/MEEZELLSBZY FT, BHREEEFEITZHEEICNA
MTUZ2ZET2E, XY RND—VBRBERARISFERAL, 739 X0F7F—2a e EiEnERen
BTEET, PMTUDDOHEH & EE(F. PMTUDDOEMER R L ICBASHICT R IOSA T N0
RILELTR—BF—5—RNDJIT47ORINBCP)EFEAL T, SEXETEHIFUFICOES
TEAESNET,

2

TCP PMTUD& &K TOFTCP MSS

TCPE. O—ALOBREI XY ML AMSS)ICEEEE522-HICPMTUDDERZEAL &
T, D2FY, BHENE/NAMTUICEWICERSLEST, LEN 2T, PMTUDICEBITT S HEIIC,
TCPRAET X M4 X(MSS)Z REICHEREL, TOEKRETOENEZERTEET,



RFC879MMSSD TN ERIHE2TMSSA T I NEERF., KOLKDICERTEET, IPAY
R—AT23a>OBRVPTF—RITSATEEENBDTCPAY A —AT>a>nRVTCPEI X
RT., COTCPA7 >3 DIXEBNSETEDTF—EAITY NOEBARE,

W< DA QBRIEEESHICL, EEELCT RNARAERHETS1%, RFC6691 k. MSSEDET
HERERLTLET,

TCPMSSHA /> avVICEb2EERFTETIHE. MTUEREBEEIPBXRTFTCPAY A —DH A4 X
Fh&E< L, IPEERTCPAT>a > u#EEBLTPEKLAVTLSEEY, FiZ, ZEAIF. &
BEITB2NTY NCEENBIPELRKTCPA T3> %#EZEBL T, TCPF—AREE<THHEN
HYET,

MSS 7z ESE (L. FRouting Configuration Guide for Cisco ASR 9000 Series Routers, 10S
XR Release 6.7.xg " SHHTEE T,

MSSlE, 12D 7T X ML TVWEVWTCPEI X MTOVEI—RFREEFBET/NM A

NEETEZIBRDTF—RETT, IXNTOTCPEYZaEF, 120O/NT Y NTEETES/NA
REDFHIRICK > THIBENET, COHIEREMSSTT, TCPIE. N7 Y NZEIPBIZETHIIC,

EEFI1—RHNOFYOICNTY NE2DEILET,

TCPMSSfEE, 412 —7 I 4 AOMTUICKRELET, MTURL, 1204 AR AT7ORN]
WK 2 TREETEDT—ENDEARTT., BRKTCPNTY NRIEF, REXT/NAAOREA >
B—T7IAAODMTUE, TCPEY N7 Y 7 7OEARICBETFNA ALK 2TTFIVAEhi-
MSSOMAIZEL 2 TREENET, MSSHAMTUIZIEWIFE ., BGPX Y E—S MEREN &K V) Zh=R
WICBEYEST, F—R2T70—0FHEIE. BEDMSSEZFEATEERT,

BEDTCPEY >3 OMSSICDWVWTTCPHAERINEERMATIA, EDLSICHEEZNZD
TL&SD?

RFCS87TICE DK F7 A MEICIE, ROEENHVYET, FANE, BEFRAMNNKELZET—
BRITLEZITANDEBI TETCVDEEREOABN BVRY, 5764 0Ty N EEZ S
F—RISLBREETEELA, TCPERAEIX ML AXRIPERARTF—RISLY A AN S
40%5|V\VH{ETT,

T7 AN RNDIPTF—R TS LOHERYT 1 XE576TT,
T7 AL RNOTCPEAEIT X2 M4 XF536TT,

_hik, 576/N1 hDIPMTUEZZEZERBL & T, 1L, EEOIPMTUEZERTH L, TCP
MSSOFERFRAXDISICENTEEXRT,

-TOTA4TET :SYNNTY NEFERAL THHMSSESHEL, EELET,
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M N | PMTU - si zeof (mi ni mum TCPHDR) - si zeof (m nimum | PHDR) , Received MSS val ue]
Wher e,

si zeof (m ni num TCPHDR) = 20 bytes.

si zeof (m ni mum | PHDR) = 20 bytes.

Recei ved MSS val ue = MsSS val ue received with Active Peer TCP SYN

MSSHA 2 a3 EICETZXOI—a > EdERA, &/ — REFLEBOEEREL,
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: ACTIVE | PASSIVE

PMTUD | Scenarios P MTU P MTU MSS
'. Using default MTU values 1500 1500 1460

Using non-default MTU value — Active TCP peer 4460 1500 1460

Using non-default MTU value — Passive TCP peer 1500 4460 1460

Disabled | Using TCP Options (MD5) — XR Active 1500 1500 1436
Using TCP Options (MD5) — XR Passive 1500 1500 1460

| TCP peers not directly connected 1500 1500 1240

| TCP peers not directly connected — Using TCP Options (MD5) 1500 1500 1216

'. Enabling TCP PMTUD 1500 1500 1460

Enabled | PMTUD in action — Path segment has lower MTU 1500 1500 1460
PMTUD in action — TCP Options (MD5) 1500 1500 1436
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I — As seen on R6 — ACTI VE

RP/ 0/ 0/ CPUO: R6#show i nterfaces gigabitEthernet 0/0/0/0
Fri Jan 8 09:35:48.553 UTC

G gabi t Et hernet0/0/0/0 is up,
Interface state transitions: 1
Hardware is G gabitEthernet, address is fal6.3e85.3dc2 (bia fal6.3e85. 3dc?2)
Internet address is 10.5.6.6/30

MTU 1514 bytes, BW 1000000 Kbit ( Max:
<sni p>

line protocol is up

1000000 Kbit)

RP/ 0/ 0/ CPUO: R6#show tcp bri ef

Fri Jan 8 09:36:22.491 UTC

PCB VRF- | D Recv- Q Send-Q Local Address Forei gn Address State
<sni p>

0x121649f ¢ 0x60000000 0 0 10.5.6.6:24454 10.5.6.5:179 ESTAB
<sni p>

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x121649fc
Fri Jan 8 09:37:00.888 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O

Established at Fri Jan 8 09:28:28 2021

PCB 0x121649fc, SO 0x121561b8, TCPCB 0x12156f64, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 78
Local host: 10.5.6.6, Local port: 24454 (Local App PID: 1011918)



Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 13 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 10 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3757770712 snduna: 3757770960 sndnxt: 3757770960
sndmax: 3757770960 sndwnd: 32574 sndcwnd: 4380
irs: 1072103647 rcvnxt: 1072103895 rcvwnd: 32593 rcvadv: 1072136488

SRTT: 155 ms, RTTO 540 ns, RTV: 385 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 50 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R6
R5ICRTRENDTCPEY >3 O : Nv>T

! — As seen on R5 — PASSI VE

RP/ 0/ 0/ CPUO: R5#show i nterfaces gigabitEthernet 0/0/0/0

Fri Jan 8 09:33:04.564 UTC

G gabi t Ethernet0/0/0/0 is up, line protocol is up

Interface state transitions: 1

Hardware is G gabitEthernet, address is fal6.3ead.518f (bia fal6. 3ead.518f)
Internet address is 10.5.6.5/30

MTU 1514 bytes, BW 1000000 Kbit (Max: 1000000 Kbit)



<sni p>

RP/ 0/ 0/ CPUO: R5#show tcp bri ef
Fri Jan 8 09:33:53.221 UTC

PCB VRF-1 D Recv- Q Send- Q Local Address For ei gn Address
<sni p>

0x12155884 0x60000000 0 0 10.5.6.5:179 10. 5. 6. 6: 24454
<sni p>

RP/ 0/ 0/ CPUO: R5#show tcp detail pcb 0x12155884
Fri Jan 8 09:34:47.317 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 09:28:29 2021

PCB 0x12155884, SO 0x1215568c, TCPCB 0x12155a54, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 78

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 24454

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 9 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 9 7 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1072103647 snduna: 1072103857 sndnxt: 1072103857
sndmax: 1072103857 sndwnd: 32631 sndcwnd: 4380
irs: 3757770712 rcvnxt: 3757770922 rcvwnd: 32612 rcvadv: 3757803534

SRTT: 47 nms, RTTO 300 ns, RTV: 170 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 219 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nformati on:

St at e

ESTAB



#PDU s in buffer: O
FI B Lookup Cache: |FH: 0x40
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R5#
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REICED2TEDEDICTOLNBAICEFELTLEET Y, SO FUFADOTCP MSSEHEIX., XD

ROICENTEXRT,

-R6EFT7 FIL NEAADIP MTU 4460/N14 R E2EHALE T

- TCPNAMTUT A AANVBEF 72 ) NTEMICE>TVWET

. TCPE T A EEEREE h T\ % R6IGBGPERAZEE L £ TR6IESYNE4420/N 1 NDMSST
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. MSS#1460/Y 1 k ®ACK [Received MSS;d— L #EIMSS]ZEMSS 4420/N1 ~, O—
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R6A SiEfEE 1ul=TCP SYN:

I — TCP SYN sourced from R6

140 1598. 150521

10.5. 6.

6

W n=16384 Len=0 MSS=4420 W5=1

Frane 140: 62 bytes on wire (496 bits),
fa:16: 3e:85:3d:c2 (fa:16:3e:85:3d:c2),

Et hernet |1, Src:
(fa:16: 3e: ad: 51: 8f)
I nternet Protocol Version 4,

Transm ssion Control Protocol,

Source Port: 35502
Destination Port:
[Stream i ndex: 6]

[ TCP Segment Len: 0]
Sequence numnber: 0
Acknow edgrent numnber:
Header Length: 28 bytes
Fl ags: 0x002 ( SYN)
W ndow si ze val ue:

179

0

16384

Src:
Src Port:

10. 5.

10.5.6.6, Dst:

6.5

(rel ative sequence nunber)

TCP

62

Dst: fa:16:

10.5.6.5
35502, Dst Port:

179, Seq:

35502 179 [SYN] Seq=0

62 bytes captured (496 bits) on interface O

3e: ad: 51: 8f

0, Len: O



[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x219d [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 4420 bytes
Ki nd: Maxi mum Segrment Si ze (2)
Length: 4
MSS Value: 4420
W ndow scale: 0 (rmultiply by 1)
End of Option List (EQL)

TCP SYN, R54'SACK:

I — TCP SYN, ACK sourced fromR5

141 1598. 154866 10.5.6.5 10.5.6.6 TCP 62 179 35502 [ SYN, ACK] Seq=0
Ack=1 Wn=16384 Len=0 MsSS=1460 W6=1

Franme 141: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet Il, Src: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f), Dst: fa:16: 3e:85:3d:c2
(fa:16: 3e: 85:3d: c2)
Internet Protocol Version 4, Src: 10.5.6.5, Dst: 10.5.6.6
Transm ssion Control Protocol, Src Port: 179, Dst Port: 35502, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 35502
[ Stream i ndex: 6]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum O0xe2b4 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segment size: 1460 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (nmultiply by 1)
End of Option List (EQL)

REICKRTENDTCPEY > 3> OFM - ACTIVE:

I - as seen on R6 — Active

RP/ 0/ 0/ CPUO: R6#show i nterfaces gigabitEthernet 0/0/0/0
Fri Jan 8 09:46:54.138 UTC
G gabit Et hernet0/0/0/0 is up, line protocol is up
Interface state transitions: 1
Hardware is G gabitEthernet, address is fal6.3e85.3dc2 (bia fal6.3e85.3dc2)
Internet address is 10.5.6.6/30
MTU 4474 bytes, BW 1000000 Kbit (Max: 1000000 Kbit)
<sni p>

RP/ 0/ 0/ CPUO: Ré#show tcp detail pcb 0x1215761c
Fri Jan 8 09:56:25.819 UTC

Connection state is ESTAB, |/O status: 0, socket status: O



Established at Fri Jan 8 09:51:46 2021

PCB 0x1215761c, SO 0x12156f64, TCPCB 0x1216419c, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash i ndex: 886

Local host: 10.5.6.6, Local port: 35502 (Local App PID: 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 9 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 6 5 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 764231407 snduna: 764231579 sndnxt: 764231579
sndmax: 764231579 sndwnd: 32650 sndcwnd: 4380
irs: 2712512697 rcvnxt: 2712512869 rcvwnd: 32669 rcvadv: 2712545538

SRTT: 31 ns, RTTO 300 ns, RTV: 130 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 50 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 4420, max MSS 4420

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R6#
R5ICRTRENDTCPEY >3 O : Nv>T

I - as seen on R5 - Passive

RP/ 0/ 0/ CPUO: R5#show tcp detail pcb 0x12155a98
Fri Jan 8 09:55:18.193 UTC



Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 09:51:47 2021

PCB 0x12155a98, SO 0x12153eal0, TCPCB 0x12154e18, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash i ndex: 886

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 35502

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 6 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 6 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2712512697 snduna: 2712512850 sndnxt: 2712512850
sndmax: 2712512850 sndwnd: 32688 sndcwnd: 4380
irs: 764231407 rcvnxt: 764231560 rcvwnd: 32669 rcvadv: 764264229

SRTT: 107 ms, RTTO 538 ns, RTV: 431 ns, KRTT: 0 ns
m nRTT: 29 ns, maxRIT: 219 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 4420, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O

Ti mestanp option: recent 0, recent age 0, |last ACK sent O

Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R5#

F7 # ) NEAAOMTUEGOER : Ny 7TCPEF



4 ) 4 I

LoO T AS65005 AS65006 T LoO

192.168.0.5/32 192.168.0.6/32

GEO0/0/0/0 GEO0/0/0/0
IP MTU 4460 IP MTU 1500
u 10.5.6.5/30 10.5.6.&‘30~

R5 “+---1-=--==- -—-—— R6

\ / eBGP \ /

ARXR=D23: NYIVTETRF7AILNAAOMTUEZFRALET,

TNTERLUeBGPYFUATEN., NYZTTCPETRSN T 7 4 NUADIP MTUTEREE 1
 FOTATJTCPETR6HA T 7L MDIP MTUBETREENMTVET, BIOT U FEBKIC
NV TETREICK D TMSSEN BIRENDFEEXELET, COFUFTOTCP
MSSOEHEIE, XOLSICEYNTEET,

- R5EF7 # )L NELAADIP MTU 4460/N1 R ZFERALET
- TCPINAMTUF A AANV BT 7 AN TEIMICE>TVET
- TCPET7HNEEEFET N TV S R6IEBGPERZEE L £ ITR61E1460/V1 N DMSSTSYNZ
BEELET 1500 (412 —7 I 4 AIPMTU) ~ 20(minTCP_H) ~ 20(minIP_H)R5(&SYN%
EEL., MSSH1460/N 1 N MACK [Received MSS;d—AJL#EIMSS]ZEMSS 1460/% 1 b~
o O—NILAIHIMSS 4420/)N1 R/ OMSSEATHEOET TCHEAShET
R6D SIEEE N/=TCP SYN:

I — TCP SYN sourced fromR6

237 2696. 666481 10.5.6.6 10.5.6.5 TCP 62 47007 179 [SYN] Seqg=0
W n=16384 Len=0 MSsS=1460 W5=1

Frane 237: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet |1, Src: fa:16:3e:85:3d:c2 (fa:16:3e:85:3d:c2), Dst: fa:1l6:3e: ad: 51: 8f
(fa:16: 3e: ad: 51: 8f)
Internet Protocol Version 4, Src: 10.5.6.6, Dst: 10.5.6.5
Transm ssion Control Protocol, Src Port: 47007, Dst Port: 179, Seq: 0, Len: O

Source Port: 47007

Destination Port: 179

[ Stream i ndex: 10]

[ TCP Segment Len: 0]

Sequence numnber: 0 (rel ative sequence nunber)

Acknow edgment number: O

Header Length: 28 bytes

Fl ags: 0x002 (SYN)

W ndow si ze val ue: 16384

[ Cal cul ated wi ndow si ze: 16384]

Checksum 0x2025 [unveri fied]

[ Checksum St atus: Unverified]

Urgent pointer: O

Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)

Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segnent Si ze (2)
Length: 4



MSS Value: 1460
W ndow scale: 0 (rmultiply by 1)
End of Option List (EQL)

TCP SYN, R54'SACK:

I — TCP SYN, ACK sourced fromR5

238 2696. 702792 10.5.6.5 10.5.6.6 TCP 62 179 47007 [ SYN, ACK] Seq=0
Ack=1 Wn=16384 Len=0 MssS=1460 W6=1

Franme 238: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet II, Src: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f), Dst: fa:16: 3e:85:3d:c2
(fa:16: 3e: 85:3d: c2)
Internet Protocol Version 4, Src: 10.5.6.5, Dst: 10.5.6.6
Transm ssion Control Protocol, Src Port: 179, Dst Port: 47007, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 47007
[ Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x7078 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segment size: 1460 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (nmultiply by 1)
End of Option List (EQL)

REICKRTENDTCPEY > 3> OFM - ACTIVE:

I - as seen on R6 - Active

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1215761c
Fri Jan 8 10:15:20.351 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 10:10:04 2021

PCB 0x1215761c, SO 0x12162aac, TCPCB 0x12156f 64, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 103

Local host: 10.5.6.6, Local port: 47007 (Local App PID: 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 10 1 0
SendWhd 0 0 0
Ti meV\i t 0 0 0
AckHol d 7 5 0
KeepAl i ve 1 0 0



Pt uAger 0 0 0
G velp
Throttle 0 0 0

o
o
o

iss: 3949093168 snduna: 3949093359 sndnxt: 3949093359
sndmax: 3949093359 sndwnd: 32631 sndcwnd: 4380
irs: 54439005 rcvnxt: 54439196 rcvwnd: 32650 rcvadv: 54471846

SRTT: 75 ns, RTTO 459 ns, RTV: 384 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 50 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O

Ti mestanp option: recent 0, recent age 0, |last ACK sent O

Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R6#
R5ICRTRENDTCPEY a3 DM : Nv>T

I - as seen on R5 - Passive

RP/ 0/ 0/ CPUO: R5#show i nterfaces gigabitEthernet 0/0/0/0
Fri Jan 8 10:10:39.110 UTC
G gabi t Ethernet0/0/0/0 is up, line protocol is up
Interface state transitions: 1
Hardware is G gabitEthernet, address is fal6.3ead.518f (bia fal6.3ead.518f)
Internet address is 10.5.6.5/30
MTU 4474 bytes, BW 1000000 Kbit (Max: 1000000 Kbit)
<sni p>

RP/ 0/ 0/ CPUO: R5#show tcp detail pcb 0x121550fc
Fri Jan 8 10:14:20.105 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 10:10:05 2021

PCB 0x121550fc, SO 0x12154e18, TCPCB 0x12154304, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 103

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Forei gn host: 10.5.6.6, Foreign port: 47007



Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 7 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 7 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 54439005 snduna: 54439177 sndnxt: 54439177
sndmax: 54439177 sndwnd: 32669 sndcwnd: 4380
irs: 3949093168 rcvnxt: 3949093340 rcvwnd: 32650 rcvadv: 3949125990

SRTT: 117 ms, RTTO 570 ns, RTV: 453 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 4420, max MSS 4420

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R5#

TCPA7>a> OER -XRF 9747

CHORFIXNTHIRLEKRSIZ, TCPA 7S 3> (TCP MD5, TCP selective-ack, TCP
timestamps’x &) EMA L, MSSHEICEENZBM/NA NZEAND -, MSSHEICFKEL
£9,

COEIVIIAVERODBENE., TCPA7>aVABFRETIHEIETICL > TITHNBIMSSHE

ERPTHLTT, Bl LTTCP MDSRIEA 7S 3> 2 FALET. RICRT &SI,
24DBRIFUAERBRL T EE L,


https://datatracker.ietf.org/doc/html/rfc2385
https://datatracker.ietf.org/doc/html/rfc2018
https://datatracker.ietf.org/doc/html/rfc7323
https://datatracker.ietf.org/doc/html/rfc7323
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R5 -+ ---1------ - R6

jBGF’ +TCP MESK

K2.4:TCPA 7> a>OEHRAMDS) -XRF V7T 147,

o J

CHDIFIATIR., AAOETHAF7AILNDIPMTUEZFERL TEEELGKE N, ET7R6N
TCPOT7 O T 1473 &EEZREZLET, TTICTCP MDSEREINRELEFEAZHRLABEL TWVWS 0,
F—=N—AY RAFEMLULET, CORFEDSFIUAFTHOTCP MSSOFTER, XOKLSICEHNTE
x99,

CHEAED/— RAM1500/84 ROFT7 2L NP MTUEBERALET
- TCPNAMTUT A AANVBEF 72 NTEMICE>TVERT
- TCPET N EEELKEAhTVS
. TCP MD5ZBEEA A D ./ — RTHEMIZAE > TV R6IXBCPIERE S E L = TR6(E1436/V 1
NOMSSTSYNERXELET 1500 (4> R —7 T A AIPMTU ) - 20(minTCP_H) -
20(minlP_H) - 24/X4 ~ (10S XR TCPA 7> 3> #—/\—AY K ) R5ESYNEHEEL .
MSS#1436/Y 1 K MACK [Received MSS;d— L #EIMSS]ZEMSS 1436/51 ko O—7
JLHIEIMSS 1460/ 1 R R/NOMSSEATLEDE T THEREhET
EMHSHHAB&SIC, Cisco I0S XROBEEIE, REC 879# & U'RFC 6691 B 8- L L T L
FtH A, RFC6691TlE, TCPA 7S 3V IEMSSHETEEBET MBI NETREHY EFH A,

tecpAY A —RIZCE T2 RDBER D Cisco I0OS XR7 A~ M&. Cisco Bug ID CSCvf20166:

"(.) XRA'BGPEHEZBIET B, BGPRET YT Y REERL. RICMDSEREYT Y AT
AERELET, <l &kVtcp option header length = 241”7 t), #HIMSSIX1500-4 -2 =
14336Ic BV £F, ChFETICREE N, ET7Emin(1436, 1460) = 1436.(.)EEAL £,

R6A SIEFEE NIZTCP SYN:

I — TCP SYN sourced fromR6

430 5775. 839420 10.5.6.6 TCP 82

W n=16384 Len=0 MSsS=1436 W5=1

10.5.6.5 24785 179 [SYN] Seq=0

Frane 430: 82 bytes on wire (656 bits),
Ethernet II, Src: fa:16:3e:85:3d:c2 (fa:16:3e:85:3d:c2),
(fa:16: 3e: ad: 51: 8f)
Internet Protocol Version 4, Src:
Transm ssion Control Protocol, Src Port:
Source Port: 24785
Destination Port:
[ Stream i ndex: 14]

82 bytes captured (656 bits) on interface O
Dst: fa:16:3e:ad: 51: 8f

10.5.6.6, Dst: 10.5.6.5

24785, Dst Port: 179, Seq: 0, Len: O

179


https://datatracker.ietf.org/doc/html/rfc879
https://datatracker.ietf.org/doc/html/rfc6691
https://datatracker.ietf.org/doc/html/rfc6691
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf20166

[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: O
Header Length: 48 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0xd62b [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi num segnent size, Wndow scal e, No-Operation (NOP), TCP MD5
signature, End of Option List (EQL)
Maxi mum segnent size: 1436 bytes
Ki nd: Maxi mum Segment Si ze (2)
Length: 4
MSS Value: 1436
W ndow scale: 0 (rmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signhature
End of Option List (EQL)

TCP SYN, R54'SACK:

I — TCP SYN, ACK sourced fromR5

431 5775. 845744 10.5.6.5 10.5.6.6 TCP 82 179 24785 [ SYN, ACK] Seq=0
Ack=1 Wn=16384 Len=0 MssS=1436 \W6=1

Franme 431: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0
Ethernet II, Src: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f), Dst: fa:16: 3e: 85:3d:c2
(fa:16: 3e: 85:3d: c2)
Internet Protocol Version 4, Src: 10.5.6.5, Dst: 10.5.6.6
Transm ssion Control Protocol, Src Port: 179, Dst Port: 24785, Seq: 0, Ack: 1, Len: O
Source Port: 179
Destination Port: 24785
[Stream i ndex: 14]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 48 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0xe83d [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi mum segnent size, Wndow scal e, No-Qperation (NOP), TCP MD5
signature, End of Option List (EQL)
Maxi mum segment size: 1436 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1436
W ndow scale: 0 (nmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signature
End of Option List (EQL)

REICKRTENDTCPEY > 3> OFM - ACTIVE:

I - as seen on R6 — Active

RP/ 0/ 0/ CPUO: Ré#show tcp detail pcb 0x1215761c



Fri Jan 8 11:14:13.599 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 11:01:21 2021

PCB 0x1215761c, SO 0x1216419c, TCPCB 0x121649fc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash i ndex: 409

Local host: 10.5.6.6, Local port: 24785 (Local App PID: 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 17 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 14 13 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1379482495 snduna: 1379482819 sndnxt: 1379482819
sndmax: 1379482819 sndwnd: 32498 sndcwnd: 4308
irs: 3750694052 rcvnxt: 3750694376 rcvwnd: 32517 rcvadv: 3750726893

SRTT: 55 ns, RTTO 300 ns, RTV: 176 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 259 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 50 secs

State flags: none
Feature flags: MD5, Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1436, peer MSS 1436, min MSS 1436, max MSS 1436

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R6#
R5ICRTRENDTCPEY a3 DM : Nv>T

I - as seen on R5 — Passive



RP/ 0/ 0/ CPUO: R5#show tcp detail pcb 0x12155d04
Fri Jan 8 11:12:51.984 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 11:01:22 2021

PCB 0x12155d04, SO 0x12154e18, TCPCB 0x12154304, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash i ndex: 409

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 24785

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 14 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 14 3 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3750694052 snduna: 3750694357 sndnxt: 3750694357

sndmax: 3750694357 sndwnd: 32536 sndcwnd: 4308

irs: 1379482495 rcvnxt: 1379482800 rcvwnd: 32517 rcvadv: 1379515317
SRTT: 181 ns, RTTO 443 nms, RTV: 262 ns, KRTT: 0 ns

m nRTT: 29 ns, maxRIT: 219 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: MD5, Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1436, peer MSS 1436, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R5#
fLOTCPAT'> IV TERKOBEN BETEXR T, COFATVIVERETDE, F—N—A
Y RAEML ., Cisco IOS XRTOMSSOFEICHENRVET, TCPRA LARAR T ETCPER
MBS ESELL A7 S 3 FREENTVRBEOMSSOFEZNELTZIEL T U FER



Dl EIREL TS EE L,

R6(ACTIVE) TR RE hATCPEY > 3> QM. TCPA T3> DR LARRY T EBRHT v
DATAVNBREETNTVET,

I - as seen on R6 — Active
! -- tcp timestamp configured
! -- 12 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539c844
<sni p>

Feature flags: Tinestanmp, Wn Scale, Nagle
Request flags: Tinestanmp, Wn Scal e

Datagrams (in bytes): MSS 1448, peer MSS 1448, min MSS 1448, max MSS 1448
<sni p>

I - as seen on R6 — Active
! -- tcp selective-ack configured
! -- 36 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539df 38
<sni p>

Feature flags: Sack, Wn Scal e, Nagle

Request flags: Sack, Wn Scal e

Datagrams (in bytes): MSS 1424, peer MSS 1424, min MSS 1424, max MSS 1424
<sni p>

I - as seen on R6 — Active
! -- tcp selective-ack and tcp timestamp configured
! -- 40 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539e130
<sni p>

State flags: none

Feature flags: Sack, Timestanp, Wn Scale, Nagle
Request flags: Sack, Tinmestanp, Wn Scal e

Datagrams (in bytes): MSS 1420, peer MSS 1420, min MSS 1420, max MSS 1420
<sni p>

I - as seen on R6 — Active
! -- MD5 and tcp selective-ack configured
! -- 36 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539b3cc
<sni p>

Feature flags: Sack, MD5, Wn Scale, Nagle
Request flags: Sack, Wn Scal e

Datagrams (in bytes): MSS 1424, peer MSS 1424, min MSS 1424, max MSS 1424
<sni p>

I - as seen on R6 — Active
! -- MD5 and tcp timestamp configured
! -- 36 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x15397b4c
<sni p>



Feature flags: MD5, Tinmestanp, Wn Scal e, Nagle
Request flags: Tinestanmp, Wn Scal e

Datagrams (in bytes): MSS 1424, peer MSS 1424, min MSS 1424, max MSS 1424
<sni p>

I - as seen on R6 — Active
! -- MD5, tcp timestamp, and tcp selective-ack configured
! -- 40 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539a4cc
<sni p>

State flags: none

Feature flags: MD5, Timestanp, Wn Scal e, Nagle
Request flags: Tinestanmp, Wn Scal e

Datagrams (in bytes): MSS 1420, peer MSS 1420, min MSS 1420, max MSS 1420
<sni p>
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R84 53%{E& 1L =TCP SYN - Cisco 10S:

I — TCP SYN sourced fromR8

96 5.907127 10.7.8.2 10.7.8.1 TCP 78 52975 179 [SYN] Seq=0
W n=16384 Len=0 MSS=1460

Frane 96: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
Et hernet 11, Src: fa:16:3e:58:21:ba (fa:16:3e:58:21:ba), Dst: fa:16:3e:68:d9:e5
(fa:16: 3e: 68: d9: eb)
Internet Protocol Version 4, Src: 10.7.8.2, Dst: 10.7.8.1
Transm ssion Control Protocol, Src Port: 52975, Dst Port: 179, Seq: 0, Len: O
Source Port: 52975
Destination Port: 179
[ Stream i ndex: 3]
[ TCP Segment Len: 0]
Sequence number: O (relative sequence nunber)
Acknow edgment numnber: O
Header Length: 44 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum O0xb612 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (24 bytes), Maxi num segnment size, TCP MD5 signature, End of Option List (ECL)
Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segment Si ze (2)
Length: 4
MSS Value: 1460
TCP MD5 signhature
End of Option List (EQL)

TCP SYN, ACKI%fE7TRY7 - Cisco 10S XR:

I — TCP SYN, ACK sourced from R7

97 0. 003446 10.7.8.1 10.7.8.2 TCP 78 179 52975 [ SYN, ACK] Seq=0
Ack=1 Wn=16384 Len=0 MSS=1460

Frane 97: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
Ethernet II, Src: fa:16:3e:68:d9:e5 (fa: 16: 3e:68:d9:e5), Dst: fa:16:3e:58:21: ba
(fa:16: 3e:58: 21: ba)



Internet Protocol Version 4, Src: 10.7.8.1, Dst: 10.7.8.2
Transm ssion Control Protocol, Src Port: 179, Dst Port: 52975, Seq: 0, Ack: 1, Len: O
Source Port: 179
Destination Port: 52975
[ Stream i ndex: 3]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: 1 (relative ack number)
Header Length: 44 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum Oxfb47 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (24 bytes), Maxi num segnent size, TCP MD5 signature, End of Option List (ECL)
Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segrent Si ze (2)
Length: 4
MSS Value: 1460
TCP MD5 signhature
End of Option List (EQL)

RBIZKRRENBTCPEY > 3> MF#M : Cisco I0S - ACTIVE:

I — as seen fromR8 - Cisco |IOS

R8#show i p bgp nei ghbors
BGP nei ghbor is 10.7.8.1, renmpte AS 65007, external |ink
BGP version 4, renote router ID 192.168.0.7
BGP state = Established, up for 00:06:12
Last read 00:00:16, last wite 00:00:16, hold tinme is 180, keepalive interval is 60 seconds
Nei ghbor sessi ons:
1 active, is not nultisession capable (disabled)
Nei ghbor capabilities:
Route refresh: advertised and recei ved(new)
Four-octets ASN Capability: advertised and received
Address famly | Pv4 Unicast: advertised and received
Enhanced Refresh Capability: advertised
Miul ti session Capability:
Stateful sw tchover support enabled: NO for session 1
Message statistics:
InQ depth is 0
QutQ depth is 0

Sent Revd
Opens: 1 1
Noti fi cations: 0 0
Updat es: 1 1
Keepal i ves: 7 7
Rout e Refresh: 0 0
Tot al : 9 9

Do | og nei ghbor state changes (via global configuration)
Default mnimumtine between advertisement runs is 30 seconds

For address famly: |Pv4 Unicast

Session: 10.7.8.1

BGP tabl e version 1, neighbor version 1/0

Qut put queue size : O

Index 6, Advertise bit 0

6 updat e-group nenber

Sl ow peer detection is disabled

Sl ow peer split-update-group dynamc is disabled



Sent Rcvd
Prefix activity:

Prefixes Current: 0 0
Prefixes Total : 0 0
Implicit Wthdraw 0 0
Explicit Wthdraw 0 0
Used as best pat h: n/ a 0
Used as mul ti path: n/ a 0
Used as secondary: n/ a 0
Qut bound I nbound

Local Policy Denied Prefixes: ~ -------- = -------
Tot al : 0 0

Nurmber of NLRIs in the update sent: max 0, nmin O

Last detected as dynanic sl ow peer: never

Dynami c sl ow peer recovered: never

Refresh Epoch: 1

Last Sent Refresh Start-of-rib: never

Last Sent Refresh End-of-rib: never

Last Received Refresh Start-of-rib: never

Last Received Refresh End-of-rib: never

Sent Revd

Refresh activity:
Refresh Start-of-RI B 0 0
Ref resh End-of-RI B 0 0

Address tracking is enabled, the RIB does have a route to 10.7.8.1

Connections established 6; dropped 5

Last reset 00:06:18, due to BGP Notification received of session 1, Adm nistrati ve Reset
Ext ernal BGP nei ghbor configured for connected checks (single-hop no-disabl e-connect ed-check)
Interface associated: G gabitEthernet0/1 (peering address in sane |ink)

Transport (tcp) path-mtu-discovery is enabled

G aceful -Restart is disabled

SSO i s disabl ed
Connection state is ESTAB, |/O status: 1, unread input bytes: 0
Connection is ECN Di sabl ed, M ninuminconmng TTL 0, Qutgoing TTL 1

Local host: 10.7.8.2, Local port: 52975

Foreign host: 10.7.8.1, Foreign port: 179
Connection tableid (VRF): 0O

Maxi mum out put segnent queue size: 50

Enqueued packets for retransmit: O, input: O ms-ordered: 0 (0 bytes)

Event Timers (current time is Ox15DD97):

Ti mer Starts Wakeups Next
Ret r ans 10 0 0x0
Ti meWai t 0 0 0x0
AckHol d 9 5 0x0
SendWhd 0 0 0x0
KeepAl i ve 0 0 0x0
G velp 0 0 0x0
Pt uAger 1 0 0x195465
DeadWai t 0 0 0x0
Li nger 0 0 0x0
ProcessQ 0 0 0x0

iss: 1154289541 snduna: 1154289755 sndnxt: 1154289755
irs: 2149897425 rcvnxt: 2149897635

sndwnd: 32612 scal e: 0 maxrcvwnd: 16384
rcvwnd: 16175 scal e: 0 del rcvwnd: 209

SRTT: 737 ms, RTTO 2506 ns, RTV: 1769 ns, KRTT: 0 ns
m nRTT: 7 nms, maxRTT: 1000 ms, ACK hold: 200 ns



uptime: 372981 s, Sent idletime: 16648 nms, Receive idletinme: 16431 ns
Status Flags: active open

Option Flags: nagle, path ntu capable, mds

I P Precedence value : 6

Datagrams (max data segment is 1460 bytes):

Rcvd: 18 (out of order: 0), with data: 8, total data bytes: 209

Sent: 16 (retransnmit: 0O, fastretransmit: O, partialack: 0, Second Congestion: 0), with data: 9,
total data bytes: 213

Packets received in fast path: 0, fast processed: 0, slow path: 0
fast lock acquisition failures: 0, slow path: 0

TCP Semaphore OxOFBFA8A4 FREE

R8#
R7 - Cisco I0S XR - PASSIVEICRRENDTCPEY > 3> DM :

I — as seen fromR7 — Csco | GS XR

RP/ 0/ 0/ CPUO: R7#show tcp detail pchb 0x12152e48
Wed Jan 13 13:03:43.363 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abl i shed at Wed Jan 13 12:58:16 2021

PCB 0x12152e48, SO 0x1213c¢130, TCPCB 0x12156060, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 947

Local host: 10.7.8.1, Local port: 179 (Local App PID: 983244)
Foreign host: 10.7.8.2, Foreign port: 52975

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 8 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 8 7 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2149897425 snduna: 2149897616 sndnxt: 2149897616
sndmax: 2149897616 sndwnd: 16194 sndcwnd: 4380
irs: 1154289541 rcvnxt: 1154289736 rcvwnd: 32631 rcvadv: 1154322367

SRTT: 125 ms, RTTO. 552 ns, RTV: 427 ns, KRTT: 0 s
m nRTT: 19 ns, maxRTT: 229 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 ns, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none

Feature flags: MD5, Nagle

Request flags: none

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O



Ti mest anp opti on:
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}:

Socket
Socket
Socket
Socket
Socket
Socket

recent 0, recent age O,

none

options: SO REUSEADDR, SO REUSEPORT, SO NBI O
states: SS | SCONNECTED, SS PRIV

receive buffer states:
send buffer states:
receive buffer:
send buffer

PDU i nformati on:
#PDU s in buffer: O
FI B Lookup Cache:

Num Label s:

RP/ 0/ 0/ CPUO: R7#

EEEREATVEWTCPEY

| FH: 0x40 PD ctx:
0 Label Stack:

si ze:

SB_DEL_WAKEUP
SB_DEL_WAKEUP

Low Hi gh wat ermark 1/32768
: Low Hi gh wat ermark 2048/ 24576, Notify threshold O

0 data:

| ast ACK sent O
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K26 : BEEEHENTVEVTCPET - iBGP,

AEINEEERAERF., TCP/NAMTUT 4 AANUNEDT, ET7NEEEGEATVEVEES
. Cisco I0S XRTIXEEIP MTUE1280/N1 RAERAE B ETT,
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179TRIEDTCPEY > a2 ZRMEXRT. MAD/—REFE, 1 2Z—TIAATTF7FIKDIP
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- IRXTO/— RHF1500N1 MOFTT7 A NP MTUZERALET
- TCPINAMTUT 4 AANV BT 7 # I N TEMBCEZ>TVERT
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TCP_DEFAULT MTU& R & & T 1280(TCP_DEFAULT_MTU) ~ 20(minTCP_H) ~
20(minlP_H)R1(&1240/X 4 K OMSSTSYN, ACKZI*EL £ [Received MSS;O0— /1)L 4]
HAMSS]Z{EMSS 1240/N4 b, O—AJL¥IEIMSS 1240/N 1 M H/PNOMSSEFWEOET T
ERENET

R4A SIAEE N I=TCP SYN:

I — TCP SYN sourced from R4



194 434. 274181 192.168.0.4 192.168.0.1 TCP 62 37740 179 [SYN] Seq=0 W n=16384
Len=0 MssS=1240 W5=1

Frane 194: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Et hernet Il, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:1l6:3e:8f:8f:54
(fa:16: 3e: 8f: 8f: 54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transm ssion Control Protocol, Src Port: 37740, Dst Port: 179, Seq: 0, Len: O
Source Port: 37740
Destination Port: 179
[ Stream i ndex: 7]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: O
Header Length: 28 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x8643 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 1240 bytes
Ki nd: Maxi mum Segment Si ze (2)
Length: 4
MSS Value: 1240
W ndow scale: 0 (rmultiply by 1)
End of Option List (EQL)

TCP SYN, R1A*'SACK:

I — TCP SYN, ACK sourced fromR1

195 434, 277985 192.168.0.1 192.168.0.4 TCP 62 179 37740 [SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 MSsS=1240 W5=1

Franme 195: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet 11, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6
(fa:16:3e:d7: 7e:f6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 37740, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 37740
[ Stream i ndex: 7]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0xd8f7 [unverified]
[ Checksum Status: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segment size: 1240 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1240
W ndow scale: 0 (nmultiply by 1)
End of Option List (EQL)

RACKRTENDTCPEY > 3> OFM - ACTIVE:



I — as seen on R4 - Active

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x12154d3c
Fri Jan 8 12:32:41.096 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 12:17:46 2021

PCB 0x12154d3c, SO 0x12154460, TCPCB 0x1215486c¢c, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 1577

Local host: 192.168.0.4, Local port: 37740 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 19 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 16 15 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2075436506 snduna: 2075436868 sndnxt: 2075436868
sndmax: 2075436868 sndwnd: 32460 sndcwnd: 3720
irs: 4238127261 rcvnxt: 4238127623 rcvwnd: 32479 rcvadv: 4238160102

SRTT: 65 ns, RTTO 300 ns, RTV: 40 ns, KRTT: 0 n®
m nRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R4#



RICKRRENDTCPEY I DM : NvIT

I — as seen on Rl - Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pchb 0x12155390
Fri Jan 8 12:23:52.041 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Fri Jan 8 12:17:43 2021

PCB 0x12155390, SO 0x121573e4, TCPCB 0x12156948, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 1577

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 37740

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 9 0 0
Sendwhd 0 0 0
Ti meWi t 0 0 0
AckHol d 9 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 4238127261 snduna: 4238127471 sndnxt: 4238127471
sndmax: 4238127471 sndwnd: 32631 sndcwnd: 3720
irs: 2075436506 rcvnxt: 2075436716 rcvwnd: 32612 rcvadv: 2075469328

SRTT: 144 s, RTTO. 578 ns, RTV: 434 ns, KRTT: 0 s
mnRTT: 19 ns, maxRTT: 239 ns

ACK hold tine: 200 ns, Keepalive tinme: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 ns, Retransmission retries: 0, Retransnmt forever: FALSE
Connect retries remmining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB _DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer . Low Hi gh wat ernmark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:



RP/ 0/ 0/ CPUO: R1#

EEEHE W TWEWTCPEF - TCPA 7> 3> O/ (MD5)

BEFEFEHEATVEVET /T'JZ”("TCPMDSWHEEEFHL/‘CU% Za. BIRDTARNT—A®
FV)AEEETNBZENEIH Y EE A, TCP MDSREETHIAL =&k S, Cisco I0S XRIZEM®D
F—=N—AY RZZEL, JHMSSEtLEKICKMLET, TCP MSSOFTEICHTSHTCPH S
AVOEEOHMIIOVTR. BIoEIS3Y TTCPAT > a>nER : XR7ITA1A7H KLY
TCPAZ>a>nER : XRINYS T, #BBLTLKEE,

7 AS65001 N

LoD T iBGP + TCP MD5 ILDO
- |

e GED/0/0/0 GEmomeGEnm.@n GEO/0/0/0 eGEQ@’UM Gsmmxue
R1 R3

\ IP MTU 1500 R2 IP MTU 1500 IP MTU 1500 R4 /

192.168.0.1/32 192.168.0.4/32

2.7 : BEEEHRENATVEWVWTCPEY - iBGP + TCP MD5,
COZFIATOTCP MSSOFFHEIEE, RDKLSICENTERT,

CINXNTO S/ —RHFM1500N1 ROFT7 A MIPMTUZERALET

- TCPNAMTUTF A AANV BT 7 AN TEBZE>TVET

- TCPETAEEEHRETNATVARV RAFBCPERZEE L XIWARINEEERE A TLA
WR4(E1216/N1 NOMSSTSYNZEELEF T ET7 N EEEKRE N THE ST, TCP/NA
MTUT A AAND AN BIICEDTVBRIFE, /10 FX—T7I4AAMTUREREhE B ARG L
1280/N1 b HTCP_DEFAULT_MTU?:E’Z-I?‘S N F91280(TCP_DEFAULT_MTU) -
20(minTCP_H) - 20(minIP_H) - 24/X4 £ (I0S XR TCP Options Overhead)R1(&1216/X1 b ®
MSSTSYN, ACKZIAfEL £ [Received MSS;d— A JL¥HIMSS|ZEMSS 1216/ 1 Ko
A—AI)LFHMSS 1240/N1 R JR/POMSSENTEOET7 TERAEhET

R4H SEFEE NZTCP SYN:

I — TCP SYN sourced from R4

3425 3.691042 192.168. 0.4 192.168.0.1 TCP 82 42135 179 [SYN] Seq=0 W n=16384
Len=0 MssS=1216 W5=1

Frame 3425: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0
Ethernet 11, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:16:3e:8f:8f:54
(fa:16: 3e: 8f: 8f: 54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transm ssion Control Protocol, Src Port: 42135, Dst Port: 179, Seq: 0, Len: O
Source Port: 42135
Destination Port: 179
[Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 0O
Header Length: 48 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384



[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0xc503 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi num segnent size, Wndow scal e, No-Operation (NOP), TCP MD5
signature, End of Option List (EQL)
Maxi mum segnent size: 1216 bytes
Ki nd: Maxi mum Segrment Size (2)
Length: 4
MSS Value: 1216
W ndow scale: 0 (rmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signhature
End of Option List (EQL)

TCP SYN, R1A*SACK:

I — TCP SYN, ACK sourced fromR1l

3426 0. 004186 192.168. 0.1 192.168.0.4 TCP 82 179 42135 [SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 Mss=1216 W5=1

Frane 3426: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0O
Ethernet 11, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6
(fa:16:3e:d7: 7e:f6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 42135, Seq: 0, Ack: 1, Len: O
Source Port: 179
Destination Port: 42135
[ Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 48 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum O0xbb05 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi mum segnent size, Wndow scal e, No-Qperation (NOP), TCP MD5
signature, End of Option List (EQL)
Maxi mum segment size: 1216 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1216
W ndow scale: 0 (nmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signature
End of Option List (EQL)

RACKRTENDTCPEY > 3> OFM - ACTIVE:

I — as seen fromR4 — Active

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x12154490
Tue Jan 12 14:37:32.097 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Establ i shed at Tue Jan 12 14:27:42 2021

PCB 0x12154490, SO 0x12155014, TCPCB 0x12155a84, vrfid 0x60000000,



Pak Prio: Medium TOS: 192, TTL: 255, Hash i ndex: 1876
Local host: 192.168.0.4, Local port: 42135 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 14 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 11 9 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3124761989 snduna: 3124763317 sndnxt: 3124763317
sndmax: 3124763317 sndwnd: 32711 sndcwnd: 3648
irs: 1090344992 rcvnxt: 1090346320 rcvwnd: 32730 rcvadv: 1090379050

SRTT: 28 ns, RTTO 300 ns, RTV: 57 ns, KRTT: 0 n®
m nRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O ms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: MD5, Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1216, peer MSS 1216, min MSS 1216, max MSS 1216

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R4#
RICKRTRENDTCPEY > a DM : Nv>T

I — as seen from Rl - Passive

RP/ 0/ 0/ CPU0: Rl#show tcp detail pcb 0x12168df4
Tue Jan 12 14:36: 38.860 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O



Est abl i shed at Tue Jan 12 14:27:32 2021

PCB 0x12168df 4, SO 0x12156bf8, TCPCB 0x12157a44, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash i ndex: 1876

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 42135

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 12 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 12 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1090344992 snduna: 1090346320 sndnxt: 1090346320
sndmax: 1090346320 sndwnd: 32730 sndcwnd: 3648
irs: 3124761989 rcvnxt: 3124763317 rcvwnd: 32711 rcvadv: 3124796028

SRTT: 150 ms, RTTO 558 ns, RTV: 408 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: MD5, Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1216, peer MSS 1216, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R1#

EEEREATLVEVWTCPET : NAET X2 MOIP MTUA /ME W

RO FUATEK., BEERE., IPMTUNMMEVRBINAEI X M TFT7AILNOREICHDBEIC
AN RCDHNZHEEL., FREHEIETT, Chik, TCPPMTUDHNEMNTHD EE2EKRL
£F9, COEBESRBLTLIEE,



e AS65001 ™\

Lo iBGP Lol
192.163.0.1!32I I SISISISISISISISISISISIS SISisI SIS SISIS SIS iSRS SIS SI S ISR IS ISR S SIS S SIS IS SIS SIS SIS b Imz.lsa.o.mz
@GEUM’O GEO//0/0 @GE{JIMMI GEQ/00M GEOM0M GEO0/0/0/0 @
u 10.1.2.1/30 u 10.3.4.4/30 u

R4

\ R1 IP MTU 1500 R2 IP MTU 512 R3 IP MTU 1500 /

A X—=D28R2IRIINAET X2 MDOIP MTUS /NE LY,

B0 F ) AT, BGPIEHRARNETHBDEEZET, DFV . BGPETRE TR T HHE
AHDEDE., BDNINAMTU 5512V MCURESIPNT Y RTRIERTEET, COBIERICEDE
. MSSitE I, "EEEFEINATVEVTCPE 7, 2723 THATATVB LS CThNhE
. RIERADTEH N 1240/N4 NOMSSEZEIRL T,

RAICKRENDTCPY > 3 O - ACTIVE:

I — as seen fromR4 — Active

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x15390f e8

Connection state is ESTAB, |/O status: 0, socket status: O
Establi shed at Wed May 12 12:09: 48 2021

PCB 0x15390f €8, SO 0x15391a7c, TCPCB 0x15391368, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 835

Local host: 192.168.0.4, Local port: 39046 (Local App PID: 1196319)
Foreign host: 192.168.0.1, Foreign port: 179

(Local App PIDinstance/ SPL_APP_ID: 1196319/ 1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 1267 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 1280 1235 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1991226354 snduna: 1991250450 sndnxt: 1991250450
sndmax: 1991250450 sndwnd: 32578 sndcwnd: 2480
irs: 4276699304 rcvnxt: 4276746737 rcvwnd: 31568 rcvadv: 4276778305

SRTT: 213 ms, RTTO 300 ns, RTV: 54 ns, KRTT: 0 ns
mnRTT: 9 nms, nmaxRTT: 269 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 10, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle



Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240
<sni p>

RICERENDTCPEY > a Nl : Nv>7

I — as seen from Rl - Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x15393770

Connection state is ESTAB, |I/O status: 0, socket status: O
Establ i shed at Wed May 12 12:09:46 2021

PCB 0x15393770, SO 0x15392224, TCPCB 0x153928cc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 835

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 39046

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 1280 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 1264 1213 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 4276699304 snduna: 4276746718 sndnxt: 4276746718
sndmax: 4276746718 sndwnd: 31587 sndcwnd: 3720
irs: 1991226354 rcvnxt: 1991250431 rcvwnd: 32597 rcvadv: 1991283028

SRTT: 202 s, RTTO. 355 ns, RTV: 153 ns, KRTT: 0 s
m nRTT: 9 ns, nmaxRTT: 309 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 ns, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

<sni p>

BGPtY I IaUABIE NIRET, BR/N/NAMTUAB1284 M& V) £EXE VWY 4 XDBGP
UpdateX Y £—I AR AH—EnB EZRFLTLKEETVY, HAALSHABEKSIZ, Cisco
IOS XRIEBGPT7 Y 7'F— R XY -2 FERAL TAf-bitZSRELEFFA. Chik, A/ —RT
ONTY NETE{EZBHIC L TBGPEHRAN EBEE D L 2EKRLE T,

RINZEETETHIBCGPTYTF—KN NV T

I — as seen from Rl — Passive — BGP UPDATE
I — Note Total Length of 1097 bytes higher than the IP MU val ue of 512 bytes at R2-R3 path



segnent
23 3.450878 192.168.0.1 192. 168. 0.4 BGP 1111 UPDATE Message

Frane 23: 1111 bytes on wire (8888 bits), 1111 bytes captured (8888 bits) on interface 0
Et hernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e: 5c: f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1097

I dentification: 0x5841 (22593)

Fl ags: 0x00
0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
.0. .... = More fragnents: Not set

Fragnent offset: O

Tinme to live: 255

Protocol: TCP (6)

Header checksum O0x54a4 [validation disabl ed]

[ Header checksum status: Unverifi ed]

Source: 192.168.0.1

Destination: 192.168.0.4

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]

Transm ssion Control Protocol, Src Port: 179, Dst Port: 39046, Seq: 20, Ack: 20, Len: 1057
Border Gateway Protocol - UPDATE Message

Marker: fffffffffffffffffffffffffefffffee

Lengt h: 1057

Type: UPDATE Message (2)

Wt hdrawn Routes Length: O

Total Path Attribute Length: 1034

Path attributes
Path Attribute - MP_REACH NLRI
Path Attribute - ORIG N | NCOWLETE
Path Attribute - AS PATH enpty
Path Attribute - MIULTI_EXIT_D SC. 0
Pat h Attrl but e LOCAL_PREF: 100

/—RR1A25S 1=.é*l7°BGPUpdate)(‘y't{ SOTZTRXRT—>32E, /—RR2TREL
£9, chld,. RRAVEZ—T7 I A4 AGEVO/ONTITIONIERNTZ 74V IF Y+ TF v THRETEE
ER

/J—RR2TOIP7Z I X FT—>32

! — as seen fromR2 — GEO/0/0/1
! — Node R2 fragnments original packet in three distinct packets

4 1. 334852 192.168.0.1 192.168.0.4 BGP 522 UPDATE Message

5 0. 000289 192.168.0.1 192.168.0.4 I Pv4 522 Fragnmented | P protocol (proto=TCP 6,
of f =488, | D=7b41)

6 0. 000122 192.168.0.1 192.168.0.4 I Pv4 135 Fragnmented | P protocol (proto=TCP 6,

of f =976, |D=7b41)
! — Captured frame details

Frane 4: 522 bytes on wire (4176 bits), 522 bytes captured (4176 bits) on interface O
Ethernet 11, Src: fa:16:3e:61:25:f0 (fa:16:3e:61:25:f0), Dst: fa:16: 3e: 23: ab: 27
(fa:16: 3e: 23: ab: 27)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4



0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
Total Length: 508
Identification: 0x7b41 (31553)
Fl ags: 0x01 (More Fragnents)

0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
..1. .... = More fragments: Set

Fragment offset: 0
Tinme to live: 254
Protocol: TCP (6)
Header checksum O0x14f1 [validation disabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 39046, Seq: 4276759681, Ack: 1991250830
Border Gateway Protocol - UPDATE Message
<sni p>

Frane 5: 522 bytes on wire (4176 bits), 522 bytes captured (4176 bits) on interface O
Ethernet 11, Src: fa:16:3e:61:25:f0 (fa:16: 3e:61:25:f0), Dst: fa:16: 3e: 23: ab: 27
(fa:16: 3e: 23: ab: 27)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 508

Identification: 0x7b41 (31553)

Fl ags: 0x01 (Mbore Fragnents)

0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
..1. .... = More fragments: Set

Fragment offset: 488
Tinme to live: 254
Protocol: TCP (6)
Header checksum O0x14b4 [validation di sabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Dat a (488 bytes)
<sni p>

Frane 6: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0O
Et hernet Il, Src: fa:16:3e:61:25:f0 (fa:16:3e:61:25:f0), Dst: fa:16: 3e: 23: ab: 27
(fa:16: 3e: 23: ab: 27)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 121

Identification: 0x7b41 (31553)

Fl ags: 0x00
0... .... = Reserved bit: Not set
.0.. = Don't fragnent: Not set
..0. .... = More fragments: Not set

Fragment offset: 976

Tinme to live: 254

Protocol: TCP (6)

Header checksum O0x35fa [validation disabled]
[ Header checksum status: Unverifi ed]



Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Data (101 bytes)
<sni p>

>3 )7 : TCP PMTUDE %

PMTUDOERML

PMTUDABMICBZBD &, ETFFEEEREATVRAESHICAN DS T, MSSOMHFHET
BECHIAMZEZ—TIAADIPMTUNERBENET,

COTFVATRE, PMTUDABMBBRICTFEENBIBELCOVTERLEY, CZTH.
Cisco IOS XR/ — RRAN T U T 1 7 3% B Z#RizL. TCPEHKZEEL . Cisco IOS XR/— K
RIEDTCPEY S a2 ZRBAR—NMTIITHEXRT, EE550/—REA/E—TILADT7
FINPMTUEZ ZERAL X T,

7~ AS65001 5

Lo0 iIBGP + top path-mtu-discovery Lo0
192/166/0.1/82 | WEEEESEEEE B SRR S e S aEe e > | 192.168.0.4/32

@ GEQ/O/0/0 GEQ/0/0/0 @ GEQ/0/0M GEDW@ GEO/OMM GEO/0/0/0 @

| m BFE . EE . W s

3.1 - TCP PMTUDE %)
COTFIFDOMSSHER, KDLSICENTERT,

CIANTO/—RHFM1500N1 ROFT7 A NIPMTUZERALET
. TCPXAMTUT 1 AANUABMICHZ>TVS
. TCPET7 N E#EEHE N TV R4GIBGPERZEE L £ TR4(E1460/N 1 NOMSST
SYNZREELET 1500 (4> Z—7 I 4 AIPMTU) ~ 20(minTCP_H) ~ 20(minlP_H)R1l&
1460/N 14 N OMSSTSYN, ACKZ%ZE(E L £ [Received MSS;Od— A JL#IHIMSS]Z{EMSS
1460/N1 bo O—HILEIHIMSS 1460/N1 R&/DOMSSEATMAEOET TEAENET
enable PMTUDA SBAE N EBEZEZRBRTIITDLHIC, ROEIFEARNOI =T
AERLTVET,

1. PMTUDA"EMICZ 2 TWB T T IR FTUATOBIAUETNETCPEY > 3> OFHIREE

2. PMTUDA'SRE&E N, TCPET7R4ERIOMATHIICE>TVET,
3.TCPEY > aNEREL., MSSHENTHHh, TCPPMTUDOEEX2ZITET,
R4 - ACTIVE - TCP PMTUD disabled ( 7 #JL KN ) LR REhE T,

I — as seen on R4 — Active
I — TCP path mtu discovery disabled (default)
I — TCP session initial state



RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x121536c¢8
Fri Jan 8 16:06:30.237 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 16:05:15 2021

PCB 0x121536c8, SO 0x12155370, TCPCB 0x12154f64, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.4, Local port: 20155 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 6 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 357400981 snduna: 357401257 sndnxt: 357401257
sndmax: 357401257 sndwnd: 32546 sndcwnd: 3720
irs: 524019443 rcvnxt: 524019719 rcvwnd: 32565 rcvadv: 524052284

SRTT: 72 ns, RTTO 416 ns, RTV: 344 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: Ra#
R1 - PASSIVE - TCP PMTUD disabled ( 7 #J)L KN ) ICRTENET,



I — as seen on Rl - Passive
I — TCP path mu discovery disabled (default)
I — TCP session initial state

RP/ 0/ 0/ CPUO: R1#show tcp detail pcb 0x12157020
Fri Jan 8 16:05:52.868 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 16:05:12 2021

PCB 0x12157020, SO 0x121565ac, TCPCB 0x121560ec, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 20155

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 3 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 524019443 snduna: 524019700 sndnxt: 524019700
sndmax: 524019700 sndwnd: 32584 sndcwnd: 3720
irs: 357400981 rcvnxt: 357401238 rcvwnd: 32565 rcvadv: 357433803

SRTT: 46 ns, RTTO 300 ns, RTV: 249 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 239 ns

ACK hold tine: 200 nms, Keepalive time: O sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R1#



R4 - ACTIVE - TCP PMTUDA BMICRREE N TV BIEE !

! — '"debug tcp pntud' output on R4
I - tcp path mu discovery enabl ed and uses default Path MU aging timer (10 min / 600000 nsec)

RP/ 0/ 0/ CPUO: Jan 8 16:09:28.285 : tcp[399]: [t21] Try to enable path MU di scovery(neww age
timer: 10 mn)
RP/ 0/ 0/ CPUO: Jan 8 16:09:28.285 : tcp[399]: [t21] Path nmtu is ON (age-tiner: 10)

I — as seen on R4 — Active
! — TCP PMIUD i s enabl ed

RP/ 0/ 0/ CPUO: Rd#show tcp detail pchb 0x121536c¢8
Fri Jan 8 16:11:00.138 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Fri Jan 8 16:05:15 2021

PCB 0x121536¢c8, SO 0x12155370, TCPCB 0x12154f 64, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.4, Local port: 20155 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 10 0
SendwWhd
Ti meWi t
AckHol d
KeepAl i ve
PmtuAger
G velp
Throttle

50809

OO RrPFP~NOO
OO0 OhOOoEr

0
0
0
0
6
0
0

iss: 357400981 snduna: 357401333 sndnxt: 357401333
sndmax: 357401333 sndwnd: 32470 sndcwnd: 3720
irs: 524019443 rcvnxt: 524019795 rcvwnd: 32489 rcvadv: 524052284

SRTT: 116 s, RTTO. 578 ns, RTV: 462 ns, KRTT: 0 s
mnRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 ns, Keepalive tinme: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 ns, Retransmission retries: 0, Retransnmt forever: FALSE
Connect retries remmining: 30, connect retry interval: 30 secs

State flags: PMIU ager
Feature flags: Wn Scale, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O
Socket states: SS | SCONNECTED, SS PRIV
Socket receive buffer states: SB _DEL_WAKEUP



Socket send buffer states: SB_DEL_WAKEUP
Socket receive buffer: Low H gh watermark 1/32768
Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ O/ CPUO: R4#
R1 - PASSIVE - TCP PMTUDAEMICEREET N TWVWBIES :

! — "debug tcp pnmtud' output on Rl
I - tcp path nmu discovery is enabled and uses default Path MIU aging timer (10 min / 600000
nsec)

RP/ 0/ 0/ CPUO: Jan 8 16:09:25.214 : tcp[399]: [t21] Try to enable path MIU di scovery(neww age
tiner: 10 mn)
RP/ 0/ 0/ CPUO: Jan 8 16:09:25.214 : tcp[399]: [t21] Path ntu is ON (age-tiner: 10)

I — as seen on Rl - Passive
I — TCP PMIUD i s enabl ed

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x12157020
Fri Jan 8 16:10:03.101 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 16:05:12 2021

PCB 0x12157020, SO 0x121565ac, TCPCB 0x121560ec, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Forei gn host: 192.168.0.4, Foreign port: 20155

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 7 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 7 4 0
KeepAl i ve 1 0 0
PmtuAger 1 0 562042
G velp 0 0 0
Throttle 0 0 0

iss: 524019443 snduna: 524019776 sndnxt: 524019776
sndmax: 524019776 sndwnd: 32508 sndcwnd: 3720
irs: 357400981 rcvnxt: 357401314 rcvwnd: 32489 rcvadv: 357433803

SRTT: 95 s, RTTO 528 ns, RTV: 433 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRTT: 239 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMIU ager
Feature flags: Wn Scale, Nagle, Path MTU
Request flags: Wn Scal e



Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUD: R1#
PMTU ager2 4/ X—OEEICEFEL TS EEV,

Not e PntuAger tinmer initial value is 10m n

— but after initial interval expires then it expires every 2nmn
As seen from'debug tcp pntud' output

— TCP PMIUD i s enabl ed

RP/ 0/ 0/ CPUO: Jan 8 16:09:25.214 : tcp[399]: [t21] Try to enable path MIU di scovery(neww age
tiner: 10 mn)

RP/ 0/ 0/ CPUO: Jan 8 16:09:25.214 : tcp[399]: [t21] Path ntu is ON (age-tiner: 10)

RP/ 0/ 0/ CPUO: Jan 8 16:19:25.233 : tcp[399]: [t21] PCB 0x12157020: Trying next higher MIU:. 1240
RP/ 0/ 0/ CPUO: Jan 8 16:21:25.245 : tcp[399]: [t21] PCB 0x12157020: Trying next higher MIU. 1240
RP/ 0/ 0/ CPUO: Jan 8 16: 23: 25. 256 tcp[399]: [t21] PCB 0x12157020: Trying next higher MIU. 1240

R4 - ACTIVE - BGP Session restart TCP SYN:

I — Once BGP session is cleared
I — TCP SYN sourced fromR4 — Active
I — MSS cal cul ation takes place and is influenced by TCP PMIUD

2734 4,810311 192.168.0.4 192.168.0.1 TCP 62 32077 179 [SYN] Seq=0 W n=16384
Len=0 MssS=1460 W5=1

Franme 2734: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet |1, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:1l6:3e:8f:8f:54
(fa:16: 3e: 8f: 8f: 54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transm ssion Control Protocol, Src Port: 32077, Dst Port: 179, Seq: 0, Len: O

Source Port: 32077

Destination Port: 179

[ Stream i ndex: 25]

[ TCP Segment Len: 0]

Sequence number: O (rel ative sequence nunber)

Acknow edgnment numnber: O

Header Length: 28 bytes

Fl ags: 0x002 (SYN)

W ndow si ze val ue: 16384

[ Cal cul ated wi ndow si ze: 16384]

Checksum 0x6398 [unverified]

[ Checksum St atus: Unverified]



Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segrment Si ze (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (rmultiply by 1)
End of Option List (EQL)

RICKRRENDLSIC, NV T -BGPEY> I NOEEE - TCP SYN, ACK,

I — Once BGP session is cleared
I — TCP SYN, ACK sourced from Rl - Passive
I — MBS cal cul ation takes place and is influenced by TCP PMIUD

2735 0. 003879 192.168. 0.1 192.168.0.4 TCP 62 179 32077 [SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 MSS=1460 W5=1

Franme 2735: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0O
Ethernet 11, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6
(fa:16:3e:d7: 7e:f6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 32077, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 32077
[ Stream i ndex: 25]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum Oxbf 77 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segment size: 1460 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (nmultiply by 1)
End of Option List (EQL)

TCP PMTUDA B TBGPEY S IV AU U TEhi#kD, RATRRENBTCPEY ¥ 3> O
M(TOT47):

I — BGP session re-established
I — as seen on R4 — Active

RP/ 0/ 0/ CPUO: Rd4#show tcp detail pcb 0x121567f 4
Fri Jan 8 16:45:13.928 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 16:41:49 2021

PCB 0x121567f4, SO 0x12154460, TCPCB 0x12156190, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 10

Local host: 192.168.0.4, Local port: 32077 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)



Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 8 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 5 3 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1254100669 snduna: 1254100983 sndnxt: 1254100983
sndmax: 1254100983 sndwnd: 32508 sndcwnd: 4380
irs: 839938559 rcvnxt: 839938873 rcvwnd: 32527 rcvadv: 839971400

SRTT: 79 ns, RTTO 485 ns, RTV: 406 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 ms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: Ra#
TCP PMTUDAB#ICA& V), BGPEY >3 UA TV TENEED, RITRRENDTCPEY > 3
OB (NvST ),

I — BGP session re-established
I — as seen on Rl - Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x121558cc
Fri Jan 8 16:44:59.448 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 16:41:46 2021

PCB 0x121558cc, SO 0x121556d4, TCPCB 0x121575bc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 10



Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 32077

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 6 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 6 3 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 839938559 snduna: 839938873 sndnxt: 839938873
sndmax: 839938873 sndwnd: 32527 sndcwnd: 4380
irs: 1254100669 rcvnxt: 1254100983 rcvwnd: 32508 rcvadv: 1254133491

SRTT: 76 ns, RTTO 454 ns, RTV. 378 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 219 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R1#

PMTUD : NAEJ X2 MOIP MTUS /p&E L)

BN FUFIE, PMTUDABRICE > TVAHRVOTCPEY S a v BIAKICANf R DN EEHE
TADICRIEE L, COPFTUAREICBEEINTSHY, TCPPMTUDOEIMEL, HBEIEh
ETCPEY S a> ANEELRBHBIDDICKRIEET,



rd AS65001 N\

Lo0 i -mitu-di Lo0
o T e iBGP + tcp path-mtu-discovery - T

GE0/0/0/0 el | GE0/0/0/1

182.168.0.1/32 192.168.0.4/32

GED/0M0/0 GE0/0/0/0

~ 10.1.2.1/30 ~ 10.3.4.4/30 ~

A Vi

GEO/0/0/0

GED/0/0M

K3.2.2PMTUDA BT, NAET X2 MOIP MTUANELSBZ) KT,

HORZSZEICLT, BGPEYZavFfRuEh, RINS12NA N EBAD YA ADIPNTY K
Ik > TIEEE NBBGP UpdateX Y t— T #%ETHELET, PMTUDEEMICT &, DFE
Y ~N(Don't Fragment) A" S8 EEhET, LA 2T, /—RR2EIPATY &2 ROYIL,
ICMP(Internet Control Message Protocol) X ¥ 2— =<7 (Destination Unreachable - type 3;7 5 X >
T—YAVABETT (O—R4), RICRWET, ICMPXY -2 ZELEER, /—R
R1TPMTUDA R H—&h, NANFZPDIPMTUZBILL KIS ELET, chid, HILL
TCPEYZaUMSSEE RixEhd, HREICERENLETIY MLARILOEY M SIRICEVE
EFEALTIDODNET, RIC, TCPEFHLVMSSEZFERAL TTOBGPT7 Y 7'TF— R EHBEFEL
. «O7’ O ARKICMPX Y £—2 (Destination Unreachable - type 3; 7 50 X F7—2 a2 pat
E-O—RYREFEENBELLYWELE, ZhiEk, FAROMSSEN, EEFENLINTONT
Y RFJRPNAECTXAMPMTUICERE TR CEZERLET, FREANIMMEBTD &,

PmtuAgerZ 4 X —IZ Xk 2 THEES NEPMTUDA A EIC TS RZL AR ZBEBL., MSSZERKAIE
ICRLET, FEORART, ICMPX Y —2(Destination Unreachable - type 3;Fragmentation
needed - Code )N BU'EZEEhd &, PMTUDREIIRO XS ICEEL £ T,

ROHAE, LEETHBLEPMTUDOEEZ RL., AT hETCPEY S IO FI)AHNSH
BBLET, CCTlE, CiscolOSXR/—RRANTUOT 1 T HREEZRELTWS o, TCPiEL
AEEBETN, BER—PMTITRIEDTCPEY S IAVHNHEET, EE50/—RE, 123X —
TJTIAADT7AINOIPMTUEZERALET, COFUAONEMSSHEIE, XOKSICE
HWTEEXT,

-R2/—RER3/—REOFEEIXV NE, 72 KAADIP MTU 51284 M &ZFEAL
F£9,

R1ERARF, 1V B—TIARTTF7 I NOMTUBEZFERLET,

- TCPNAMTUF 1 AANUDNFEBMIZE>2TWVWS,

.TCPET7REEEHFETNTLVELA. R4IUSBCGPEHREZEELET, R4EK1460/N1 RO
MSSTSYNZREELET., 1500 ( /1> X —T7 I A AIP
MTU ) :20(minTCP_H):20(minIP_H)R1(x 1460/X 14 K ®MSSTSYN, ACKZZEEL £,
[Received MSS ;O—A I O #HAMSS] T T, ZIEMSS 1460/N1 ko O—HILFNHMSS
1460/N1 b RPOMSSEATMEOET THERAENET,

R4H SEEE N =TCP SYN:

I — Initial TCP session establishnment
I — TCP SYN sourced fromR4

392 6. 752774 192.168.0.4 192.168.0.1 TCP 62 32449 179 [SYN] Seq=0 W n=16384
Len=0 MssS=1460 W5=1

Franme 392: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet Il, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05
(fa:16: 3e:42: 18: 05)



Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transm ssion Control Protocol, Src Port: 32449, Dst Port: 179, Seq: 0, Len: O
Source Port: 32449
Destination Port: 179
[ Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: O
Header Length: 28 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x6858 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maxinmum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segrent Si ze (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (rmultiply by 1)
End of Option List (EQL)

TCP SYN, R1A*SACK:

I — Initial TCP session establishnment
I — TCP SYN, ACK sourced fromR1

393 0. 003628 192.168.0.1 192.168.0.4 TCP 62 179 32449 [ SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 MSsS=1460 W5=1

Franme 393: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16:3e:5c: f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 0, Ack: 1, Len: O
Source Port: 179
Destination Port: 32449
[ Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x509e [unverified]
[ Checksum Status: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segment size: 1460 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (nmultiply by 1)
End of Option List (EQL)

BGPt Y av A& hdE, /—KR1EBGP UpdateX v £—J #EEL. ICMPX Y £—
(Destination Unreachable - type 3; 7 27 X T —2 3 AR E - D— R4)Z /) — RR2ASIBL &
ED

chiE, BGP7 Y7 F—RM XY =% EETBIPNT Y NMIZDFE Y RO BREESNTH Y,
R2/IR3EI X NTHERAZENBIP MTUA1116/814 RDIPINT Y R A XKW NEWVWEDHTT, B



BRUERSIZ, ICMPXY =Y DREFEICL > TPMTUDA MU H—ENFT,

R1ICMPT, A4 73— R4X Y —IHF'ZEENET,

! — as seen fromRl - Passive
I — After session is established Rl sends BGP Update nessage with I P Il ength of 1116 Bytes
I — note | P Header Fl ags shows DF bit set

528 5. 893055 192.168.0.1 192.168. 0.4 BGP 1130 UPDATE Message, KEEPALI VE Message

Franme 528: 1130 bytes on wire (9040 bits), 1130 bytes captured (9040 bits) on interface O
Et hernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e: 5c: f 1: 80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1116

I dentification: 0x8c37 (35895)

Flags: 0x02 (Don't Fragment)

Fragnent offset: O

Time to live: 255

Protocol: TCP (6)

Header checksum O0xe09a [validation disabl ed]

[ Header checksum status: Unverifi ed]

Source: 192.168.0.1

Destination: 192.168.0.4

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 318, Ack: 251, Len: 1076
Border Gateway Protocol - UPDATE Message
Border Gateway Protocol - KEEPALIVE Message
<sni p>

! — as seen fromRl - Passive

I — IP MU on R2/R3 is lower than | P packet length and DF bit is set

! — Rl receives |CW error nmessage fromR2

I — note R2 | COWP error nessage carries Next-Hop MU

! — “The size in octets of the |argest datagramthat could be forwarded, along the path of
! the original datagram w thout being fragnented at this router. The size includes the
! I P header and | P data, and does not include any |ower-I|evel headers.”

529 0. 002423 10.2. 3.1 192.168.0.1 | CWP 110 Destination unreachable
(Fragmentation needed)

Frane 529: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface 0O
Ethernet Il, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05
(fa:16: 3e: 42: 18: 05)
Internet Protocol Version 4, Src: 10.2.3.1, Dst: 192.168.0.1

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not - ECT)

Total Length: 96

I dentification: 0x0001 (1)

Fl ags: 0x00

Fragnent offset: O

Tinme to live: 255

Protocol: ICMP (1)

Header checksum O0xac97 [validation disabl ed]

[ Header checksum status: Unverifi ed]

Source: 10.2.3.1

Destination: 192.168.0.1



[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 4 (Fragmentation needed)
Checksum 0x2d52 [correct]
[ Checksum St at us: Good]
Length: 17
[Length of original datagram 68]
Unused: 0011
MTU of next hop: 512
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
Total Length: 1116
I dentification: 0x8c37 (35895)
Fl ags: 0x02 (Don't Fragment)
Fragnent offset: O
Tinme to live: 254
Protocol: TCP (6)
Header checksum Oxel9a [validation disabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transni ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 2847698730, Ack
2130367817
Bor der Gateway Protocol - UPDATE Message
[ Packet size limted during capture: |Pv4 truncated]

J—RRITE., ICMPXYtE—2IC&k2TRUAH—&n, TCPPMTUDE:, BBREICERE N
Sh—=(IPMTULRILOXRICEWVNMEZFEALT, IVRY—IROKNMNPMTUZEILEIS L
LEFT. chsOT7SKh—OLARIIE. REC1191 - Path MTU Discoverylc 2B h TV ET,

MIU pl at eaus from RFC 1191
- values include both TCP and | P headers
65535

32000

17914

8166

4352

2002

1492

1006

508

296

68

L A L. ICMP(Destination Unreachable - type 3;Fragmentation needed - Code 4) X v —> % /
—RRIFZFL, RERTRDERVARKY T7OMTUZEEIEL, /— RRIGZOEZFEAL
£9, cOBITES12NA NT, TCPEYZ A MSSEZRAELET. TOTCPEIXVMDOE
EMMO7T6INA R THBCEICEFBELTLKEZV, LEAN ST, TOTCPEI X N Z2BIEETS
IZE3D2DNT Y MARBETT,

R1 - PASSIVE - PMTUDBIECHESRTE £,
I — As seen from Rl - Passive

! — Hint is provided by | CMP unreachabl e nessage MIU of next-hop field: 512 bytes
I — Rl then considers this value and retransnmits BGP Update split in three distinct packets


https://tools.ietf.org/html/rfc1191
https://tools.ietf.org/html/rfc1191
https://tools.ietf.org/html/rfc1191

I — Sumof TCP length = 472 + 472 + 132 = 1076 bytes

530  0.007497 192.168.0.1 192.168.0.4 TCP 526  [TCP Qut-Of-Order] 179 32449 [ACK]
Seq=318 Ack=251 W n=32593 Len=472

532  0.015374 192.168.0.1 192.168.0.4 TCP 526  [TCP Retransnission] 179 32449
[ACK] Seq=790 Ack=251 W n=32593 Len=472

533  0.004129 192.168.0.1 192.168.0.4 TCP 186  [TCP Retransnission] 179 32449

[PSH, ACK] Seq=1262 Ack=251 W n=32593 Len=132

BRDKSIC, IXNTONTY MBEORBEEEICEFE NS E, PMTUDIEPmMtuAgerX® A
N—ICK > THEShDEFOOTSRLARILZEBL, RETATWVWR I FUFICRHST
MSSZHRAREFXTLITFLSELET,

R1-PMTUDTE&ZE N7 L -2 THERTEET,

I — As seen fromRl — Passive — 'debug tcp pntud' and 'debug icnp' active
! — TCP PMIUD is triggered once | CMP unreachabl e received

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. ipv4_io[266]: |IPv4d |ICMP: Received ICMP too big from
192.168.0.1 about 192.168.0.4, MIU=512

RP/ 0/ 0/ CPUO: May 12 09: 09: 22. 763 UTC: ipv4_io[266]: ipv4a_icnp_unreachable_rcvd | CMP unreach
recvd: sendi ng pak(0xb0c07d8f) to transport: 6, tid: 5

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. ipv4_io[266]: ip_icnmp_lib_ipv4_receive: sending
pak(0xb0c07d8f) to transport: 1, tid: 5

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. tcp[399]: [t4] PCB 0x15393770: Process | CWMP Dest-unreach
(next hop ntu: 512)

I — attenmpt new MSS 472 = MIU of next-hop(512) - TCP_H(20) - |P_H(20)

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. tcp[399]: [t4] PCB 0x15393770: Process | CWMP Dest-unreach
(next hop ntu: 512)

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC: tcp[399]: [t4] PCB 0x15393770: Try to use new MSS: 472

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. tcp[399]: [t4] PCB 0x15393770, New path MIU deci ded to use:
472 configured tp_user_mss 0O

I — over time PMIUD attenpts to raise MSS as per egress interface configured MIU

RP/ 0/ 0/ CPUO: May 12 09:19:22.782 UTC: tcp[399]: [t23] PCB 0x15393770: Trying next higher MIU. 966
RP/ 0/ 0/ CPUO: May 12 09: 21:22.793 UTC: tcp[399]: [t23] PCB 0x15393770: Trying next higher MIU:
1452

RP/ 0/ 0/ CPUO: May 12 09: 23:22.805 UTC: tcp[399]: [t23] PCB 0x15393770: Trying next higher MIU:
1460

CNSOHNTHRENBEREL2EIETERT, B, /—RRIFNTIFENPE RV HAROMSSIEIC
ABLTLKEZWY, COfER, PMTUDA MU i—2hizl&ZRL, EEZBARTLET,

RACKRTENDTCPEY > 3> OFM - ACTIVE:

I — Final stage as seen fromR4 — Active

RP/ 0/ 0/ CPUO: Rd4#show tcp detail pcb 0x153913b8
Wed May 12 10: 09: 43.246 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Establi shed at Wed May 12 09: 02: 07 2021

PCB 0x153913b8, SO 0x153917f0, TCPCB 0x1538f b58, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 382

Local host: 192.168.0.4, Local port: 32449 (Local App PID: 1196319)
Foreign host: 192.168.0.1, Foreign port: 179

(Local App PIDinstance/ SPL_APP_I D: 1196319/ 1/ 0)



Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 72 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 71 69 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2130367566 snduna: 2130368957 sndnxt: 2130368957
sndmax: 2130368957 sndwnd: 31453 sndcwnd: 2920
irs: 2847698412 rcvnxt: 2847700946 rcvwnd: 31799 rcvadv: 2847732745

SRTT: 220 ms, RTTO 300 ns, RTV: 12 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 10, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R4#
RICKRTRENDTCPEY > a DM : Nv>T

! — Final stage as seen fromRl — Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x15393770
Wed May 12 10:12:41.432 UTC

Connection state is ESTAB, 1/O status: 240, socket status: O



Est abli shed at Wed May 12 09: 02: 05 2021

PCB 0x15393770, SO 0x15394eal0, TCPCB 0x15391cOc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 382

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 32449

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/ 0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 75 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 73 71 0
KeepAl i ve 1 0 0
PmtuAger 28 27 41595
G velp 0 0 0
Throttle 0 0 0

iss: 2847698412 snduna: 2847701003 sndnxt: 2847701003
sndmax: 2847701003 sndwnd: 31742 sndcwnd: 4380
irs: 2130367566 rcvnxt: 2130369014 rcvwnd: 31396 rcvadv: 2130400410

SRTT: 224 ms, RTTO 300 ns, RTV: 23 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 259 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMIU ager
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 472, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket misc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x20 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R1#
B#\C., EE 0 S TICMP(Destination Unreachable - type 3 ( B A ESEFREE - X473 ) .
Fragmentation needed - Code ) X Y E—I N BUZEE NizE, PMTUDABIRDO LS IZEBESH



ELE T,

R1 - PASSIVE - PMTUDA"BUO' N U f—& &L 1=,

! — As seen fromRl - Passive

! — TCP PMIUD is again triggered upon new | CMP unreachabl e recei ved

! — Behavior can be triggered via clearing redistributed, network and aggregate routes
ori gi nat ed

RP/ 0/ 0/ CPUO: R1#cl ear bgp ipv4 all self-originated
Wed May 12 10:19: 06. 836 UTC
RP/ 0/ 0/ CPWO: R1#

I — New BGP update message is sourced fromRl after clear bgp command
1707  1.712657 192.168.0.1 192.168.0.4 BGP 1121 UPDATE Message

Frane 1707: 1121 bytes on wire (8968 bits), 1121 bytes captured (8968 bits) on interface O
Et hernet II, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e: 5c: f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1107

I dentification: 0x1a38 (6712)

Fl ags: 0x02 (Don't Fragment)

Fragnent offset: O

Tinme to live: 255

Protocol: TCP (6)

Header checksum 0x52a3 [validation disabl ed]

[ Header checksum status: Unverifi ed]

Source: 192.168.0.1

Destination: 192.168.0.4

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 2705, Ack: 1562, Len: 1067
Border Gateway Protocol - UPDATE Message

I — I CWP Destination Unreachable / Fragnentation needed is received and triggers PMIUD

1708 0.001614 10.2. 3.1 192.168.0.1 | CWP 110 Destination unreachable
(Fragmentation needed)

Frane 1708: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface O
Ethernet |1, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05
(fa:16: 3e: 42: 18: 05)
Internet Protocol Version 4, Src: 10.2.3.1, Dst: 192.168.0.1

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not - ECT)

Total Length: 96

I dentification: 0x0002 (2)

Fl ags: 0x00

Fragnent offset: O

Tinme to live: 255

Protocol: ICMP (1)

Header checksum O0xac96 [validation di sabl ed]

[ Header checksum status: Unverifi ed]

Source: 10.2.3.1



Destination: 192.168.0.1

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]

Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 4 (Fragmentation needed)

Checksum 0x3b73 [correct]

[ Checksum St at us: Good]

Length: 17

[Length of original datagram 68]

Unused: 0011

MTU of next hop: 512

Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
Total Length: 1107
I dentification: 0x1a38 (6712)
Fl ags: 0x02 (Don't Fragment)
Fragnent offset: O
Tinme to live: 254
Protocol: TCP (6)
Header checksum 0x53a3 [validation disabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]

Transmi ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 2847701117, Ack:

2130369128
Bor der Gateway Protocol - UPDATE Message

I — Note new updated MSS val ue and Pnt uAger
I - MBS 472 ; Aligned with “MIU of next hop” val ue contained in | CMP nmessage

RP/ 0/ 0/ CPUO: R1#show tcp detail pcb 0x15393770
Wed May 12 10:19: 31.494 UTC

Connection state is ESTAB, |/O status: 240, socket status: O
Est abli shed at Wed May 12 09: 02: 05 2021

PCB 0x15393770, SO 0x15394eal0, TCPCB 0x15391cOc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 382

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 32449

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/ 0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 83 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 80 77 0
KeepAl i ve 1 0 0
PmtuAger 32 30 575401
G velp 0 0 0
Throttle 0 0 0

iss: 2847698412 snduna: 2847702184 sndnxt: 2847702184
sndmax: 2847702184 sndwnd: 32173 sndcwnd: 944
irs: 2130367566 rcvnxt: 2130369147 rcvwnd: 32730 rcvadv: 2130401877



SRTT: 221 ms, RTTO 300 ns, RTV: 16 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 259 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMIU ager
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 472, peer MSS 1460, min MSS 472, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB _DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket misc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so_qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x20 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

Num of peers with authentication info: O

RP/ 0/ 0/ CPUD: R1#
Cisco Bug ID CSCvf10395M & & % 3% [+ 5 Cisco IOS XRU U —A Tk, ICMPIZ—XYt—2(C
BENBDRIVANKRYTHERE A, /—REBHFERSNESE(IP MTU) LRI OXKEZ %
FALTZIVRY—TIVRONELZZZLEITHXUVRFC1191 - Path MTU discovery TX &
EENhTVET, chSsOHEKIE. EENRITEIETHRELET, <hild. ICMP(Destination
Unreachable - type 3 ( BAZIETREE - R4 T3) . 759X T7—=2a BB - J—R4H)X Y
t—REBEEENBELLAZYELLE,

Cisco Bug ID CSCvf10395N & &% Z (75 Cisco IOSXRUU—AD /—RASBEESHY):

! As seen from |1 OX XR node with a rel ease inpacted by Ci sco bug I D CSCvf 10395
! — Node ignores “MIU of next hop” and tries next |ower plateau
1
1

This is observed till ICMP error nessages are no | onger received
Practical consequence is extra retransm ssions occurrence

RP/ 0/ 0/ CPUO: Feb 23 17:05:32.929 : tcp[399]: [t4] PCB 0x12152adc: Process |CWP Dest-unreach (next
hop ntu: 33554432)

RP/ 0/ 0/ CPUO: Feb 23 17:05:32.929 : tcp[399]: [t4] PCB 0x12152adc: Invalid next hop ntu
(33554432), ignore it

RP/ 0/ 0/ CPUO: Feb 23 17:05:34.649 : tcp[399]: [t27] PCB 0xl12152adc: Trying next |ower MIU. 1452
<<<<<<<< HERE: Pl ateau 1492

RP/ 0/ 0/ CPUO: Feb 23 17:05:35.519 : tcp[399]: [t4] PCB 0x12152adc: Process |CWP Dest-unreach (next
hop ntu: 33554432)

RP/ 0/ 0/ CPUO: Feb 23 17:05:35.519 : tcp[399]: [t4] PCB 0x12152adc: Invalid next hop ntu
(33554432), ignore it


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf10395
https://tools.ietf.org/html/rfc1191
https://tools.cisco.com/bugsearch/bug/CSCvf10395
https://tools.cisco.com/bugsearch/bug/CSCvf10395
https://tools.cisco.com/bugsearch/bug/CSCvf10395

RP/ 0/ 0/ CPUO: Feb 23 17:05:37.239 : tcp[399]: [t27] PCB 0x12152adc: Trying next |ower MIU. 966
<<<<<<<< HERE: Pl ateau 1006

RP/ 0/ 0/ CPUO: Feb 23 17:05:38.109 : tcp[399]: [t4] PCB 0x12152adc: Process |CWP Dest-unreach (next
hop ntu: 33554432)

RP/ 0/ 0/ CPUO: Feb 23 17:05:38.109 : tcp[399]: [t4] PCB 0x12152adc: Invalid next hop ntu
(33554432), ignore it

RP/ 0/ 0/ CPUO: Feb 23 17:05:39.829 : tcp[399]: [t27] PCB 0x12152adc: Trying next |ower MIU. 468
<<<<<<<< HERE: Pl ateau 508

ROATY7TELT, IXTOA 2 R—7 I A ATLabel Distribution Protocol(LDP)Z £/ 9 % [E
UCSFVAEBRFLET. CCTOEER. MPLSAEBMARETUI O FUFEBRETES
BEVWZERIBHETT,

7 AS65001 Y
LOO® e mm oo mmmm e e m e e e IBGP _+ tep path-mtu discovery __ _ _ _ _ _ _ _ _ ______._ » @ L00
192.168.0.1/32 192.168.0.4/32

LDP LDP LDP
- > g —————— > - >
@ GE0/0/0/0 GE0/0/0/0 @emmon GE0/0/0/0 e GE0/0/0/ GE0/0/0/0 @
~ 10.1.2.1/30 u ~ 10.3.4.4/30 u

\. Wi

K3.3:PMTUDA BT, NAET X2 NDOIP MTU - MPLS> F U FAME L

£Y. RICRTKSIC, PMTUDN D H—OHIICHEMLE Nh=BGPEY > 3> OHHREZERL
£9,

TCP(BGP)D#I#AIREE ( R4 - ACTIVE - MPLSKISS + U 7 ) -

as seen on R4 — Active

TCP path MrU di scovery enabl ed
MPLS LDP enabl ed

TCP session initial state

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x153bdaf 0
Mon May 17 08:32:16.673 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Est abli shed at Mon May 17 08:31:57 2021

PCB 0x153bdaf 0, SO 0x153acc80, TCPCB 0x153acea8, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 757

Local host: 192.168.0.4, Local port: 57400 (Local App PID: 1196319)
Foreign host: 192.168.0.1, Foreign port: 179

(Local App PIDinstance/ SPL_APP_ID: 1196319/ 1/ 0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: O bytes
Current receive queue size in packets: 0 (max 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 5 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 2 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0



Throttle 0 0 0

iss: 1386459919 snduna: 1386460037 sndnxt: 1386460037
sndmax: 1386460037 sndwnd: 32726 sndcwnd: 4380
irs: 3874414679 rcvnxt: 3874414864 rcvwnd: 32678 rcvadv: 3874447542

SRTT: 48 ns, RTTO 300 ns, RTV: 228 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 10, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so_qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0x5dc2

Num of peers with authentication info: O

RP/ 0/ O/ CPUO: R4#
TCP(BGP)D#IHAREE (R1: NV > 7 —MPLSXISSF+ U F ) !

as seen on Rl — Passive

TCP path MrU di scovery enabl ed
— MPLS LDP enabl ed

TCP session initial state

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0Ox153acc8c
Mon May 17 08:32:56.618 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abli shed at Mon May 17 08:31:55 2021

PCB 0x153acc8c, SO 0x153adad4, TCPCB 0x153adcfc, vrfid 0x60000000,
Pak Prio: Medium TGCS: 192, TTL: 255, Hash index: 757

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 57400

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes



Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 0
SendWhd
Ti meWai t
AckHol d
KeepAl i ve
Pt uAger
G velp
Throttle

O OOk WOoOOoOWw
OO oOoOoOoOr OO0OOo
OO OO ooo

iss: 3874414679 snduna: 3874414864 sndnxt: 3874414864
sndmax: 3874414864 sndwnd: 32678 sndcwnd: 4380
irs: 1386459919 rcvnxt: 1386460037 rcvwnd: 32726 rcvadv: 1386492763

SRTT: 45 ns, RTTO 300 ns, RTV: 239 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x20 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0x5dc3

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R1#

ZOMPLSRENSF ATk, TCP(LDP)EY < IV DOFMABIIE N TVS ZENfEREnE
¥, TCP(BGP)EY > 3> OMSSFHEICBTRENRDFHABIEFEITNT, TCP(LDP) LY avICEHE
AEhdCellEFRELTLKEEY, &AW, /—RR3ER2TCP(LDP)EY 2 3 U MSSOEFTE
ERDRSICENTEERT,

CR2ERBDAE N, F7 A RNUAD512/81 ROIP MTUEERALFT,

c NAMTUT A AANUAERMICE2TWS,

- TCPET7HNEEEHZEENTVEV (L—TTNY T4 R—T I 4 ABMTICPEY a3 ik
YEhd), RIGLDPEBEZTELET, R3F472/N1 ROMSSTSYNEHEELE T,
512 (48 —7 T4 AIP MTU ) :20(minTCP_H):20(minIP_H)R2(£472/Y 1 k DMSST



SYN, ACKZZEEL£9, [Received MSS;:O—HIL DHHIMSS]TT, Z{EMSS 472/V41 ~
o O—HILHFIEIMSS 4721 b R/POMSSEAMAEOET7 TERAETNET,
R3 - ACTIVE - MPLSH S 1) FAICKRRENSDTCP(LDP) Y S 3 > O -

as seen on R3 — Active

— TCP path MIU di scovery enabl ed
MPLS LDP enabl ed

TCP session initial state

RP/ 0/ 0/ CPUO: R3#show tcp detail pcb 0x15393f bc
Mon May 17 08:33:30.627 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abli shed at Mon May 17 08:30: 04 2021

PCB 0x15393f bc, SO 0x15393d94, TCPCB 0x153941b4, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 970

Local host: 192.168.0.3, Local port: 57146 (Local App PID: 1151216)
Forei gn host: 192.168.0.2, Foreign port: 646

(Local App PIDinstance/ SPL_APP_I D: 1151216/ 0/ 0)

Current send queue size in bytes: 0 (max 16384)
Current receive queue size in bytes: 0 (nmax 16384) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 60)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 8 1 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 6 4 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2917752466 snduna: 2917752838 sndnxt: 2917752838
sndmax: 2917752838 sndwnd: 16013 sndcwnd: 944
irs: 228184383 rcvnxt: 228184763 rcvwnd: 16005 rcvadv: 228200768

SRTT: 103 ns, RTTO 580 nms, RTV: 477 nms, KRTT: 0 nB
m nRTT: 9 ns, maxRTT: 279 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 ns, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remmining: 1, connect retry interval: 3 secs

State flags: none
Feature flags: Wn Scale, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 472, peer MSS 472, min MSS 472, max MSS 472

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O
Socket states: SS_ | SCONNECTED, SS_PRIV

Socket receive buffer states: SB_SEL, SB_DEL_WAKEUP
Socket send buffer states: SB_DEL_WAKEUP



Socket receive buffer: Low H gh watermark 1/16384
Socket send buffer : Low Hi gh watermark 2048/ 16384, Notify threshold O
Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0x5dc2

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R3#
R2(/NY <7 —MPLSHS ) D3+ AR RENBTCP(LDP)E Y > 3> MM -

— as seen on R2 — Passive

TCP path MrU di scovery enabl ed
— MPLS LDP enabl ed

— TCP session initial state

RP/ 0/ 0/ CPUO0: R2#show tcp detail pcb 0x153alf 44
Mon May 17 08:34:28.843 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abli shed at Mon May 17 08:30: 31 2021

PCB 0x153alf44, SO 0x153aldlc, TCPCB 0x153a213c, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 970

Local host: 192.168.0.2, Local port: 646 (Local App PID: 1151216)
Forei gn host: 192.168.0.3, Foreign port: 57146

(Local App PIDinstance/ SPL_APP_I D: 1151216/ 0/ 0)

Current send queue size in bytes: 0 (max 16384)
Current receive queue size in bytes: 0 (nmax 16384) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 60)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 7 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 7 5 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 228184383 snduna: 228184763 sndnxt: 228184763
sndnmax: 228184763 sndwnd: 16005 sndcwnd: 944
irs: 2917752466 rcvnxt: 2917752856 rcvwnd: 15995 rcvadv: 2917768851

SRTT: 95 s, RTTG 561 ns, RTV: 466 ns, KRTT: 0 ns
m nRTT: 0 ns, nmaxRTT: 219 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scale, Nagle, Path MTU

Request flags: Wn Scal e

Datagrams (in bytes): MSS 472, peer MSS 472, min MSS 472, max MSS 472



W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB SEL, SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/16384

Socket send buffer : Low Hi gh watermark 2048/ 16384, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: O0x60 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0xb5dcl

Num of peers with authentication info: O

RP/ 0/ 0/ CPUD: R2#
BGPtY > avABIEnNDE, R1IEBGP Update X vy £—2 &EFEL, ICMPXY £—2
(Destination Unreachable - type 3;Fragmentation needed - 1— R4)l&, /— RR1TTCP
PMTUDZ RN H—FB /—RR2ZASDODVEZ—2VTRELET, chld, BGPT7 Y TF—KR XY
t—ZEBEETBIPNTY NODFEY RAREE N, RZR3EI A N TERAENBIPOMTUAN
5111111111116/81 b BLBIERAZEIC, CDICMPX Y £—2 OZEFEICK 2 TPMTUDA N H—
ENET, MPLSHIE FUFELUBDOIEMPLSS F U FADIEWVWEE, /—RR2ICMPXY —2(C
BENBDRIVARNKY TEOMTUREREREE - XA T3, 75X T—23 U FYE-Q—R
4), ZOMPLSRIEDZF ) AT, ZTARNKY TEOMTUKF4/54 S DEBMMPLSH—/S—A
YRESEHT, KOHAERTEISIE, ROEAIMPLSTFRILAZRY V2 5HTVWA I & ZEK
LE¥rT,

R1ITRSNBTCP/NAMTUTF 4 AA/NY : NV ST —MPLSKISSF+ 1 7 -

as seen fromRl — Passive

R1 sends BGP Update nmessage with I P Il ength of 1116 Bytes

— Note MPLS Header as packet is to be |abel-switched (single |abel ; 1GP |abel)
note | P Header Flags shows DF bit set

455 0. 044859 192.168.0.1 192.168. 0.4 BGP 1134 UPDATE Message, KEEPALI VE Message

Franme 455: 1134 bytes on wire (9072 bits), 1134 bytes captured (9072 bits) on interface 0
Ethernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e: 5c: f1:80)
MultiProtocol Label Switching Header, Label: 24002, Exp: 6, S: 1, TTL: 255
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1116

I dentification: Oxc6dd (50909)

Fl ags: 0x02 (Don't Fragment)
Reserved bit: Not set

.1.. .... = Don't fragment: Set

..0. .... = Mre fragnents: Not set
Fragnent offset: O
Time to live: 255
Protocol: TCP (6)

©
I



Header checksum O0xa5f4 [validation disabled]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 57400, Seq: 242, Ack: 175, Len: 1076
Border Gateway Protocol - UPDATE Message
Border Gateway Protocol - KEEPALIVE Message
<sni p>

! — as seen fromRl - Passive

' — IP MIU on R2/ R3 of 512 bytes is |lower than | P packet Iength and DF bit is set

! — Rl receives |CVW error message fromR2

! — note R2 | COWP error nessage carries Next-Hop MU

I — “The size in octets of the |argest datagramthat could be forwarded, along the path of
! the original datagram w thout being fragnented at this router. The size includes the
! I P header and | P data, and does not include any |ower-I|evel headers.”
I — In present MPLS-enabl ed scenario Next-Hop MIU value is 508 bytes
I — In previous non-MPLS scenario Next-Hop MIU val ue was 512 bytes

456 0.014117 10.2. 3.1 192.168.0.1 | CWP 182 Destination unreachable
(Fragmentation needed)

Frane 456: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface O
Ethernet Il, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05
(fa:16: 3e: 42: 18: 05)
Internet Protocol Version 4, Src: 10.2.3.1, Dst: 192.168.0.1

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not - ECT)

Total Length: 168

I dentification: 0x001f (31)

Fl ags: 0x00
0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
.0. .... = More fragnments: Not se

Fragnent offset: O

Time to live: 251

Protocol: ICMP (1)

Header checksum O0xb031 [validation disabl ed]

[ Header checksum status: Unverifi ed]

Source: 10.2.3.1

Destination: 192.168.0.1

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]
Internet Control Message Protocol

Type: 3 (Destination unreachable)

Code: 4 (Fragmentation needed)

Checksum 0x5199 [correct]

[ Checksum St at us: Good]

Length: 17

[Length of original datagram 68]

Unused: 0011

MTU of next hop: 508

Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

Transmi ssion Control Protocol, Src Port: 179, Dst Port: 57400, Seq: 3874414921, Ack:
1386460094

Bor der Gateway Protocol - UPDATE Message

— As seen from Rl — Passive

Hint is provided by | CVMP unreachabl e message MU of next-hop field: 508 bytes

Rl then considers this value and retransnits BGP Update split in three distinct packets
Sum of TCP length = 468 + 468 + 140 = 1076 bytes



457 0. 006689 192.168.0.1 192.168.0.4 TCP 526 [ TCP Retransmission] 179 57400
[ ACK] Seq=242 Ack=175 W n=32669 Len=468

460  0.004001 192.168.0.1 192.168.0.4 TCP 526  [TCP Retransnission] 179 57400
[ACK] Seq=710 Ack=175 W n=32669 Len=468

461  0.001788 192.168.0.1 192.168.0.4 TCP 198  [TCP Retransnission] 179 57400
[PSH, ACK] Seq=1178 Ack=175 W n=32669 Len=140

463  0.056695 192.168.0.4 192.168.0.1 TCP 54 57400 179 [ACK] Seq=175 Ack=1318

W n=31545 Len=0

I — As seen fromRl - Passive — 'debug tcp pntud" and 'debug icnp' active
! — TCP PMIUD is triggered once | CMP unreachabl e recei ved

RP/ 0/ 0/ CPUO: May 17 08:29:56.131 UTC: tcp[399]: [tl] Try to enable path MIU di scovery(neww age
timer: 10 min)

RP/ 0/ 0/ CPUO: May 17 08:29:56.131 UTC: tcp[399]: [t1l] Path ntu is ON (age-tiner: 10)

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC. ipv4_io[266]: ip_icnp_lib_ipvd_receive: Receiving
pak(0xb0c07d8f) tid: 5

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC. ipv4_io[266]: Entering ipv4_ntu_update_cb

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC. ipv4_io[266]: IPv4d |CMP: Received ICMP too big from
192.168.0.1 about 192.168.0.4, MIU=508

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC. ipv4_io[266]: ipv4a_icnp_unreachable_rcvd | CMP unreach
recvd: sendi ng pak(0xb0c07d8f) to transport: 6, tid: 5

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC. ipv4_io[266]: ip_icnp_lib_ipv4_receive: sending
pak(0xb0c07d8f) to transport: 1, tid: 5

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC: tcp[399]: [t4] PCB 0x153acc8c: Process | CWMP Dest-unreach
(next hop ntu: 508)

I — attenmpt new MSS 468 = MIU of next-hop(508) - TCP_H(20) - |P_H(20)

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC: tcp[399]: [t4] PCB 0x153acc8c: Try to use new MSS: 468

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC: tcp[399]: [t4] PCB 0x153acc8c, New path MIU deci ded to use:

468 configured tp_user_mss 0O

I — over tinme PMIUD attenpts to raise MSS as per egress interface configured MIU

RP/ 0/ 0/ CPUO: May 17 08:45:51. 745 UTC: tcp[399]: [t29] PCB 0x153acc8c: Trying next higher MU 966

RP/ 0/ 0/ CPUO: May 17 08:47:51.757 UTC: tcp[399]: [t29] PCB 0x153acc8c: Trying next higher MIU:
1452
RP/ 0/ 0/ CPUO: May 17 08:49:51.769 UTC: tcp[399]: [t29] PCB 0x153acc8c: Trying next higher MIU:
1460

R1 - PASSIVE - TCP PMTUD triggered - MPLSS S DS+ ) A TRATE £ 7,

I — as seen on Rl — Passive
I — Rl session details after TCP PMIUD tri gger

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0Ox153acc8c
Mon May 17 08:43:07.077 UTC

Connection state is ESTAB, |1/O status: 240, socket status: O
Est abli shed at Mon May 17 08:31:55 2021

PCB 0x153acc8c, SO 0x153adad4, TCPCB 0x153adcfc, vrfid 0x60000000,
Pak Prio: Medium TGCS: 192, TTL: 255, Hash index: 757

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 57400

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)



Ti mer Starts Wakeups Next (msec)

Ret r ans 15 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 14 9 0
KeepAl i ve 1 0 0
PmtuAger 1 0 164599
G velp 0 0 0
Throttle 0 0 0

iss: 3874414679 snduna: 3874416130 sndnxt: 3874416130
sndmax: 3874416130 sndwnd: 31412 sndcwnd: 936
irs: 1386459919 rcvnxt: 1386460246 rcvwnd: 32517 rcvadv: 1386492763

SRTT: 180 nms, RTTO 509 ns, RTV: 329 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMIU ager
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 468, peer MSS 1460, min MSS 468, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x20 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0x5dc3

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R1#

MPLS D+ U AT, /—RR2ICMPX Y —J L€ ENBD R I ARNKY TOMTUDEY
HAOMPLSTARILAZRY VDEERD _LICEBLTLSEZ Y, COfEEESICBILTDICIE
I RDBlEBELET, R2RTTZAILRD 2 TENZIPNT Y NALVPNY —E R ICEERN TS O
TWBBEEF. 1—XYRNTL—LF2DDSARI (IGPFRILEVPNIARIL ) XL TWVS
CEEERLET. RIZ, KRTVARNKY TOMTULRBEBRSRILAZY VA AN RBRENET
o ROEBIZSHRLTLEETL,

R1-PASSIVE - L3 VPN —EANT Y NICRREhFT,
I — as seen fromRl - Passive

! — L3 VPN service packet is sourced by node RL and destined to node R4
I — Note presence of MPLS | abel stack — both IGP and VPN | abel are present



I — Note |IP Total
I — note | P Header

Length of 610 bytes higher
Fl ags shows DF bit set

2024 0. 302370 10.1.14.1

Frane 2024: 632 bytes on wire (5056 bits),

10. 1. 14.

than the I P MU on R2/ R3 segnent

14 TELNET 632 Tel net Data ...

632 bytes captured (5056 bits) on interface O

Et hernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e: 5c: f1:80)
MultiProtocol Label Switching Header, Label: 24002, Exp: 0, S: 0, TTL: 255
0000 0101 1101 1100 0010 .... .. .... = MPLS Label: 24002
000. .... .... = MPLS Experinmental Bits: O
.0 .... .... = MPLS Bottom O Label Stack: 0
1111 1111 = MPLS TTL: 255
MultiProtocol Label Switching Header, Label: 24005, Exp: 0, S: 1, TTL: 255
0000 0101 1101 1100 0101 .... = MPLS Label : 24005
000. .... = MPLS Experinmental Bits: O
.1 = MPLS Bottom O Label Stack: 1

1111 1111 =
Internet Protocol Version 4, Src: 10.1.14.1,

MPLS TTL: 255
Dst: 10.1.14.14

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
Total Length: 610
I dentification: 0x7c9f (31903)

Fl ags: 0x02 (Don't Fragment)

0... = Reserved bit: Not set

.1.. .... = Don't fragment: Set

..0. .... = More fragnents: Not set
Fragnent offset: O
Tinme to live: 255
Protocol: TCP (6)

Header checksum Oxcce5 [validation disabled]
[ Header checksum status: Unverifi ed]
Source: 10.1.14.1
Destination: 10.1.14. 14
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 22008, Dst Port:

R1 - PASSIVE - L3 VPN service - ICMP Type 3/Code 4:

23, Seq: 34755, Ack: 93250, Len: 570

— as seen fromRl — Passive

— I P MU on R2/R3 of 512 bytes is |lower than | P packet
— Rl receives |CWP error nessage fromR2

— note R2 | CVMP error nmessage carries Next-Hop MU
“The size in octets of the | argest datagramthat could be forwarded, along the path of
the original datagram wi thout being fragmented at this router. The size includes the
I P header and | P data, and does not include any |ower-Ilevel headers.”

— I n present L3VPN MPLS-enabl ed scenario (dual -1 abel) Next-Hop MIU value is 504 bytes

— In previous MPLS scenario (single-label) Next-Hop MIU val ue was 508 bytes

length and DF bit is set

2030 0. 020299
(Fragmentation needed)

10.2.3.1 10.1.14.1 | C\VP 190 Destination unreachable

Franme 2030: 190 bytes on wire (1520 bits), 190 bytes captured (1520 bits) on interface 0O
Ethernet 11, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05
(fa:16: 3e: 42: 18: 05)

Mul ti Protocol Label Switching Header, Label: 24005, Exp: 0, S: 1, TTL: 251
0000 0101 1101 1100 0101 .... = MPLS Label : 24005
000. = MPLS Experinental Bits: O
.1 .... .... = MPLS Bottom O Label Stack: 1
1111 1011 = MPLS TTL: 251

Internet Protocol Version 4, Src: 10.2.3.1, Dst: 10.1.14.1



0100 .... Version: 4
0101 Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not - ECT)
Total Length: 172
I dentification: 0x002b (43)

Fl ags: 0x00
0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
.0. .... = More fragnents: Not set

Fragnent offset: O

Tinme to live: 253

Protocol: ICMP (1)

Header checksum 0x9821 [validation disabl ed]

[ Header checksum status: Unverifi ed]

Source: 10.2.3.1

Destination: 10.1.14.1

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]

Internet Control Message Protocol

Type: 3 (Destination unreachable)

Code: 4 (Fragmentation needed)

Checksum Oxbbac [correct]

[ Checksum St at us: Good]

Length: 17

[Length of original datagram 68]

Unused: 0011

MTU of next hop: 504

Internet Protocol Version 4, Src: 10.1.14.1, Dst: 10.1.14.14
0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not - ECT)
Total Length: 610
I dentification: 0x7c9f (31903)
Fl ags: 0x02 (Don't Fragment)

0... .... = Reserved bit: Not set
.1.. .... = Don't fragnent: Set
.0. .... = More fragnents: Not set

Fragnent offset: O
Time to live: 255
Protocol: TCP (6)
Header checksum Oxcce5 [validation disabled]
[ Header checksum status: Unverifi ed]
Source: 10.1.14.1
Destination: 10.1.14.14
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transni ssion Control Protocol, Src Port: 22008, Dst Port: 23, Seq: 586828435, Ack: 754580617

PMTUD:TCP# 73 3 > (MD5)

4 AS65001 N

LoD iBGP + tep path-mtu-discovery + TCP MD5 Lo0
1521600182 | M= = e e e e s s e . > | 192.168.0.4/32
e GE0/0/0/0 GE0/0/0/0 @ GE0D/0N GE0/0/0/0 @ GEDI0/0/1 GE0/0/0/0 @
10.1.2.1/30 10.3.4.4/30

o EEE T W S oW

R3.4:PMTUDA" B #) TTCP MD533AL.



PMTUDDEEIZ DWW Tk, TCP MD5EREEAN BERICE 2 TVB RN FUATIT TICHAET T

WiEEDERRBIENhEH A, CiscolOS XRTlE, UBTICERENTWATCP MD55REEE HEL
LS, BMOA—/IN—AY RETIT 17 RTCPET OHHMSSERFELU THBDERLZLE
T, TCPA 7> a>ERICKZEEICHDVTOFARK, sioto>3a>o TTCPA7>3a>n
FR:XRFPIT471 LT TTCPA7>a>nER : XRNYS T 1 #8RBLTLK eV, C

ND>FIATHOTCP MSSOFHERK, RDELSICENTEET,

- IXRTO/—RHF150081 ROFT7 A MMPMTUZBERALET,

- TCPINAMTUT 4 AANVUFBRICE>TWVWS,

- TCPET R EEEHRETATLVEREA,

. TCP MD5RRREART1ERADE A TEMICHE > TWS, RAKBGPEZZEE LTI, R4l
1436/N1 NOMSSTSYNZEHEELETF. 1500 (12X —7 I AIPMTU) -
20(minTCP_H) - 20(minIP_H) - 24/Y 4 ~(I0S XR TCP Options Overhead), R1l&SYNZ (S
L. MSSA"1436/V1 K MACK, [Received MSS ;O0—HIILDOHFIHAMSS|TY, ZEMSS
1436/N1 bo O—NILHIHAMSS 1460/X1 b RNOMSSEAMADET TEAETNET,

R4N SIEEE N/=TCP SYN:

I — TCP SYN sourced from R4

2408 5. 695076 192.168.0.4 192.168.0.1 TCP 82 59050 179 [SYN] Seq=0 W n=16384
Len=0 Mss=1436 W5=1

Franme 2408: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0O
Ethernet Il, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:1l6:3e:8f:8f:54
(fa:16: 3e: 8f: 8f: 54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transm ssion Control Protocol, Src Port: 59050, Dst Port: 179, Seq: 0, Len: O
Source Port: 59050
Destination Port: 179
[ Stream i ndex: 8]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgnment numnber: O
Header Length: 48 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul ated wi ndow si ze: 16384]
Checksum 0x20d7 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi num segnent size, Wndow scal e, No-Operation (NOP), TCP MD5
signature, End of Option List (EQL)
Maxi mum segnent size: 1436 bytes
Ki nd: Maxi mum Segnent Si ze (2)
Length: 4
MSS Value: 1436
W ndow scale: 0 (rmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signature
End of Option List (ECL)

TCP SYN, R1A4*SACK:

I — TCP SYN, ACK sourced fromR1

2409 0. 004352 192.168.0.1 192.168.0.4 TCP 82 179 59050 [ SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 mMss=1436 W5=1



Frane 2409: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0
Ethernet |1, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6
(fa:16: 3e:d7: 7e: f 6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 59050, Seq: 0, Ack: 1, Len: O
Source Port: 179
Destination Port: 59050
[ Stream i ndex: 8]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: 1 (relative ack number)
Header Length: 48 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum Oxcbf8 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi num segnent size, Wndow scale, No-Operation (NOP), TCP MD5
signature, End of Option List (EQL)
Maxi mum segnent size: 1436 bytes
Ki nd: Maxi mum Segrent Si ze (2)
Length: 4
MSS Value: 1436
W ndow scale: 0 (rmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signhature
End of Option List (EQL)

R4ICKRRENDTCPY > a3 NOFH - ACTIVE:

I — as seen fromR4 - Active

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x121542c0
Tue Jan 12 13:27:23.526 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abl i shed at Tue Jan 12 13: 25:41 2021

PCB 0x121542c0, SO 0x1213c0e4, TCPCB 0x12156010, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 359

Local host: 192.168.0.4, Local port: 59050 (Local App PID: 1052958)
Forei gn host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 6 1 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3299472269 snduna: 3299473445 sndnxt: 3299473445
sndmax: 3299473445 sndwnd: 31646 sndcwnd: 4308
irs: 3225544359 rcvnxt: 3225545535 rcvwnd: 31665 rcvadv: 3225577200



SRTT: 89 ns, RTTO 530 ns, RTV: 441 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: MD5, Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1436, peer MSS 1436, min MSS 1436, max MSS 1436

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB _DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R4#
RICERTRENDTCPEY >3 O : Nv>T

I — as seen from Rl - Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x121560ec
Tue Jan 12 13:25:59.310 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abl i shed at Tue Jan 12 13:25:31 2021

PCB 0x121560ec, SO 0x121556d4, TCPCB 0x121575bc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 359

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 59050

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 3 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3225544359 snduna: 3225545516 sndnxt: 3225545516
sndmax: 3225545516 sndwnd: 31684 sndcwnd: 4308



irs: 3299472269 rcvnxt: 3299473426 rcvwnd: 31665 rcvadv: 3299505091

SRTT: 37 ns, RTTO 300 ns, RTV: 244 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: MD5, Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1436, peer MSS 1436, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R1#

PMTUD - 75 v V7k—)LE&H

"PMTUD - NAET XY NOIP MTUF/PEV ) OIETHRL ZLSIC, BUMEBZESOTCP
PMTUDIXICMP ( B4 EETEE - X4 73) DRFICK2TRNUH—ENET, Fragmentation
needed - Code Y XY t£—2, ChSOXY = HFASHDEBHRTEZES T, PMTUDA KU
H—ENBVWEENrHYVET, COFE,. TCPETEAONADOR /NP MTUREZEhFEHA, C
DERSBIFVATE, IPNTY MIDFEY RABREENTVWT, &F/DPDIP MTUNAET X
REKWERZEVHASANBREENTVREE, BENBTSYIR—IIRELET, Chs5D
NTY NEHALNROYZENET,

COto>3> Tk, CiscolOSXRACHESBHBENBZTSYIR—ILOFUAEBRELT
EET D HEEHBLET, :waﬂ’mr—m:\ RORECLIOHAICRTESIC, R2ZA &2 —
7 I 4 AGEO0/0/0/0TIEIPVARETBEDHEEN EMICE>TVET,

/ AS65001 \

Lo0 iBGP + tcp path-mtu-discovery Lo
IE2HGHI0! /a2 )| #SS i e i 1 > | 192.168.0.4/32

e GEO/0/0/0  GED/0/0/0 e GEQ/0/0/1 GE0/0/0/0 e GE0/0/0 GE0/0/0/0 e
10.1.2.1/30 ~ ~ 10.3.4.4/30 ~
IP MTU 1500 IP MTU 512
RI R [pwrusz | R3

\ ipv4 unreachables disable /




A4 X—23.5:R1/R4E K U'R2 IPVAEETEBETPMTUDA BRIC A 2 TLW S,

R2TEMICET N ZIPVAZETRRE -

- R2 - IP unreachables is disabled

RP/ 0/ 0/ CPUO: R2#show run interface gigabitEthernet 0/0/0/0
Thu May 13 12: 09: 45. 483 UTC
interface G gabitEthernet0/0/0/0

i pv4 address 10.1.2.2 255.255. 255. 252

ipv4 unreachables disable
!

RP/ 0/ 0/ CPUO: R2#show i pv4 interface gigabitEthernet 0/0/0/0
Thu May 13 12:10: 04.112 UTC
G gabit Et hernet0/0/0/0 is Up, ipv4 protocol is Up
Vrf is default (vrfid 0x60000000)
Internet address is 10.1.2.2/30
MIU is 1514 (1500 is available to IP)
Hel per address is not set
Mul ticast reserved groups joined: 224.0.0.2 224.0.0.1 224.0.0.5
224.0.0.6
Di rected broadcast forwarding is disabled
CQut goi ng access list is not set
| nbound commpn access list is not set, access list is not set
Proxy ARP is disabl ed
ICWP redirects are never sent
ICMP unreachables are never sent
| CMP mask replies are never sent
Table Id is 0xe0000000

CDTZYVR=INDOTF AT SCisco IOS XROK (I, RU/NT Y N 2B BEE

L. TNTEXRBLEBEE, BIFEhBTCPACKEZEFELEFICBRITL. /NAMTUTF 1 AAN
) TIRICEHBBEEZERAL EIPlateus® ) A R DIP MTUAMEL), E#H TS &, Cisco IOS XRT
&, YA AAFREVWLEDHIINTY RFRREETONAQEZATROYTEh, Ny hOBE
FBENALTNTY N ZEBLISETIEEN BASNET, COBERK. XOHIT/—RKRR1A
VR—TIAATEHEBLENTY N¥+7F v Ldebug tcp pmtudD HE I A SHEERBTEEX T,

R1TMNIOS-XR7 T Y UVR—I)LEEH :

—at Rl

— Original BGP Update nessage is sent

— Note I P Total Length of 1116 bytes and TCP Segment Length of 1076 bytes

— R2 filters such packet and send and | CWP error nessage towards Rl which triggers PMIuUD
— But because | Pv4 unreachabl es are disabled at R2 GE0/0/0/0 | CMP nmessage is not sent

— Hence BGP message is silently filtered at R2

562 7.638774 192.168.0.1 192.168. 0.4 BGP 1130 UPDATE Message, KEEPALI VE Message

Frane 562: 1130 bytes on wire (9040 bits), 1130 bytes captured (9040 bits) on interface O
Ethernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e:5c: f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
Total Length: 1116
I dentification: 0x4a37 (18999)
Fl ags: 0x02 (Don't Fragment)
0... .... = Reserved bit: Not set



.1.. .... = Don't fragment: Set
..0. .... = More fragnents: Not set
Fragnent offset: O
Tinme to live: 255
Protocol: TCP (6)
Header checksum 0x229b [validation di sabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 57082, Seq: 318, Ack: 251, Len: 1076
Border Gateway Protocol - UPDATE Message
Border Gateway Protocol - KEEPALIVE Message
<sni p>

—at Rl
— No TCP ACK is received
— Packet retransmission is attenpted (2 attenpts)

!
!
!
I — Note initial MSS value is of 1460 bytes

563 0. 560058 192.168.0.1 192.168.0.4 TCP 1130 [ TCP Retransmission] 179 57082
[ PSH, ACK] Seq=318 Ack=251 W n=32593 Len=1076
564 1.101367 192.168.0.1 192.168.0.4 TCP 1130 [ TCP Retransmission] 179 57082

[ PSH, ACK] Seq=318 Ack=251 W n=32593 Len=1076

—at R1

— Still no TCP ACK received; previous retransm ssions failed
Next |ower plateau value is attenpted — 1492 bytes

Packet retransmi ssion is attenpted (2 attenpts)

RP/ 0/ 0/ CPUO: May 13 10: 20: 44.251 UTC: tcp[399]: [t1l] PCB 0x15392224: Trying next |ower MIU. 1452

567 1. 850294 192.168.0.1 192.168.0.4 TCP 1130 [ TCP Retransmission] 179 57082
[ PSH, ACK] Seq=318 Ack=251 W n=32593 Len=1076
568 1.111361 192.168.0.1 192.168.0.4 TCP 1130 [ TCP Retransmission] 179 57082

[ PSH, ACK] Seq=318 Ack=251 W n=32593 Len=1076

—at R1

— Still no TCP ACK received; previous retransm ssions failed
Next |ower plateau value is attenpted — 1006 bytes

Packet retransm ssion is attenpted (2 attenpts)

RP/ 0/ 0/ CPUO: May 13 10: 20: 47.560 UTC: tcp[399]: [t1l] PCB 0x15392224: Trying next |ower MIU. 966

569 2.198327 192.168.0.1 192.168.0.4 TCP 1020 [ TCP Retransmission] 179 57082
[ ACK] Seq=318 Ack=251 W n=32593 Len=966
570 1.109602 192.168.0.1 192.168.0.4 TCP 1020 [ TCP Retransmission] 179 57082

[ ACK] Seq=318 Ack=251 W n=32593 Len=966

I —at Rl

I — Still no TCP ACK received; previous retransm ssions failed

I — Next lower plateau value is attenpted — 508 bytes

I — Oiginal information (TCP Length of 1076 bytes) is split in three distinct packets
I — TCP Segnent Lengths 468 + 468 + 140 = 1076

I — TCP ACK is received frompeer R4

RP/ 0/ 0/ CPUO: May 13 10: 20: 50. 870 UTC: tcp[399]: [t1l] PCB 0x15392224: Trying next |ower MIU. 468

571  2.205552 192.168.0.1 192.168.0.4 TCP 522  [TCP Retransnission] 179 57082
[ACK] Seq=318 Ack=251 W n=32593 Len=468
573  0.004254 192.168.0.1 192.168.0.4 TCP 522  [TCP Retransnission] 179 57082

[ACK] Seq=786 Ack=251 W n=32593 Len=468
574  0.002724 192.168.0.1 192.168.0.4 TCP 194  [TCP Retransnission] 179 57082



[ PSH, ACK] Seq=1254 Ack=251 W n=32593 Len=140
I — Peer R4 TCP ACK is received

575 0. 223172 192.168.0.4 192.168.0.1 TCP 54 57082 179 [ACK] Seq=251 Ack=1394
W n=31469 Len=0
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