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. ciscoTcpConnInBytes, OID .1.3.6.1.4.1.9.9.6.1.1.1.1Z QOEHEAD A D/INA N

. ciscoTcpConnInPkts, OID 1.3.6.1.4.1.9.9.6.1.1.1.2Z DEFEHAD A D/NT v MR

. ciscoTcpConnOutBytes, OID .1.3.6.1.4.1.9.9.6.1.1.1.3C QO EHxENL SO HD/N1 MK,

. ciscoTcpConnOutPkts, OID .1.3.6.1.4.1.9.9.6.1.1.14Z QEHEHL SOHI/NT Y N

. ciscoTcpConnRetransPkts, OID .1.3.6.1.4.1.9.9.6.1.11.7C DEHTHBEEE D /NT Y MK

o

. ciscoTcpConnRto, OID .1.3.6.1.4.1.9.9.6.1.1.1.9C OEHKEHAOBEEX 1 LT ME,
TCP-MIB E> 1 —I)LHh5DFE :

. tcpConnState. OID .1.3.6.1.2.1.6.13. 11 DELHICK T D AT —XR A,
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OAX3Z74 ANV TERARBZRODION RTEEMAFTT,

1. 2DOF /N4 AN ciscoTcpConnRetransPkis 7 T 4 N & ciscoTcpConnRto # 7 T U N
EHR—RNITIHAESHZHUHLET, ciscoTecpConnRto (Z%f L T SNMP get-next Bj¥E%
EITLET,

snmpgetnext -c public nms-7206a ciscoTcpConnRto

FATDITORMNHR—RENATVBEE, AOKSBIEICKYET,
Cl SCO- TCP- M B: : ci scoTcpConnRt 0. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 =
| NTEGER: 303 mlliseconds

E:ChSOATSIONHEREIDAOFY IR, O—ALIPT RLAGERKT, O
—AIIIP7 RLAMN14.32.100.75 ( A—AHILTCPR—KNFEF2) ©9065. VE—KNIPF7 RL
A :172.18.86.111, JVE—RTCPR—KMES : 23092, R'{EWE ciscoTcpConnRto A TY
o ATVYT 2ILERET, AT I VRN HYR—RERTVWEWEES, XAOLSBISEILKE
VET,

snmpgetnext -c public nms-1605 ciscoTcpConnRto
Cl SCO FLASH- M B: : ci scoFl ashDevi cesSupported. 0 = | NTEGER: 1

R f#l& ciscoTcpConnRto 77TV NATRE B EEA, RENDEREATZS IV
BEETEHYVELEA. FIEIICEATLSEZ,

2.Cisco TCP #MT—TLT 6 DOAFATS IO NIXRTEY RPN ITBIFNAACHTEDE
TCP £ (ICBE ¥ 218 %& get L £3, ciscoTcpConnOutBytes. ciscoTcpConnOutPkts,
ciscoTcpConnRetransPkts, @ & T ciscoTcpConnRto IZXF L T SNMP get-next Bi{E% E1T

LEXrT,

snmpgetnext -c public nms-7206a ciscoTcpConnOutBytes
ciscoTcpConnOutPkts
ciscoTcpConnRetransPkts
ciscoTcpConnRto

RDESBEISEICBENET,

Cl SCO TCP- M B: : ci scoTcpConnCQut Byt es. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = Count er 32:
383556

Cl SCO- TCP- M B: : ci scoTcpConnQut Pkt s. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = Counter 32: 8061
Cl SCO TCP- M B: : ci scoTcpConnRet ransPkt s. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = Counter32: 2
Cl SCO- TCP- M B: : ci scoTcpConnRt 0. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = | NTEGER: 303
mlliseconds

ROABZMHZRLET, ciscoTcpConnOutBytes A" 0 Td %, ciscoTcpConnOutPkts A" 0 T
b3, ciscoTcpConnRetransPkis A" 0 & V) £ K& L\, ciscoTcpConnRto A" 20,000 & V) £ K
ZLV, F: BREZEFRLTHDOTHNIE, 20,000 8BS T ENTEET, EHN/NT
IBE, RtoHN 20,000 ICETHET1 7EREAMDYET, EEL, NMEBEICKDT,
REROEBENBLSBIAEENI HVET, ChSOITXNTHEL WVEE., <O TCP
EN\TLTHY, JUFPTEERT, "/\JLTVBTCPEHEZV VT ITHHIC
SNMP ZEAd 51 ICEATEEY, TCPEHRT—7IL O wak ZHITLET, chzex
TI2EHIC, NDUULEEREEREITDIEZICL, ARDEKSBREN AT I VN EFER
L T#')IRL SNMP get-next B1fE2 21T L £,

snmpgetnext -c public nms-7206a ciscoTcpConnOutBytes.14.32.100.75.2065.172.18.86.111.23092
ciscoTcpConnOutPkts.14.32.100.75.2065.172.18.86.111.23092
ciscoTcpConnRetransPkts.14.32.100.75.2065.172.18.86.111.23092
ciscoTcpConnRto.14.32.100.75.2065.172.18.86.111.23092
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get-next EN CHOARNTHAT DIV EZRTET, CRhETOTANEFEALTEIVN
) ZHEFRLE T,

Cl SCO- TCP- M B: : ci scoTcpConnl nPkts. 14, 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = Count er 32: 8097
Cl SCO- TCP- M B: : ci scoTcpConnEl apsed. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 =

Ti meticks: (17296508) 2 days, 0:02:45.08
Cl SCO TCP- M B: : ci scoTcpConnFast Ret ransPkt s. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 =
Counter32: 0
Cl SCO FLASH M B: : ci scoFl ashDevi cesSupported. 0 = | NTEGER: 5

T, COFNAAD TCP EREITNTHERELTRTLUERL

3. Cisco TCP #fiT—7 L TRAD 4 DOA TS TV NEREYR—RNTBIFT/NNA ALK TS
& TCP ##%(CBI T 218$|%& get L £ 9, ciscoTcpConnInBytes, ciscoTcpConnlInPkts,
ciscoTcpConnOutBytes, & & T ciscoTcpConnOutPkts (=Xt L T SNMP get-next BifE % 1T
L&Y,

snmpgetnext -c public nms-1605 ciscoTcpConnInBytes

ciscoTcpConnInPkts
ciscoTcpConnOutBytes
ciscoTcpConnOutPkts

RDERSBISEICBYET,

Cl SCO- TCP- M B: : ci scoTcpConnl nByt es. 14. 32. 6. 185. 23. 14. 32. 100. 33. 2249 = Counter 32: 68
Cl SCO- TCP- M B: : ci scoTcpConnl nPkts. 14. 32. 6. 185. 23. 14. 32. 100. 33. 2249 = Counter 32: 12

Cl SCO- TCP- M B: : ci scoTcpConnQut Byt es. 14. 32. 6. 185. 23. 14. 32. 100. 33. 2249 = Counter 32: 170
Cl SCO- TCP- M B: : ci scoTcpConnQut Pkt s. 14. 32. 6. 185. 23. 14. 32. 100. 33. 2249 = Counter32: 17

ROABNELWVWC EZHERRL F T, ciscoTcpConnlnBytes A 0 & V) £ KE V),
mscoTcpConnInPkts A0 THB, ciscoTcpConnOutBytes A" 0 TH B,
ciscoTcpConnOutPkts ¥ 0 TH 2, BEWEF 2T, £€5—EAFAT I UM %Z get LET, I
ThBPNEBTENAN TCPELETREBN 2 ECEZERLET, BFIROINTHAELWVWES
. O TCP EREIE/NTLTHY, VUTFTEFRY, "NJOLTWVWB TCPEHEVVUT
TB-HICSNMP ZFEHATD, ICHEATIEEV, TCPEHET—7 L0 walk Z#{TL &
To CNERITITRDEDIC, \NDTUEERERREITDIEEZICL, ROKSIBRENLEATS
IVNZEFERALTEYIEL SNMP get-next BifEE R1TL £,

snmpgetnext -c public nms-1605 ciscoTcpConnInBytes.14.32.6.185.23.14.32.100.33.2249
ciscoTcpConnInPkts.14.32.6.185.23.14.32.100.33.2249
ciscoTcpConnOutBytes.14.32.6.185.23.14.32.100.33.2249
ciscoTcpConnOutPkts.14.32.6.185.23.14.32.100.33.2249

get-next EN COAXNTAHAT DIV RNZRTIET, ChETOTANEFEALTEIV N
) ZHRBLE T,

Cl SCO- TCP- M B: : ci scoTcpConnQut Byt es. 14. 32. 6. 185. 23. 14. 32. 100. 33. 4184 = Counter32: 170
Cl SCO- TCP- M B: : ci scoTcpConnQut Pkt s. 14. 32. 6. 185. 23. 14. 32. 100. 33. 4184 = Counter32: 17

Cl SCO- TCP- M B: : ci scoTcpConnl nPkts. 14. 32. 6. 185. 23. 14. 32. 100. 33. 4184 = Counter 32: 12

Cl SCO- TCP- M B: : ci scoTcpConnEl apsed. 14. 32. 6. 185. 23. 14. 32. 100. 33. 4184 = Ti neti cks: (4345)
0: 00: 43. 45

ChT, COFNAAD TCP Eie I NTHRBL TR TLRL L,

NTLTVWS TCPEHZEIIFIDILHIC SNMP ZHEHT S
FIH= & OB
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SNMP 232 &, N\ ULETCP#E#4ZIVIUTTEET, SNMP IYX > RiE, cleartep
local <local_ip> <local_port> remote <remote_ip> <remote_port> 1Y > RERUTY, 11727
V7 $2HICERTHATP T MNE tepConnState T9 o

SNMP TN\ J LIz TCP 2V VT 32ICEF,. ROOAX RERTLET,

snmpset -c private nms-7206a tcpConnState.14.32.100.75.2065.172.18.86.111.23092 integer
deleteTCB
TCP-M B: : t cpConnSt at e. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = | NTEGER: del et eTCB(12)

F:chsOAT7SITIMNCERATEND AV TY VAR, O—HIILIPPRLAOERZT. O—7H
JLIP7 RL AM14.32.100.75 ( A—HITCPR— K ES2) TF065. JE—RNIPF7RLA
©172.18.86.111, JE— RTCPR—KNEE : 23092,

X TTCPEEANNIITRLZ2HETHIZOHICSNMP Z2FATS, TN\ J LML

ATV ORAZERICEATIZEN BN ET, COONY RIBESRLS TCP #EHEZYIMT S C
EIEBRLTLEZL,

MIB Z#7 < 1 b @ #ltER

.1.3.6.1.4.1.9.9.6.1.1. 1.1
ci scoTcpConnl nByt es OBJECT- TYPE
- FROM Cl SCO- TCP-M B

SYNTAX Count er
MAX- ACCESS read-only
STATUS Current

DESCRI PTI ON "Nurmber of bytes that have been input on this TCP
connection. "
::={ ciscoTcpConnEntry 1 }

.1.3.6.1.4.1.9.9.6.1.1.1.2
ci scoTcpConnCut Byt es OBJECT- TYPE
- FROM Cl SCO- TCP-M B

SYNTAX Count er
MAX- ACCESS read-only
STATUS Current

DESCRI PTI ON "Nunmber of bytes that have been output on this TCP
connection."
::={ ciscoTcpConnEntry 2 }

.1.3.6.1.4.1.9.9.6.1.1.1.3
ci scoTcpConnl nPkt s OBJECT- TYPE
- FROM Cl SCO- TCP-M B

SYNTAX Count er
MAX- ACCESS read-only
STATUS Current

DESCRI PTI ON "Number of packets that have been input on this TCP
connection.”
::= { ciscoTcpConnEntry 3 }

.1.3.6.1.4.1.9.9.6.1.1.1. 4
ci scoTcpConnCut Pkt s OBJECT- TYPE
- FROM Cl SCO- TCP-M B

SYNTAX Count er
MAX- ACCESS read-only
STATUS Current

DESCRI PTI ON "Nunber of packets that have been output on this TCP
connection."



::={ ciscoTcpConnEntry 4 }

.1.3.6.1.4.1.9.9.6.1.1.1. 7
ci scoTcpConnRet ransPkt s OBJECT- TYPE
-- FROM Cl SCO- TCP- M B

SYNTAX Count er

MAX- ACCESS read-only

STATUS Current

DESCRI PTI ON "The total nunber of packets retransmitted due to a timeout -

that is, the nunber of TCP segnents transnitted containing
one or nmore previously transnitted octets.”
::={ ciscoTcpConnEntry 7 }

.1.3.6.1.4.1.9.9.6.1.1.1.9
ci scoTcpConnRt o OBJECT- TYPE
-- FROM Cl SCO- TCP- M B

SYNTAX I nt eger

MAX- ACCESS read-only

STATUS Current

DESCRI PTI ON "The current value used by a TCP inplenentation for the

retransm ssion tinmeout."
::={ ciscoTcpConnEntry 9 }

.1.3.6.1.2.1.6.13.1.1
tcpConnSt at e OBJECT- TYPE
-- FROM RFC1213-M B
SYNTAX Integer { closed(1), listen(2), synSent(3), synReceived(4),
establ i shed(5), finWait1(6), finWwait2(7), closeWait(8), |astAck(9),
closing(10), timeWait(11), deleteTCB(12) }

MAX- ACCESS read-wite
STATUS Mandat ory
DESCRI PTI ON "The state of this TCP connection.

The only val ue which may be set by a nanagenent
station is del eteTCB(12). Accordingly, it is
appropriate for an agent to return a " badVal ue'
response if a managenent station attenpts to set
this object to any other val ue.

If a managenent station sets this object to the
val ue del eteTCB(12), then this has the effect of
deleting the TCB (as defined in RFC 793) of the
correspondi ng connecti on on the managed node,
resulting in inmredi ate term nation of the
connecti on.

As an inplenentation-specific option, a RST

segment may be sent fromthe nanaged node to the
ot her TCP endpoi nt (note however that RST segnents
are not sent reliably)."

::={ tcpConnEntry 1 }

N ULETCP EHiZERHEBLTOVUTF TS PERLRAIUT B

DI UE, PERLAVUTRNEMRERMIBES 1—I)I0OHBDT—HAT 77428 HLE
T V0BGV VYIOLTTT7TANESATALAICRELTLSEETV,

. fixTCPhang.tgz
T—HATILEEND T 7AINREKRDESY T,



/content/dam/en/us/support/docs/ip/simple-network-management-protocol-snmp/61860-fixTCPhang.tgz

- bin/fixTCPhang.pl
- mibs/CISCO-SMI.my
- mibs/CISCO-TCP-MIB.my

2T REMBETI—LERMETSICE. UNIXROARL—F 124 Y AFATH gzip
XRtar DERSBI—FT A VT4 2FALET, LEXE, T—hA47 774K tmp IZH B E1R
ELTT77A4I)%Z fmp ICHETAICE, XROKSICITTVET,

cd /tmp; gzip -dc fixTCPhang.tgz | tar -xvf -

E:AOUVTPOBYIOTEREL T, PERLOSFZEETIHLEN HBIHENHYET,
Microsoft Windows AR L —7 14 > AT AT, 774 OMEIC winzip ZED1—FT11)
TAEFEALET, ctmp lIC 7 7ML 2L EHEE. AV RNERTIDEEIC-mAS
SAVEEETIHLENBYELA,

RODIAIXV RTTIFAINZERELET,

fixTCPhang.pl -c public -C private -f nms-7206a

BRELENDTLETCPEETNTNIIFL T, ROBIDELSBITARTENKT,

Found bad TCP connection: Local |P: 14.32.100.75 port 23 Renote |P: 172.18.100.33 port 47878:
CLEARED

RAEBEOIDAZI1IZT 14 ANVVITHIRHBEIT, AT VHFEESIEHEE. AOUTH
FERZVVTLTVWET, HOINOHERICHS CLEARED XIEBL T EE L,

COAIZVUTNE, SNMPN—2 321, 2c, BRU3ZEHR—KNLTVET, SNMPN—2 3>

BZEETRHERF. VBRI IXNTOFRARREEETDILEN HV) ET. XiE SNMP v3 ZfE
A336ITY,

fixTCPhang.pl -v "3 -a MD5 -u chelliot -A chelliot -1 authNoPriv" -f nms-dmz-apl200-b

BIRDHIT SNMP v3 ZERETA-HO 1I0S OAX > RIFIRDEBY) T,

snmp-server group chelliot-group v3 auth write vldefault
snmp-server user chelliot chelliot-group v3 auth md5 chelliot

E:ZCOFANTHERAE N TVWBANET-SNMPOWindows/N\—> 3 NI HBDEDTT, <D
NTIZ&2T, SHARMRBRELLBETEE A,

CHDAVVTRNTHEATERD A>3 MICVW<2AHYET, NET-SNMP OAX > RS A~
d—7T 14T 4 DOFBMAX° MIB 2 2 —)LOFBFIA tmp/mibs ICBEWBEICEHDIAIUTN FT
2AUNFVKIDHBYET, Fh, ThoOAT IV ORORIOIBEHNERRTEET,



fixTCPhang.pl
fi xTCPhang. pl [-dfhV -c <read_community> -C <write_comunity> -m <nmi b_directory>
-p <command_path> -t <timeout> -v <snnp_versi on>] <device>
Version 1.2
Det ect hung TCP connections on <device>, optionally clearing them
Options: -c¢ Specify read community string. Defaults to public.
-C Specify the readwite conmunity string. No default.
Must be supplied for the script to clear hung connections.
-d Turn on debug node.
-f Fix or clear any hung TCP connections found.
-h Print this nmessage.
-m Specify the directory to find Cl SCO-SM.ny and Cl SCO TCP-M B. ny.
Defaults to /tnp/ m bs.
-p Were to find the net-snnp utilities.
Optional if the utilities are in the path.
-t SNWP Tineout value. Defaults to 5 sec.
-v  Specify SNWMP version to use: One of 1, 2c¢, or 3.
If 3 is specified then this option rmust include all of the
aut hentication information for SNWPv3. For exanpl e:
"3 -a M5 -u chelliot -A chelliot -1 authNoPriv"
Not e: NET- SNMP seens to have a bug with SHA aut hentication on W ndows.
See the NET- SNWP documnentation for nore information.
Defaults to SNWP version 1.
-V Print version nunber.
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