YL5R ping & & THLAER traceroute N > RIZC DL
-

2E

BUHIC

BitR%

2
FEHRYIZAVR—Fb
ping AN R
$E5R ping AX > K
ping ANV ROD7 1 —)L ROFHHA

traceroute IY > R
Y5k traceroute AN~ R

traceroute AN RO 7 41 —)L ROFRA

BE1E R

FL®IC

CORFIAYNTE. B prg & 5 ICHEE NS rwoore TV RERFTLET,
Rl SR A

EH

CORFIXY NERGILE, ping & raoone I RERFTLET,
FEAITAAR—F N

CORFIAY NOBERE. ROYTRIITEN—RIITON—TaVLETUTVET,

e CiscolOS(R) VY7 ~hDITF
« IXTD Cisco>)—X )L—=&

CORFIXNOERIE. BEOSRBEBICLHZDTFNAAICEIVWVTERENELE, COR
FAXRNTERIZITINTOTNA AR, VT (FT7ZFI)IK ) RETHEEZRHAL TVLE
T, ABEPOZY RD—UTR., BOAV UV RICK>TRCA AN HZDEEE T OHEELT
<kEEL,

RECE



RFIXRNOREBHEOHFMIZIOVWTR, RO TININ T4V TADKRGLEL 2 RL
TLEE L,

r ping:|7\/ I\“

M ping (Packet InterNet Groper) X > Rik, FNAAOTFT oI EVTF4 =2 NI 21 —FT4
DUTBRIEODOIEEIC—MNEFETT, Chik, 2 DO Internet Control Message
Protocol (ICMP; 4 > 2—% Y NG XY +—2 7O ) VTV — Xy £—2, ICMP I
—ER, BXFICMP IO—&ZFEAL T, VE—N KA TITATTHIHNESH ZH
WILET. "png oy TA—REOZELCHHPIEEERHELET,

Fping ONRIE, BMICTIO—ERNTY 2T RLAICEEFL, B ZEF5FT, png T
OJ—ERNBEEICEEL, BENEERICII-ICEERTCENTEZBSICOXKBILET
o ping BHICERS M EHBARICTOSMXENHY KT,

?Egﬁé 1’17: ping a~x > I\

BEOpng AN REIIL—BFHSEEFEIhET, pingDEFXTT RLAR., NTY MFIL—2%
HA32EHICEATEIARX—TIAADIPP RLATY, RAR—KNH ping DN RZEFERATS
&, EERIPPRLAZIL—FZLOFEEDIPT RLAICEETEE T, ILERE NI png RARD
FEMREERY N —VEGEORBERFIVIRERTIDEDICERAETIET, kS h
o ping ON > R, BFHEEXECON > RZA 2 TOIXRBELET, BE png &, 1I—HEXECTE
— REBEEXECE—ROBMATEELET, COMEEFERTIICE. KOKDICABDLET
ping AN RT A4 2 TRetunF—ZHLET, CORFIXMD Tping AN ROT7 1 —)L R
DOFHRA, U232 THRATND LSBT A —=IILRAODADEERENETT,

r pingj?y |\7’f_)l/ I\o)?uﬁ,ﬁﬁ

RDRIZ, ping ANV ROT A —)LROFAANSDT 1 —)LRIE, png AN RZFEAL T,
TY7IL—REEITLET,

74— K 4 o5
HR—KRENTWVWAZ7ORINZEANTEELD
Protocol [ip]: ICERENET, appletalk. clns. ip. novell,

apollo, vines, decnet, £xl& xns ZA DL &
I, F7FI)IKNE |p Td9,

ping L&SELTVWBE/—RDOIP T RL
AFLEBFRANBEZEANTDELSEREIET
Target IP address: o TAR—REThTVRZ7ORILICIP BUAZE

BELESEK., CCiC@EZE0Z7’OMNIILICE
LEZ7RLAZABDLET, F7FI)ILBE
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none T49,

Repeat count [5]:

BET RLAICEEFENS ping N7 Y MO
o T7FIBKE5TT,

Datagram size [100]:

ping N7y NOHA X (NA KNEfL), TT7 4
JLBIE 100 /N1 KT,

Timeout in seconds [2]:

BALTIRNER. F7AILRNE2¥TT,
ping l&. COEEBERUARNICII—RENTY
RAZEEhESEICOARBILIEERBZEQ
£7,

Extended commands [n]:

—EQEMNION RERRITDIHNESHEZEE
LEI, *7#)LKE N0 TY,

A ping [n] ( Ingress ping [n] ) :

ABping &, ZF—TY NERENDEES h
EAAA DV B—TIAATEEEhENTY N
Z2>X1L—MULET, F7F)NBMENOTT

o

(AT a>oFERTRE, FRAEhTY
BY7RNIITII)—ALCKR>TEBYYET)

Source address or interface:

7O0-7OREXT RLAELTHERATSIL—
BDAVR=TIAARATXEFIPT7RLA, )L
—XF, BE, FRATIEEAX—TI(A
DIPT7RLAZEBRLEXT, 1 >F—T 14
AEEETEXRIAN, RICRITLSBZELVIE
XEERALET,

Source address or interface: ethernet 0

A CNEILRACLOH IO —ETT . ping
N RaEGERALT, 7Yv7J9L—REEITLE
To AVE—TIAAE. e0 ERFRBRTEE

A,

DSCP {# [0] ( DSCP Value [0] ) :

Diffserv J— KR4 N (DSCP ) ZEEL &
¥, EAEh/-DSCPERF., F7O—7ICHE
BEhET, F72ILKNE0TT, (OF




7TavoERTRRE, FAETATVWEYT N
DITIVI)—ALLL>TERZNEXT)

Type of service [0]:

Type of Service (ToS ) ZIEELET., ERE
N ToSAETO—TICEREENETHN, ¢
NTDI—ZN ToS ZMIEFTBHEEFREYWEE
ho BRUEH—EADA 2 RX—XY NREIX
BTT, T7AINEKOTT,

Set DF bit in IP header?[no]:

ROVWTNAZEELET, Dont Fragment (OF) E
Y NEping/NT Y MZEREENE T, yes &35
ELEHE, DF AT avIicky), ZoONT

Y NEBRAREEIZY N (MTU) O/hEWEY
XN EZBRIIBENBBIBEICTTITXY
NMeehd', NTYRNETSTXRNMELEKS
ELETFNAADLSIT—XvE—2%ZFFEL
£9, cnlE, BEETO/NATORN MTU

ZHWITBDDICKRILEETT, 72L& no

T9,

Validate reply data?[no]:

WETF—RERIATIHNESH EZEBELET,
774N KME N0 TY,

Data pattern [OXABCD]

F—2 NE—2&EELET, NFTILP1—
TAVTICR, EXREEBTF—ENE—2HE
AEh&Ed framing I5—8B&LD clocking TN
E#ROEE. 77 # )L NIE [0XABCD] T,

Loose, Strict, Record, Timestamp,

Verbose[none]:

PAYA—OAT7>3a>, COZ7AVT NTE
 BRATD aVHIEBRERAEINET, TORA
BREROESYTT,

« Verbose FEFDMOATar sl
BEMNICBRENET,

« Record l&, N7 Y RABBITZDKRYTD
TRLA(ZRK9D)ZRTTDED,
FEICERNEATSITT,

« Loose Tk, N7y "NABBIBDKRY S
N7 RLAZEBETDEEIC, NAILE
BEBEZDENTEET,

o Strict /N7 Y NZEBBEESFRY T &5
EL, TOMOKRY T FBBTELRVK




SICTBDEEEELET,

« Timestamp FHEFEDRARETOT I
RENUYTREZAETSEHICFERAL
£9,

CNDINX> RM Record #7/av &
traceroute 1N > RMiIEL\ (&, Record F 72 3
VTREEICEETZDETICII—ER
(ping ) M BIBITBHRY THARRENBETT
B, UR—2NATEIBTSDHRY TERRE
NBHTY, traceroute N REFHATZ &
 IO-RENFEBDNAICETRERIEEES
hEH A, traceroute N REANT B L,
BEBETA—=I)LREAANTEDRST7OT RN
RRAENhET,

traceroute N> RGFEREhiF7>a> %
Z27O0—7ICBHBLET, =L, XTI
—R(EFEREIVR /—R)DFEFEIhSOFTS
AVZEMNEBIDERFRYVEEA. F7FI KNG
none T9,

Sweep range of sizes [n]:

BREENZDIOA-NTYNOY A A%2EETE
TF9, chliF, BEFPRLAETONAILHE?
Io/—RLETEREENTVS MTU OFNY A

AZH TR EHICFERAENET, CcOELSIC
LT. NTYRDTZTXD MEIZEK > TRE
IBEINTF—NXALOBENf BSsETNET,

T 7 #A) M&E no TT,

BREFN () &, BEOZREFEERLET. EV
ZR()BE RYRND=OH-—N-—HREEHF
BPIZEALTIOMLIECEZRLET. O
DX FOHARF., Tping XF. 25U T
2EW,

Success rate is 100 percent

W—2ICEBLCIO-NYIENENTY RO
N—t>T—2, 80% KiElE, BEGEEN &
BLERBENFKT,

round-trip min/avg/max = 1/2/4 ms

ZORNILOIO-NTY NADZI RN
Y7 REOERT, &N FHBER(IVUDE
fiL) Z8hET,
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ROETEE, RARM1ERAN2BEWVI ping TEEXELA. L—TATORENF HBHED
A EFERE2DO2OKRANOVWITNADLTTF7ALRNT—RIIAAHAELSKRETENTVEWVWALES
NEHHTREOIC, L—FTOBEENS TN 1—FT1 2 ITEET,

Router C

172.31.20.0 172.20.10.0

172.16.23.0 192.168.40.0
— el el el el —
A .2 Router A Router B .1 2
Host 1 Host 2

RAN1ERAN2 T ping ZERTTERL

RDIZE, pglEEICERITTRDLEHIC, RANMASKARADEZERARNE, ThENOLANE
IAXVRNEOL—RIZHTBDTFTALRNT—R I I A ZEBLTWD D, RANFIN—F12T7
ORI EZFEATRIINL—FERY ND)—VRBHRERBRITDIMLEN BYVET, VTHHADKRARNT
TF7ALRTF—RIIAHFELKBREENTVEVES, FEEL—FT12IF7—7IIICELW
JL— K7W B4A . Address Resolution Protocol (ARP ) ¥ ¥ Y2 2 ICEFEELBEVEEIC/NT Y
REEEBETR LB TEREA, T, L—FD1DIZ, FARNEFD ping N\TY NZZEETS
H7ZXY MMOIL—MFBVWIENFRERT, RARNFMEEIZ ping ZRITTEBVAEEESH VY E
ED

Bl

R, BERAN—BADA—HYRYRNOAVE—TIAALBZ2>TVT, BENFIL—ZXBDOA
—HYRYBNAVE=TITAALBZ2TVSHEER ping AN ROPIZRLET. D PING DK
BE. N—TFTATBENFBVCEZRL T L—ZARBIL—ZBOA—HZY NADEE
FEEFTHEL, L—FBRIL-ZADA—HYRY MOREFEEZFEBLTVERT, Kk, WA
DIRARTTF7ALRT =R IIAHNELKRETNTLXRT,

RENT ping ANV REL—RADSEITTRDERBMUET, chRIL—FT 1T OBEN HB
CEZERLET, 3BEDL—F2OVTIACIIL—T AV EOBEN HDAEENHY)ET,
L=2ATRE. L—E2BA—HXYRNOHTZY RADIL—K*®, L—RCEI—2BHEOY
TZY MDOIL—RAFEDNEAREENHYET, L—EB TR, L—FADHTZRY hADIL
— K", L—=ZFCEIL—RARBDYTZRY MADII—RFEDIIZAREMENrHYET, L—&C
TR L—ZAFERIL—BZBOA—HZRY NEITXDRNOYTRY MADII—RHFKDhiZT
BEMABYET, I—FTAVTICHIHIBEZEELTHS, RAMN1ASKARK 2D ping
ZRTITIVENHBYVET, FANT1AHSKARN2AD ping ZRITTERVZEEF, WHOTF



72K T—RIIA ZBBLTLKEEZV, - ZFADA—YZXYNEIL—ZXBDOA—FZXY K
OEOEEE. #i5k ping AN REFEALTFIVILET,

L—ZRADRSIL—BZBOLA—HRXRYNAVR—TILANDBED ping Tk, ping/N\TY kD
BEERXTRLAGREAVE—TIAADOTRLA, D2EWVIVFILOAVE—TIALAADT R
LA (172.31.20.1) ISV EF, L—2 B A ping /N7 Y NCBETBEE, EEXT KLX
(DFEV, 172.31.201) ILBBELET, COKSIC, L—FADZUTILOAER—TIARA
(172.31.201 ) EL—B B DA —HRY N A B —T T A A (192.168.40.1 ) OB DL 1
NFTFAREIhET,

IL—BADA —H Y 80(172.16.23.2)£)L—ZBO A —H XY N0(192.168.40.1) D E DK Z T
ARNTBIZIE., extendedping AN RZEFEALT, FYTIL—RZEFTLET, Hi5R pingZ EA
FTHEHEEE. pngRIc RTEDIC, NTYy N EEELET,

<#froot>
RouterA>

enabl e

RouterA#

pi ng

Protocol [ip]:
Target IP address: 192.168.40.1

l--- The address to ping.

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 172.16.23.2

l---Ping packets are sourced fromthis address

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.40.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 36/97/132 ms

l--- Ping is successful



RouterA#

This is an exanple with extended commands and sweep details:

RouterA>

enabl e

RouterA#

pi ng

Protocol [ip]:

1--- The protocol nane.

Target IP address: 192.168.40.1

1--- The address to ping.

Repeat count [5]: 10

1--- The nunber of ping packets that are sent to the destination address

Datagram size [100]:

1--- The size of the ping packet in size. The default is 100 bytes

Timeout in seconds [2]:

1--- The tineout interval. The ping is declared successful only if the
1--- ECHO REPLY packet is received before this interval

Extended commands [n]: y

1--- You choose yes if you want extended conmand options
1--- (Loose Source Routing, Strict Source Routing, Record route and Ti nestanp).



Source address or interface: 172.16.23.2

l--- Ping packets are sourced fromthis address and nust be the I P address
l--- or full interface nane (for exanple, Serial0/1 or 172.16.23.2).

Type of service [0]:

1--- Specifies Type of Service (ToS)

Set DF bit in IP header? [no]:

1--- Specifies whether or not the Don't Fragnent (DF) bit is to be
1--- set on the ping packet.

Validate reply data? [no]:

1--- Specifies whether or not to validate reply data

Data pattern [0OxABCD]:

1--- Specifies the data pattern in the ping payload. Sone physical |inks

l--- mght exhibit data pattern dependent problens. For exanple, serial |inks
l--- with msconfigured |ine coding. Sone useful data patterns to test

l--- include all 1s (OXffff), all 0Os (0x0000) and alternating

1--- ones and zeros (0OXaaaa).

Loose, Strict, Record, Timestamp, Verbose[none]:

1--- | P header options.

Sweep range of sizes [n]: y

1--- Choose yes if you want to vary the sizes on echo packets that are sent.

Sweep min size [36]:

Sweep max size [18024]:
Sweep interval [1]:



Sending 179890, [36..18024]-byte ICMP Echos to 192.168.40.1, timeout is 2 seconds:

- The count 179890 depends on the values of mn sweep,

- max sweep, sweep interval and repeat count. Calcul ations are based on:

- 18024(high end of range) - 36(low end of range) = 17988(bytes in range)

- 17988(bytes in range) / 1(sweep interval) = 17988 (steps in range)

- 17988(bytes in range) + 1 (first value) = 17989(val ues to be tested)

- 17989(values to be tested) * 10(repeat count) = 179890 (pings to be sent)
- In order to decrease the value, increase the sweep interval or decrease

- the repeat count, or you can even decrease the difference between

- M nimum and Maxi nrum sweep size. Based on the previ ous exanple, the

- nunber 17890 is an expected value and tries to ping 17890 tines.

Packet sent with a source address of 172.16.23.2
{0 T T A I I A I A I A A I |

Success rate is 100 percent, round-trip min/avg/max = 1/2/4 ms
l--- Ping is successful

RouterA#

r traceroute j 7 > |\“

pingZEAL TF/NA ABOEREZERTEDIHFER. raeoe AN REFEALT, L—FT1>
TJICEENMNRELTVREMEFTELS, NTY R BBIBDVE-RNBENOD/NAZRETE
9,

TOBEMIE., taceoe AN RiE, FICMP "time exceeded) XY E—2 OEETTZEELEEL T,
INTY R BEICEIETDIETICEEDNAONL—AZRHELET,

ZRITTDT/NA A traceroute X > Rik, —EDUser Datagram Protocol ( UDP ; 1—H¥F—%%7
SAZORINL ) F—RIS L%, ThEFnTime-To-Live ( TTL ; 4 JHERERE ) ENED S h
FERET, UE—RKRANODEMBR—RNT RLA(T7 2L NE33434)ICIEELET,

FTFHROICIDOTF—RITALNEEBENET, TAFIAOTIL 71—l ROEE 1 ICEREE N



TVWET, TTLEN 1 DOBEICE., F—RITLINALOBHOIN—RICEELERAT, ¢
SIRALTINCRYET, RIZ, ZOIIL—RF, TF—R2ISLNVPRINICE Ll EexR
FICMP time exceeded X Y — TISELE T,

R, E8IC3 2O UDP XY E—UAREENET, THhENAO TTLER 2 ICREETHTVE
T, chlckY), BEADO/NAD2EZEB DI —ZHNICMP "time exceeded XY t—TZRLET

o

CO7OtARE. NTYRDEEICEEL, NTY ROREETDI AT LD traceroute FEFXLETD /N
ALHBDIXNTOIL—2H SICMP "time exceededys XY tE—T2ZELET, chsnTF—2&
TJSLEBERANDEMBER—NTT7 A NEIBHONDT I AZHEAD S, RANKE
ETER—RNZRTICMPR—REEFTEXYE—TRELET, COARIKNICKY),
traceroute VAT S LK T IR LOBHEIET,

~ . D VLAN TE, ip unreachable TN > K% no ip unreachables TEXICL TLW AW
EEBRLTIKEEV, ZOOXY R, ICMP I3 — XYy E—2BULTNT Y MEEX Y
t—D7ERLET, TOHE. traceroute FHELEE A,

#L5R traceroute AN > R

LR E N7 traceroute AN > RiE, traceroute AN REMFEAL T, ZFYTSIL—RERITLET, k
iR traceroute N> RZFEAL T, NTY MY BREICEETDETICLED/NAZHERATEET
o BRI, COONVRE, W—FT AT RFIVIITRLEHICEFRATERT, k. IL—
TAVIN=TORNZTILNA—FT A2 TETSHER. NTY NFERODNESA (IL—MHFK
bnkBae, FEENTY M TIOEAHEHBIAN (ACL) FE@ET77A4T70F—=)IC&>2TT
AOvoEchizBEse ) ZBRETHIRICKRILEE T, LR ping AN RZFEALTERLOBENE
FMEYML 2%, L5 traceroute IN > REFAL TREOREBMEZRVIAT ZENTEXRT

o

"time exceeded) T — XV E—TF, PFREBEEY—N\HFNTY N EHRL, BEULELZELEZETR
L £ 9, destination unreachable Lo —X v t—< &, B/ —RATO—-T2ZEL. N7V
NEBETERI 2 EEDICTO—T2RELECEEZRLET, BENZEENDHEICEAN
— A T7IBE21BE. trace TRTZARVAY (*) FRRENET, OO RE, xOV
TN RELEBEICKTLET,

- WENFISELLSEE

« FEXTTL Z#BX -84
s A—YHNIAT—T =T ALK NL—RZEHEL EHE

N 5 ctl. shift. 6 EEBICETE. COTRT—TS— TV AENUHI LA TEES

o

traceroute X RO 7 1 —)L RMOEHEA

RDEIZ, traceroute ANV RO T 14— )L ROFHEBAZERLET,



714—=)LR

Bt

Protocol [ip]:

HR—RENTVWB7ORINZADLTEELDS
ICER&EhFET, appletalk, cIns, ip. novell,

apollo, vines, decnet, £#l& xns ZA L &
T 774N ip T,

Target IP address

RARNBRIEEIPT7RLAZANTDHEN
HYVET T7FILREBYNEE A,

RELTTRLA:

T7O—70REERT RLAELTHERATZIIL—
BODAVR—TIAAKLEEIP7RLA, L
—2k. BE, FRAIIEEAIRX2—TI(4A
DIPT7RLAZZERLEXT,

Numeric display [n]:

T7FILRTRE, 2RI EBIEOHG A KRR
TENET, EEL, PURIMBIERTRICTER
ERD

Timeout in seconds [3]:

707 NTY RAOISEZFHRITIVE. 7
7FZLRNE3IRTT,

Probe count [3]:

ZFTTLILARILTREEENZ7O0-7T 0%, F
7#IBNE 3T,

Minimum Time to Live [1]:

BOO7O0—7 O TTL{E., F7#IIKE1T
I, BEIOKRY TZIERRICTDEDH, &)
RKEBZEICRETEET,

Maximum Time to Live [30]:

FEATELERATILE, 74 KNE30TTY
o | taceroue AN R, WEICEELLEE
FEFCOEICEELEEEICKRTLES,

Port Number [33434]:

UDP 7O—7 XvE—THEAT B HEER
_l\o 5_“7 7r)l/ |\‘rj: 33434 —C“j-o

Loose, Strict, Record, Timestamp,

Verbose[none]:

IPAYR—DFAT> 3>, FEOELEDE R
BETEET, " tacoue AN RiF, BEX




74=I)LROZ7OVT7RERITLET, ADOR
(EFBELTLKEETD traceroute AN RIFERE
nieA7>arz870-7ICBELETH,

IXNTOIN—R (FLEFEIVR/—R)HFFTS
2aENBIBREEFRYERA

B

<#root>
RouterA>

enabl e

RouterA#

traceroute

Protocol [ip]:
Target IP address: 192.168.40.2

l--- The address to which the path is traced.

Source address: 172.16.23.2

Numeric display [n]:

Timeout 1in seconds [3]:

Probe count [3]:

Minimum Time to Live [1]:

Maximum Time to Live [30]:

Port Number [33434]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Type escape sequence to abort.

Tracing the route to 192.168.40.2

1 172.31.20.2 16 msec 16 msec 16 msec
2 172.20.10.2 28 msec 28 msec 32 msec
3 192.168.40.2 32 msec 28 msec *

I--- The traceroute is successful

RouterA#

% E LR traceroute AN RIFAFHEEXECE— R TOAEITTEERITAHN.  tracerowe AN > R
. A—HEXECE— REEBHEEXECE—ROME THBEL £9,



BYIE R

« TCPAP)L—TFTY R Z7AORNIN FTO/OP—ICETIR—D
e PIL=—TFTATILBETRIHR—K R=D

+ ping B KT traceroute AN RICDWT

« ARL—TFT A VIS AT LATO traceroute X > RO FEH

« DRAQOT I _HANYR—=—PEXDO—R
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